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NAT 7i2
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ot} gt QR of|AM L2
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0|Z% 04|0{ M Router-A= O| ZAI|1gj|0|M0i| EAIE CHE LHE 24 FA 172.31.200.482
172.16.47.1502 2 BHEt5t =8 T HELICH.

|
version 11.2
no service udp-small-servers
no service tcp-small-servers
!
hostname Router-A
!
enable password ww
|

ip nat inside source static 172.31.200.48 172.16.47.150

!-—- This command creates a static NAT translation

l--- between 172.31.200.48 and 172.16.47.150 ip domain-name cisco.com 1ip name-server
172.31.2.132 ! interface Ethernet0 no ip address shutdown ! interface Seriall ip address
172.16.47.161 255.255.255.240 ip nat inside

!l--- Configures Serial(Q as the NAT inside interface no ip mroute-cache no ip route-cache no
fair-queue ! interface Seriall ip address 172.16.47.146 255.255.255.240 ip nat outside

!--- Configures Seriall as the NAT outside interface no ip mroute-cache no ip route-cache ! no
ip classless ip route 0.0.0.0 0.0.0.0 172.16.47.145

!--- Configures a default route to 172.16.47.145 ip route 172.31.200.0 255.255.255.0



172.16.47.162 ! ! line con 0 exec- timeout 0 0 line aux 0 line vty 0 4 password ww login ! end

B2 B 0| E fl5t= BiEto| EXE S LIEFY L.

Router-A#show ip nat translation
Pro Inside global Inside local Outside local Outside global
--- 172.16.47.150 172.31.200.48 - -—-

O| £22 debug i P packet detail 2! debug ip nat7P BHHsHE 2R E-AMM, 2|1
172.16.47 1422 B5t= C|HFO|A 172.31.200.4801 A ASE pingol A 7HKIS LICH

A3 Debug BUS M8t Yol 5242 MABLICH IP HIEYZ0| EHT0| Hob AAF ]
2 0] Bumol J¥E Rl o YR0IE ASEHUAS. dobug VHE WHHTI T
=
=

= —
5 P SEALA

[e>Ne)
0 Debug BEA CHEt 52 HEHE

IP: s=172.31.200.48 (Seriall), d=172.16.47.142, len 100, unroutable
ICMP type=8, code=0

IP: s=172.16.47.161 (local), d=172.31.200.48 (Seriall), len 56, sending
ICMP type=3, code=1

IP: s=172.31.200.48 (Seriall), d=172.16.47.142, len 100, unroutable
ICMP type=8, code=0

IP: s=172.31.200.48 (Seriall), d=172.16.47.142, len 100, unroutable
ICMP type=8, code=0

IP: s=172.16.47.161 (local), d=172.31.200.48 (Seriall), len 56, sending
ICMP type=3, code=1

IP: s=172.31.200.48 (Seriall), d=172.16.47.142, len 100, unroutable
ICMP type=8, code=0

IP: s=172.31.200.48 (Seriall), d=172.16.47.142, len 100, unroutable
ICMP type=8, code=0

IP: s=172.16.47.161 (local), d=172.31.200.48 (Seriall), len 56, sending
ICMP type=3, code=1

0| £2d0i= NAT CIHH HIAIX|7t gie a2 %A & BdEto| AR E|X| o
ElOl2 0l CHA FA(172.16.47.142)01 CHE B2 7t Q& LICH BREIE 4 o=
ICMP Unreachable H|A|X|0|0, O|= LHE & X|Z2 M&ELICEH

2{L} Router-A2| 7|2 BERE 172.16.47.145QL|C}t. 2™ B2 EIREE + Qe doe=z 7t
F L= O|lRE FAUYULII?

Router-A0]| ip @EA7F L EE[X| etk &LICH &, MEYIO| 2t*E E|o|20 (= "F2" HERZ

_+_(0| A2 172.16.0.0)8 SMX|Z 5t= IHZ0| U™ EIRE7I 7|2 B2 E Ar85tK| f&LCh
. &, noip classless BHE2 A™SIH 2t RE 7 71 71 HIE X2 B2 E &&= 7150 THEILICH
O] S=g #735l24™ Router-A0| M ip 2eiAE F 5ok & LICH ip classless B&2 Cisco 10S
Software Releases 11.3 O|& & Al 3= Cisco 2FRE0M 7|EXo =2 EMSHEILICE

Router-A#configure terminal

Enter configuration commands, one per line. End with CTRL/Z.
Router-A(config) #ip classless

Router-A (config) #end

Router-A#show ip nat translation
%$SYS-5-CONFIG_I: Configured from console by console nat tr

Pro Inside global Inside local Outside local Outside global
--- 172.16.47.150 172.31.200.48 -—- —-—-
O[|Fof| =28t Zdut S Uet ping EHIAEE =350 TfZ!0| B2tk ping0| MEet HE &elegd =

A& LIC
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Ping Response on device 172.31.200.48

D:\>ping 172.16.47.142
Pinging 172.16.47.142 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

172.16.47.142: bytes=32 time=10ms TTL=255
172.16.47.142: bytes=32 time<lOms TTL=255
172.16.47.142: bytes=32 time<lOms TTL=255
172.16.47.142: bytes=32 time<lOms TTL=255

Ping statistics for 172.16.47.142:

Packets:

Sent

= 4,

Received = 4,

Lost = 0 (O

Approximate round trip times in milli-seconds:

Minimum =

Oms,

Maximum =

10ms,

Average =

)

2ms

Debug messages on Router A indicating that the packets generated by device
getting translated by NAT.

172.31.200.48 are

Router-A#
*Mar 28 03:
(Seriall),
*Mar 28 03:
*Mar 28 03:

34:28:

routed

34:28:
34:28:

g=172.16.47.145,

*Mar 28 03:
*Mar 28 03:
*Mar 28 03:
(Serialo),

*Mar 28 03:34:28: IP:
g=172.16.47.162, len 100,

*Mar 28 03:34:28: ICMP type=0,
*Mar 28 03:34:28: NAT*:

*Mar 28 03:34:28: NAT*:

*Mar 28 03:34:28: IP: tableid=0,
(Serial0l), routed via RIB

*Mar 28 03:34:28: IP:
g=172.16.47.162, len 100,

*Mar 28 03:34:28: ICMP type=0,
*Mar 28 03:34:28: NAT*:

*Mar 28 03:34:28: NAT*:

*Mar 28 03:34:28: IP: tableid=0,
(Serial0l), routed via RIB

*Mar 28 03:34:28: IP:
g=172.16.47.162, len 100,

*Mar 28 03:34:28: ICMP type=0,
*Mar 28 03:34:28: NAT*:

*Mar 28 03:34:28: NAT*:

*Mar 28 03:34:28: IP: tableid=0,
(Serial0l), routed via RIB

*Mar 28 03:34:28: IP:
g=172.16.47.162, len 100,

*Mar 28 03:34:28: ICMP type=0,
*Mar 28 03:34:28: NAT*:

*Mar 28 03:34:28: NAT*:

*Mar 28 03:34:28: IP: tableid=0,
(Serial0l), routed via RIB

*Mar 28 03:34:28: IP:
g=172.16.47.162, len 100,

*Mar 28 03:34:28: ICMP type=0,

34:28:
34:28:
34:28:

IP: tableid=0,
via RIB

NAT:
IP:
len 100,
ICMP type=8,
NAT*:
IP: tableid=0,

routed via RIB

Router-A#undebug all
All possible debugging has been turned off

s=172.16.47.142

s=172.16.47.142

s=172.16.47.142,

s=172.16.47.142

s=172.16.47.142,

s=172.16.47.142

s=172.31.200.48 (Serial0),

s=172.31.200.48->172.16.47.150,
s=172.16.47.150 (SerialO),
forward

code=0
s=172.16.47.142, d=172.16.47.150->172.31.200.48 [160]
d=172.31.200.48

s=172.16.47.142 (Seriall),

s=172.16.47.142 (Seriall),

code=0
s=172.31.200.48->172.16.47.150,
s=172.16.47.142,

s=172.16.47.142

(Seriall),

code=0
s=172.31.200.48->172.16.47.150,
s=172.16.47.142,

s=172.16.47.142

(Seriall),

code=0
s=172.31.200.48->172.16.47.150,

s=172.16.47.142

(Seriall),

code=0
s=172.31.200.48->172.16.47.150,

s=172.16.47.142

(Seriall),

code=0

(Seriall),

d=172.31.200.48

(Seriall),

d=172.31.200.48

(Seriall),

d=172.31.200.48

(Seriall),

d=172.31.200.48

d=172.16.47.142
d=172.16.47.150->172.31.200.48
d=172.31.200.48

d=172.16.47.142
d=172.16.47.150->172.31.200.48
d=172.31.200.48

d=172.16.47.142
d=172.16.47.150->172.31.200.48
d=172.31.200.48

d=172.16.47.142
d=172.16.47.150->172.31.200.48
d=172.31.200.48

d=172.16.47.142

d=172.16.47.142 [160]
d=172.16.47.142 (Seriall),

d=172.31.200.48 (Serial0),

[161]
[161]

(Seriall),

[162]
[162]

(Seriall),

[163]
[163]

(Seriall),

[164]
[164]

(Seriall),
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