7|8 MPLS VPN T4

=3

>

e

)
I
LT A
MNS8El=THE 4
E7| 75

HiE M2

-

>
gl

ST A

0%

AN

HE /3 Clolo{13Y
rap s [ VSR PN
MPLS 711|722 0|M
MP-BGP T4

‘i
Al

N

o
[ re

HE

k>

7h

MO|EO| F7t Z2EEZ0| Y= B MPLS(Multiprotocol Label

O] EMO0|MHE Cisco E2I0|HE
ghedof CHal A8 g LCt.

2to
Switching) VPN T8t
AN T AFE
QT AE

Ol EAMof CiEl &7 2710| el&Lch

Ol EMol HE= OIS AZEQ 0] X st=f0{ HEE ZIgte = gLt

. P 2 PE 2}2E{ MPLS VPN 7|5 0| Z & El Cisco IOS® £~Z E |01 2I2|A.7200 Series 0|4 2
2 E Cisco BIRE{E P 7I5& X|&ELICI.Cisco 2600 ! 2 E 3600 Series 0|4 2| EIREE
PE 7|52 XI§gfLCt.

.C L CEZtRE{PEEIRES EIRE HEE

rjE

|.

ok
ok

£ s DE BI2EE A £ AsLIC
ol 22l HEE S 2 B0 ClHolAE ECi2 SAEIaLIc of Mo ASE BE Clt

=
OlAE ZF_7|§P5._|(7I§) Au|aefoldez AI’“EIM.=. LICE S HIERF 7 518 QI B 2ZE
“4E4°| HAQ S 0|2 SKIstAlZ] HHEfLICH

e A E



MPLS 7|s2 T%15t24™ Cisco 2600 O| &t ¥42(2| EFE{7t {l0o{0F & L|Ct E 23t Cisco I0S with
MPLS 7|s2 *._'E—.éFE#:"' Software Research £ AF & LICt. &t 21 E{0A MPLS 7[s2 &
dsle d = I RAM 2! Z2HA| HI2 2| &Qlst|ct WIC-1T, WIC-2T 2! 224 OlE{m|o|A

E7| 7%

EAM TEol CHEr XEAEF LHE 2

=Xl
=

it

FOSHAAIL

@)
a

(@]

N
s
mm
b
N
4]

Ol EXtE MEElE Mz CHE f32l 2t*E X A€ LIEHHLICH

. p — AFAXt 3 0] Bt2E.

« PE — OI=IXI- 0‘||x| EI’ E'I
. CE — customer 0| X| 2} 2 E.
. ¢ — Customer CFHE.

&1 PE EFOE-I" AAxH HELIZ 9| 0bx|9 Fo|0d CHS Cholo{a ol EA|E WM
MPLS 7|5& ¢l4lstX| 8t CE 2tEofl 21 A%l ClHolA L CH.

O| Ctojo{a &2 oA Y Hoi &= MRl FEE EoiE LI

ro
EH
N
=1
i
fjo

e,

- VEN 1 e — . vene
T — 1 __.-"-. . . - ..-"-\.\. .- ~ - = - '
—al e, [ Sanice provider / P \
P 7 Site " T PE hackhone | b Site Lo
# j| l_.-"". W i T 1

| "'1--."_. ﬁ? "'
il

., —_——
H‘x s WP
Nz L
"‘-x. CE _ ;
HiE &H
O] Mol ME Cisco E2H0IE AO|E 0l BGP(Border Gateway Protocol) 7t = B2

FU
MPLS(Multiprotocol Label Switching) VPNS| MZ Z1x|12i|o|ME MBS eLict.

MPLSSt &f7H AL E E< VPN 7|" A& 35t 042 ALOIETH S& MUR HERHIE Sl &F
ot &% HEE + U&LICH B S& MY HELIF = ofe] 7FK[ CHE IP VPNE X|HE =+
&LICH O|2Het Z HIEXHI= CHE ZE HEHIA Bz ZEI0|8 HEXHIZ ASKHoH EA|
ELICH VPN LHOM Zt ALO|E= S VPNL| CHE AFO|EO| IP T E TS Y & U &LICH


https://software.cisco.com/research/home
https://software.cisco.com/research/home

ZF VPN2
<& Elo|=
HolAa MEE FMELICH 2t
CEF H|O|E & & XIgfLIct. et
MEUIE AEE = JULF 518
BGP(Multiprotocol BGP)& AM&
HH = & L|Ct

k=
ol 4ol A 7

FECERIRL

ol 2 Mol AE o ES

CE-B1
AS 65001
10.0.4.1/24

-

VRF - Cliant_A
Routers CE-Ax
rd 100:110

VRF - Client_B
Routers CE-Bx
rd 100:120

Zu|agold A4t

MPLS Z4I|a23|o|M

I|7180|M oflet +

ip cef MPLS7} B 8t

st= ch

CE-A1
AS 65002
10.0.4.1/24

-

Paacarﬁ'-
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et E kol Zf L3 QlE{m|o|A0f M SE LICH
#1: CE etEol 2Y HZkl= PE 2t E UE{H O|A0E mpsip BHEE TR LICH

MPLS7t EHE & PEOM CHE HAHE 22 LICHTE: mpsip o0& S2IELICE)

1. 9 HZAE! 2t VPNOI| T3 5HLES| VRFE A AIEELICH vrfdefiniion RS AISBHLICH 7} EHA
ST VPNOI AL S SHIE AR AEY|E XM AAIQ. Ol BHE « 2(5) IP FAE %
5t04 OffH VPNOI| &8 QIEX| AlME 4 U= st o ASELIC

vrf definition dient_A
rd 100: 110

MP-BGP &% 7{FLIE|Q| 7IXH7| X HEUZ| S48 HEELICH ol BHE2 BWHE AE
5t04 7K 7| L HE 7| T2 MAE EE-StE Ol AFSELICH route-target [importjexport|both] T

= YoM = = UXO0|
vrf definition Cient_A
rd 100: 110
route-target export 100:1000
route-target inport 100: 1000
!
address-famly ipv4
exit-address-famly

2. PE 2tE{0I M CEE dliY VRFO| @iZ3st= °|EMIOIA% F7etLCH E AF2 35104 ZF QIE{H|
o|A 0 CHEF E MEAEE FHELICH wifforwarding B@E 2 A™StD IP FAE AHeLICH

Pescar a#tshow run interface G gabitEthernet0/1
Bui | di ng configuration...

Current configuration : 138 bytes
!

interface G gabitEthernet0/1
vrf forwarding Cient_A
i p address 10.0.4.2 255.255.255.0
dupl ex auto
speed auto
medi a-type rj 45
end

Pescar a#

MP-BGP &+

BGPE FAMstE wdolle oiE] 7HX|7F YU&LICH ol & S04, E EtE{E BGP 0|2 7451
L} RR(Route Reflector) EE = Federation HIMEE AL & = Q! L—|EF CtE oloHe B2 2lEE
E{7t At&El=0, Ol= PE 2t E 7+o| 21 21X C|HIO|AE AH85tE R[ECH & Mol =&LIch

o] mln

1. CFE S YU=ATLICH address-family ipva vrf O] PE EFXE{0d| = ZF VPNO{| CHEF . E 2 0f
ot ChS EtAl & 5t Ol 42 B LICHBGPE AF85t0{ CES BB HEE Wete 4829
CE 2tREZ BGP Q1™ C|HO|AE T 5t &8st LICIOIE SMERE ZEEZ2 Al

83504 CESl EIRE HEE esles AR et Z2EZ S AU E & L|Ct
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2. CH2 2 UAELICH address-family vonva S 2 2/5l 1 CHS EHHHIE 22 8FLiCh
. HO|HE & d3t5ted™ ZF PE 2HE{2t Route Reflector 7Holl VPNv4 WIO|H] MAS AZESH ok
- BE HFRLIEIZE M85 E X|™HELICH ol H4Qluoh

kS

Ol EMoiME Chg Ax|as|o|ME AFE35t0d MPLS VPN HIEQ|T o & MY &L c.

. HAFEHPE)
- HALZ(PE)
- ZHE(P)
. Z2|L(RR)
. Of2et (P)
IHIA?PE}

host nane Pescara
!

ip cef

!

I--- VPN dient_A commands.

vrf definition dient_A

rd 100: 110

route-target export 100: 1000

route-target inport 100: 1000

| address-famly ipv4 exit-address-famly

I--- Enables the VPN routing and forwarding (VRF) routing table.

I--- Route distinguisher creates routing and forwarding tables for a VRF.

l--- Route targets creates lists of inmport and export extended conmunities for the specified VRF.

I--- VPN dient_B commands.

vrf definition dient_B rd 100:120 route-target export 100: 2000 route-target inmport 100:2000 ! address-
i pv4 exit-address-fanmily

I

i nterface LoopbackO ip address 10.10.10.4 255.255.255.255 ip router isis

I interface G gabitEthernet0/1 vrf forwarding Cient_A ip address 10.0.4.2 255.255.255.0 duplex auto sp
auto nedia-type rj45 ! interface G gabitEthernet0/2 vrf forwarding Client_B ip address 10.0.4.2 255.255
dupl ex auto speed auto nedi a-type rj 45

l--- Associates a VRF instance with an interface or subinterface.
l--- GgabitEthernet0/1 and 0/2 use the same | P address, 10.0.4. 2.
l--- This is allowed because they belong to two different customer VRFs.

!

interface G gabitEthernet0/0 description link to Pauillac ip address 10.1.1.14 255.255.255.252 ip route
dupl ex auto speed auto nedia-type rj45 nmpls ip

I--- Enables MPLS on the L3 interface connecting to the P router

!
router isis net 49.0001. 0000. 0000. 0004.00 is-type level-2-only metric-style w de passive-interface Loop
l--- Enables IS-1S as the IGP in the provider core network

I router bgp 65000 bgp | og-nei ghbor-changes
nei ghbor 10.10. 10. 2 renot e-as 65000


https://www.cisco.com/c/ko_kr/support/docs/multiprotocol-label-switching-mpls/mpls/13733-mpls-vpn-basic.html#c1
https://www.cisco.com/c/ko_kr/support/docs/multiprotocol-label-switching-mpls/mpls/13733-mpls-vpn-basic.html#c2
https://www.cisco.com/c/ko_kr/support/docs/multiprotocol-label-switching-mpls/mpls/13733-mpls-vpn-basic.html#c3
https://www.cisco.com/c/ko_kr/support/docs/multiprotocol-label-switching-mpls/mpls/13733-mpls-vpn-basic.html#c4
https://www.cisco.com/c/ko_kr/support/docs/multiprotocol-label-switching-mpls/mpls/13733-mpls-vpn-basic.html#c5

nei ghbor 10. 10. 10. 2 updat e- sour ce LoopbackO

I--- Adds an entry to the BGP or MP-BGP nei ghbor table.
I--- And enabl es BGP sessions to use a specific operational interface for TCP connections.

| address-fam |y vpnv4 nei ghbor 10.10.10.2 activate nei ghbor 10.10.10.2 send-conmunity both exit-addres
famly

l--- To enter address family configuration node that use standard VPN version 4 address prefixes.

I--- Creates the VPNv4 nei ghbor session to the Route Reflector.

I--- And to send the community attribute to the BGP nei ghbor.

| address-famly ipv4d vrf Cient_A neighbor 10.0.4.1 renote-as 65002 nei ghbor 10.0.4.1 activate exit-ad
famly ! address-fanmily ipv4 vrf Cient_B neighbor 10.0.4.1 renote-as 65001 nei ghbor 10.0.4.1 activate
address-fanily

I--- These are the eBGP sessions to each CE router belonging to different custoners.
I--- The eBGP sessions are configured within the VRF address famly

!

end

HALZ

host nane Pesaro

|

ip cef

I vrf definition Client_A rd 100: 110 route-target export 100: 1000 route-target inport 100: 1000 ! addres
famly ipvd exit-address-famly !

vrf definition dient_B rd 100:120 route-target export 100: 2000 route-target inport 100:2000 ! address-
i pvd exit-address-fanmily ! ip cef | interface LoopbackO ip address 10.10.10.6 255.255. 255. 255

ip router isis

I interface G gabitEthernet0/0 description link to Ponerol ip address 10.1.1.22 255, 255.255.252 ip rout
isis duplex auto speed auto nedia-type rj45 npls ip ! interface G gabitEthernet0/1 vrf forwarding Cien
address 10.0.6.2 255.255.255.0 duplex auto speed auto nedia-type rj45 ! interface G gabitEthernet0/2 vr
forwarding ient_A ip address 10.1.6.2 255.255.255.0 duplex auto speed auto nmedia-type rj45 ! interfac
G gabitEthernet0/3 vrf forwarding Cient_A ip address 10.0.6.2 255.255.255.0 dupl ex auto speed auto ned
type rj45 ! router isis net 49.0001. 0000. 0000. 0006.00 is-type level-2-only netric-style w de passive-

i nterface LoopbackO ! router bgp 65000 bgp | og-nei ghbor-changes nei ghbor 10.10. 10.2 renote-as 65000 nei
10. 10. 10. 2 updat e-source Loopback0 ! address-fam |y vpnv4 nei ghbor 10.10.10.2 activate neighbor 10.10.1
send-conmunity both exit-address-famly ! address-famly ipv4 vrf Cdient_A neighbor 10.0.6.1 renote-as
nei ghbor 10.0.6.1 activate neighbor 10.1.6.1 renote-as 65004 nei ghbor 10.1.6.1 activate exit-address-fa
address-fam |y ipvd vrf Cient_B neighbor 10.0.6.1 renpte-as 65003 nei ghbor 10.0.6.1 activate exit-addr
famly ! | end

ZIHE

host nane Porer ol

!

ip cef

!

i nterface LoopbackO
i p address 10.10.10.3 255. 255. 255. 255
ip router isis

!

interface G gabitEthernet0/0
description link to Pesaro
i p address 10.1.1.21 255. 255. 255, 252
ip router isis
dupl ex auto
speed auto
medi a-type rj 45
mpls ip

!

interface G gabitEthernet0/1
description link to Pauillac
ip address 10.1.1.6 255.255. 255. 252



ip router isis

dupl ex auto

speed auto

medi a-type rj 45

mpls ip

I

interface G gabitEthernet0/2
description link to Pulligny
ip address 10.1.1.9 255.255. 255. 252
ip router isis

dupl ex auto

speed auto

medi a-type rj 45

mpls ip

I

router isis

net 49.0001. 0000. 0000. 0003. 00
is-type level-2-only
metric-style wde

passi ve-interface LoopbackO
I
end

Z|

host nane Pul | i gny
!

ip cef

!

nterface LoopbackO
i p address 10. 10.10. 2 255. 255. 255. 255
ip router isis

nterface G gabitEthernet0/0

description link to Pauillac

i p address 10.1.1.2 255.255. 255. 252ip router isis
dupl ex auto

speed auto

medi a-type rj 45

mpls ip

nterface G gabitEthernet0/1

description link to Ponero

i p address 10.1.1.10 255.255. 255. 252ip router isis
dupl ex auto

speed auto

medi a-type rj 45

mpls ip

nterface G gabitEthernet0/3
no i p address

shut down

dupl ex auto

speed auto

medi a-type rj 45

|

router isis

net 49.0001. 0000. 0000. 0002. 00
is-type level-2-only
metric-style wide

passi ve-interface LoopbackO

|

router bgp 65000

bgp | og- nei ghbor - changes

nei ghbor 10.10. 10.4 renote-as 65000



nei ghbor 10. 10. 10. 4 updat e- source LoopbackO
nei ghbor 10.10.10.6 renote-as 65000
nei ghbor 10. 10. 10. 6 updat e- source LoopbackO
1
address-fam |y vpnv4
nei ghbor 10.10.10.4 activate
nei ghbor 10.10. 10.4 send-comunity both
nei ghbor 10.10.10.4 route-reflector-client
nei ghbor 10.10.10.6 activate
nei ghbor 10.10.10.6 send-comunity both
nei ghbor 10.10.10.6 route-reflector-client
exit-address-fanmly
I
I
end

Zelet

host nane pauill ac
!

ip cef

!

nterface LoopbackO
i p address 10.10.10.1 255. 255. 255. 255
ip router isis

nterface G gabitEthernet0/0
description link to Pescara

i p address 10.1.1.13 255. 255. 255. 252
ip router isis

dupl ex auto

speed auto

medi a-type rj 45

mpls ip

nterface G gabitEthernet0/1
description link to Pulligny

i p address 10.1.1.5 255. 255. 255. 252
ip router isis

dupl ex auto

speed auto

medi a-type rj 45

mpls ip

nterface G gabitEthernet0/2

description link to Ponero

i p address 10.1.1.1 255. 255. 255. 252
ip router isis

dupl ex auto

speed auto

medi a-type rj 45

mpls ip

|

router isis

net 49.0001. 0000. 0000. 0001. 00
is-type level-2-only
metric-style wide

passi ve-interface LoopbackO

|

end

CE-A1 CE A3

host nanme CE- Al host nane CE- A3



!
ip cef
!
interface G gabitEthernet0/0
ip address 10.0.4.1
255. 255. 255. 0
dupl ex auto
speed auto
medi a-type rj 45
!
router bgp 65002
bgp | og- nei ghbor - changes
redi stribute connected
nei ghbor 10.0.4.2 renote-as
65000
!
end

gtol

+ show ip vrf —
- show ip vrf interfaces —
« show ip route vrf
- traceroute vit — PE 2}
. showipcefvif — PE B}
MPLS LDP &0l &3

- show mpls interfaces

- show mpls forwarding-table
« show mpls |dp bindings

- show mpls Idp neighbor

PE to PE/RR &l 42

« show bgp vpnv4 unicast all summary

ol=x
AT

ZHI2 VRF7t x| 2l
A5 =El QIE{H| 0| A
- PE EIREQ| 2t E
Elo| ot & MEE =olgtL|ct.
Elo| ct & HMEE &olgtLct.

!
ip cef
!
interface G gabitEthernet0/0
i p address 10.0.6.1
255. 255. 255.0
dupl ex auto
speed auto
nmedi a-type rj45
!
router bgp 65004
bgp | og- nei ghbor - changes
redi stribute connected
nei ghbor 10.0.6.2 renote-as
65000
!
end

EQIgLCt.
£ olguict
HEE FolgLc

- show bgp vpnv4 unicast all neighbor - & El VPNv4 5 ALE & QIgL|C}.
- show bgp vpnv4 unicast all neighbor - <= &IEl VPNv4 2 FALE 2FQIRFLICEH
show ip vrif B | ME HY F2AQIL|C}.
Pescara# show ip vrf
Nane Default RD Interfaces
Client_A 100: 110 G0/1
a ient B 100: 120 Go/2
CHZ 2 show ip vrf interfaces WA O| MEZ W E24Q/LC}
Pesar o#tshow ip vrf interfaces
Interface | P- Addr ess VRF Pr ot ocol
G O0/2 10.1.6.2 Cient_A up
G 0/3 10.0.6.2 Cient_A up
GO0/1 10.0.6.2 Client_B up

CHE MEoME

show ip route vif 0| F E20iH SLE HF

Al 10.0.6.0/242 E04{ELIC}. Of



Pescara#show ip route vrf Client_A

Routing Table: Cient_A
Codes: L - local, C- connected, S - static, R- RRP, M- nobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-
ia- IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route, H- NHRP, | - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides fromPfR

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

C 10.0.4.0/24 is directly connected, G gabitEthernet0/1
L 10.0.4.2/32 is directly connected, G gabitEthernet0/1
B 10.0.6.0/24 [200/0] via 10.10.10.6, 11:11:11

B 10.1.6.0/24 [200/0] via 10.10.10.6, 11:24:16

Pescar a#

Pescara#show ip route vrf Client_B

Routing Table: Cient_B
Codes: L - local, C- connected, S - static, R- RRP, M- nobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S su- IS IS sumary, L1 - IS IS level-1, L2 - IS IS level-
ia- IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route, H- NHRP, | - LISP
a - application route
+ - replicated route, %- next hop override, p - overrides fromPfR

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 3 subnets, 2 nmasks

C 10.0.4.0/24 is directly connected, G gabitEthernet0/2
L 10.0.4.2/32 is directly connected, G gabitEthernet0/2
B 10.0.6.0/24 [200/0] via 10.10.10.6, 11:26:05

T MO|E ztoil traceroute & A& Z< (0| oflof M= Client_ A2| & AFO|E(CE-A1~CE-A3)),

MPLS HERT oM AtE5t= CiI0IE ABME = = UELICHmpls ip propagate-ttioll A AL 5t
TAE ARQ).

CE- Al#show ip route 10.0.6.1
Routing entry for 10.0.6.0/24
Known via "bgp 65002", distance 20, metric O
Tag 65000, type external
Last update from 10.0.4.2 11:16: 14 ago
Routi ng Descri ptor Bl ocks:
* 10.0.4.2, from10.0.4.2, 11:16:14 ago
Route netric is 0, traffic share count is 1
AS Hops 2
Route tag 65000
MPLS | abel : none
CE- Al#

= 2174 PEJ} & Cisco 22+0|1E QI CE_B2 2! CE_A30]| CHE SUE HERXITE 7HXK|T 7|
F0|H, ol Ye+tAi2l MPLS VPN ETJOM 6105.=.'LII:+.

=
5



CE- Al#ping 10.0.6.1 Type escape sequence to abort. Sending 5, 100-byte |ICWMP Echos to 10.0.6. 1,
timeout is 2 seconds: !!!!l Success rate is 100 percent (5/5), round-trip mn/avg/max = 7/8/9 ns
CE- Al#

CE- Al#traceroute 10.0.6.1 probe 1 numeric Type escape sequence to abort. Tracing the route to
10.0.6.1 VRF info: (vrf in nanme/id, vrf out nane/id) 1 10.0.4.2 2 nmsec 2 10.1.1.13 [MPLS: Labels
20/ 26 Exp 0] 8 nsec 3 10.1.1.6 [MPLS: Labels 21/26 Exp 0] 17 nsec 4 10.0.6.2 [AS 65004] 11 nsec
5 10.0.6.1 [AS 65004] 8 nsec

21 Exp 0 QoS(Quality of Service)0l| AFE e A% Z=QlL|C}.

CHS 232 RRI S& MUAL Zo HERHF | YR P 2tRE Zhol BEE 1S-IS X LDP 21 dS
HoiE LIt

Pul I i gny#show i si s nei ghbors

Tag nul | :
System | d Type Interface | P Address State Holdtine Circuit Id
Paui | | ac L2 GO0/0 10.1.1.1 uP 25 Pul i gny. 01
Porrer ol L2 Go/1 10.1.1.9 uP 23 Pul i gny. 02
Pul I i gny#

Pul I'i gny#show npl s | dp nei ghbor
Peer LDP Ident: 10.10.10.1:0; Local LDP lIdent 10.10.10.2:0
TCP connection: 10.10.10.1.646 - 10.10.10.2.46298
State: QOper; Msgs sent/rcvd: 924/921; Downstream
Up tinme: 13:16:03
LDP di scovery sources:
G gabi t Ethernet0/0, Src IP addr: 10.1.1.1
Addr esses bound to peer LDP |dent:
10.1.1.13 10.1.1.5 10.1. 1.1 10.10.10.1
Peer LDP ldent: 10.10.10.3:0; Local LDP lIdent 10.10.10.2:0
TCP connection: 10.10.10.3.14116 - 10.10.10. 2. 646
State: QOper; Msgs sent/rcvd: 920/ 916; Downstream
Up tinme: 13:13:09
LDP di scovery sources:
G gabitEthernet0/1, Src IP addr: 10.1.1.9
Addr esses bound to peer LDP |dent:
10.1.1.6 10.1.1.9 10. 10.10. 3 10.1.1. 21
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