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2HO|MAE 2215 2{ T system > Licenses > Smart Licenses.
Smart License Status Cisco Smart Software Manager @
Usage Authorization; Autharized (Last Synchronized On May 18 2023)
Product Registration: Registered (Last Renewed On May 18 2023)
Assigned Virtual Account: SEC TAC

Export-Controlled Features: Enabled



Edit Licenses Q

Mahware Defense IPS LIRL Carrier Secune Client Premier Secune Chent Achvantage Secung Client VPN Only
Devices without license 7 Devices with licensa (1)
Q, Search FTD73 ]
Cancel Apply

FMCe| Z4x|12|o|M EtA|
Q3Qd/LDAP MB{ x| d|o|M
N 2T UYQE BHA= Al REALMILDAP Ao EHTLI:LEHOIH% Qlst Aofgt T EfLICH RA

VPNOIM 1B 0 AL E = U A FEEl ME{7} 2= B2 RA VPN Configuration(RA
VPN ZZ[Jgo|M)e 2 O|setL|Ct.

1EHA|. BF M system > Other Integrations > RealmsO| L &101| LF2} Uy= AR{H.

i Firewall Management Center Overview Analysis Policies Daovices Objects Integration Depioy X @ £t @ admint Il sEcuRe
Clowd Sorvices  Realms  Menfity Sources  High Avallabiity  eStreamer  Host Ingut Client  Smart Saftware Manager Gn-Prom
Realms  Realm Sequences  Sync Results
—
--

2EHA| O &lodl EA|E! CHE Add anew reaim.



\ Compare Realms Add Realm

3EHH. AD Mt L CIZE 2|0l ChEh MR HEE MBELICH 223 ok

AD F £ HQl: test.com

C|HE 2| AF2 A} 0|&: CN=Administrator, CN=Users,DC=test,DC=com
CIEEE 3. <ad>

7| DN: DC=test,DC=com

T1& DN: DC=test,DC=com



Add New Realm 9 ¥

Name* Deseription

| |
Type AD Primary Domain
AD v | l

E.q. domain.com

Directory Usemame® Directory Password*

I |

Base DN Group DN

E.g. ousgroup, deecisco,do= com E.g. ow=group,dorcisco, dorcom

E.g. user@idomain com

Directory Server Configuration

~ New Configuration

Hostname/IP Address® Port*

I 636 |
Encryption CA Certificate*®

| LDAPS v | | select certificate v ] +

Interface used to connect to Directory server

@) Resolve via route lookup
() Choose an interface

Default: Management/Diagnostic Interface w

251

Add another directory

Cancel | Configure Groups and Users

AEtH|. 23| save O] O|OIX[0] ZAIE T2 FACIHEER HE AEE MY ELICH
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Ol "ol&l 32 5E A2 o|SELIch,

1A, B M opjects > Object Management.

ant Center

Bt

Overview Analysis Policies Devices Objects Integration

Object Management

Network

Intrusion Rules

A network object represents one or mare [P addresses. Metwork o
reports, and so on.

luding a



2EHA|: 2128 01| A veN > Group Policy.

~ PN
Certihcate Map

Custom Attnbute

Group Policy

IKEv1 IPsec Proposal
IKEvT Policy
IKEvZ IPsec Proposal
IKEvZ Policy

Secure Chent Fila

3EFA|: Add Group Palicy.



Deploy Q @ ¥+ @ adminv

eseo SECURE

Add Group Policy (NS

ATHA|: Group Policy(2& H&) z2t2 M3 Fct
Ol 2ol §:

O|&: RA-VPN

HiLA: | VPNOY @ &1 Zdg g EfLch

ASRE SAl 239 3(71£3))

Add Group Policy

Py
RPN

Daadsriplicn:

Groneral Secany Client Advanced

I
VPN Pratocols Banng;
IP Address Pools
DSAVING ! Whalceme 15 VP!
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Add Group Policy

MNama:*
HA=YEM

Deseription:

General Secure Client Advanced

| ——
Trafhe Filter Access Hours:
Linrestricted
Simultangous Login Per Liser;
3
5E|'7=”. |E:||'A—||'| Devices > VPN > Remote Access.
Devices Objects Integration
Device Management VPN
Device Upgrade Site To Site
d  NAT Remote Access
QoS Dynamic Access Policy
Platform Settings Troubleshooting
FlexConfig
Certificates

6EtA|. 22! Add anew configuration.

Troubleshoot

File Download
Threat Defense CLI
Packet Tracer
Packet Capture



Status Last Modifsed

A a new Confouraiinn

72 A M Name RA VPN 2, MEH vpn protocols 41EH Targeted Devices. 2 2| Next.
ol bz ol Sx:

O|&: RA-VPN

VPN Z2E2: SSL

CHAF & R|: FTD

Remote Access VPN Policy Wizard
‘ POy ASSRTITeE 7 Connacion Profiks Securs Chenl i | ADDess & Corshoaies SLHTHTIEY
Targated Devices and Frotocols

Thii wizand will Uy yoeg Iheda® T ridparesd] manrsdl Alpa :.-cl'l"l_;l:lr i Fafmdatn
ADDEES VPN polecy WAth & Dl LiSeT - NG OONflc 0N profib

M~
R ]

Dy s ripizn:

VPN Pratocals:

S
Faac-IKEVD

Targated Devices:

)

Spprch ETOT

8EHA|. o Z3 Authentication Method, ~1EH aAaA only. O] CHEH REALM/LDAP ME{E MEHELICE
Authentication Server. 2 = Configure LDAP AttributeMap (LDAP T48t 2048 A& LICtH)



[EAs Ty
Connection Profile:
Connection Profiles specify the wunnel group policies for a VPN connection, These policies perain to creating the

buanirieE] g, Do Aalul i .Etl!iﬁl'l"lpliﬁ-l'ltﬂ and hove addredses arg l&-!-igﬂ&ﬂ- TI'IE'!.I' alEo inchude uer atiributes, which
arg defmed in group policies.

Connection Profle Mama:® Ra=ViPN

[ 0 This name is configured as a connection aliag, it can be used o connaect to the VPN gsteway

Authentication, Authorization & Accounting (AAA):

Specity the mathad af authemication (Ao, cenificates of both), and the Ao servers that will be used for VPN

connachions.
Authenbcation Meathod: AA4 Only v
Authentication Server:® [ e | - l =
Fal ':m-:klc- L':Z."-E.:.J.l;. :-mhenh{:alnm
Authorizaltion Serer: Use same aulhenicalion Serer « | 4

Conhgure LDAP Attribute Map

9Et7|. M| S LpAP Attribute Name B Cisco Attribute Name. 2 2| Add Value Map.
ol dlzol 25,
LDAP £ O|&: memberOf

R4 RH
o™=

I

Cisco E4H 0|&: 1



Configure LDAP Attribute Map 7]

Realr:
AD (AD) B

LR atiribufe B 4

Maime Mag:
LOaP Astrifaube Mame Cisco Attribute Mama

memiberO] v [ Geoup-Policyl =

Valua Maps:
LDAP Agtrilbube WValue Cigeg Altrilute Value

Add Value Map

10EHA|. M Z: LpAP Attribute Value 2! Cisco Attribute Value. 2 = oK.
ol cl29o| 5x:
LDAP £ Zt: DC=talocan,DC=sec

Cisco &4 Zf: RA-VPN

LDAP attribute Maps: +
Namea Map:
LOnAP Atiribute Mame Cisco Aftribute Name
membend v Group=Policy v
Value Maps:
LDAPR Attribute Value Cisco Attribute Value

de=tlalocan,do=sec RA-VPN |+ @




~ o F Ao ek H

11EHA.

Address

Z 7} Addresspool 24 A

[ ] K=)
B2 4

ot Mg Fotg 4

Pools

Available IPvd Pools O

Q, Search

12874 M3

. Connection Profile Name

ol Hlz ol 5x:

¥
Mt
|H
Hu
_t':l
o
i

Py
>
<
Y
pd

o
Ol
0%
It
%_

ro
Ol
x
L3
—
o
>
Y]

IPv4 =2 E:

a

I
0
12
12
=
[>
oy
Ral

S ommoim Wy, 0z Mo

No-Access 1& H2H0{|= simultaneousLogin Per user DI 7HEITE 0

Group Policy.

E'E—! Next.

FEANE2 0|

SelectEd IPva Padls

VPN -Pool

EtAM £ EEIR}ELICEH

policyE 4lste B9 208 = & M) o= A™ELCH

QK

A XF7E 712 No-Access group-



Add Group Policy

Mame:*
Mo-Access
Description:
General Secure Client Advanced
|
Traffic Filter Access Hours:
Unrastrictad v | 4

e Vo - D
an SEhings

Simultaneous Login Per User:

[cl

13Et7|. 2 2! Add new AnyConnect Image = (&) F 7F5H24 Anyconnect Client Image FTDOI| @128 L|CH

Secure Client Image

The VPN gatewasy can autormatically download the latest Secure Client package (o the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate O3S for the selected package,

Dowmload Secure Chent packages from Cisco Software Download Center.

Select at least one Secure Client image
I e Show Re-onder buttons <

Secure Client File Object Name Secun Client Package Mame Operating System

Add new ecune Chent Image

145 A MES: Name Y2 EE 0|0|X|2] B2 ZH AEE[X|0|AM &of O|0X|E YZEFLICH 2=
Save.



Add Secure Client File (7]

MName:™

mac

File Name:*

[ anyconnect-macos-4.10.07061-webdef | Browse..

File Type:*®

Secure Client Image v

Description:

=

Z2/gich 22 Ne

15CHA. AT = UL S st24H 0[0|X| ol U= =elet

fjo

Secure Client Image

The VPN gatewsy can automatically download the latest Secure Client package to the client device when the YPM
connection is initiated, Minimize connection setup time by choosing the appropriate 05 for the selected package.

Download Secure Client packages from Cisco Software Download Center.

Show Re-order buttons -+

Secure Client File Dbject Name Secure Client Package Name Operating System

Mac anyeonnect-macos-4. 10,0706 1 -webdeplay... Mac OS r

16CHA|. CHS S MEHEILICE. interface group/Security Zone 2! Device Certificate. 2 2! Next.



ol HZ2eol S4:
QIEm0|lA 2 &/E QS ¥ Out-Zone

ClHtolA RIBM: Rt ME

AME 2 2|5t2{H Bypass Access
= AgLcHZ|2Mo 2 g MHsHE).

3

ABA

N &7 o3 EHEI(VPN) ESHE0) CHE HMA K
SF A

Control(HAM|A Ao 23|) HH S M2 &435le

o
— 1

Metwork Interface for Incoming VPN Access

Select or create an Interface Group or a Security £one that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:* InZone v +

Enable DTLS on member interfaces

A All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called ldentity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certificate Enrollment:* SelfSigned | +
Enroll the selected certificate object on the target devices
Access Control for VPN Traffic

All decrypted traffic in the YPM tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Contral Policy.

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
This option bypasses the Access Control Policy inspection, but VPN filter ACL and
authorization ACL downloaded from AAA server are stil applied to VPN traffic.

17EHA. RA VPN ZI|aefo|Me| @ oS &QIgtL|ct 23| Fin 2 S EI6tH 220 20| ME

= U&LICH



Remote Access VPN Policy Wizard

Policy Assignment

18EHA|. B A peploy > Deployment. Z1IL| 1 24[O| M

2 | Connection Profile

4 | Access & Certihcate

40

Socung Chent

Remote Access VPN Policy Configuration

RA-VPN

FTD73

RA-VPHN

RA-VPH

Al Onby

AL (AL

)

WPN-Pool

Mo-Access

T+50| 838 & Hu|32o|M0| FTD CLIZ F

<tfroot>

I--- LDAP Server Configuration ---

| dap attribute-map LDAP

map-name memberOf Group-Policy

map-value memberOf DC=tlalocan,DC=sec RA-VPN

aaa-server LDAP protocol Tdap

max-failed-attempts 4
realm-id 2

aaa-server LDAP host 10.106.56.137

server-port 389

Tdap-base-dn DC=tlalocan,DC=sec
Tdap-group-base-dn DC=tlalocan,DC=sec

Tdap-scope subtree

Tdap-naming-attribute sAMAccountName
Tdap-Togin-password #****%*

AlELICE.

Tdap-Togin-dn CN=Administrator,CN=Users,DC=test,DC=com

server-type microsoft

| dap-attribute-map LDAP

I--- RA VPN Configuration ---!

° Sumimiang

Duiside

Fireswall Managamant Carter will confgung an RA VPN Policy with the following se1tngs

x

Aty

Additional Configuration Requirements
aAfter the wizard completes, the following

configuration neads to be complated for VPN 1o
work on all device targats.

D Access Control Policy Update

An Access Control nule must be defined to allow
VPN traffic on all targeted dovicos.

0 NAT Exemption

If NAT ks enabled on the targated davices, you
mus defing 8 MAT Policy to exempt VPN traffic.

0 DNS Configuration

To resohe hosiname specifed in S84 Servers
or CA Sonmrs, configure DNS using FlexConfig
Policy on the targated devices.

0 Port Configuration

SSL will be énabléd on port 443,

IPsec-IKEvE uses port 500 and Client Services
will be enabled on port 443 for Secure Cliamt
image download MAT-Traversal will be enabled

EH
=0

o

LICt. 2 2! peploy.



webvpn
enable Outside
anyconnect image diskO:/csm/anyconnect-win-4.10.07061-webdeploy-k9.pkg 1 regex "Mac"
anyconnect enable
tunnel-group-1list enable
error-recovery disable

ss1 trust-point Self-Signed

group-policy No-Access internal

group-policy No-Access attributes

vpn-si nmul t aneous-1ogins 0

vpn-idle-timeout 30

I--- Qutput Omitted ---!
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall

split-tunnel-network-1ist none

group-policy RA-VPN internal

group-policy RA-VPN attributes

banner value ! Wl cone to VPN !

vpn-si nul t aneous-1ogins 3

vpn-idle-timeout 30
I--- Qutput Omitted ---!

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist non

ip local pool VPN-Pool 10.72.1.1-10.72.1.150 mask 255.255.255.0

tunnel-group RA-VPN type remote-access

tunnel -group RA-VPN general -attributes

address-pool VPN-Pool
authentication-server-group LDAP

def aul t - gr oup-pol i cy No- Access

tunnel-group RA-VPN webvpn-attributes
group-alias RA-VPN enable



AnyConnect 22+0|21E0{ X Valid VPN User Group Credentials($ &8t VPN ALA} 28 X4 &
H)= 230/5tH LDAP £ Hoi| ola| 2 El SHIE 08 HAE 7FMHSLICH

VPN:
Piease respond to banner,

-'__'-_1 r,.-. .I_-h-ll .__-

Cisco AnyConnect

I Welcormea to VPN |

LDAP Debug Snippet(debug Idap 255)01 A LDAP 4 Mo Ux|st= &S0l USE =HQUE = U
&Lict

<ffroot>

Aut henti cati on successful for test to 10.106.56. 137

memberOf: value = DC=tlalocan,DC=sec

mapped to G oup-Policy: value = RA-VPN



mapped to LDAP-C ass: val ue = RA-VPN

AnyConnect 220|1E 0{ A Invalid VPN User Group Credential($ & 3tX| &t 2 VPN AFEXF 18
A3 52 23915 No-Access 1 & HA0| M ELICTH

% Cisco AnyConnect | asavpn.rohan.com

I‘.’:‘l Login failed.
Group: RA-VPN >

Username: | Administrator

'a J! VPN:

Login failed.

Password:

asavpn.rohan.com

<#root>

%FTD-6-113004: AAA user authentication Successful : server = 10.106.56.137 : user = Administrator

%-TD- 6-113009: AAA retrieved default group policy (No-Access) for user = Admnistrator

%FTD-6-113013: AAA unable to complete the request Error : reason =

Si nul t aneous | ogi ns exceeded for user : user = Adm nistrator

LDAP Debug Snippet(C|EH1 Idap 255)0{ A LDAP §4 ol Lx|5t= &F0| iS22 & Qle = U
&L|Ct.
<#root>

Aut henti cation successful for Adm nistrator to 10.106.56. 137

memberOf: value = CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec
mapped to Group-Policy: value = CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec
mapped to LDAP-Class: value = CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec
memberOf: value = CN=Domain Admins,CN=Users,DC=tTalocan,DC=sec
mapped to Group-Policy: value = CN=Domain Admins,CN=Users,DC=tTalocan,DC=sec
mapped to LDAP-Class: value = CN=Domain Admins,CN=Users,DC=tTalocan,DC=sec
memberOf: value = CN=Enterprise Admins,CN=Users,DC=tlalocan,DC=sec
mapped to Group-Policy: value = CN=Enterprise Admins,CN=Users,DC=tTalocan,DC=sec
mapped to LDAP-Class: value = CN=Enterprise Admins,CN=Users,DC=tTalocan,DC=sec
memberOf: value = CN=Schema Admins,CN=Users,DC=tTalocan,DC=sec
mapped to Group-Policy: value = CN=Schema Admins,CN=Users,DC=tTalocan,DC=sec



mapped to
memberOf: value =
mapped to
mapped to
memberOf: value =
mapped to
mapped to

LDAP-Class: value = CN=Schema Admins,CN=Users,DC=tTlalocan,DC=sec
CN=IIS_TIUSRS,CN=Builtin,DC=tTlalocan,DC=sec

Group-PoTicy: value = CN=IIS_IUSRS,CN=Builtin,DC=tlalocan,DC=sec
LDAP-Class: value = CN=IIS_IUSRS,CN=Builtin,DC=tlalocan,DC=sec
CN=Administrators,CN=Builtin,DC=tlalocan,DC=sec

Group-PoTlicy: value = CN=Administrators,CN=Builtin,DC=tlalocan,DC=sec
LDAP-Class: value = CN=Administrators,CN=Builtin,DC=tTalocan,DC=sec
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