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o] E Mol AE VM(Virtual Machine) 2 XR Router0i|A{ Cisco Routed PON(Passive Optical
Network) & F Mol ZEof CHaf AHELICY.
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* NCS-540-28Z4C-SYS-A XR Router
* Cisco IOS® XR Software 24.1.2

+ Routed PON B{7H 24.1.2

« Ubuntu {7 20.04.06 LTS

Ol Mol HE= 5 & g &2l CIHIO|AE EOIZ A EE|RI&LICH O EA{ol| AHEE 2 E Clut
= |I2Biloldez ARERELICH HA HEXHA S S 2 ZE
BE o HAXQ FF¥E 0|2| SXIStA|Z| HHE LICH

o
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Ir
]
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N
i rlﬁ
I
\=|

0]l AF& £|= VRF(Virtual Routing and Forwarding) 7} Linux HIE$/Z Zdm|22 0|40 EF3 |0
A=X| &ZolgrL|ct o] ool ME VRF Mgmt-intf7F A £| QA& LICH EE S source-hint default-
route7t SHHE Y23 QlE{H|O|A0f CHal MHEHEIR=X| & elgfLct. LIEE of| o] 122 2IE{H|O|
A MgmtEthO/RPO/CPUO/0S AFRBHLIC},

ZAI|22)o|Ad o Al:

Tinux networking
vrf Mgmt-intf
address-family ipv4
default-route software-forwarding
source-hint default-route interface MgmtEth0O/RP0O/CPU0O/0

=™ 2 ot QlE{m| oA 74|04
OLT(Optical Line Terminal) PluggableO| & == QIE{H|0|A T} EHIE D ZAn|Tg0|MAM B=

TRl etk =] ULt B 512 QIE{H 0[A T} 40902 2 Ef2El dot1qO|d &3 =213 QIF
Ho|&0 M E|=XK| #IghL|cH

T|zefofM o Al:



interface TenGigE0/0/0/0
description PON OLT

!

interface TenGigE0/0/0/0.4090
encapsulation dotlqg 4090

0424

FO|
oo

.

b

<{froot>
RP/0/RPO/CPU0:F340.16.19.N540-1#

show ip interface brief

Tue Jul 16 15:08:28.786 UTC
Interface IP-Address Status Protocol Vrf-Name
TenG gEO/ 0/ 0/ 0

unassigned

Up

Up
default
TenG gEO/ 0/ 0/ 0. 4090
unassigned

Up

Up
default

RP/0/RPO/CPU0:F340.16.19.N540-1#

show i nterface TenG gEO/ 0/ 0/ 0. 4090

Wed Jul 17 13:17:07.754 UTC

TenG gEO/ 0/ 0/ 0.4090 is up, line protocol is up

Interface state transitions: 5

Hardware is VLAN sub-interface(s), address 1is c47e.e0b3.9b04
Internet address is Unknown

MTU 1518 bytes, BW 10000000 Kbit (Max: 10000000 Kbit)
reliability 255/255, txload 0/255, rxload 0/255

Encapsul ation 802.1Q Virtual LAN, VLAN Id 4090

, loopback not set



A K| FHIEL|ct

1x| 2 0|40l M LLDP 7t & 443} E[0]

et 7

<#root>
RP/0/RPO/CPU0:F340.16.19.N540-1#
include Ildp

show run
Thu Jul 18 20:16:12.073 UTC
o
k=)
I T (Linux o] 22 BE2E
HN=X| &

11dp
PON-Controller Z1I|12{| 0|4
Mx|zlo] Qi A AEfoIx| &olstL|ct J=Hx| ote 4
U= X| &Ik (Li
28 E local-repo7t SHI2H| &t X &

xr-pon-ctrl RPMO| 4
NCS540l-iosxr-optional-RPMs-24.2.11.tarO|
A EQfo{ x| RPMO]

Pl B —)

/misc/disk1/),

StE Cl|A O



o AAE"H A RPME| x| & 2H2|of CHEF HE = System Setup and Software
Installation Guide for Cisco NCS 540 Series Routers, |I0S XR Release 24.1.x,24.2.x 23

M &S - A&Lict

(IR

<#froot>
RP/0/RPO/CPU0:F340.16.19.N540-2#

show install active sumrary | include xr-pon

Tue Jul 16 14:59:16.082 UTC

Xr-pon-ctlr 24.1.2v1.0.0-1


https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5xx/system-setup/24xx/b-system-setup-cg-24xx-ncs540/understanding-software-modularity-and-installation.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5xx/system-setup/24xx/b-system-setup-cg-24xx-ncs540/understanding-software-modularity-and-installation.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5xx/system-setup/24xx/b-system-setup-cg-24xx-ncs540/understanding-software-modularity-and-installation.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5xx/system-setup/24xx/b-system-setup-cg-24xx-ncs540/understanding-software-modularity-and-installation.html

<#root>
install
repository local-repo

url file:///
har ddi sk: / opti onal - RPMs- 2412

ol
=,

PON ZEE24{7t SHI=2H A& 1t

of:

<{froot>

pon-ctlr
cfg-file
har ddi sk:/PonCntlInit.json vrf

£ Y VRFE FgE|0

o g

Mgnt - i nt f

Ool=
AR -
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=

QIErLCH.
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B LIEE oo M= TLSE AF85HK| & :
EI} BB} Sl MRS X 2olgtL
= 740l YxlsHex| =QIFLIC
| =HoIgLIct

MongoDBZ2| IP7} host: AMoi| HHE|0{ PON ZHEE2{7} 445t
st T HE ZE VMl mongod.conf IHUO| L E QL AUX|GHEX

of:
<#froot>
{
"CNTL": {
"Auth": false,
: "R4.0.0",

"CFG Version":
Default is fal se

"DHCPv4": true, <- DHCP set to true for CPE devices,

"DHCPv6":



true

<- DHCP set to true for CPE devices, Default is false
"PPPoE": false,

"UMT 1interface": "tibitvirt",

Maximum CPEs Allowed": O,
"Maximum CPE Time": O

3,
"DEBUG": {1},
"JSON": {
"databaseDir": "/opt/tibit/poncntl/database/",
"defaultDir": "/opt/tibit/poncntl/database/"
3,

"Local Copy": {
"CNTL-STATE": false,
"OLT-STATE": false,
"ONU-STATE": false

3,

"Logging": {
"Directory": "/var/log/tibit",
"FileCount": 3,
"FileSize": 10240000,
"Tracebacks": false,
"Timestamp": false,
"Facility" : "user"

3,

"MongoDB": {

"auth_db": "tibit_users",
"auth_enable": false,

"ca_cert_path": "/etc/cisco/ca.pem",
"compression": false,
"write_concern": "default",

"host": "10.122. 140. 232", <- MngoDB I P

"name": "tibit_pon_controller",

"password": "", <- Left Enpty - Not using TLS

"port": "27017", <- MongoDB TCP Port

"tls_enable": false, <- Set to False to |eave TLS disabl ed

"username": "", <- Left Enpty - Not using TLS

"dns_srv'": false,
lldb_ur‘_i ll: llll,
"replica_set_enable": false,



"validate_cfg": true

}
"databaseType": "MongoDB",
"interface": "veth_pon_glb"
}
0474 50|
—_= 71 -

XR 2t E{0{ A MongoDB/VM 3 AE! 2t EIEl PON ManagerE ping2fLICH VRFE At 5t &
2 VRFO|{M AAE 7tXdSLCE

of:

<tfroot>
RP/0/RPO/CPUQ:F340.16.19.N540-1#

ping vrf Mynt-intf 10.122.140.232

Tue Jul 16 15:09:52.780 UTC
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.122.140.232 timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/3 ms
RP/0/RPO/CPUO:F340.16.19.N540-1#

ZiE| o] & Ef

PON ZHEE2{E XR 2t E{2| docker ZIE( O|L{0f| A A-RHELICH XR 2t E{ 2] linux Ao =2Ql5t
o1 ZiE|o|L 2| SEE = QIEt CHS docker ps BES Al ELICH XY 7tES S ZE| oLt &
ZEO|LA7} = E? 0l& EAIFLICH

of:

<tfroot>
RP/0/RP0O/CPUQ:F340.16.19.N540-1#

run

Tue Jul 16 15:14:26.059 UTC
[node0_RPO_CPUO:~]$docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

2e700f 202ee3

tibit-poncntl.xr:R4.0.0 "/usr/bin/supervisor.." 3 days ago Up 3 days



pon_ctlr

docker Z4E|O|L47} AI™ME| T QK| £ JSON mHo| LI oty =& = QIFLICt Docker 74
EH oS 2O0iM &4 277t U=X| 2lFLIcH 21 o= HEEHo
c}. Ol e ZE(OIL| UOLTS} BEIE DE E7f Bl ©
loggingE Al&5lo 27F HIAIXIE &Qlste LS oLl

llIIO :|m

1 A2 follows docker LH2| %A 23 LIS EA|ELICE
of:
<tfroot>

[node0O_RPO_CPUO:~]$%

docker 1 ogs pon_ctlr



2024-07-16 15:05:11.630
{

"e0:9b:27:36:aa:76": {
"OLT State": "Primary",
"ONU Active Count": 1,
"ONUs": {
"CIGG2410503f": "Registered"

T U AlZH

XR EFRE{2t VMO| 2t RE|= PON Manager&
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of:

<#froot>
RP/0/RPO/CPU0:F340.16.19.N540-1#

show cl ock

Tue Jul 16 15:25:03.781 UTC
15:25:03.827 UTC Tue Jul 16 2024

Z1I| 28] 0|4 o Al

ntp
server vrf Mgmt-intf 172.18.108.14 source MgmtEth0/RP0/CPU0/0
server vrf Mgmt-intf 172.18.108.15 prefer source MgmtEth0/RP0/CPU0/0

HIAIR] =%

PON ZZMAE ltraceE Sall F7t 248 dGELICt Ol ZO0|ME Ol ZEMAL HETEF
£ stolstC}.
=2 "1 l—-H-

of:

<{froot>
RP/0/RPO/CPU0:F340.16.19.N540-1#

show pon-ctlr ltrace all reverse location all

Wed Jul 17 13:25:43.747 UTC

670 wrapping entries (4224 possible, 896 allocated, 0 filtered, 670 total)

Jul 10 19:17:55.066 pon_ctlr/event 0/RPO/CPUO t6986 pon_ctlr_config_sysdb.c:117:Successfully connected
Jul 10 19:17:55.039 pon_ctlr/event 0/RPO/CPUO t6986 pon_ctlr_main.c:372:Succeessfully registered with i
Jul 10 19:17:55.006 pon_ctlir/event 0/RPO/CPUO t7082 pon_ctlr_utls.c:353:IP LINK: ip Tink delete veth_po

AS EHA - Linux VM

A
o



status.sh A3 2 E

Routed PON Manager x| C|HEZ| LHol|= Zf #E Z2 N A Q| THAH &EHE EAlISle & 23 E
E(status.sh)7} U&LICH O| AT RIEE =2 HEtoZ AMgsto] LIYE ZF MH|ATF Al QK|
EOIBLICH MHIA B L7 A—ME|D UX| 2 A2 MM EX(E =38 M AHE dx| A3
EE &Qlstn Mx| YA ol met A 17t HHEIR=X] = IFLICH

£ 1: Cisco Routed PON Manager A x| 7} 0| == Cisco Routed PON Manager A x| 7} 0|

C 2130 A EOISH £~ OIAL_lEl:

moongod. & Al
apache2.service
netconf.service
netopeer2-server.service

of:


https://www.cisco.com/c/dam/en/us/td/docs/ios-xr/Cisco-Routed-PON/Cisco-Routed-PON-Installation-Guide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/ios-xr/Cisco-Routed-PON/Cisco-Routed-PON-Installation-Guide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/ios-xr/Cisco-Routed-PON/Cisco-Routed-PON-Installation-Guide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/ios-xr/Cisco-Routed-PON/Cisco-Routed-PON-Installation-Guide.pdf

<#root>
rpon@rpon-mgr:~/PON_MANAGER_SIGNED_CCO/R4.0.0-Cisco-UB2004-sign/R4.0.0-Cisco-UB2004$%

sudo ./status. sh

[sudo] password for rpon:
MCMS Component Versions:

PON Manager: R4.0.0

PON NETCONF: R4.0.0

PON Controller: Not Installed

[}
nongod. servi ce

- MongoDB Database Server
Loaded: Toaded (/1ib/systemd/system/mongod.service; enabled; vendor preset: enabled)

Active: active (running) since Thu 2024-06-27 08:46: 25 EDT; 2 weeks 5 days ago

Main PID: 52484 (mongod)

Memory: 1.5G

CGroup: /system.slice/mongod.service

L_52484 /usr/bin/mongod --config /etc/mongod.conf

[}
apache2. service

- The Apache HTTP Server
Loaded: Toaded (/1ib/systemd/system/apache2.service; enabled; vendor preset: enabled)

Active: active (running) since Fri 2024-07-12 06: 33: 30 EDT; 4 days ago

Process: 103015 ExecReload=/usr/sbin/apachectl graceful (code=exited, status=0/SUCCESS)
Main PID: 96525 (apache2)

Tasks: 123 (limit: 9403)

Memory: 27.0M

CGroup: /system.slice/apache2.service

- 96525 /usr/sbin/apache2 -k start

103029 /usr/sbin/apache2 -k start

-103030 /usr/sbin/apache2 -k start

L-103031 /usr/sbin/apache?2 -k start

[ ]
tibit-netconf.service

- Tibit Communications, Inc. NetCONF Server
Loaded: Toaded (/1ib/systemd/system/tibit-netconf.service; enabled; vendor preset: enabled)

Active: active (running) since Thu 2024-06-27 08:47:44 EDT; 2 weeks 5 days ago

Main PID: 60768 (tibit-netconf)

Tasks: 17 (limit: 9403)

Memory: 60.7M

CGroup: /system.slice/tibit-netconf.service
60768 /opt/tibit/netconf/bin/tibit-netconf
L60786 /opt/tibit/netconf/bin/tibit-netconf



L]
tibit-netopeer2-server.service

- Tibit Communications, Inc. Netopeer2 Server
Loaded: loaded (/1ib/systemd/system/tibit-netopeer2-server.service; enabled; vendor preset: enabled)

Active: active (running) since Thu 2024-06-27 08:47:44 EDT; 2 weeks 5 days ago

Main PID: 60772 (netopeer2-serve)

Tasks: 7 (limit: 9403)

Memory: 6.0M

CGroup: /system.slice/tibit-netopeer2-server.service
L60772 /opt/tibit/netconf/bin/netopeer2-server -v 1 -t 55

L
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1 netplan YAML I+ 42 /etc/netplan/of| & LICH.

=
=

<{froot>

odl:
rpon@rpon-mgr:~/PON_MANAGER_SIGNED_CCO/R4.0.0-Cisco-UB2004-sign/R4.0.0-Cisco-UB2004$%
cat /etc/netplan/01-network-nmanager-all.yan

network:
2
Renderer: Network Manager

version:
ethernets:
ens192: <- VM Network Adapter
dhcp4: no <- No DHCP as the IP is set statically
dhcp6: no
addresses: [10.122.140.232/28] <- |IP of the VM Network adapter
gat eway4: 10.122.140.225 <- GWNof the I P Network
nameservers:
addresses: [172.18.108.43,172.18.108.34] <- Network DNS

vlans:
vlan.4090:

id: 4090
link: ens192 <- VM Network adapter
dhcp4: no
dhcp6: no
VMOl IP ZdI|ago|Me &Qlstm AE HERT o{HE{7} netplan YAML ZHJof| LI El Zd3}
st= x| elguct



: sudo netplan —debug apply2| At 2 & Z 213 0|0 netplan2 E|AEE Y

S
St
of:
<#froot>

rpon@rpon-mgr:~$ ifconfig

ens192
flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

i net 10.122.140. 232

netmask 255.255.255.240 broadcast 10.122.140.239
inet6 fe80::df4d:8d4d:4836:82aa prefixlen 64 scopeid 0x20<1ink>

ether 00:50:56:84:3f:8f txqueuelen 1000 (Ethernet)
RX packets 68933231 bytes 21671670389 (21.6 GB)



RX errors 0 dropped 129 overruns 0 frame 0

TX packets 36820200 bytes 71545432788 (71.5 GB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
-- snipped for brevity --

vl an. 4090

: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet6 fe80::250:56ff:fe84:3f8f prefixlen 64 scopeid 0x20<1ink>
ether 00:50:56:84:3f:8f txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped O overruns 0 frame 0
TX packets 1044 bytes 140547 (140.5 KB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

pingE S35l PON ZHEEEE S A= XR 2HE ChEt IP 4 S & QlgtLct,

<tfroot>

rpon@rpon-mgr :~/PON_MANAGER_SIGNED_CCO/R4.0.0-Cisco-UB2004-sign/R4.0.0-Cisco-UB2004$%

pi ng 10.122.140. 226

PING 10.122.140.226 (10.122.140.226) 56(84) bytes of data.

64 bytes from 10.122.140.226: icmp_seq=1 tt1=255 time=1.01 ms

64 bytes from 10.122.140.226: icmp_seq=2 tt1=255 time=1.03 ms

64 bytes from 10.122.140.226: icmp_seq=3 tt1=255 time=1.13 ms

AC

--- 10.122.140.226 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 1.009/1.054/1.128/0.052 ms

ru|m
>
oo
Q'I_l
rr
ox
4o

MongoDB TCP Port 270170| €24 4 =X| & QIEL[Ct. MongoDBOY| H|E&E ZE
netstat -tunl€ S8l Y ZEJ} G/ Alc|l=X| #lgL|ct



ot

1: & MongoDB TCP ZE = 27017.



Hl

|224|0|44 I U2 MongoDBOIA AR E TCP ZE 1| 1e 0]

EHAof LidE A

of:

<#root>
rpon@rpon-mgr:~/PON_MANAGER_SIGNED_CCO/R4.0.0-Cisco-UB2004-sign/R4.0.0-Cisco-UB2004$%

netstat -tun

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp O 0 127.0.0.53:53 0.0.0.0:* LISTEN
tcp 0 0

127.0.0. 1: 27017

0.0.0.0:* LISTEN
tcp 0 0



10. 122. 140. 232: 27017
LISTEN
IhLICE.

= Jo)
= L=

A=K

0.0.0.0:%

MongoDB 71| 12{|0]M m
3t bindIP:0d| 2HIE IP7} L4 E|0

{5t
o T

mongod.conf Zt&/0| %

A&LICH

11: MongoDB T4 I 2 /etc/mongod.confod|

=t
=

of:
<#root>
rpon@rpon-mgr :~/PON_MANAGER_SIGNED_CCO/R4.0.0-Cisco-UB2004-sign/R4.0.0-Cisco-UB2004$%

cat /etc/nongod. conf



# mongod.conf

storage:

dbPath: /var/1ib/mongodb
journal:

enabled: true

systemlLog:

destination: file

TogAppend: true

path: /var/Tog/mongodb/mongod.Tog
TogRotate: reopen

# network interfaces
net:

port: 27017

bi ndl p: 127.0.0.1,10.122. 140. 232

processManagement:
pidFilePath: /var/run/mongodb/mongod.pid
timeZoneInfo: /usr/share/zoneinfo

replication:
replSetName: "rsQ"

-- snipped for brevity --

AAH Bd =23 2K

Zh Mu|Ao0f CHet A|AE 2 2 3= linux LHo| M B 2|EILICH o248t 2= /var/log CIRIEE] LY
ofl, £35| olz48 E2| of2foll MHZHELICH

MongoDB = 11: /var/log/mongod/mongod.log
Apache =11: /var/log/apache2/<filename>.log
74 4! Syslog: /var/log/syslog
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https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/site/us/en/solutions/routed-pon/index.html
https://www.cisco.com/site/us/en/solutions/routed-pon/index.html
https://www.cisco.com/c/dam/en/us/td/docs/ios-xr/Cisco-Routed-PON/Cisco-Routed-PON-Installation-Guide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/ios-xr/Cisco-Routed-PON/Cisco-Routed-PON-Installation-Guide.pdf
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5xx/system-setup/pon-2411/b-cisco-pon-solution/m-deploying-the-cisco-routed-pon-solution.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5xx/system-setup/pon-2411/b-cisco-pon-solution/m-deploying-the-cisco-routed-pon-solution.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5xx/release-notes/24xx/b-release-notes-cisco-pon-r2411.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5xx/release-notes/24xx/b-release-notes-cisco-pon-r2411.html
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