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: Site 4
site X
192.168.60.0/24

192.168.ab.0/24 —
vedgeN

N

Internet |

public-internet

192.168.40.0/24

UeX o Z vedge1Z} vedge3 AP0|01| HIZUA QIS TLOC & &2 28t F ¢ 213/5t9 21
H O] A7} Qlofof &t X[BH ZHASIE 5 FAEIX| EA&LICH

vEdge/vSmart(vedge2= CHE 2 & AO|EE LIEHHLICHO]| siiE st AlAR MY2 OIS0 24
L|C}.

SAE O|F AIO|E ID A|AH] IP

vedge1 13 192.168.30.4

vedge3 13 192.168.30.6

vedge4 4 192.168.30.7

HAAA X 192.168.30.5

vsmart1 1 192.168.30.3

07| M & XE ™S & Hu|asoldg g = J&Lch

vedge1:

vedgel# show runni ng-config vpn 0
vpn O
interface ge0/0



description "I SP_1"
ip address 192.168. 109. 4/ 24
nat
r espond-t o- pi ng
1
tunnel -interface
encapsul ati on ipsec
color biz-internet
no al |l ow service bgp
al | owservi ce dhcp
al | owservi ce dns
al | owservice icnp
al | owservi ce sshd
no all ow service netconf
no all ow service ntp
no all ow service ospf
al | owservi ce stun
1

no shut down
!
interface ge0/3
description "TLOC-extension via vedge3 to | SP_2"
ip address 192. 168. 80. 4/ 24
tunnel -interface
encapsul ati on ipsec
col or public-internet
no al |l ow service bgp
al I owservi ce dhcp
al | ow servi ce dns
al  owservice icnp
no all ow service sshd
no all ow servi ce netconf
no all ow service ntp
no all ow service ospf
al | owservi ce stun
1
no shut down
!
!
ip route 0.0.0.0/0 192.168.80.6

ip route 0.0.0.0/0 192.168. 109. 10
!

vedge3:

vpn O
interface ge0/0
description "I SP_2"
i p address 192. 168. 110. 6/ 24
nat
respond-t o- pi ng
|
tunnel -interface
encapsul ation i psec
col or public-internet
carrier carrier3
no al |l ow service bgp
al | owservi ce dhcp
al | owservi ce dns
al  owservice icnp
no all ow service sshd
no al |l ow service netconf
no all ow service ntp



no all ow service ospf
no all ow service stun
!
no shut down
!
interface ge0O/3
ip address 192. 168. 80. 6/ 24
tl oc- extensi on ge0/0
no shut down
!
ip route 0.0.0.0/0 192.168.110.10

vedge4:

vpn O
interface ge0O/1
i p address 192. 168. 103. 7/ 24
tunnel -interface
encapsul ation i psec
col or public-internet
no al |l ow service bgp
al | owservi ce dhcp
al | owservi ce dns
al  owservice icnp
no all ow service sshd
no all ow service netconf
no all ow service ntp
al | owservi ce ospf
no all ow service stun
|
no shut down
|

iproute 0.0.0.0/0 192.168. 103. 10
!
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C}22 vSmart HEE2{0lA F ZEA! Fof 20| ALOIE 1301 21Z517| Do B QIE|
TLOCE M= 3t SAlRlLIC

policy
control -policy S4_S13_vi a_PUB
sequence 10

match tloc
col or public-internet
site-id 13

!
action accept
set
preference 333
!
!
!
defaul t -acti on accept
!

I=2 MO|E 1301 M MO|E 42 0|12 A (egress) EEHEIS| £F X|HC 2 B8 QB HRIE
MEstE o A= Yol of Lct.
policy

app-route-policy S13_S4 via_PUB
vpn-1list CORP_VPNs
sequence 10
mat ch
destination-data-prefix-list SITE4_PREFI X



!

action
count COUNT_PKT
sl a-class SLA CL1 preferred-col or public-internet

!

!
!
!

policy

lists
site-list S13
site-id 13

1
site-list S40

site-id 4

!

dat a- prefix-list SlITE4_PREFI X

i p-prefix 192.168.60.0/ 24

1

vpn-1list CORP_VPNs

vpn 40

!
!
sla-class SLA CL1

| oss 1
| atency 100
jitter 100

vSmart ZAE Ec{0| M HAME Mt X Salof gf LIt

appl y- policy
site-list S13
app-route-policy S13_S4 via_PUB
!
site-list $4
control -policy S4_S13 via_PUB out
!
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vedgel# show i nterface statistics

PPPCE PPPCE DOT1X DOT1X

AF RX RX RX X X X
RX RX X X X RX X RX
VPN | NTERFACE TYPE PACKETS RX OCTETS ERRORS DROPS PACKETS TX OCTETS ERRORS DROPS



PPS Kbps PPS Kbps PKTS PKTS PKTS PKTS
0 ge0/ 0 ipvd 1832 394791 0 167 1934 894680 0
26 49 40 229 - - 0 0
0 ge0/ 2 ipvd O 0 0 0 0 0 0
0 0 0 0 - - 0 0
0 ge0/ 3 ipvd 3053034 4131607715 O 27 2486248 3239661783 O
51933 563383 41588 432832 - - 0 0
0 ge0/ 4 ipvd O 0 0 0 0 0 0
0 0 0 0 - 0 0
2d 4
X siiE BFD MIM0| AHEEIRE=K] 2 U E LICHO{C|0| M restrict 7|HEE AFESHK| 2 S).
vedgel# show bfd sessions

SOURCE TLOC REMOTE TLOC
DST PUBLI C DST PUBLI C DETECT X
SYSTEM | P SITE ID STATE COLOR COLOR SOURCE | P
I P PORT ENCAP MULTI PLI ER | NTERVAL(nsec) UPTI ME
TRANSI TI ONS
192.168. 30.5 2 up public-internet public-internet 192.168.80.4
192. 168. 109. 5 12386 i psec 7 1000 0: 02: 10: 54
192.168. 30.5 2 up bi z-i nt er net public-internet 192.168.109.4
192. 168. 109. 5 12386 i psec 7 1000 0: 02: 10: 48
192.168.30.7 4 up public-internet public-internet 192.168.80.4
192. 168. 103. 7 12366 i psec 7 1000 0:02:11: 01
192.168.30.7 4 up bi z-i nt er net public-internet 192.168.109.4
192. 168. 103. 7 12366 i psec 7 1000 0: 02: 10: 56
vedge3# show bfd sessions

SOURCE TLOC REMOTE TLOC
DST PUBLI C DST PUBLI C DETECT X
SYSTEM | P SITE ID STATE COLOR COLOR SOURCE | P
I P PORT ENCAP MULTI PLI ER | NTERVAL(nsec) UPTI ME
TRANSI TI ONS
192.168. 30.5 2 up public-internet public-internet 192.168.110.6
192. 168. 109. 5 12386 i psec 7 1000 0: 02: 11: 05
192.168.30.7 4 up public-internet public-internet 192.168.110.6
192. 168. 103. 7 12366 i psec 7 1000 0:02:11:13
vedged4# show bfd sessions

SOURCE TLOC REMOTE TLOC
DST PUBLI C DST PUBLI C DETECT X
SYSTEM | P SITE ID STATE COLOR COLOR SOURCE | P
I P PORT ENCAP MULTI PLI ER | NTERVAL(nsec) UPTI ME
TRANSI TI ONS
192.168. 30. 4 13 up public-internet biz-internet 192.168. 103. 7
192. 168. 109. 4 12346 i psec 7 1000 0:02: 09: 11 2



192. 168.30. 4 13 up public-internet public-internet 192.168.103.7

192. 168. 110. 6 63084 i psec 7 1000 0: 02: 09: 16 2
192. 168. 30.5 2 up public-internet public-internet 192.168.103.7
192. 168. 109. 5 12386 i psec 7 1000 0: 02: 09: 10 3
192. 168. 30. 6 13 up public-internet public-internet 192.168.103.7
192. 168. 110. 6 12386 i psec 7 1000 0: 02: 09: 07 2

EBHT AX|LojYo R Hots HIHE FHY 4 ol B9 HMo| Sut2 7| MBEI=X| Holgt
L|Ct.

1. vedge40{ A ALO|E 1301 A I El HFAtol| CHaH 23 TLOCE MM =X| &It oF gfLCH.

vedge4# show onp routes 192. 168. 40. 0/ 24 det ai

RECEI VED FROM

peer 192. 168. 30. 3
path-id 72

| abel 1002

status R

loss-reason tloc-preference

| ost -t o- peer 192.168. 30. 3
lost-to-path-id 74

Attributes:
originator 192.168.30.4
type installed
tloc 192.168.30.4, biz-internet, ipsec
ultimate-tl oc not set
dormai n-id not set
overlay-id 1
site-id 13
pref erence not set
tag not set
origin-proto connect ed
origin-netric 0
as-path not set

unknown-attr-len not set
RECEI VED FROM

peer 192. 168. 30. 3
path-id 73
| abel 1002
status c,I,R
| oss-reason not set
| ost -t o- peer not set
|l ost-to-path-id not set
Attributes:
originator 192.168.30.4
type installed
tloc 192.168.30.4, public-internet, ipsec
ultimate-tl oc not set
dormai n-id not set
overlay-id 1
site-id 13
pref erence not set
tag not set
origin-proto connect ed
origin-netric 0
as-path not set

unknown-attr-len not set



RECEI VED FROM

peer 192. 168. 30. 3
path-id 74
| abel 1002
st at us Cl,R
| oss-reason not set
| ost -t o- peer not set
lost-to-path-id not set
Attributes:
originator 192.168.30.6
type installed
tloc 192.168.30.6, public-internet, ipsec
ultimate-tloc not set
domai n-id not set
overlay-id 1
site-id 13
pref erence not set
tag not set
origin-proto connect ed
origin-metric 0
as-path not set

unknown-attr-|len not set
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vedgel# show policy fromvsmart
fromvsmart sla-class SLA CL1

| oss 1
| atency 100
jitter 100

fromvsmart app-route-policy S13_S4 via_PUB
vpn-1list CORP_VPNs
sequence 10

mat ch
destination-data-prefix-list SITE4_PREFI X
action
count COUNT_PKT
backup- sl a- preferred-col or biz-internet
sl a-cl ass SLA CL1

no sla-class strict
sl a-cl ass preferred-col or public-internet
fromvsmart lists vpn-list CORP_VPNs
vpn 40
fromvsmart lists data-prefix-list SITE4_PREFI X
i p-prefix 192.168.60.0/ 24

vedgel# show policy app-route-policy-filter

COUNTER

NAVE NAVE NAVE PACKETS  BYTES

S13_S4 via PUB CORP_VPNs COUNT_PKT 81126791 110610503611

8 ALOIE 13014 B QIEIA MM Sof HSEE BN o B2 W7le 8
(o]

(ElAE F0] biz-internet TLOCE S8t ECH= 0| 8i3).

vedgel# show app-route stats renote-systemip 192.168.30.7
app-route statistics 192.168.80.4 192.168.103.7 ipsec 12386 12366
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renot e-systemip 192.168.30.7

| ocal - col or public-internet
r enot e- col or public-internet
nean- | oss 0
nmean- | at ency 1
mean-jitter 0

sla-class-index 0,1

TOTAL AVERAGE AVERAGE TX DATA RX DATA
I NDEX PACKETS LOSS LATENCY JITTER  PKTS PKTS
0 600 0 0 0 0 0
1 600 0 1 0 5061061 6731986
2 600 0 0 0 3187291 3619658
3 600 0 0 0 0 0
4 600 0 2 0 9230960 12707216
5 600 0 1 0 9950840 4541723

app-route statistics 192.168.109.4 192.168.103.7 ipsec 12346 12366
renot e-systemip 192.168.30.7

| ocal - col or bi z-i nt er net

r enot e- col or public-internet
nmean- | oss 0

nmean- | at ency 0

mean-jitter 0

sla-class-index 0,1

TOTAL AVERAGE AVERAGE TX DATA RX DATA
I NDEX PACKETS LOSS LATENCY JITTER  PKTS PKTS

o e

- https://sdwan-
docs.cisco.com/Product Documentation/Software_Features/Release_18.3/07Policy Applicati
ons/01Application-Aware Routing/01Configuring Application-Aware Routing

- https://sdwan-
docs.cisco.com/Product Documentation/Software_Features/Release 18.3/02System_and_Int
erfaces/06Configuring Network Interfaces

- https://sdwan-
docs.cisco.com/Product Documentation/Command Reference/Configuration Commands/col
or



https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/07Policy_Applications/01Application-Aware_Routing/01Configuring_Application-Aware_Routing
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/07Policy_Applications/01Application-Aware_Routing/01Configuring_Application-Aware_Routing
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/07Policy_Applications/01Application-Aware_Routing/01Configuring_Application-Aware_Routing
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/02System_and_Interfaces/06Configuring_Network_Interfaces
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/02System_and_Interfaces/06Configuring_Network_Interfaces
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/02System_and_Interfaces/06Configuring_Network_Interfaces
https://sdwan-docs.cisco.com/Product_Documentation/Command_Reference/Configuration_Commands/color
https://sdwan-docs.cisco.com/Product_Documentation/Command_Reference/Configuration_Commands/color
https://sdwan-docs.cisco.com/Product_Documentation/Command_Reference/Configuration_Commands/color
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