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~  Advanced Settings

Primary Data-Center (;:. - li_:j
Secondary Data-Center @~ D)
Zscaler Location Name @~

Authentication Required (\2:. - on OFff

XFF Forwarding (;:. - on Off
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1. Transport & Management VPN
2. 2ot QIE{H HO|ES|o| IERE FTtELICH
3. Cisco Secure Internet Gateway2| EECH2 HFolMH SHHE SIG 7|s HEXIS MEHFLICEH

Transport & Management VPN 1
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cEdge_Bose_Zacaler_S10_Paec_tac Cisco VPN Interface Ethirmnet
Claco VPN Interfaca Ethormat Ciseo VPN Interface GRE

cEdge_Zscaler_SIG_IPsec
Cisco VPN Interface IPsec

VPN Interface Gellular
VPN Interface Multilink Controlior
VPN Interface Ethernet PRPOE
VPN Interface DSL IPE
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Tenant Choose...

Security Policy Choose. ..

Cisco SIG Credentials * o | cEdge_Zscaler_Credentials a -

cEdge_~Zscaler_Credentials_w1

Cisco=Zscaler-Global-Credentials
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secure-internet-gateway
zscaler organization <removed>
zscaler partner-base-uri <removed>
zscaler partner-key <removed>
zscaler username <removed>
zscaler password <removed>

Ol ool A7k AE|E/ABHHIO|HE &I = U&LICH

<#root>

ha-pairs
interface-pair

Tunnel 100001 active
-interface-weight 1
Tunnel 100002 backup

-interface-weight 1
interface-pair

U
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00k



Tunnel 100011 active

-interface-weight 1

Tunnel 100012 backup

-interface-weight 1

crypto ikev2 pofiles & policy, Tunnel1xxxxx2 A|&Fst= CHE QIE{H| 0|4, vrf 29| 65530, ip
sdwan route vrf 1 0.0.0.0/0 service siget 20| I B2 Z4x|efo|M0o| FItEl JAE &0 |%E* T A&
L|CF.

O24Et R E HE AHF2 Zscalerg& AI83HE IPsec SIG B{€Q| L7 LiCt.
CtS ofloll M= Efd QIE{m| 0|4 0| ZAm| e ol4d0| oE | EAI=l=X| HoiFLICH

interface Tunnel1100001
no shutdown

ip unnumbered GigabitEthernetl
no ip clear-dont-fragment
ip mtu 1400

tunnel source GigabitEthernetl

tunnel destination dynamic

tunnel mode ipsec ipv4d

tunnel protection ipsec profile if-ipsecl-ipsec-profile
tunnel vrf multiplexing

Z1x|aB|0|M 0| Cisco Edge Router0l| 432 F AL BHHE AFE 510 E{HO| A|ZHE|=X]
o{f E =0l = U&LCt
<#root>

Router#show sdwan secure-internet-gateway zscaler tunnels

HTTP

TUNNEL IF TUNNEL

RESP

NAME TUNNEL NAME ID FQDN TUNNEL FSM STATE

Tunne1100001 site<removed>Tunnel100001 <removed>  <removed> add-vpn-credential-info

200

Tunne1100002 site<removed>Tunnel100002 <removed> <removed> add-vpn-credential-info



200

http resp 2=
QIE{m|O|A &f

EHE

<tfroot>

Router#

show ip interface brief

Interface
GigabitEthernetl
GigabitEthernet2
GigabitEthernet3
GigabitEthernet4
Sdwan-system-intf
Loopback65528

Loopback65530

NVIO
Tunnel?2
Tunnel3

Tunnel 100001

Tunnel 100002

=

]]:0|I -|)||

7;7|o| AI-EHE SFO
FL|CH o|2 A st

& QlstedH

=1

= 2000| EA|E|X| &b

IP-Address
10.2.234.146
10.2.58.221
10.2.20.77
10.2.248.43
10.10.10.221
192.168.1.1

192.168.0. 2

unassigned
10.2.58.221
10.2.20.77

10. 2. 58. 221

10. 2. 58. 221

Router#show endpoint-tracker

Interface
Tunne1100001
Tunne1100002

Record Name

E
ne
't
for
i

OK?
YES
YES
YES
YES
YES
YES

YES

YES
YES
YES

YES

YES

Method
DHCP
other
other
other
unset
other

ot her

unset
TFTP
TFTP

TFTP

TFTP

52l URLZ

#SIGL7#AUTO#TRACKER
#SIGL7#AUTO#TRACKER

Router#show endpoint-tracker records

Record Name

#SIGL7#AUTO#TRACKER

Endpoint

http://gateway.<removed>.net/vpnt

Status
up
up
up
up
up
up

up

up
up
up

up

=

Status

Up
Up

sto|st &

Protocol

up
up
up
up
up
up

up

up
up
up

up

up

215t24™ show endpoint -tracker 2! show endpoint-tracker records &%

E=X{7|0M AR &Lc

RTT in msecs
194
80

EndPoint Type
API_URL

<<< This is the IP that you used or

i AlSH
=2 =2 O
Probe ID Next Hop
44 None
48 None
Threshold(ms) Multiplier
1000 2



show ip route vrf 1
OF x| &edo] HO|EQ0l= 0.0.0.00M HES/Z 0.0.0.022

S* 0.0.0.0/0 [2/65535], E{'=1100002
[2/65535], E{=100001
10.0.0.0/82 7t8# MEHIQILICE MESR 471, otA3 274

Cf AHAIS| B 512401 QIEILS B3l pingS +#3tT £5 B2 E +stof E2iTZo| l5t= &2
sHol8F & ola | |Ct
= -2 T AAHE

<{froot>
Router#

ping vrf 1 cisco.com

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to <removed>, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 406/411/417 ms

<#root>
Routerl#

traceroute vrf 1 cisco.com

Type escape sequence to abort.

Tracing the route to redirect-ns.cisco.com (<removed>)
VRF info: (vrf in name/id, vrf out name/id)

1 EE

2

<The | P here need to be Zcaler |P>

195 msec 193 msec 199 msec

<The | P here need to be Zcaler |P>

200 msec

<The | P here need to be Zcaler |P>

199 msec *



Monitor(2 L|E{) > Device(C|HFO|A) EE = Monitor(2 LIE]) > Network(LIE 3 )(Z.= 20.6 0|5H)0f|
M EFA35104 vManage GUIOIA IPsec QIE{H|O|AE HBE £ Ql&LiCH

- BIRE{E MBSt Applications(OHZ 2|71 0|44) > Interfaces(2/E{H|0|A)Z O|S & LICEH.
- AAIZt EBiEIE EAL 28 AlZt R AF8 R X% 3H24™ Tunnel10001 &
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Tunnel100002E& MEHEFL|CE.
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SIG E{0| AdE|n UX| ot 2 B EXE siZst7| 28 & 7HX| B A= St Z &L

[

1Et7|: show sdwan secure-internet-gateway zscaler tunnels W2 AIE35t04 @ FE & QIEFLICH
EZ20|M HTTP RESP ZE 4012 ¥ 745l 2150l A7t US2 LIEHALICE

SIG Credentials(SIG A4 &) HIZ2!9| 22 & QI5t04 H|ZLHHS == Partner Key(ZHE L] F|)7}

SHHEX| #elg = A&LIcH

<#froot>

Router#

show sdwan secure-internet-gateway zscal er tunnels

HTTP

TUNNEL IF TUNNEL LOCATION

RESP

NAME TUNNEL NAME ID FQDN  TUNNEL FSM STATE ID LOCATION F

LAST HTTP REQ



Tunne1100001 site<removed>Tunnel1100001 0 tunnel-st-invalid <removed> TJlocation-ini
reqg- aut h- sessi on 401
Tunne1100002 site<removed>Tunnel1100002 0 tunnel-st-invalid <removed> TJlocation-ini
reqg- aut h- sessi on 401
Tunnel1100011 site<removed>Tunnel1100011 0 tunnel-st-invalid <removed> TJlocation-ini
reqg- aut h- sessi on 401
Tunne1100012 site<removed>Tunnel1100012 0 tunnel-st-invalid <removed> TJlocation-ini
reqg- aut h- sessi on 401

FIHCIHZE QI CHS BHES &35t SIG, HTTP £ FA7(9F gHadE 21 HIAIXIE A
stL|CH
= .

« C|H ESHE A= E Q|04 sdwan ftm sig

« C|HHO EHE AT E9|0{ sdwan sig

o C|H ZEE A Z E Q0] sdwan FXi7|

« C|HHO EEE Az E Qo] sdwan ftm rtm-events
CIS 2 debug B | £3 0o LICE

<#root>
Router#

show logging | inc SIG

Jan 31 19:39:38.666: ENDPOINT TRACKER: endpoint tracker SLA already unconfigured: #SIGL7#AUTO#TRACKER
Jan 31 19:39:38.669: ENDPOINT TRACKER: endpoint tracker SLA already unconfigured: #SIGL7#AUTO#TRACKER
Jan 31 19:59:18.240: SDWAN INFO:

Tracker entry Tunnel 100001/ #SI GL7#AUTOYTRACKER st ate => DOMN

Jan 31 19:59:18.263: SDWAN INFO: Tracker entry Tunnel11l00002/#SIGL7#AUTO#TRACKER state => DOWN
Jan 31 19:59:18.274: SDWAN INFO: Tracker entry Tunnel1l00011/#SIGL7#AUTO#TRACKER state => DOWN
Jan 31 19:59:18.291: SDWAN INFO: Tracker entry Tunnel1l00012/#SIGL7#AUTO#TRACKER state => DOWN

show ip interface brief @232 A& 3l T tunnels interface Protocol(up EE & downO| EA|L|lE B
)2 grolstL|Ct
[ R — | .



<ffroot>
Router#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 10.2.234.146 YES DHCP  up up
GigabitEthernet2 10.2.58.221 YES other wup up
Tunnel 100001 10. 2. 58. 221 YES TFTP up down
Tunnel 100002 10. 2. 58. 221 YES TFTP up down

Zscaler Xt4 S0l 2|7t giSE &gt # ClutolA HEE20|M SIG 2/E{H 0| A& A 7Hst 1 2
PEZ FAEY = A&LICH
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