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<ttroot>

system

system-ip <system -ip>

site-id <site-id>
admin-tech-on-failure
organization-name <organization name>

vbond <vbond-ip>
!

Exanpl e:

system

system-ip 10.2.2.1
site-id 2

admin-tech-on-failure
organization-name "TAC - 22201"

vbond 10.106.50.235
!

QIE{mo]& x|z zfo|M

interface TunnelO

no shutdown

ip unnumbered GigabitEthernet0/0/0
tunnel source GigabitEthernet0/0/0
tunnel mode sdwan

exit

sdwan
interface GigabitEthernet0/0/0
tunnel-interface
encapsulation ipsec
color blue restrict
no allow-service all



no allow-service bgp
no allow-service dhcp
no allow-service dns
no allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit

exit
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show 1ip route
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show run | in ip name-server

Chs B-EE AL8stod 215 M7t Bt Efof| DX|E|of UK

25t 42 74 NS MH EEE 0|§ AMB{oi vBond ZAE 0|8 &
.CI= 'E'S'%’% 275+04 0{FE DNS Mt EE & name-server7t LA &[0

o o=

ol
—

ol

=
]

-l‘-‘l
(0]
o)

Igr|C}.

r
I

show sdwan certificate installed
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show sdwan certificate root-ca-cert
show sdwan certificate root-ca-cert | inc Issuer
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show sdwan control local-properties2| £23&

sHQIEL|Ct



SD-WAN-Router#show sdwan control local-properties

personality
sp-organization-name
organization-name
root-ca-chain-status

certificate-status
certificate-validity

certificate-not-valid-before
certificate-not-valid-after

enterprise-cert-status
enterprise-cert-validity

enterprise-cert-not-valid-before

enterprise-cert-not-valid-after

dns-name

site-id

domain-id

protocol

tls-port

system-ip
chassis-num/unique-id
serial-num
subject-serial-num
enterprise-serial-num
token

keygen-interval
retry-interval
no-activity-exp-interval
dns-cache-tt]
port-hopped
time-since-last-port-hop
embargo-check
number-vbond-peers

vedge

TAC - 22201
TAC - 22201
Installed

Installed

Valid

Nov 23 07:21:37 2015 GMT
Nov 23 07:21:37 2025 GMT

Not-Applicable
Not Applicable
Not Applicable
Not Applicable

10.106.50.235

2

1

dtls

0

10.2.2.1
ASR1001-X-JAE194707H]
983558

JAE194707H]

No certificate installed
_NA_

1:00:00:00

0:00:00:18

0:00:00:20

0:00:02:00

TRUE

0:00:01:26

success

0 10.106.50.235

number-active-wan-interfaces

NAT TYPE: E -- indicates End-point independent mapping
A -- dindicates Address-port dependent mapping

N -- indicates Not learned
Note: Requires minimum two vbonds to learn the NAT type
PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE IPv4 PORT IPv4 IPv6
GigabitEthernet0/0/0 10.197.240.4 12426 10.197.240.4

GigabitEthernet0/0/1

10.197.242.10

12406 10.197.242.10



- organization-nameO| SHt=H| ErAFELICH.
- CIBM REHEE &2

« vBond FQDN/IP A7} &&HgtL|C},
- System-ip/Site-id7} =& grL|C},

« vBond IP &4 & "number-vbond-peers" & 501 EA|ELICt vBond IP FA7F EAIEIX| £
A= K| EQlghLct.

™M ping <vBond FQDN> H& & Al &36}0{ DNS7} vBond URLE #Qlst1 /U=
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show sdwan control connection

2 E Ao 90| 718 HENQl B C|HO|A0|= vBond, vManage & vSmartofl &M &l A|jo{ 242
o| A&LIct Bt vSmart & vManage 212 0| A T|™ vBond A0 ¢3Z20] SHA|E L|C}.



HA L—

1 2E|0|0of vSmart7t StLHE 0| max-control 21Z20| 7|EZt0l 22 MXE AL,
vManage %! vSmartof| CHEt of| & o441t &H7A| X|& ™ Ao 24Z20] vBondM| & X|ELICt.

O] 4|2 8|0|4M2 sdwan QIE{H|0|A MM O| tunnel-interface Z1I| 12| 0| MOl A A&
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SD-WAN-Router#show sdwan control connections

PEER
PEER PEER PEER SITE DOMAIN PEER PRIV PEER
TYPE PROT SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
vsmart dtls 10.1.1.3 1 1 10.106.50.254 12346 10.106.50.
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.
vmanage dtls 10.1.1.2 1 0 10.106.65.182 12346 10.106.65.
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show sdwan control connections2| £210{|A Z 28t ZE Ao ¢3ZZ0o| ™LX 2
sdwan control connection-history2| £23& = QI L|C}.
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SD-WAN-Router#show sdwan control connection-history

Legend for Errors

ACSRREJ - Challenge rejected by peer. NOVMCFG - No cfg in vmanage for device.
BDSGVERFL - Board ID Signature Verify Failure. NOZTPEN - No/Bad chassis-number entry in ZTP.
BIDNTPR - Board ID not Initialized. OPERDOWN - Interface went oper down.

BIDNTVRFD - Peer Board ID Cert not verified. ORPTMO - Server's peer timed out.

BIDSIG - Board ID signing failure. RMGSPR - Remove Global saved peer.

CERTEXPRD - Certificate Expired RXTRDWN - Received Teardown.

CRTREJSER - Challenge response rejected by peer. RDSIGFBD - Read Signature from Board ID failed.
CRTVERFL - Fail to verify Peer Certificate. SERNTPRES - Serial Number not present.
CTORGNMMIS - Certificate Org name mismatch. SSLNFAIL - Failure to create new SSL context.
DCONFAIL - DTLS connection failure. STNMODETD - Teardown extra vBond in STUN server
DEVALC - Device memory Alloc failures. SYSIPCHNG - System-IP changed.

DHSTMO - DTLS HandShake Timeout. SYSPRCH - System property changed

DISCVBD - Disconnect vBond after register reply. TMRALC - Timer Object Memory Failure.

DISTLOC - TLOC Disabled. TUNALC - Tunnel Object Memory Failure.
DUPCLHELO - Recd a Dup Client Hello, Reset G1 Peer. TXCHTOBD - Failed to send challenge to BoardID.
DUPSER - Duplicate Serial Number. UNMSGBDRG - Unknown Message type or Bad Register
DUPSYSIPDEL- Duplicate System IP. UNAUTHEL - Recd Hello from Unauthenticated peer
HAFATL - SSL Handshake failure. VBDEST - vDaemon process terminated.

IP_TOS - Socket Options failure. VECRTREV - vEdge Certification revoked.

LISFD - Listener Socket FD Error. VSCRTREV - vSmart Certificate revoked.
MGRTBLCKD - Migration blocked. Wait for local TMO. VB_TMO - Peer vBond Timed out.

MEMALCFL - Memory Allocation Failure. VM_TMO - Peer vManage Timed out.

NOACTVB - No Active vBond found to connect. VP_TMO - Peer vEdge Timed out.

NOERR - No Error. VS_TMO - Peer vSmart Timed out.

NOSLPRCRT - Unable to get peer's certificate. XTVMTRDN - Teardown extra vManage.

NEWVBNOVMNG- New vBond with no vMng connections. XTVSTRDN - Teardown extra vSmart.

NTPRVMINT - Not preferred interface to vManage. STENTRY - Delete same tloc stale entry.

HWCERTREN - Hardware vEdge Enterprise Cert Renewed HWCERTREV - Hardware vEdge Enterprise Cert Revok
EMBARGOFAIL - Embargo check failed

PEER PEER
PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER PUBLIC
TYPE PROTOCOL SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP PORT
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.235 12346
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.235 12346
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.235 12346
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.235 12346
vmanage dtls 10.1.1.2 1 0 10.106.65.182 12346 10.106.65.182 12346
vsmart  dtls 10.1.1.3 1 1 10.106.50.254 12346 10.106.50.254 12346
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.235 12346
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.235 12346
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.235 12346
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.235 12346
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.235 12346
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.235 12346
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.235 12346
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.235 12346

show sdwan control connection-history £230{|A Ct& &5 MEIELIC

Im oX

QAR Zofl M Hof HZ0| &) 2lLict
ol Ame i @Rt MHALID OF 2L 28 U #Z 280l hat Ho

2 m

1=
I_
=3
=

o



5t @ FE LIEFHLICH Remote Error(¥H4 27
q

I.
QRE LIEHALICH £ ARt R20f 27 Hallvt st

i
]
jz.
ol
o)
o0
o
=0
]
e
[y
o
>
:kﬂ
ro
o
1>
11
i
n
-
r
[ul

N
N
[m

u
_".“_
[}
2

o H
ok

r

o

_|

—

7))

E

N

o

e

« DCONFAIL(DTLS ®iZ Almlfy: 0| 2L/ =
Alz|o{ DTLS $HEMO|Z E 2t2E + g
U S HEER{o|M SA| WA HAMHE M
2 Embedded Packet Capture A0 A 2
M&EE miZlol £ glo| CHE BoM =AEl=X| &
SE IfZ0| CHE B BoM =AIEX| et B2, 0l Ad{zlo] Z| 20 i
LIEFLHOH, O|& & &l ArdRtoi|AH| & QlsHoF &FLct. T2l ZHXHE &5t Lol CHEt AHAIEH

o

LH& 2 Underlay Issues(S1EH2|0] EAl) MMM & olg = Q&LICH

0o

mjo

T
In fo

r

= el

r

Ani

= T

* BIDNTVRFD(ZE ID7} #QIE|X| §f8): 0| 2F = UUID X IBAM L& HE 7 HEEE
vEdge S59| R & 50| ot =S LIEHHLICH TS BEE AH8stod ZEER M REF

ol
HX| S5 £32 &g = U&LICH

<ffroot>

vBond:

show orchestrator valid-vedges

vManage/vSmart:

show control valid-vedges
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vmanage# vshell
vmanage:~$ cd /var/Tog/tmplog/
vmanage:/var/log/tmplog$ tail -f vdebug
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show sdwan certificate root-ca-cert
show sdwan certificate root-ca-cert | inc Issuer

. 0| 2R 7} 2 2E(l ¢ 2F0 AL 2 HEEE{0| vdebug 21 THUS 20QI5t0d Che B
2 A8 3tof 240l mhobatct

vmanage# vshel |
vmanage: ~$ cd /var/ 1 og/t npl og/
vmanage: /var/l og/tnmpl og$ tail -f vdebug

* VB_TMO(vBond Timeout) / VM_TMO(vManage Timeout) / VP_TMO(vPeer Timeout) /
VS_TMO(vSmart Timeout): O|248F @7/ = C|HIO|A Zhof| THZ! £ Ao & stod Ao 40|
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EPC(Embedded Packet Capture) 2! FIA(Feature Invocation Array) &£ & AL &LICH

Mo] edZdo| AMmste o|R9t ENo| 9I%|E mtotstzdm mZl £ Alo| LAistE 9I%|E olsHsHok &
LIk, of& S04, vBond X Edge 2HRE{7} Hlof ¢iZg HAIX| ot B2 0] MBAoIME 2
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TCP EHZ

tcpdump vpn 0 interface ge0/0 options "host 10.1.1.x -vv"

Zlol2H 4l
H 2 D= 7AEEE{Q vEdge C|HIO|AOM AFE &~ Ql&LICH.


https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html
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ip access-Tist extended TAC
10 permit ip host <edge-private-ip> host <controller-public-ip>
20 permit ip host <controller-public-ip> host <edge-private-ip>
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monitor capture CAP access-1list TAC bidirectional
monitor capture CAP start
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monitor capture CAP stop
monitor capture CAP export bootflash:<filename>

wiresharkO| A Tt U0 LIRS E 1 AK|E = QIELICH RHM[EH LHE
Embedded Packet on SoftwareOf|A{ QI8 4= Q& L|C}.

FIA &%

FIA &g A dELct.

debug platform condition ipv4 <ip> both
debug platform packet-trace packet 2048 fia-trace data-size 4096
debug platform condition start

debug platform condition stop
show platform packet-trace summary
show platform packet-trace summary | i DROP

2 Configure and Capture


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html#toc-hId-123731596
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html#toc-hId-123731596
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html#toc-hId-123731596
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html#toc-hId-123731596
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show platform packet-trace packet <packet-no> decode

.I.

7FFIA =X ZMoi CHEE RHMIEH LHE2 CIE EME X 5HAAI2. I0S-XE Datapath ZHZ! F*
= _E_H 74

Ny

[o]]]

FIA Trace H|C|27} Z &=l Catalyst SD-WAN 0| X| 2] Z{=H Atx| &tQ12 FIA &
MBELct.

fjo

A&

P

o
rir
2
1]

22 7= MM



https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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