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M root-ca DigiCert Global Root G201 2|3 MBE|R&LICt Edge & %|0i PKI 1&E M S50 O
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parameter-map type umbrella global
token 83F1YHF457592596A3D8CF52YHDFSDRD

Edge C|HIO|A& S5 ZZMHAE AlFetn FE QBSAME 7HMet dR|st= ol 28 7|8 A2
cilolA dL|ct.

parameter-map type umbrella global
vrf 10
dns-resolver umbrella >>>>required

ip nat inside source 1list nat-acl interface GigabitEthernet0/0/0 overload

interface GigabitEthernet0/0/0

ip dhcp client client-id ascii FGL233913F6
ip address 10.122.164.132 255.255.255.128
ip nat outside >>>>>
negotiation auto

end

of|X| C|H}O|A O FE 215 M trustidrootx3_ca_092024.caZ} ?|%| /bootflasholl &A45t= K| E Ol
ghict.

cedge-ISR1100-4G#dir bootflash: | in .ca
30 -rw- 237 Aug 13 2024 08:47:55 +00:00 pki_certificates
25 -rw- 1294 Aug 13 2024 08:46:54 +00:00 trustidrootx3_ca_092024.ca

?1x| /bootflash/sdwan2| Edge C|H}O|201| A O] £ E 215 M "DigiCert Global Root G2"& OI&
trustidrootx3_ca_092024.caZ C}2 2= §HL|C}.



MIIDjjCCAnagAwIBAgIQAzrx5qcRqaC7KGSxHQNn65TANBgkghkiGO9w0OBAQsFADBA
MQswCQYDVQQGEwIVUzEVMBMGALUEChMMRGTnaUN1cnQgSW5jMRkwFwYDVQQLEXB3
d3cuzZGlnaWN1cnQuY29tMSAwHgYDVQQDExdEawWdpQ2VydCBHbG91 YWwgUm9vdCBH
MjAeFwOxMzA4MDEXMjAwMDBaFw0zODAXMTUxMjAwMDBaMGExCzAJBgNVBAYTATVT
MRUWEwWYDVQQKEwxEaWdpQ2VydCBJIbmMxGTAXBgNVBASTEHd3dy5kaWdpY2VydC53j
b20xIDAeBgNVBAMTFORpZ21DZXJ0IEdsb2JhbCBSb290IEcYyMIIBIjANBgkghkiG
9wOBAQEFAAOCAQSAMIIBCgKCAQEAuzTNNNXx7a8myalCtSnX/RrohCgiN9RTUyful
2/0u8jqIkTx65qsGGmvPrC3oXgkkRLpimn7Wo6h+4FR1IIAWsULecYxpsMNzaHxmx
1x7e/dfgy5SDN67sHONO3Xss0r0upS/kqbit0tSZpLY16ZtrAGCSYPIPIUkY92eQ
g2EGnI/yuum06ZIya7XzV+hdG82MHauVBIVI8zUtTuNIbd134/t]1S7SsVQepj5Wz
tCO7TG1F8PapspUwtPIMVYwnSTcUfIKdzX0S0xZKBgyMUNGPHgm+F6HmMIcr9g+UQ
vIO1CsRnNKPZzFBQ9RnbDhxSJITRNrw9FDKZJobq7nMWxM4MphQIDAQABOoOIWQDAP
BgNVHRMBAf8EBTADAQH/MA4GA1UdDWEB /wQEAWIBhjAdBgNVHQ4EFgQUTiJUIBiV
5uNu5g/6+rkS7QYXjzkwDQYJKoZIhvcNAQELBQADggEBAGBNKIRvVDkhj6zHd6mcY
1YT9PMWLSNn/pvtsrF9+wX3N3KjITOYFnQoQj8kVnNeyIv/iPsGEMNKSUIEyExtv4
NeF22d+mQrvHRAiGfzZ0JFrabAOUWTWI8kndth/JswlHKj2ZL7tcu7XUIOGZXING
Fdtom/DzMNU+MeKNhJ7jitralj41E6Vf8PTwUHBHQRFXGU7Aj64GxJUTFy8bJZ91
8rGOmaFvE7FBcf6IKshPECBV1/MUReXgRPTqh5Uykw7+U0b6LI3/1yK559kIRaTe
pLiaWNObfVKfj11D1iICknibVb63dDcY3feODkhv1d1927jyNxF1WW6LZZm6zNT 1
MrY=

0| R E QB AM2| 0|& 2 trustidrootx3_ca_092024.ca.bkpZ #4735} 04
/bootflash:trustidrootx3_ca_092024.ca0l| M /bootflash/sdwan2 2 O|S & L|C}.

copy bootflash:trustidrootx3_ca_092024.ca bootflash:sdwan/trustidrootx3_ca_092024.ca.bkp
/bootflash0i| A £ E 215 A trustidrootx3_ca_092024.caS A A|gLICt.

cedge-ISR1100-4G#delete bootflash:trustidrootx3_ca_092024.ca

/bootflash/sdwan?| M| FE Q15 A trustidrootx3_ca_092024.caZE /bootflashZ /bootflash.

copy bootflash:sdwan/trustidrootx3_ca_092024.ca bootflash:

O X| C|H}O|AE CtA| 2EEEFL|CY.
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cedge-ISR1100-4G#debug umbrella device-registration

CIStAA|2. O|g{8t 2217}
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235 Bo{H 248 EAISHAL} /tmp/rp/trace2] IOSRP_RO It & & Al
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[iosrp] [24596]: UUID: 0, ra: 0, (info):

2024/08/13 08:36:18.289855465 {IOSRP_RO-0}{1}:
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[iosrp] [24596]: UUID: 0, ra: 0, (warn):

2024/08/13 08:36:20.838420795 {IOSRP_RO-0}{1}:
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cedge-ISR1100-4G#show crypto pki certificates

CA Certificate
Status: Available
Certificate Serial Number (hex): 033AF1E6A711A9A0BB2864B11D09FAES

Certificate Usage: Signature

Issuer:
cn=DigiCert Global Root G2

ou=www.digicert.com
o=DigiCert Inc
c=US

Subject:
cn=DigiCert Global Root G2

ou=www.digicert.com

o=DigiCert Inc

c=US
Validity Date:

start date: 12:00:00 UTC Aug 1 2013

end date: 12:00:00 UTC Jan 15 2038
Associated Trustpoints: trustidrootx3_ca_092024

Storage: nvram:DigiCertGlob#FAE5CA.cer

cedge-ISR1100-4G#show crypto pki trustpoints

*Aug 13 08:36:

*Aug 13 08:36:



Trustpoint SLA-TrustPoint:
Subject Name:
cn=Cisco Licensing Root CA
o=Cisco
Serial Number (hex): 01
Certificate configured.

Trustpoint trustidrootx3_ca_092024:
Subject Name:
cn=DigiCert Global Root G2
ou=www.digicert.com
o=DigiCert Inc
c=US
Serial Number (hex): 033AF1E6A711A9A0BB2864B11D09FAES
Certificate configured.

e e

re

» Cisco Umbrella &
« 7|2 X| 2 £ X - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/umbrella-integration.html#id_117953
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/umbrella-integration.html#id_117953
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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