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interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.10.10.10 255.255.255.0
1

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.0.1 255.255.255.0
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crypto ikev2 policy 10
encryption aes-256
integrity sha256

group 20

prf sha256

lifetime seconds 86400
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additional-key-exchange 1 key-exchange-method 21 additional-key-exchange 2 key-exchange-method 31

crypto ikev2 policy 10
encryption aes-256
integrity sha256

group 20

prf sha256

lifetime seconds 86400
additional-key-exchange 1
key-exchange-method 21
additional-key-exchange 2
key-exchange-method 31
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tunnel-group 10.20.20.20 type ipsec-12|
tunnel-group 10.20.20.20 ipsec-attributes

ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco

i
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t7| 2I8l ACL(Access Control List)2 A2
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object-group network local-network

network-object 192.168.0.0 255.255.255.0
object-group network remote-network

network-object 172.16.10.0 255.255.255.0

access-list asa-vpn extended permit ip object-group local-network object-group remote-network
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nat (inside,outside) source static local-network |ocal-network destination static remote-network remote-network no-proxy-arp route-lookup

IKEV2 IPSec Aot 44
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crypto ipsec ikev2 ipsec-proposal IKEV2_TSET
protocol esp encryption aes-256
protocol esp integrity sha-256

st
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crypto map outside_map 1 match address asa-vpn crypto map outside_map 1 set peer 10.20.20.20 crypto map outside_map 1 set ikev2 ipsec-proposal IKE'
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interface GigabitEthernet0/0
nameif outside
security-level 0
ip address 10.10.10.10 255.255.255.0
|
interface GigabitEthernet0/1
nameif inside
security-level 100
ip address 192.168.0.1 255.255.255.0
|



crypto ikev2 policy 10

encryption aes-256
integrity sha256

group 20

prf sha256

lifetime seconds 86400
additional-key-exchange 1
key-exchange-method 21
additional-key-exchange 2
key-exchange-method 31

|

crypto ikev2 enable outside
!
tunnel-group 10.20.20.20 type ipsec-12
tunnel-group 10.20.20.20 ipsec-attributes

ikev2 remote-authentication pre-shared-key cisco

ikev2 local-authentication pre-shared-key cisco

!
object-group network local-network

network-object 192.168.0.0 255.255.255.0

!

object-group network remote-network

network-object 172.16.10.0 255.255.255.0

!

access-list asa-vpn extended permit ip object-group local-network object-group remote-network
!

nat (inside,outside) source static local-network local-network destination static remote-network remote-network no-proxy-arp route-lookup
!

crypto ipsec ikev2 ipsec-proposal IKEV2_TSET

protocol esp encryption aes-256

protocol esp integrity sha-256

!

crypto map outside_map 1 match address asa-vpn

crypto map outside_map 1 set peer 10.20.20.20

crypto map outside_map 1 set ikev2 ipsec-proposal IKEV2_TSET
!

crypto map outside_map interface outside
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interface GigabitEthernet0/0 nameif outside security-level 0 ip address 10.20.20.20 255.255.255.0 ! interface GigabitEthernet0/1 nameif inside security-lev
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F7t 7| nEtg HEotedM HHS MEE == show crypto ikev2 sa A&
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<#root>
Local-ASA# show crypto ikev2 salKEv2 SAs: Session-id:2, Status:UP-ACTIVE, IKE count:1, CHILD count:1 Tunnel-id Local Remote fvrf/ivrf Status R

AKEl: 21 AKE2: 31



Life/Active Time: 86400/7 sec Child sa: Tocal selector 192.168.0.0/0 - 192.168.0.255/65535 remote sele
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debug crypto ikev2 protocol 127
debug crypto ikev2 platform 127
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