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Initiator Responder

HDR

cookie:
« initiator = X (randomly generated number per session)
« responder = 00000000,

SA (multiple crypto policies),

Vendor 1Ds — String or hash value. Used to advertise support
for capabilities not defined in standard (i.e. NAT-T)

__

Unencrypted — Unauthenticated

27 7|2 B 12 IKE HAo & ) iU} i 2kA] Responder SPI7 02 2 A& E
&¢t Initiator SPI= ¥2lo| Zte 2 MHELICH F Bmf mZ!(MM2)0l M Responder SPIE A
o2 8EdHok stod A ®ato| SYUE SPI gt2 | XIFLICH

MM12 ZiXst2 Wireshark HERIZ Z2EZ EM7|& AHEstE B2 SPI £t2 olO|x|of EA|E
EHE Internet Security Association and Key Management Protocol(Q/E{4!l E0F 9473 4l 7| gtg| =

2) 2814 Ujol| QlaLich

Ethernet II, Src: ©0:00:00_00:00:00 (P9:00:00:90:00:00), Dst: 00:09:P0_00:00:90 (PP:00:00:20:00:00)
Internet Protocol Version 4, Src: 170.49.116.200, Dst: 209.134.162.158
User Datagram Protocol, Src Port: 568, Dst Port: 560
v Internet Security Association and Key Management Protocol
Initiator SPI: &f88c@380efebdfd
Responder SPI: ©eoeeooee0000000
Next payload: Security Association (33)
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I5R4451

2ABF14E40DGABEZE

————
*Apr 29 16:57:48.9847 IKEv2:(SESSION ID = 27621,5A ID = 1):Sending Packet [To 198.19_252.1:500/From 18.11.5.2:588/VRF i6:f8] |
Initiator SPI : 2ABF14E40D64BE28 - Responder SPI : 000000Q000000R00 Message id: @
IKEvZ IKE_SA_INIT Exchange REQUEST
Payload contents:

SA KE N VID VID VID VID NOTIFY(NAT DETECTION_SOURCE_IP) NOTIFY(NAT DETECTION_DESTINATION_IP) NOTIFY(IKEVZ_FRAGMENTATION_SUPPORTED) VID

*Apr 29 16:57:42.208: IPSEC:(SESSION ID = 27621) (key_engine) request timer fired: count = 1,
(identity) lecal= 18.11.6.2:8, remote= 198.19.252.1:8,
lecal_proxy= ©8.8.0.2/98.0.8.8/256/8,
remote_proxy= 8.8.0.8/0.0.9.09/256/8
*Apr 29 16:57:42.200: IPSEC(sa_request): ,
(key eng. msg.) OUTBOUND local= 18.11.6.2:500, remote= 198.19.252.1:500,
local_proxy= ©.0.0.0/0.0.0.9/256/8,
remote_proxy= 6.8.0.8/9.08.9.8/256/8,
protocols ESP, transforms esp-aes 256 esp-sha-hmac (Tunnel),
lifedur= 28880s and 4294967295kb,
spi= 0x@(@), conn_id= @, keysize= 256, flags= @x0

onr2-sitel# 5638222923EA3C5A

*Apr 29 16:57:53.763: IKEv2:Received Packet [From 198.19.252.1:568/To 18.11.6.2:580/VRF i8:f@]
Initiator SPI : 5638222923EA3C5A - Responder SPI : PGGCG00200002000 Message id: @

IKEvZ IKE_SA_INIT Exchange REQUEST

Payload contents:

SA KE N NOTIFY(NAT_DETECTION_SOURCE_IP) HOTIFY(NAT_DETECTION_DESTINATION_IP) NOTIFY(IKEVZ_FRAGMENTATION_SUPPORTED) NOTIFY(Unknown - 16431) NOTIFY(REDIRECT_SUPPORTED)
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7F MM10i| SEHSt1 SPI

Initiator Responder
HDR
cookie:

« initiator = X (retained)

« responder =Y (randomly generated per session),
SA (the selected crypto policy),

Vendor IDs — String or hash value. Used to advertise support
for capabilities not defined in standard (i.e. NAT-T)

m

Unencrypted — Unauthenticated

MM2E Z4X{5t1 Wireshark HERI Z2EEZ BA7|E A& 35t= B Initiator SPI & Responder
SPI gt2 olO|x|oi =

E AlEl CHE Internet Security Association & Key Management Protocol 2l =
LHoi| R4 & LIct.



+ Ethernet II, Src: ©0:00:00_00:00:00 (99:00:00:00:00:00), Dst: 99:00:00_00:00:00 (£0:00:00:00:00:60)
> Internet Protocol Version 4, Src: 209.134.162.158, Dst: 170.49.116.208@
> User Datagram Protocol, Src Port: 508, Dst Port: 500
~ Internet Security Association and Key Management Protocol
Initiator SPI: &6f8@c@38@efsbdfd
Responder SPI: 2bc@6438c94e88dc
Mext payload: Security Association (33)

7|1E 2E 3 ! 4(MM3-MM4)

MM3 L MM4 THZ!2 45| S E|X| o1 QIS E|X| otom H|” 7| W&ol o|Fo{&IL|Ct. o|O|
X[ol MM3 & MM47} E A|EL|CE.

MM3 (HDR, Nonce, KE, VID) E:;ret
MM4 (HDR, Nonce, KE, VID, [CERT-REQ]) exchange

MM5 S MM6 THZ!2 o|0| &f 3 3t =[IX|BF of X QIBS =IX| it &LICH ol2det mZloMd @1&2 Ol

Initiator Responder

HDR: ISAKMP header

IDi: Initiator ID
Authentication:

*  With Shared Secret (HASHi)
* With Signatures (SIGi, CERT)

MMS5 (HDR, ID;, AUTH [HASH;],[CERT],[SIG;])

MM6 (HDR, ID,, AUTH [HASH,],ICERT],[SIG,])

e

Encrypted but
Unauthenticated

Phase 1 complete — Encrypted & Authenticated

k& 2=(QM1, QM2 & QM3)

We ZeEs 712 SES IKE7P 1EAIM 2ot BidE dEE = WL HHPE 2L = IPSec
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Initiator Responder
SA (Transform sets, SPI)
Nonce (for replay protection)
[Key Exchange] (if PFS is desired)
Proposed Traffic Selectors
NAT address information

QM1 - Request

QM2 - Yes or No

Just an ACK
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+ RESPOMNDER

PROVES IDENTITY

Authenticated

Unencrypted but
Responder
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Main Mode vs Aggressive Mode

MAIN MODE
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MM1 ] ' NEGOTIATE
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IKEv2 vs IKEv1 (MM)
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https://www.cisco.com/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html

POLICY BASED VPN
D e €D

* Crypto maps

Traffic Selectors

10.10.0.0/16
190.168.0.0/24

ip access-list extended TS

permit ip 10.10.0.0 0.0.255.25510.20.20.0 0.0.0.255
permit ip 10.10.0.00.0.255.255 10.20.30.00.0.0.255
permit ip 192.168.0.00.0.0.255 10.20.20.0 0.0.0.255
permit ip 192.168.0.00.0.0.255 10.20.30.00.0.0.255

Traffic Selectors

10.20.20.0/24
10.20.30.0/24

ip access-list extended TS

permit ip 10.20.20.00.0.0.255 10.10.0.0 0.0.255.255
permit ip 10.20.30.00.0.0.255 10.10.0.0 0.0.255.255
permit ip 10.20.20.00.0.0.255 192.168.0.00.0.0.255

permit ip 10.20.30.00.0.0.255 192.168.0.00.0.0.255
exit exit
Z2 7|8 VPN
MM Zostx| toH ECfEo| Z27F e HHER 2lc|AMEIH Ed °IE+THI0IA% S8 54
2tRE 2 X|HELICH EgfE] MEZ|(VPNE Sl &2 3HE ECi®)= o|0|X|ofl ZA|E CHE 7|82
o Z 0.0.0.0.01A 0.0.0.07F K| L|C}.

ROUTE BASED VPN

Supports dynamic routing over the tunnel interface.

' Traffic Selectors
0.0.0.0

Traffic Selectors
0.0.0.0 |

interface: Tunnel100001
Crypto map tag: Tunnel100001-head-0, local addr 10.0.21.17

protected vrf: 1

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

2t1: Egf= MEHT|71 0.0.0.0 HEO| 25 SAE L& MEUI0| &2 2 5FLEO| SADH A
MEILICH 5™ s{doi| CHEt ol 2|7t /&LICE o] EMolME SA E{'dof CHEH MHSHK| ot &
LIC}.



ojOlxlol ZAIE CHz EAM & ZB2 7|8 VPNE FA|=HE + U&LICh

ISAKMP-IPSEC Tunnel

Route based VPN

**®% Edges only support this.

[
e—— 0.0.0.0/0 €---0.0.0.0/0 ' e
U

Policy based VPN
105 y AW

: 10,10.10.0/25 €<---— 192.168.10.0/24 | '

‘FTD
* 3" party devices e - 10.10.20.0/25 €-—-> 192.168.20.0/24 - ---

10.10.30.0/25 <---—> 192.168.30.0/24

At1: SA7} StLERE MAMEI ZHAZ J|EF VPN 2| 23 J|HF VPN CHE SAS M8 = 9
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UDP 500/4500

ISP Blocks UDP 50}0'/4500
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- IKE(Internet Key Exchange) - RFC 2409
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https://www.cisco.com/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://datatracker.ietf.org/doc/html/rfc2409
https://datatracker.ietf.org/doc/html/rfc4306
https://www.cisco.com/c/ko_kr/support/index.html
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