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access-list 101 pernit ip any host 10.1.1.2
access-list 101 deny ip any any

VPN Concentratore &2 AF&3510{ EEHE MMs= A0 Z&LCh

53 7 VPN Concentrator 722 permit_server_ruleO|H, O|= 2t E{Q| permit ip any host
10.1.1.2 FHF1 Zr&LICH 5 #Hm VPN Concentrator %! deny_server_ruleO|d O|= 2R E{9]
deny ip any &1t Z&L|C}.

VPN Concentrator Z E-I" filter_with_2_rulesO|H, 2} R E{2| 101 HA[A FSFot Z&LICt
permit_server_rule 2! deny_server_rule(Z =AMCI2)2 AFSELICH EE 4% =7tst7| *Oﬂ Zzl0|
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VPN 3000 Concentrator® TAI5I2{MH C}2 THHE 22 5HAIAIL.

1. Configuration(7t4d) >Policy Management(’&%4 # 2[) > Traffic Management(E2{ % &2|) >
Rules(T+&]) > Add(F=7H &8 MEHst T CHS Mo Z permit_server_ruleO|2HE 3 B VPN
Concentrator &2 HO|FfLICH Y E - QIHIRERY - MEAA FA - 255,255.255.255CH 4
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Back szl Siop  Reledh  Home Samch Faeotst  Hotoy Chaorels  Fulsoesm Mal Pt
| Addieet | ] ep /11 72 181241 33/accese hwi =] ks
2 B2 DL
¥ &l 7 Concentrator Series Manages Logged in: admin
L nnﬁ“urqhnn Adminrstration Hnnilnnnl]
Configure and add a new Eler rde
Rube Nume [ror_sorear_nie Mame of thes Blter rule, The name
- . must be wraqus
, Select the data deecton to whach
. -
Dizection |Ir::|-md | thie e apples
- Specify the acton 1o takee when
3
Action |Foreard | thas filter nule applies oot
Protarol I_m-,:, -I Select the protocol to whach thes
nie apphes For Other protocals,
irOdurl enter the protocol number
ICP Select whether thes nule should
Comantiss [DortCare 5] apply to an established TCP
€ OREC Bon
Source Address
Specdy the source nerwork
#|  Netwark List [Use IP Addresshidcard-mask below =] dddress hut or the IP address and
wildcard mask that this rule
checks
'-I
B IP Address |00.00 Note: Enter a wildeard mask,  a
which is the reverse of a subnet

masle. A waldcard mask has lsm
bt posstons to gmore, Oz in b

Wildcard-mask [755 756 255 255 postions to match. For exarnple,
curd-mask | 10.10.1.0/0.0.0.255 = al

10,101 rom addresses

Destination Address
Specify the destinahon network

Network List [Use I AddressiWildcard-mask betow ¢ 2ddress bist or the IP address and
wilde ard mask that thas rule

checks

IP Address [10.1.1.2 Note: Enter a wildeard mask,
which iz the reverse af a subnet
mask. A wildcard mask has 1z m
bat posstions to wnore, Oz in bit

Wildeard-mask In oo [|| postions to match, For exarple,
. 100101 /0.000. 255 =al
10.10.1 nnn addresses. e
e =| TCPTDP Source Port For TCPUDE, specty the source
Eisca Svstims Part [Fange = port ranges that this rule checks

For a single port menber, use the
or Hange IEI 1o [65535 same nurnber For the start and end 2l
2] I C i ntonet zone i

2. LBt FAHo M Ct S 7|22t 2 2 deny_server_ruleO|2t= F % VPN Concentrator 7 %!/2
MolgtL|cH e - QIHIRER Y - AN E F9| AA S CHY FA
(255.255.255.255):



3 Cizco Systems, Inc. YPH 3000 Concenli sbos Sessea [wvpn- J0EDE] - Mool Inleinsl E aplores Hr--E

| Fle El Vew Bo Fasvbes Heb E

‘ . .0 O & &@a 6 9 ¥ H B 35

[kt [ 8] g /7172 181241 1) mccss bl =] ks
VPN 3000
Concentrator Series Manager Lagged in: admin

Configuration | Adminkstiation | Blanitoring

-
| |
- Moddy a Blver nule
Rule Name F:"‘”"" rp——— MHame of dus Bier rule. The name
vk L . ‘ it be utngue
— Direction [Focd B Select the data drection to whach
thez nule apphes
- : Specty the achon to take when
{Orop =l tles fiker rule apphes o
] - 4 LI |

3. Configuration > Policy Management > Traffic Management > Filters& A={3t 11
filtter_with_2_rules ZE{E& F7t&LICtH
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VPN 3000

Concentrator Series Manager Logged in: a:
Configuration | Administration | Monito

Management | Traffic Management | Filters | Add

Conbigare and add a new filter

Filter Mame of the titer vou
Name IflllEl r_with_2_rules are addmg The name
must be unque
Select the defanlt
Defaunlt action to take when no
Action | Forwerd =l rules on thes filter
apply
Check to have this
Source r filter allowr [P source
Routing routed packets to
pass.
Check to have this
Fragments ¥ filter allow fragmented

IP packets to pass.

Deseription Ihllertn allow access to 10.1.1.2|
Add | I:Incnll

@] | @8 \mtemet zone P

4. filter_with_2_rules0ll & &I F7IeLICH
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a Concentrator Series Manager Logged in: admin

Conflguration | Administraton | Moniwring

S ava Neede I.IE ,_‘.'.I

Add, remoare, priorihze, and configure niles that apply to a Blber
Filter Name: fiker_wnth_2_rales

Select an Available Rule and cliclk: Add to apply it to thiz Blter.

Select a Current Rule in Filter and chck Remove, Move Up, Move Down, or Assign SA
to Rule as sppropnate.

Select an Available Rule, then select & Curvent Rule in Filter, and clck Insert Above to
add the avalable rule abowve the current rule

Current
HBules in Filter Artions Available Rules
[pemn_server_nie (lorwand/in) it ) | GFE In (forwardin)
deny_saner_rule (dropfing << Insert Above I %Eﬁgﬁmﬁ:;ﬂﬂm
eSS | Gt gorwaciou
ULUI | S
M OSAI] |57 Our gorwarafoy
ASSGRSATRRUEH [\ O omeardrout
Casce Svstems Lo I FIP I Qoo

4| |

21 B T
. Configuration > User Management > Groups& MEi5t 1 O 0| EEE MEFLICH
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TR VPN 3000

Concentrator Series Manager Logged in: admin

Check the Inherit? box to et a feld that you want to default to the base group value. Uncheck
the Inherit? box and enter a new valus to overnde base growp values

lde ity General IPSec PPrTRL2ZTP
General Parameters
Antrilvate Yalue Inherit? Description
: Selzce the access hours assgmed
Arcess ]-Imr:ll Mo Resticions 3 3 Ty —
il : Enter the number of sumaltaneous

wes Loging h - lq;gns for thas group

Aiamumm Pas sword Iﬂ = Enter the trdrarum password

Length lerigth for wsers m thas group
Allow Alphabetic-Only = - (Enter whether 1o allow alptabetc-
Passwords oaly passwrords. g
" rravubes) Enter the idle trneout for
Tulle Timeout Ifllfl =) this group
Maxmmom Connect |" & (ranubes) Enfer the masormmam
Time connect mne for this group
Elter| har wih 2 rules r Enter the filter assigned to this
lercug.
. [Enter the IP addreze of the
| 1 Eﬂﬂﬂlﬂ_'
m DNSII ~ prunary DHES server
- - -.-....-.ll — Enter the IP address of the Il
LAN-to-LAN VPN E{'=& EE

VPN Concentrator 2= 3.6 0|4H0{| A Zf LAN-to-LAN IPsec VPN E{'go{ Cit ECf=lE ZE{2
T A&LICH & £01, 172.16.1.1 TALE AFE 35104 CHE VPN Concentrator0i| LAN-to-LAN E4
ZST CIE 2 E ECEE HESE SAM| ZAE 10.1.1.2 BE{d HMAE §E835tcis B2
Configuration(7+4J) > System(A|A &) > Tunneling Protocols(E{ 2 ZZE &) > IPSec > LAN-to-

LAN > Modify(=H)& ME435I T Filter(BIE]) OF2H0ll M filter_with_2_rules& MEHE = Q& L|C}.
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Concentrator Series Manager

T onfigur ation
—riertaces tem | Tunneling Protocols | IPSec | LAN-to LAN | Mod
—ESystem
G vors Modify an [PSec LAN-to-LAN connection
—EHAdckess Mansgement
—EHvnneing Profocots
—FPTP Name |TE:5t Lan to Lan
_wm Interface |Ethemet 2 (Public) (172.18.124133) =}
—LANAGLAN
——IE Proposais Peer [172.16.1.1
——HAT Transparency
£ Fouting Digital -
Certificate |Nnne (Use Fresharad Eays) J
—EHEverts Certificate © Entre certficate chain
| -Chert Updete Transmission & Identty certficate only
e Preshared Key [czco123
—{EHger Manggement
—Beglicy Management Authentication |ESPMDS/HMAC-128 =]
LHAdministration
IKE Proposal [IKE-3IDESMDS =]
Filter | filter_with_2_rules ﬂ
Cisco Svstims
IPSec NAT-T ™

VPN 3000 £4 - RADIUS ZIE| &%

&3t VPN Concentrator0il A ZE{S 0|8t Ch2 RADIUS AMEol M ZE| #15 (RADIUS 2012 §

4 112 EE ID)& T 501 AL Xt7F RADIUS MEHOM 215 =P EE ID7} siY A4 12 E
A OlA
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Modify a configured filter.

Filter Name

Default
Action

Source
Routing

Fragments

Description

Apply | Cancel |

Name of t

101 are modify

name mus
Select the

Drop - action tucl
no rules

apply.
Check ‘[DJ
u filter allo
routed pa:
pass.

Check tov’
filter allo

IP packets)

filter to allow access to 10.1.1.2

=

CSNT A #4 - RADIUS EE &gt

Cisco Secure NT AH{0l| A E44 11, Filter-idE 1012 FAgfLIC}
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Usnr Setup

IEIF RALIIUDS ALLNTDULES

Ii[ﬂﬂﬁ] Service—-Type

I-]

Login

[M[007] Framed—Protocol

PPP

IZ[GUE'] Framed—-IP-Netmask

0.0.0.0

il'[m-::a] Framed—Routing

None

' M[011] Filter—Id

101

-

'["[012] Framed-MTU (64..65535)

| 64

=l |

W um

L l'nlrll'li'l-l nnlnl-nl I'-'-l.n.runlll

C|H - RADIUS ZIE &%

AUTHDECODE(1-13 Severity)7t VPN Concentratorti| = 3
11(0x0B) S43:

207 01/24/2001 11:27:58.100 SEV=13 AUTHDECODE/ 0 RPT=228

0000: 0200002B 768825C5 C29E439F 4CBA727A ... %..CL.rz
0010: EA7606C5 06060000 00020706 00000001 Ve
0020: 0B053130 310806FF FFFFFF ..101. ... ..
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£X =

A 2 =Moo 20 4 > AJAH| > O|HIE > BE|AE MEI5I 1 4{ZFE = 132! FILTERDBG £
Al 20 $7+%* £ U&LICH FEIAM 7|8 2HE ME(EE M) ME L 2EO(EE

A Y 23)2 HEELICH O[HE E7F Monitoring(Z LIE{Z )> Event Log(O|HIE 273)0i|M &
Me|H ChS ot 242 50| EA|T|o{oF EhLCt.

221 12/21/2000 14:20:17.190 SEV=9 FILTERDBG 1 RPT=62
Deny In: intf 1038, ICWP, Src 10.99.99.1, Dest 10.1.1.3, Type 8

222 12/ 21/ 2000 14:20:18.690 SEV=9 FILTERDBG 1 RPT=63
Deny In: intf 1038, ICWP, Src 10.99.99.1, Dest 10.1.1.3, Type 8
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