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!--- Generate and verify RSA key. sec-cat6000> (enable) set crypto key rsa 1024
Generating RSA keys..... [ ]
sec-cat 6000> (enabl e) ssh_key process: host/server key size: 1024/ 768

!--- Display the RSA key. sec-cat 6000> (enabl e) show crypto key
RSA keys were generated at: Mn Jul 23 2001, 15:03:30 1024 65537 1514414695360
577332853671704785709850606634768746869716963940352440620678575338701550888525
699691478330537840066956987610207810959498648179965330018010844785863472773067
697185256418386243001881008830561241137381692820078674376058275573133448529332
1996682019301329470978268059063378215479385405498193061651

!-—- Restrict which host/subnets are allowed to use SSH to the switch. !--- Note: If you do not
do this, the switch will display the message !--- "WARNING!! IP permit list has no entries!"
sec-cat 6000> set ip permit 172.18.124.0 255.255.255.0
172.18.124.0 with nask 255.255.255.0 added to IP permt list.

!--- Turn on SSH. sec-cat 6000> (enable) set ip permit enable ssh
SSH permt list enabl ed.
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!--- Verity SSH permit list. sec-cat 6000> (enabl e) show ip permit
Tel net permit list disabled

Ssh permit list enabl ed.

Snnp permit list disabled.

Permt List Mask Access-Type

172.18. 124. 0 255. 255.255.0 tel net ssh snmp

Deni ed | P Address Last Accessed Tinme Type

SSH H|gr 443t

Z2ol mat A9IRI0IM SSHE HIZHAIBHsHoF & 4 UALICH SSHIF 291xl0] FAIEI0f |
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A L|R|oll SSH7F T =R} =X & 2l5tE4E show crypto key B&& AT LICH £=0 RSA 7|7}
T AE[H ALR|0M SSHIE FFE =1 EYsE ZAL|ch 047|01| o7} Lot QA& LI

sec- cat 6000> (enabl e) show crypto key

RSA keys were generated at: Mon Jul 23 2001, 15:03:30 1024 65537 1514414695360
577332853671704785709850606634768746869716963940352440620678575338701550888525
699691478330537840066956987610207810959498648179965330018010844785863472773067
697185256418386243001881008830561241137381692820078674376058275573133448529332
1996682019301329470978268059063378215479385405498193061651

535 7|8 M7HstE{H AL{x|0l|H SSHE H|E 4285t2{H clear crypto key rsa H&E 2 A
Ct. 097]of| of| 7} Ltot RU&Lct,

02
ic]
C

sec- cat 6000> (enabl e) clear crypto key rsa

Do you really want to clear RSA keys (y/n) [n]?y
RSA keys has been cl eared

sec- cat 6000> (enabl e)

Catalystol| M C|HH

C|IHH2E 742{™ set trace ssh 4 B AL}
H

C/ItH1E 112{™ set trace ssh 0
My oddo|ClHO HHE of

SolarisHl A Catalyst=, 3DES(Triple Data Encryption Standard), &4 H|2HE

#ot2|A

rtp-evergreen# ssh -c 3des -v 10.31.1.6

SSH Version 1.2.26 [sparc-sun-solaris2.5.1], protocol version 1.5.
Conpi | ed wi th RSAREF.

rtp-evergreen: Reading configuration data /opt/Cl Sssh/etc/ssh_config
rtp-evergreen: ssh _connect: getuid O geteuid O anon O

rtp-evergreen: Allocated |ocal port 1023.

rtp-evergreen: Connecting to 10.31.1.6 port 22.

rtp-evergreen: Connection established.



rtp-evergreen: Renpte protocol version 1.5, renpte software version 1.2.26
rtp-evergreen: Wiiting for server public key.
rtp-evergreen: Received server public key (768 bits) and host key (1024 bits).
Host key not found fromthe |ist of known hosts.
Are you sure you want to continue connecting (yes/no)? yes
Host '10.31.1.6" added to the list of known hosts.
rtp-evergreen: Initializing random seed file //.ssh/random seed
rtp-evergreen: Encryption type: 3des
rtp-evergreen: Sent encrypted session key.
rtp-evergreen: Installing crc conpensation attack detector.
rtp-evergreen: Received encrypted confirmation.
rt p-evergreen: Doing password authentication.
root @O0. 31. 1. 6's password:
rtp-evergreen: Requesting pty.
rtp-evergreen: Failed to get |ocal xauth data.
rtp-evergreen: Requesting X11 forwarding with authentication spoofing.
War ni ng: Renote host denied X11 forwarding, perhaps xauth program
could not be run on the server side
rtp-evergreen: Requesting shell.
rtp-evergreen: Entering interactive session.

Ci sco Systens Consol e

sec- cat 6000>

&0

sec-cat 6000> (enabl e) debug: _proc->tty = 0x8298a494, socket_index = 3
debug: version: SSH 1.5-1.2.26

debug: Cient protocol version 1.5; client software version 1.2.26
debug: Sent 768 bit public key and 1024 bit host key.
debug: Encryption type: 3des

debug: Received session key; encryption turned on.
debug: ssh login by user: root

debug: Trying Local Login

Password aut hentication for root accepted.

debug: ssh received packet type: 10

debug: ssh received packet type: 34

Unknown packet type received after authentication: 34
debug: ssh received packet type: 12

debug: ssh88: starting exec shel

debug: Entering interactive session.

PC to Catalyst, 3DES, &4l H|QlH S

debug: Cient protocol version 1.5; client software version W.. 0
debug: Sent 768 bit public key and 1024 bit host key.
debug: Encryption type: des

debug: Received session key; encryption turned on.
debug: ssh login by user:

debug: Trying Local Login

Password authentication for accepted.

debug: ssh received packet type: 10

debug: ssh received packet type: 37

Unknown packet type received after authentication: 37
debug: ssh received packet type: 12

debug: ssh89: starting exec shel



debug: Entering interactive session.

Solaris®| A Catalyst, 3DES, 2/&, #&t 504 8! A& #2|(AAA) QIS 2

== ES

Solaris with aaa on:

rtp-evergreen# ssh -c 3des -1 abcdel23 -v 10.31.1.6

SSH Version 1.2.26 [sparc-sun-solaris2.5.1], protocol version 1.5

Conpi | ed wi t h RSAREF.

rtp-evergreen: Reading configuration data /opt/Cl Sssh/etc/ssh_config

rtp-evergreen: ssh_connect: getuid O geteuid O anon O

rtp-evergreen: Allocated |ocal port 1023.

rtp-evergreen: Connecting to 10.31.1.6 port 22.

rtp-evergreen: Connection established.

rtp-evergreen: Renote protocol version 1.5, renpte software version 1.2.26

rtp-evergreen: Wiiting for server public key.

rtp-evergreen: Received server public key (768 bits) and host key (1024 bits).

rtp-evergreen: Host '10.31.1.6' is known and natches the host key.

rtp-evergreen: Initializing random seed file //.ssh/random seed

rtp-evergreen: Encryption type: 3des

rtp-evergreen: Sent encrypted session key.

rtp-evergreen: Installing crc conpensation attack detector.

rtp-evergreen: Received encrypted confirmation.

rtp-evergreen: Doing password authentication.

abcdel23@0. 31.1.6's password:

rtp-evergreen: Requesting pty.

rtp-evergreen: Failed to get |ocal xauth data.

rtp-evergreen: Requesting X11 forwarding with authentication spoofing.

War ni ng: Renote host denied X11 forwardi ng, perhaps xauth program
could not be run on the server side

rtp-evergreen: Requesting shell.

rtp-evergreen: Entering interactive session.

Ci sco Systens Consol e

sec- cat 6000>

20j

sec-cat 6000> (enabl e) debug: _proc->tty = 0x82a07714, socket_index = 3
debug: version: SSH 1.5-1.2.26

debug: Cient protocol version 1.5; client software version 1.2.26
debug: Sent 768 bit public key and 1024 bit host key.
debug: Encryption type: 3des

debug: Received session key; encryption turned on.
debug: ssh login by user: abcdel23

debug: Tryi ng TACACS+ Login

Password aut hentication for abcdel23 accepted.

debug: ssh received packet type: 10

debug: ssh received packet type: 34

Unknown packet type received after authentication: 34
debug: ssh received packet type: 12

debug: ssh88: starting exec shel

debug: Entering interactive session.

debug BHO| 27 E4 of




#EFO|HE 7[R E]X| &E =] Blowfish & £ E A= 5= Catalyst C|HH

debug: Cient protocol version 1.5; client software version W..0
debug: Sent 768 bit public key and 1024 bit host key.

debug: Encryption type: blowfish

ci pher _set _key: unknown ci pher: 6

debug: Calling cl eanup

&l H|H S 7| A2 El Catalyst C|H1

debug: _proc->tty = 0x82897414, socket_index = 4

debug: version: SSH 1.5-1.2.26

debug: Cient protocol version 1.5; client software version W.. 0
debug: Sent 768 bit public key and 1024 bit host key.

debug: Encryption type: 3des

debug: Received session key; encryption turned on.

debug: ssh | ogin by user:

debug: Trying Local Login

debug: Password authentication for fail ed.

Catalyst C|[HH2 (&2 El AAA 215 AIE)

cat 6000> (enabl e) debug: _proc->tty = 0x829abd94, socket _index = 3
debug: version: SSH 1.5-1.2.26

debug: Cient protocol version 1.5; client software version 1.2.26
debug: Sent 768 bit public key and 1024 bit host key.

debug: Encryption type: 3des

debug: Received session key; encryption turned on.

debug: ssh login by user: junkuser

debug: Tryi ng TACACS+ Login

debug: Password aut hentication for junkuser failed.

SSH connection cl osed by renpte host.

debug: Calling cl eanup

=X &

O| MM0f| M= Cisco 22|x|2| SSH Zix| i oM} gtdE Ot
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rot

SSHE &3l 22{x|ol| HAEE = QIS

EX|/Eol:
SSHE AI83l0o{ AQ|x|of A& 4= Q&L

debug ip ssh BHE2 CtZ &3 EAIEL|CH

Jun 15 20:29:26.207: SSH2 1: RSA sign: private key not found
Jun 15 20:29:26.207: SSH2 1: signature creation failed, status -1
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crypto key zeroize rsa
crypto key generate rsa general -keys |abel (label) nmod (nodul us) [exportable]

- ¢ RSA 7|(&®|x[2| FQDNOIM O|& XIE)E A8 etx| ot&lAl2. CHil Bjo|= 0] XIHE 7|

E A3IAIAIL.

crypto key generate rsa general -keys | abel (label) nod (nodul us) [exportable]
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o
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