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192.163.1.10 192.168.1.1

Anyconnect PC
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ASAQ| Zix|12io|M

O|= ASA CLIC| =|A AHxm|ado|MHelL]ct.

tunnel-group dap_test_tg type remote-access
tunnel-group dap_test_tg general-attributes
default-group-policy dap_test_gp
tunnel-group dap_test_tg webvpn-attributes
group-aias dap_test enable

group-policy dap_test_gp interna
group-policy dap_test_gp attributes



vpn-tunnel-protocol ssl-client
address-pools value ac_pool
webvpn

anyconnect keep-installer installed
always-on-vpn profile-setting

ip local pool ac_pool 172.16.1.11-172.16.1.20 mask 255.255.255.0

webvpn

enable outside

hostscan image disk0:/hostscan_4.10.07073-k9.pkg

hostscan enable

anyconnect image disk0:/anyconnect-win-4.10.07073-webdepl oy-k9.pkg 1
anyconnect enable

tunnel-group-list enable

ASDMO| Z11|130|M

O MMoi| A= ASDMO{|A{ DAP B ZEE F45t= 2ol CHsH AHELICEH o] oAM=
endpoint.device. MAC E8E XU Z AI235tE= 3702 DAP dl= % =pSh-1 g w

-01_dap_test:endpoint.device. MAC=0050.5698.e608
-02_dap_test:endpoint.device. MAC=0050.5698.e605 = Anyconnect 2= X 2| E 0| MAC
-03_dap_test:endpoint.device. MAC=0050.5698.e609

1. 01_dap_test2t= & B DAPE T+ gfLiCt.

Configuration(Z1Z| 184|0| M) > Remote Access VPN(Z3 UM A VPN) > Network (Client)
Access(UIEQ|F (20| E) HAM|A) > Dynamic Access Policies(S% AMA H2Z2 o|SFLIct
.Add(F7hHE 225t o|0|x|o EAIE! CHZ Policy Name(=& 0|&), AAA Attribute(AAA §74),
endpoint attributes(AI = ZQIE £ M), Action(Ef ), User Message(AHE XF HIA|X|)E A& EFLICt.



| & Edit Dynamic Access Policy

Policy Namef| 01_dap_test

Description: ACL Priority: |0

rSelection Criteria
| Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
| below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

1 User has ALL of the following AAA Attributes values. .. w and the following endpoint atiributes are satisfied.

AAA Attribute OperationValue Add Endpoint ID Mame [Operation,Value Add

dsco.grouppalicy = dap_test_gp

Edit device MAC ["Cl[l 50, EEQE.EEUE\'"] = tru Edit

Delete Delete

Logical Op.

Advanced

<%

- AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specdified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

IAction: OContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

01_dap_test

User Message:

X #im DAP 74

AAA EMof CHEr 2 & HAME 7 HELCH




[ Add AAA Attribute

]
| B Growp Policy: = - |dap_test gp

(] Assigned 1Pv4 Address: | =
(] Assigned 1Pvé Address: | =

| ] Connection Profile: = DefaultRAGroup

(] 5CEP Required: = rue

DAP HZ =0 CHgt 2 & &2 A

A= xZIE Sdof CHEt MAC FLE FELICH



' [B Edit Endpoint Attribute

() Fastiiame? Bl |
| [ 8105 Serial tumber .

[ Port Number (Legacy Attribute) =

(] TCPAIDP Port Mumber: |= | |TCP @Pve)

|:]Fm'a|:y' Protection: = _Mme (equivalent to Host Scan only)

[ ] HostScan Version -

[_] version of Endpeint Assessment (OPSWAT): |

I

DAPO] CHEt MAC =74 74

2. 02_dap_testet= 5 ¢l DAPE T/ gd&LICt



| & Edit Dynamic Access Policy

Policy Namef§ 02_dap_test
S—

Description: ACL Priority: |0

rSelection Criteria

Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

User has ANY of the following AAA Attributes values... and the following endpoint atiributes are satisfied.

Add Endpoint 1D Mame (Operation/Value Add
Edit I device MAC ["Cl[l 50, EEQE.EEUEH] = true Edit

AAA Attribute COperation,Value

dsco.grouppalicy = dap_test_gp

Delete Delete

Logical Op.

Advanced

<%

- AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

Action: OContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

02_dap_test

User Message:

= #imi DAP 7

3. 03_dap_test2t= M| B DAPE F g LCt.




| & Edit Dynamic Access Policy X

I Policy Namef| 03_dap_test I

Description: ACL Priority: |0

Selection Criteria

| Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
| below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

1 User has ANY of the following AAA Attributes values... and the following endpoint atiributes are satisfied.

)
| AAA Attribute OperationValue Add Endpoint ID Mame [Operation,Value Add
[ dsco.grouppalicy = dap_test_gp Edit b Edit
|
Delete Delete
Logical Op.

<%

Advanced

AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

Action: iiContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

03_dap_test

User Message:

Al Hmi DAP 4

4. dap. moreflash:/dap.xml xmlioilA DAP B2 = 0| %2 2Qlstz{H WS ALSELct
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1 Ux|5t= DAPS| & ME dapxmlQ| EA| &=MYULICt 7|2 DAP(DfItAccessPolicy)7t O[S 2 U X|FFLICH

<#root>
ciscoasatt

nore flash:/dap. xm

<dapRecordList> <dapRecord> <dapName> <value>
01 _dap_test
</value> <--- 1st DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas

dap_test_gp



</value> <--- 1st DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt . devi ce. MAC] "0050. 5698. €608"]

</name> <--- 1st DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope
02_dap_test
</value> <--- 2nd DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas
dap_test_gp
</value> <--- 2nd DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt . devi ce. MAC] "0050. 5698. 605" ]

</name> <--- 2nd DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope
03_dap_test
</value> <--- 3rd DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas
dap_test_gp
</value> <--- 3rd DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt . devi ce. MAC] "0050. 5698. 609" ]

</name> <--- 3rd DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope

AlLt2l2 1. 5tLbo] DAPEF Qx|

=
|'0
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2. A= ZOIE 0 A Anyconnect 2122 Al&list AL AL 0|21 HIZHS E Ql248tL|Ct.



) Cisco AnyConnect | 192.168.1.1

Please enter your username and password.

Group:

Username:

Password;

~ 1 vew
Please enter your username and password.

192.168.1.1 Connect

3. Anyconnect UI 0l A 02_dap_test7t U x|5t= K| & QIghLCt.

Cises AmyConnect X

Security palicies were applied bo your setian, Seceds Lo Same retownoes 'jr Crzcan AnyCannect Secure Mobilty Cloent - x
| mary be blocked. Your system administrator provided the fellowing
infermation te help you understand and remedy the seounty
conditions: VPR

o

Connectsd b 192, 168. 1. 1.
=

UIOIA] AFZ R THI A K| QI

4. ASA syslog0il A 02_dap test7t Y x|5H=X| & QIgLICEH



F1: ASA0I|M debug dap trace7t & 48t E|o{ RU=X| &lELCt

<#root>

Dec 30 2023 11:46:11: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: endpoint.device MACI["

0050. 5698. e605

"] = "true"

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 11:46:11: %ASA-4-711001:

Sel ect ed DAPs



02_dap_test

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Dec 30 2023 11:46:11: %ASA-4-711001: dap_process_selec

sel ected 1 records

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 11:46:11:

AlLIEIR 2. 712 DAP7} L &|E

1. 02_dap_test@| endpoint.device MAC Zt 2 A= X QIE S| MACTH Y %|5tX| &f = 0050.5698.66072

00=|l

2. A=ZIE0|M Anyconnect 1S Mt AASXL O|F 1 HIYHE & =48 LICt

3. Anyconnect 24Z20| R E|RX=X| = QlgrLICt

Cisco AnyConnect

Login denied. default

Connect Secure Mobility Client

VPN:
Ready to connect.

| 192.168.1.1

Ul A AF2 A} HIA|R] &2l

HERLICH

%ASA-4-711001:




|CF.

srolghL

4. ASA syslog0ll M DfltAccessPolicy 7F x| 5H= K|

2 DfltAccessPolicy 2| 42 Terminate®d LICt.

xo

xn: 7=

<#root>
Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device MAC["



0050. 5698. e605

ll] = "tl”ue"

Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE:
Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE:

sel ected 0 records

Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE:

Sel ect ed DAPs

Df | t AccessPol i cy

Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE:

AlLt2|2 3. 0{2 DAP(EY: A%)7t YK

ng

1. ZF DAPOIM Zdnt EMS BHZAEL|C

‘01 _dap_test:

Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001: S
Dec 30 2023 12:13:39: %ASA-4-711001: dap_process_select

Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001:

Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001: D

dapSelection(MAC 24 ) = endpoint.device.M AC[0050.5698.6605] = Anyconnect 2IEZ2IE 9| MAC

stef= Al

-02_dap_test:
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Cisco AnyConnect

Secunty policies were applied to your session, access fo some resomrces
may be blocked. Your system administrator provided the following

informaticn to help you understand and remedy the security
conditions:

0 _dap_test
02_dap_test

VP
Cormected to 192, 168. 1. 1.

192.168.1. 1

VIOl AFZ XF BIAIR] £ QI

4. ASA syslog0il M 27H2] DAP7} 25 Ux|st=X| & QlgtL|cH.

<#root>

Feb 01 2024 08:49:02: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device. MAC["

0050. 5698. 605

ll] — "tl"ue"

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4-711001: endpoint.device.ho

DESKTCOP- VCKHRGL

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:49:02: %ASA-4-711001: S

01 _dap_test



02_dap_test

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4-711001: dap_process_select

sel ected 2 records

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:49:02: %ASA-4-711001: D

1. 01_dap_test &S #HZELICH

-01_dap_test:
dapSelection(MAC F4) = endpoint.device.MAC[0050.5698.6605] = Anyconnect 2= Z 21E O] MAC
HY=F8
-02_dap_test:
dapSelection(2 A E O|F) = endpoint.device.hostname] DESK TOP-VCKHRG1] = Anyconnect 2IEXZQIEQ| SAE 0O|F

sl = AL

2. A= ZQIE0f M Anyconnect 2142 Al
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St ALEXL O|F 1 HIZHEE U{EfLict

3. Anyconnect UI0{lA 01_dap_test@F L X|S}=X| & QlgtL|C}.
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Cisco AnyConnect

Legin denied. i VPN:
01_dap_test Ready to connect,

192,108, 1.1 Connect




UIoI A AFERE HIAIX] =l

4. ASA syslog0ll A 01 _dap testBH L %|5H=X| & QIgFLICE

<ffroot>
Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device MAC["
0050. 5698. €605

ll] = "true"
Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: endpoint.device.ho

DESKTOP- VCKHRGL

" Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:55:37: %ASA-4-711001:
01 _dap_test

Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: dap_process_selec
sel ected 1 records

Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:55:37: %ASA-4-711001: |

Qld
=0

Ao
Pl
ol
[k

Ol24&t CIHI 23& ASAOIA DAP| Mg S35 g Felste ol =&0| Euc.

debug dap trace
debug dap trace errors

<#root>
Feb 01 2024 08:49:02: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device. MAC["0050.5698.e605"] = "true" Feb
Sel ect ed DAPs

,01_dap_test,02_dap_test Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4

981572249


https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/108000-dap-deploy-guide.html#toc-hId-981572249
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/108000-dap-deploy-guide.html#toc-hId-981572249
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