ISEE At&35t04 IKEv2E S35l FTDO| CHE
Anyconnect VPN 4

1.SSLQIZEM 7t 7
2. RADIUS Mt{ 74
2.1. FMCH|M FTD 2|
2.2, ISEOIM FTD EHE
3.FMCOIM VPN AL XS I3t FA E MM
4. AnyConnect O|O|X| Y42 =
5 XML Z2Z Q=7

51. ZT20el MEI7|0M
5.2.FMC

6. S474 Ol M| A TLAd
7. Anyconnect Z2 1}l Ziu| 78 0|M

Ch2 g =l

=M A

|

ol 2 MoME FMCOIA & 2|5t= FTDOIAM IKEV2 2! ISE QIS AFR25HE HZ HHA VPN 7|
£ Zu|aei oMo cha A ErL|Ct.

MNE 2F AE
QT A
Ct= FX|of CHet X|AE ERS5tD Qo™ S8HL|C}.

« 7|2 VPN, TLS & IKEv2(Internet Key Exchange version 2)
« AAA(Basic Authentication, Authorization, and Accounting) & RADIUS
« FMC(Firepower 2| ME{) Z3H

MNBElE FE A



Ol EMe| HE = Chg 2AZEQ o HEE 7|Rte = #fLC

» Cisco FTD(Firepower Threat Defense) 7.2.0
+ Cisco FMC 7.2.0

* AnyConnect 4.10.07073

+ Cisco ISE 3.1

Ol Mol = 54 # #32| ClHO|AE Ediz A EER&LICEH o] EMol AHSE 2 E ClHt
stEl(7|2) Zu|adoMe 2 A EIR&LICH B HIELIZI S Q1 82 ZE
MRiAel e Ol2| =XlstAlZ7| ’HELICH

IKEv2 2! SSL(Secure Sockets Layer)2 25 £t ¢122 MMSt= 0| A8kl ZEEZE0|H, §

S| VPNl HEIAE oM AFSELICH IKEv2E Z2{Et 53 A 215 YHE XS3stod VPN 420

Chall =2 =& o Eot2 MSELct

O] E M0l ME TLS(Transport Layer Security) & IKEV2E AFE 57| I3l 124 HMA VPNE 518

5= FTD B{% 7.2.0 o| &t o] ZAm|a o] o & MBS ELICt 20| E 2 M Cisco AnyConnectE
AEe = 2, ol o] EHEAM X[HELICH

74

1.SSL 2B M 71X 27|

Q15 M= AnyConnect7t T+ E 3 Mo,

=8 25 M SEol= ®Eto| U&Lct.

1. FTDO| M CSR(Certificate Signing Request)O| 2+ E|7| Z10{| CA(Certificate Authority) 215 M7}
Zogflct.

2. 2|F 0l CSRE dEst= FR0lE CHE PKCS12 $HS AFSELICH

FTD 0{Z2t0[AA0|AM QLB ME 7tM= B 74K WO UX[BH HHE D 42 S CSRE
A5t CAUIM MBS e ZdlLich o g o2 Z&Lint

1. Objects > Object Management > PK| > Cert Enrollment2 0|5 35t04 Add Cert Enrollment2 2/ 8t L|C}.
2. 82| X|HE S UELICIRAVPN-SSL-cert.

3. CA Information & OF2H0d| Al Enroliment Type(S 5 F&)2 Manual MBSt T o|O|X|ofl ZAIEI CHZ CA QIS ME 2o{gd&LICh



Add Cert Enroliment (7]

Name*

RAVPN-SSL-cert

Description

CA Information Certificate Parameters Key Revocation
|

Enrollment Type: ‘ Manual v

| CA Only
Check this option if you do not require an identity certificate to be created
from this CA

CA Certificate: | ----- BEGIN CERTIFICATE----~
MIIG1jCCBL6gAwIBAgIQQAFu+
wogXPrrdY9x1zq7eDANBgkghki
G9wOBAQsFADBK
MQswCQYDVQQGEwJVUzESMB
AGATUEChMJSWRIbIRydXNOMS
cwJQYDVQQDEx5JZGVu
VHJ1c3QgQ29tbWVyY2lhbCBSh
290IENBIDEWHhcNMTkxMJEYMT
Y TNJETWheNMjkx

FMC - CA QI& A

4. Ot 2l Certificate Parametersoll £ O|§2 LT LICI. (€ E™ Ot ZH&LICH




Add Cert Enrollment

Name*

RAVPN-SSL-cert

Description

CA Information Certificate Parameters Key Revocation

Include FQDN:

Include Device's IP Address:
Common Name (CN):
Organization Unit (OU):
Organization (O):

Locality (L):

State (ST):

Country Code (C):

Email (E):

Don't use FQDN in certificate

v

ftd.cisco.com

TAC

cisco

Include Device's Serial Number D

FMC- QI3 M oi7ied4

5. H0M Key 7| 82 M=t 0§ &

6. 2 Save 2 2I8tLICT

HIE 37|12 ME&LICH RSAL| AL 2048H|IE 7} Z|AQILICH




Add Cert Enrollment (7]

Name*

| RAVPN-SSL-cert ‘

Description

CA Information Certificate Parameters Key Revocation
I—

Key Type:
(@) RSA () ECDSA () EdDSA

Key Name:*

| RSA-key ‘

Key Size:

| 2048 v ‘

v Advanced Settings

[ | lgnore IPsec Key Usage
Do not validate values in the Key Usage and extended Key Usage extensions of IPsec remote client
certificates.

FMC- Q&M 7|

7. C2 © 2 Devices > Certificates > Add > New Certificate O| S &t LIC}.

8. ME4FIL|CtDevice. 01 A Cert Enroliment A& &l 2| X[ S MEASt T o[0|X|of| EAIE! AddCHE & E2lgfLCt



Add New Certificate

Add a new certificate to the device using cert enrollment object which is used to

generate CA and identify certificate.

Device*:
| ftd v|

Cert Enrollment*:
[ RAVPN-SSL-cert

f‘+

Cert Enrollment Details:

RAVPN-S5L-cert
Manual (CA & ID)
N/A

Name:
Enroliment Type:
Enrollment URL:

FMC-FTDO| QIZEM 5

o =] o =| — 1T i o 3
9.2 ID 22/5t1 CSRE WYsiets ZEZEJL EAE|H S MEHEfLICHes
iy Flrewalll_.hla:l?nfa.geme nt Center Overview Anatysis Policies Devices Objects Integration
Nam Domain Enrollment Type Status
i i
Root-CA Gl Maniial {CA Ondy) L\CA @m
RAVPN-SSL-cedt Global Maruad (CA & 10 LCA D Bdentity cenificate imgan requaned
FMC- S5 Q15X CA

pepioy O, P £r @ adminv Wl secupe



Warning

This operation will generate Certificate
Signing Request do you want to
continue?

e |

FMC - CSR 244

10. 1D 1B ME 7I1XM27| {5l cALt S/ = = CSRO| MM ELIC

rlo

11. base64 EA10| CAOIM ID 2IBME &
BHELICH

% o|O|x|ofl ZAIE! CHZ 2UBrowse Identity Certificate & 2 2/5+04 Import C|AF0{| A M



Import Identity Certificate (7]

Step 1

Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Request (Copy the CSR below and send to the Certificate Authority):

MIICgjCCAZICAQAWNEMMA0GA1TUECWwWDVEFDMQ4wDAYDVQQKDAVDaXNjbzEWMBQG
ATUEAwWwWNRIRELMNpc2NvLmNvbTCCASIwDQYJKoZIhve NAQEBBQADggEPADCCAQoC
ggEBAPLLWTQ6BkKGJER2FfyofT+RMcCT5FQTrrMnFYok7drSKmdaKlycKM8Ljn+2m
8BeVcefHsCpUybxn/ZrisDMxSHo4EDoJEUgutsk++p1jlWedVRONOvtahe+BRxC3q
jo1FsLep5zQruSgoloRQRoiFwn5syAqOztgl0aUrFSSWF/Kdh3GeDE1XHPP1zzl4

Step 2

Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File:

FMC-ID Q5 M 71X 27|

| | Browse Identity Certificate

12. 71X 7|0l HZ3H AZ| X[HRAVPN-SSL-cert2 CHS It ZH&LCt

Harme Domain

oL L

RAVPN-55L-cert Glgoal

FMC-¢E X|H S8 M3

2. RADIUS M 7+

2.1. FMCOH|M FTD #&|

Enrolmant Type Status

Mud (CA & ID) \CA (D

1. 2 Objects > Object Management > RADIUS Server Group > Add RADIUS Server Group 0| S & L|Ct.

2. 0|8

filo

1245l 1 ISE € = RADIUS MH{E F7}4&HLICH+.



Name:*
|\ ISE J

Description:

| |

Group Accounting Mode:

| Single v
Retry Interval:* (1-10) Seconds
10 |
Realms:

| d

(] Enable authorize only

(] Enable interim account update

| | Enable dynamic authorization

RADIUS Servers (Maximum 16 servers)
IP Address/Hostname

10.197.224.173

FMC - Radius At Z41|22{|0|Ad

3.ISE Radius AH{2] IP FAE ISE Mt St 38 &5 (719 &H 212

4. FTD7} Routing Specific Interfacel SE MEHQF S AlsHE O AFS




5. 0|0/X|Save off EA|E CHZ S2{gfLICH

Edit RADIUS Server @

IP Address/Hostname:*
‘ 10.197.224.173

Configure DNS at Threat Defense Platform Settings to resolve hostname

Authentication Port:* (1-65535)
1812

Accounting Port: (1-65535)
1813 |

fimeout: (1-300) Seconds
10

Connect using:
‘@ Routing () Specific Interface @

outside v +

Redirect ACL.:

FMC - ISE ME



6. M&35tE o|0|X|7F & AI'El RADIUS Server Group Zd%{& A7} ofgholl E7HEILICH

RADIUS Server Group

RADIUS Server Group objects contain one or more references to RADIUS Servers. These AAA servers are used to authenticate users logging in through Remate Access VPN connections.

Nasmae Vailue

ISE 1 Sarved

FMC - RADIUSMH 15

2.2. ISEO| A FTD #2|

1. Network Devices 2 0|S3t0{ 2 E2/&fL|CtAdd.

2. Mt & FTD & 4 2IE{H 0| A2l radius 2 20| EIP Address®| O|& 'Cisco-Radius £ QI=48rL|Ct.

3. O} 2{Radius Authentication Settings0ll £ 2 7}8tL|C}Shared Secret.

&g LICtsave.

Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Network Devices NAC Managers

Maotwork Devices List > Cisco-Radius
Natwork Devices

Wetwork Devices
Default Dovice

Device Securlty Settings

Name Cisco=Radius
Description
P Address .. " IP: 101971675 {25 &

Device Profile &5 Cisco-Aadius “
Model Name w
Software Version w

Network Device Group

Devico Type All Device Types w Set To Default
IFEEC Mo b Set To Default
Location All Locations ~  Set To Default

B - RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS
Shared Secrel sranmane Show

Use Second Shared Secrat

networkDevices. secondSharedSecret Show

Cak, Port Set To Default

ISE- WESZ ClHO|A

o
>
)
1]

=y

6. Zof met At8X o|F X 230l HIYUHS & HdeLIct

Add RADIUS Server Group

MMslE{HH 2 0|5 5104 Network Access > Identities > Network Access Users 2 2 2gFL|C}H Add.

External MDM

Q, Filter

Location Services



Overview Identities Id Groups Ext Id Sources Network Resources Policy Elements Palicy Sets Troublesheot Reports More

Endpaints Network Access Users List > ikev2=uses
Network Access Users

Identity Source Sequances ~ Network Access User

* Usarname  [kew2-user

Status B Enabled ~

v Passwords
Passward Type: Iternal Users: R
Pagaword Re=-Enter Passward
"""" Generata Password

* Login Password

Enable Password Generate Password

7. 712 Mg MH5l24m 2 0|5 3504 Policy > Policy Sets > Default > Authentication Policy > Default 2EH8HL|CHAI User ID_Stores.

8. o|0|x|odl E AIE! CHZ Policy > Policy Sets > Default > Authorization Policy > Basic_Authenticated Access, 0|5 5104 PermitAccess™ 4

grLich.
All_User_ID_Stores &
] Default 5 Opti 4 C}
> Options
|ISE- QI& X{=H
LS S
@ Basic_Authenticaled_ACCeS = \aiwark_secess_Authentication_Passed PermitAccess Select from list 4 {@}

3. FMCOIM VPN AISXHE It T4 E MY

1. 2 Objects > Object Management > Address Pools > Add |Pv4 Pools 0| S &t L|C}.
2. 0|§ X FARAVPN-Pool HeIE UHELICH OtA T = MEHALEL|CH
3. AMEs S



Edit IPv4 Pool (7]

Name*

| RAVPN-Pool ‘

IPv4 Address Range*
‘ 10.1.1.0-10.1.1.255 ‘

Mask
‘ 255.255.255.0 ‘

Description

Allow Overrides

i ] Configure device overrides in the address pool object to
avoid IP address conflicts in case of object is shared across
multiple devices

» Override (0)

FMC- &4

MHH

4. AnyConnect O|0|X| Y= =

1. 2 Objects > Object Management > VPN > AnyConnect File > Add AnyConnect File O|S & L|C}.
2. O|& & anyconnect-win-4.10.07073-webdeploy 2235t Browse 2 2 2/5t04 C|A3 0| M Anyconnect TH U S MEHE T Save 2 21t

Zol 2=t




Edit AnyConnect File

Name:*

‘ anyconnect-win-4.10.07073-webdeploy ‘

File Name:*
‘ anyconnect-win-4.10.07073-webdeploy ‘ [ Browse..
File Type:*
‘ AnyConnect Client Image v ‘
Description:
l Cancel J SEG
FMC - Anyconnect £ 2+0|HE o|O|X|
5. XML Z2 I ot 7|
51 ZE20 WE (oM
1. Z2 02 HEJ|S software.cisco.comoflAM CHR 2 =504 Q3L|CH.
2.C}2 22 Server List > Add O|S &L}
3. EA| O|§RAVPN-IKEV2Zt FQDN A X} D& (HE 0|§)2 =dgct.
4, o|O|x[oll EAIE IPsec, WAH 221 M 7|2 ZEEZ0k S MEFLICH




Server List Entry X

Server |oad Balancing Servers SCEP  Mobile  Certificate Pinning

Primary Server Connection Information
Display Mame (required) |RAVPN-IKEV2 Primary Protocol IPsec "
FQOM or IP Address IUser Group [+] AsA gateway
ftd.cisco.com | |RAVPN-IKEV2 Auth Method During IKE Negotiation EAP-AnyConnect -

Group URL IKE Identity (I0S gateway only)

ftd. dsco.comRAVPM-IKEV 2

[H

20 HYY|- My =5

5. Mt £ 50| =7tELICH CHE O[F 2 ClientProfilexml A& & LICH

[3h AnyConnect Profile Editor - VPN - ] x
File Help
J ven | Server List

{% Preferences (Part 1)
5 Preferences (Part 2)
Backup Servers

= E;E::: ::;:g Hostname Host Address User Group Backup Server List SCEP Mobile Settings Certificate Pins

; RAVPN-IKEV2 ftd.cisco.com RAVPN-IKEV2 -- Inherited --
= Certificate Enroliment - . :
- Mobile Policy
Server List

Profile: C:\Users\Amrutha\Documents\ClientProfile.xml

Note: itis highly recommended that at least one server be defined in a profile. Add... | | Delete

Edit.. | Detais

Z 2t WE | - ClientProfilexml
52.FMC
1. 2 Objects > Object Management > VPN > AnyConnect File > Add AnyConnect File O|S & L|C}.

2. 0|2 ClientProfile 21245t 1 Browse & 225104 C|A 30| M THl 2 ClientProfilexml AME48HL|C},

3. Save 2 2IEFLICH



Edit AnyConnect File

Name:*

[ IClientProfile

File Name:*

‘ ClientProfile.xml

[ Browse..

File Type:*

‘ AnyConnect VPN Profile

v ‘

Description:

FMC - Anyconnect VPN Z 2 1} 2

6. HZA HMA T

[ Cancel 1

1. o|O|X|ofl EA|E! CHZ Devices> VPN > Remote AccessiZd Z 20U £7I6t2{H 2 0|5 3504 RIS A2+

RAVPMN-IKEV2

Connection Prohie Access Interfazes  Advanced

Hame AAR

DetaWEIVPRG oW

gz
28
& 1

FMC- #74 AM|lA 42 221t

2.4 Z 210t 0|F2 RAVPN-IKEV2 21235t 1 O|0|X|ofl EA|E CHE +212/2 Group Policy22|5to] 18 HHS

Loscal Rl Mo

AdgLct



Add Connection Profile

Connection Profile:* ‘ RAVPN-IKEV2 ‘

Group Policy:* ‘ v ‘ H

Edit Group Policy

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA

Servers. Configure the 'Client Address Assignment Policy' in the Advanced tab to define the
assignment criteria.

Address Pools:

Name IP Address Range

DHCP Servers:

Name DHCP Server IP Address

3. 0|& € RAVPN-group-policy /235t o|O|X|ofl EA|E! SSL and IPsec-IKEv2 CHZ VPN ZZ2Z EZ S MEFHLICH

—_



Edit Group Policy (7]

Name:*
| RAVPN-group-policy |

Description:

General AnyConnect Advanced
— I—

VPN Protocols VPN Tunnel Protocol:
Specify the VPN tunnel types that user can use. At least one tunneling mode

IP Address Pools must be configured for users to connect over a VPN tunnel.
Banner SSL
DNS/WINS IPsec-IKEv2

Split Tunneling

FMC-VPN ZE2EZ

4. ok 2| AnyConnect > Profile E&CHR2 A XML Z 2 ElClientProfile2 =45t T 0|0|X|Saveol| EAIE CHZ =g LCt.



Edit Group Policy 9

Mame:*

| RAVPN-group-policy |

Description:

General AnyConnect Advanced
[————]

m AnyConnect profiles contains settings for the VPN client

Management Profile | functionality and optional features. Firewall Threat Defense

deploys the profiles during AnyConnect client connection.
Client Modules

SSL Settings Client Profile:

[ ClientProfile

Connection Settings

Custom Attributes Standalone profile editor can be used to create a new or

modify existing AnyConnect profile. You can download the
profile editor from Cisco Software Download Center.

FMC - Anyconnect = 2 I}

5. 22509 =4 ERAVPN-Pool2 F 7+ LICH asshown in the image.



Edit Connection Profile

Connection Profile:* | RAVPN-IKEV?2

Group Policy:* | RAVPN-group-policy

Edit Group Policy

Client Address Assignment AAA Aliases

. IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA

Address Pools:

Name

IP Address Range

RAVPN-Pool 10.1.1.0-10.1.1.255

Servers. Configure the 'Client Address Assignment Policy' in the Advanced tab to define the
assignment criteria.

DHCP Servers:

Name

FMC- 220 E

DHCP Server IP Address

6. EFAHAAA > Authentication Method ¥ MEHEFLICIAAA Only.

7. CH& S 2 Authentication Server AE43FL|CHSE (RADIUS).



Edit Connection Profile (7]

Connection Profile:* | RAVPN-IKEV2 |

Group Policy:* | RAVPN-group-policy v | +

Edit Group Policy

Client Address Assignment AAA Aliases

Authentication
Authentication Method:

- R e e R e

Authentication Server: | ISE (RADIUS)

[ ] Fallback to LOCAL Authentication

| | Use secondary authentication

Authorization

Authorization Server: | Use same authentication server |

[ ] Allow connection only if user exists in authorization database

Accounting

Accounting Server: | v |

» Advanced Settings

FMC - AAA QIS

8. Aliases 0| Al AL A IS 2 E AFSEIRAVPN-IKEV2E A O|§2 =g LICtClientProfilexml.

9. 2 Save E2|FfLICT.



Edit Connection Profile (7]

Connection Profile:* | RAVPN-IKEV? |

Group Policy:* | RAVPN-group-policy v | +

Edit Group Policy

Client Address Assignment AAA Aliases

Alias Names:

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.

Name Status

RAVPN-IKEV2 Enabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.
+

URL Status

FMC- &3
10. RAVPN IKEvAccess Interfaces2E & 44315 0F 5= QIE{H|O|A R 0|5 5t0{ MEHEFL|C}.
11. SSL 2! IKEv2 25 0f CHEH ID Q1B ME MEiELICH

12. € Save 2=/}



Conrection Profle Access Interfaces Advanced

Interfaces of the targeted device which belong to below specified interface groups will suppart incoming Remote Access

OTLE 6L IKEv2

Marmse

outside -]
Access Settings

Allow Users to sekect connection profile while logging in

S5L Settings

Web Access Pon Number® 443

DTLS Port Numbar:® 443

e FAVPN-SSL-cart v |+

IPsec-IKEv2 Settings

KEW2 Iieeility Cartifeste RAVPN-SSL-gart * |4

Access Control for VPN Traffic

Bypass Access Control policy for decrypte [=ysept permit-vpna)

FMC - A& QIE{H 0| A

13.Ct2 2 2 Advanced O|S&FLIC}.

14. & 22{st04 Anyconnect 2204 E 0|O|X|E FIHELICH.

RAVPN-IKEV2 =

Local Realm: Mone Dynamic Access Policy: Ne

Connection Proble Access Interfaces Advanced

AnyConnect Cllent Images

Troe v - e
Downboad AnyConnect Client packages from Safiw .
-
AryGonnect Fs Ghject Nama AryCenest Cient Packags Name Oparating System
I aryconneci-win-4. 10.0707 3-webdeploy- ki pig anycannect-win-4.10.07073-webdeploy-ka pkg Winclows - ]

AnyConnect External Browser Package

A PACKaGe that 6nabins SAML based MUTanticaton Using xbemal wib Bowses instend of th browser That I embedaed in T AnyConnect Clent. Ensbsy ha axtemal rowbér GOHON In 04 0f more Connection PIofkes 10 Gapioy this packge

reesctar Dackige Som

Deloult-External- Browser-Packey | +

FMC - Anyconnect Z2t0|HE 1H7|X|

15. ok 2HodlIPsec 0| O] X|0d|Crypto Maps ZAIEl CHE & F7HELct.

RAVPN-IKEV2 =

Locad Realm: None Dynamic Accass Policy: Nona
Connection Profile  Access Interfaces  Achanced
Crypto Maps
Interface Group IKENZ IPs#s Proposals RA1
AES- QM s 'y I

u]

]

FMC- &5 35} o4

16. OF2Hol M IPsec & 2215104 IKE Policy & F7}&HLCH+.



RAVPN-IKEV2 =

Local Realm: None
Connection Profile  Access interfaces  Advanced
IKE Palicy
This list specifees ol of e IKEVZ pobcy cijects applicable for ihis VB pokey when AnyCornect andpoints connect wa iPse:-IKEvE peoioco
-
. Encryption PRF Hash DH Grosp
I i 4356, SHAIBS, SHAG2 AES, AES-102, AES-256 SHA, SHAZES, SHAE4, S8 4, 15, 16, 19, 20, 24 ¥ I

FMC - IKE &3 %H

17. ot 2HiPsec Ol & IPsec/IK Ev2 Parameters 3= 7} L|C}.

Connection Profile Access Interfaces Advanced

AnyConnect Client Images

IKEv2 Session Settings

Address

Cart Identity Sent to Peers: = Auto v

Group Policies Enable Notification on Tunnel Disconnect

. . Do not allow device reboot until all sessions are terminated
LDAP Attribute Mapping

Load Bal IKEv2 Security Association (SA) Settings
IPsec Cookie Challenge: = Custom v
Crypto Maps
Threshold to Challenge Incoming Cookies: = 50 %
IKE Policy
Number of SAs Allowed in Negotiation: 100 %

IPsec/IKEv2 Parameters

Maximum number of SAs Allowed: Device maximum

IPsec Settings
Enable Fragmentation Before Encryption
Path Maximum Transmission Unit Aging

Value Reset Interval:

NAT Transparency Settings
Enable IPsec over NAT-T

Note: NAT-Traversal will use port 4500, Ensure that this port number is not used in other services, e.g. NAT Policy.

NAT Keepalive Interval: 20

FMC - IPsec/IKEV2 Of 7l 4 4=

18. o} 2HConnection Profiledd A Z 2 T} LIRAVPN-IKEV20| A4 A4=! |C},

19. SaveO|O|X|0f| ZA|E! CHE Z=2IFFLICH

RAVPN-IKEV2 You have unsaved :lmrcm

Local Realm: Home Dyramic Access Policy: Mon

Conepetion Protie Accass IMoraces Arhancod

+
Nama Group Policy
DelidtWEBVPNGows % DGRPoicy u
v ISE (RADHUS) _
RAVPHN-IKEVZ 1SE (RADIUS) Wy RANPN-roup-policy u

FMC -



£
HE

[l

2Ot RAVPN-IKEV2

20. 79 & i ZEfLct

Deploy Q@ ##+ @ adminv il cpc

A\
Q, Advanced Deploy. Deploy All
ftd I Ready for Deployment L2

FMC-FTD 75§

7. Anyconnect Z 21} Z4Z|18 0|

pcol =2 utQ, of2foll A& C:\ProgramData\Cisco\Cisco Anyconnect Secure Mobility Client\Profile .

<#root>
<?xml version="1.0" encoding="UTF-8"?> <AnyConnectProfile xmlns="http://schemas] dot] xml soap<dot>org/encoding/" xmins:xsi="http://www[dot]w3
<Host Nane>RAVPN- | KEV2</ Host Name> <Host Addr ess>ftd. ci sco. conx/ Host Addr ess> <User Gr oup>RAVPN- | KEV2</ User (

</HostEntry> </ServerList> </AnyConnectProfile>
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ZEZS AI250i SHMOZ MIFY £ 9

XN D E MEXO| pcoll 22t0|E ZE2 0 CI2ECEF FolE OE &
Z H|gM3tstE ol E4 LI olZ A 5HE AFSR7H IKEv2/IPsec E{ER &

&Lict.

Ol Mg Ar&sto{ Zu|adio|Mo] MHZ 2 Set=X| & ele & A&LICH

ujn

W e4Z42o| <L FQDN/IPE A+&3t04 Anyconnect
lientProfilexml PC2| Z4& ofzHo|

|H
Hu
El
ne
a0

Soll ASXte| PCOIM SSL 1AS M LICH
S E
- =

"|2'-'

1.
2.SSL ZEEZ0| H|gdstE|o] U O|H EHAE =&
= X| C:\ProgramData\Cisco\Cisco Anyconnect Secure Mobility Client\Profile & Q18 L|C}.

3.



/Bt AHS A 018 L bl

9 HlYHEE YELICH
4. 2150/ HB5HH Argw Pcoll Z2toloie T2 aielo| e Cg

Z&Lich
IKEV2/IPsecS AL S|
ELCIRE A8 ELICH

5104 Anyconnectoll 21451 7| RAVPN-IKEV2 2J8l 22}0|

olE T

Zato]

olzE

Ready to connect.

RAVPN-IKEV2

Anyconnect EELC}H2

Connect

8. ISE Mol M5t 0I5 9| ALKt Ol HIYHS E

=gt



9 Cisco AnyConnect | RAVPN-IKEV2

Username: | ikev2-user

password: x::x:::ﬁ

Cancel

VPN:
Contacting RAVPN-IKEV 2.

RAVPN-IKEV?2 Connect

Anyconnect 2424

0. HZAZE Fo| AIE 20t 2 T2 E Z(IKEv2/IPsec)S &QI8tLCH.



@ ven
Connected to RAVPN-IKEV2.

RAVPN-IKEV2

) Cisco AnyConnect Secure Mobility Client . X

crscoAnyConnect Secure Mobility Client

Status Overview Virtual Private Network (VPN)
Preferences 5Statistics Route Details Firewall Message History
VPN
"~
Network Administrative Domain: Undefined
Profile Name: ClientProfile. xml
System Scan ransport Information A
' . Protocol: IKEv2/IPsec NAT-T
Roaming Security Cher: AEAD_AES. 256 GCM
Compression: None
Proxy Address: No Proxy
Feature Configuration A
FIPS Mode: Disabled
Trusted Network Detection: Disabled
Always On: Disabled
Secure Mebility Solution A
Status: Unconfirmed
Collect diagnostic information for all Appliance: Not Available v
installed components.
Diagnostics... Reset Export Stats...

Anyconnect 244 E

FTD CLI &34;

<#root>

firepower# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect

Usernane : ikev2-user I ndex : 9

Assigned IP : 10.1.1.1 Public IP : 10. 106. 55. 22
Pr ot ocol : I KEv2 | PsecOver Nat T AnyConnect - Par ent

Li cense : AnyConnect Prem um

Encryption : I KEv2: (1)AES256 | PsecOverNatT: (1)AES-GCM 256 AnyConnect-Parent: (1)none



Hashi ng

Bytes Tx

Pkts Tx

Pkts Tx Drop :
Group Policy :
Login Tine

Dur ati on
Inactivity :
VLAN Mappi ng :
Audt Sess ID:
Security Gp :

| KEv2 Tunnel s:

| KEv2:
450

6

0
RAVPN- gr oup- pol i cy

07:14: 08 UTC Thu Jan 4 2024
Oh: 00m 08s

Oh: 00m 00s

N A
0ac5e205000090006596618c
none

1

| PsecOver Nat T Tunnels: 1
AnyConnect - Parent Tunnels: 1

AnyConnect - Par ent :

Tunnel 1D
Public IP
Encrypti on.

Aut h Mode
Idle Tine out:
Adient CS :
dient CS Ver:
Cient Type
dient Ver

| KEv2:

Tunnel ID: 9.
UDP Src Port
Rem Aut h Mode:
Loc Auth Mode:
Encryption
Rekey | nt
PRF : SHA512
Filter Name
Cient OS

(M:

| PsecOver Nat T:
Tunnel 1D
Local Addr
Renot e Addr
Encryption
Encapsul ati on:
Rekey Int (T):
Idle Tine CQut:
Bytes Tx

Pkts Tx

9.1
10. 106. 55. 22
none.

user Passwor d
30 M nutes
Wi n

10. 0. 15063
AnyConnect
4.10.07073

65220

user Passwor d
rsaCertificate
AES256

86400 Seconds

W ndows d i ent

9.3

0.0.0.0/0.0.0.0/0/0

10. 1. 1. 1/ 255. 255. 255. 255/ 0/ 0
AES- GCM 256

Tunnel

28800 Seconds

30 M nutes

450 Bytes

6

firepower# show crypto ikev2 sa

(1) SHA512 | PsecOver Nat T:

Bytes Rx 656
Pkts Rx 8
Pkts Rx Drop : O
Tunnel Goup :

VLAN

Tunnel Zone : O

Hashi ng

Idle TO Left

UDP Dst Port

Hashi ng

Rekey Left(T):

D'H G oup

Type

Hashi ng

Rekey Left (T)
Idle TO Left
Rx

Pkts Rx

(1) none AnyConnect - Parent:

none

(1) none

RAVPN- | KEV2

none

29 M nutes

4500

SHA512
86391 Seconds
19

AnyConnect

none

28791 Seconds
29 M nutes
656

8



| KEv2 SAs:
Session-id: 6, Status:UP-ACTIVE, |IKE count:1, CH LD count:1

Tunnel -id Local Renot e fvrf/ivrf
16530741 10.197.167.5/ 4500 10. 106. 55. 22/ 65220

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Gp:19, Auth sign: RSA, Auth verify: EAP

Li fel/ Active Tine: 86400/17 sec

Child sa: local selector 0.0.0.0/0 - 255.255.255. 255/ 65535

renote selector 10.1.1.1/0 - 10.1.1.1/65535

ESP spi in/out: Ox6f7efd6l/0xded2chc8

firepower# show crypto ipsec sa

interface: Cutside
Crypto map tag: CSM Qutside_map_dynami c, seq num 30000, |ocal addr: 10.197.167.5

Protected vrf:

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port): (10.1.1.1/255.255.255.255/0/0)
current _peer: 10.106.55.22, usernane: ikev2-user

dynam c allocated peer ip: 10.1.1.1

dynam c al |l ocated peer ip(ipv6): 0.0.0.0

#pkts encaps: 6, #pkts encrypt: 6, #pkts digest: 6

#pkts decaps: 8, #pkts decrypt: 8, #pkts verify: 8

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conp failed: 0, #pkts deconp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICWP Errors rcvd: O

#send errors: 0, #recv errors: O

Il ocal crypto endpt.: 10.197.167.5/4500, renote crypto endpt.: 10.106.55.22/65220
path mu 1468, ipsec overhead 62(44), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

I|CVMP error validation: disabled, TFC packets: disabled

current outbound spi: DED2CBC8

current inbound spi : 6F7EFD61

i nbound esp sas:
spi: Ox6F7EFD61 (1870593377)
SA State: active
transform esp-aes-gcm 256 esp-null-hmac no conpressi on
in use settings ={RA, Tunnel, NAT-T-Encaps, |KEv2, }
slot: 0, conn_id: 9, crypto-map: CSM CQutside_map_dynanic
sa timng: remaining key lifetime (sec): 28723
IV size: 8 bytes
replay detection support: Y
Anti replay bitnmap:



0x00000000 0x000001FF

out bound esp sas:
spi: OxDED2CBC8 (3738356680)
SA State: active
transform esp-aes-gcm 256 esp-null-hmac no conpression
in use settings ={RA, Tunnel, NAT-T-Encaps, |KEv2, }
slot: 0, conn_id: 9, crypto-map: CSM Qutside_map_dynami c
sa timng: remaining key lifetime (sec): 28723
IV size: 8 bytes
repl ay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

ISE 2

Time Status Detalls  Repes_.  Identity Endpolat ID Endpeint.. Authentl. Ashoriz.  Authoriz_  IF Address Hetwork De_.  Dewice Port  identity Group  Posture _

~  Wateok Devies

n B4, 2038 OT:14:10.4. o ? 1 w3 - s (LERETR L Windars| Disfisuit 5 Bttt 5 Parmithcs

ISE-EIo|lE 21
=M SHZ

ol Mol U 2 a2

o

fisi AL8E = e WEE MIELICH

debug radius all

debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255
debug crypto ipsec 255

Server

Mdm Ser._.
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