CSD, DAP %! AnyConnect 4.02 2 ASA VPN 4

|2

AT 2T ALE

2T Ag

MEEE=TEH 24

-

HES|3 Cctojo{2 3

ASA

1EHAL 7|2 SSL VPN ZHz|ago|
2EH7A|. CSD A x|

3EtAl. DAP 78&”

ISE

Ct=2 =olstL|Ct

CSD 2! AnyConnect Z 2 H|X{<!
AnyConnect VPN M|AM(AEY - HIE
PostureE A3t AnyConnect VPN MM - XM &
=X sH&

AnyConnect DART

e gy

eyl

O] E M0 M= ASA(Adaptive Security Appliance)0ll X S 2 El 74 VPN MMof| CHEE ZAKE &=

ste wol cHal| M ELICH A X E HostScan 2 &1+ & 74 Cisco CSD(Secure Desktop) S

Ar&35t01 ASAOIAM ZHZE S EILICHLVPN MMO| MHE|H 77 £ AHO|ME M HESIZ
HH AT B EIXK|E FHE E5HX| b= AHO|ME HIERT HMATL AEHE LICE.

t£st ¢SD & AnyConnect 4.0 Z2H|X'Y E2 7} EAIELICH
A F ALE

LT AE

Ct= Aol chEt X[Alg ERStn Ie™ K& LICH

- Cisco ASA VPN Z4Z|12| 0|
- Cisco AnyConnect Secure Mobility Client

ABElE 7E 24



Ol EMe| HE= Chg 2ZE9 o A stESo{ HHE 7[8te = FLct

MO

- Microsoft Windows 7

. Cisco ASA, EHZ 9.3 0[4f

. Cisco ISE(Identity Services Engine) 2 Z E 9|04, {71 1.3 0|4

. Cisco AnyConnect Secure Mobility Client, B 4.0 0|4}

. CSD, H{% 3.6 O %}
Ol ZMe| HEE= &5 & 2tE9| C|HIO|AE ECHE HMHEIR&LICHO| Mol AFEEl 2 & C|Ht
Olas Z7I3HEI(Z7|2) U283 0|Mo B A E|URELICLHES|T T} 58 52 42 ZE BHEe
ARl d& olslistoF &Lct.

78

LHES3 Clojo{ 23

ISE 1.3 -
gy %
e :‘x
“'f Internet r).'
.‘\“'1 |
I‘\.__ .-"I
e .,A-_—'-"'-f

Inside: 192.168.1.1

Outside: 10.62.145.45

IP Address assgined by
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ASAE 7|82 Zd VPN HM|A(SSL(Secure Sockets Layer))Z O|2| Ft&ELIC}H
webvpn

enable outside

no anyconnect-essentials

anyconnect image disk0:/anyconnect-win-4.0.00051-k9.pkg 1
anyconnect enable

tunnel-group-list enable

group-policy AllProtocols internal
group-policy AllProtocols attributes
vpn-tunnel-protocol ikevl ikev2 ssl-client ssl-clientless

tunnel-group TAC type remote-access
tunnel-group TAC general-attributes
address-pool POOL
authentication-server-group ISE3
default-group-policy AllProtocols
tunnel-group TAC webvpn-attributes
group-alias TAC enable

ip local pool POOL 192.168.1.10-192.168.1.20 mask 255.255.255.0
aaa-server ISE3 protocol radius

aaa-server ISE3 (inside) host 10.1.1.100
key * Kk k k)

AnyConnect T{7|X|7} Ct2 2EE|0{ AL E[R& LTt
267, cSD Ax|
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() Add Endpoint Attribute
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Endpoint Attribute Type: |Fie

Posture Status: = v

M
o=

(L} Warning
& Cisco Secure Desktop (CSD) is not enabled, CSD must be enabled to configure Fie
endpoint attributes.

To enable CSD, go to Configuration > Remaote Access VPN >Secure Desktop
Manager > Setup.
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ACL Prigrity: |0

Salection Criteria
Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AAA atiribute criteria
bedow and every endpoint attributs has besn satisfisd, These attributes can be created using the tables below andfor by expanding the Advanced option to
spedfy the logical expression text.
User has ANY of the folowing AAA Attrbutes vakues... 2nd the folowing endpoint attrbutes are satisfied.

Operation/Value Add Endpoint ID Hame fOperationVakue Add

el less-me
[ pee= ) [ peete

Advanced

Access fAuthorization Pobicy Attributes
Configure accessauthorization attributes for this pobcy. Attribute values specified here will override those valuses cbtained from the AAA system and the
group-policy heerarchy, The resulting VPN sutherization policy is an aggregation of DAP attrbutes, AAA attributes, and group-policy hierarchy atiributes (these

that are not spedfied in DAP).
[ Port Forwarding Lists | Bookmarks | Access | AnyConnect Custom Attributes
Action | Mebwork ACL Filters (dient) Wl!ht\'ﬂ! ACL Filters (chentess) Functions

I

Metwork ACLs
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(£ Edit Endpoint Attribute [e5]

Endpoint Attribute Type: File

@ Emstﬁ (") Does not exist
Endpaint ID: 1

c:\test. tut
|| Last Update: | < - days
[ Checksum: = -

Compute CRC32 Checksum...

ok J[ concd J[_ Heb |

& B HA(FileNotExists)2 HIZ 8 X[EH O] AlZt ZZ42 o|O|X|ofl EAIE! ZWAXH mtdo| EX X

ACL Priority: |0
Sedection Criteria
Define the AAA and endpoint sttributes used to select thes access pobcy. A policy i used when & user's authorization attributes mabch the AAA attribute ritenis

below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and for by expanding the Advanced option to
specify the logical expression text.

User has ANY of the folowing AAA Attrbutes values... = and the folowing endpoint attributes are satisfied.

AAA Attribote OperationVakse Add Endpaint ID Mame {Operation sk Add
exsts Im rue | [ eat
[ oo

oaicn.

Advanced

AccessfAuthorization Policy Attributes

Configure accessfauthorization attributes for this poboy. Attribute valses specified here will gverride those vakes obtaned from the AAA system and the

group-pobicy hieranchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not spedfied in DAF).
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Access[Authorization Pobcy Attributes
Configure access/authorization attributes for this polcy. Attribute values spedfied here will override those values obtained from the AAA system and the
group-policy hierardhy, The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those

that are not spedified in DAF).
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CISCo

Cisco Secure Desktop

£ webLaunch

Platform
Detection

- ActiveX

Using ActiveX for Installation

Launching Cisco Secure Desktop.

If the software does not start properly, Click here ta
end the session cleanly.
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CcISCO

Cisco Secure Desktop

£ WebLaunch

B Platform
Detection

- Java Detection

- Sun Java

System Validated

Cisco Secure Desktop successfully validated your
system.

Succesz. Reloading. Pleaze wait...

- Success

Download

T4 o|O|x|of EA|E CHZ ¢l

T,
jy Login

Flease enter your usern

GROUP:  |TAC [=|

2I5 2 2lsll AAE X7} EICIR M E L

ame and password.

USERMAME:

PASSWORD:

@ FME 2Dt &4 An
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yConnect7t & -EL|C}. o|O|X|of EA|E CHE ActiveX =
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CISCO

AnyConnect Secure Mobility Client

i Platform
Detection

- Activex

"} WebLaunch

Using ActiveX for Installation

Launching Cisco AnyConnect Secure Mobility Client.

the session cleanly.

Ifthe software does not start properly, Click here to end

AnyConnect Secure Mobility Client Downloader

Please wait. ..
Time Left: 9 secs (672.0 KB of 3.34 ME copied)

.
|
,
N.

—

Downloading AnyConnect Secure Maobility Client 4.0.00051.

S

-

Cancel

[

Help L ownlc

VPN 2422 o|0|x|o| ZA|IE Chz dYE L

ninlie
CISCO

AnyConnect Secure Mobility Client

f'ﬁ,- WebLaunch

i Platform
Detection

- ActiveX

Using ActiveX for Installation

Launching Cisco AnyConnect Secure Mobility Client.

If the software does not stant properly, Click here to end
the session cleanly.

AnyConnect Secure Mobility Client Downloader

Please wait while the VPN connection is established
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AnyConnect2| & HHml A= el &

ASAZ M&st= 4Lt
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@ Cisco AnyConnect Secure Mobility Client = = |&]

Posture Assessment: Initiating...

asaw Connect

Limited Access - DMS Failure

13 CHS AnyConnect7t VPN MM g Ql1&6t et=2 8L CH.

AnyConnect VPN M|4(&Efl - HIES

AnyConnectE AF&35t01 Af VPN Ml4dS H7HE M & Hmf B A= ol A3 B4l EAIE SEl
(HostScan)lLICt. 23 Ch& Ql& 0| Ydist o|O|x|of EA|IE CHZ VPN MlMo| dEELICH.

'Y Cisco AnyConnect | 10.62.145.45

% Please enter your username and password.

Group: |T.|5.C

Username: csco

Passwnrd: e e e e

-

Please enter your username and password.

asav Connect

Limited Access - DMS Failure

ASAO| A HostScan ETME =4AIstctn 2 ghL|ct.



$ASA-7-716603: Received 4 KB Hostscan data from IP <10.61.87.251>
O CHF AEXF Q1B E s=FLICH

$ASA-6-113004: AAA user authentication Successful : server = 10.62.145.42 : user =
a2l g VPN MAdof CHEt et £0{E A|ZFELICE "debug dap trace 255"& & «d3t5t™
c:\test.txt T+ o EX{et 2tEAE ME 7} vhEtEL|CH

DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.file["1"].exists="false"

DAP_TRACE: endpoint.file["1l"].exists = "false"
DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.file["1"].path="c:\test.txt"
DAP_TRACE: endpoint.file["1"].path = "c:\\test.txt"

EE 8 Microsoft Windows &3tednt A=l X H -

DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.fw["MSWindowsFW"] .exists="false"
DAP_TRACE: endpoint.fw["MSWindowsFW"].exists = "false"

DAP_TRACE[128]:

dap_install_endpoint_data_to_lua:endpoint.fw["MSWindowsFW"] .description="Microsoft Windows

Firewall"

DAP_TRACE: endpoint.fw["MSWindowsFW"] .description = "Microsoft Windows Firewall"
DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.fw["MSWindowsFW"].version="7"
DAP_TRACE: endpoint.fw["MSWindowsFW"].version = "7"

DAP_TRACE[128]: dap_install_endpoint_data_to_lua:endpoint.fw["MSWindowsFW"] .enabled="failed"
DAP_TRACE: endpoint.fw["MSWindowsFW"] .enabled = "failed"

Symantec AntiVirus(2F 0| Al 138t HostScan 1.5 A= ZQIE H7t #=lof 2}
[t 2t A DAP 20| (&L Ct.
DAP_TRACE: Username: cisco, Selected DAPs: ,FileNotExists

0| A=A 2 AnyConnectE At235H{0F 5tH, AFZ KFofl CHE MBHE HEX T HMAS MEZ5H= AA|
A B8 ACLIE M8BLICHTIY HME E51R] o43).

DAP_TRACE:The DAP policy contains the following attributes for user: cisco
DAP_TRACE : === = == == = = — = o

DAP_TRACE:1: tunnel-protocol = svc
DAP_TRACE:2: svc ask = ask: no, dflt: svc
DAP_TRACE:3: action = continue
DAP_TRACE:4: network-acl = ACL1l

2= DAP HHoi M AF8E = = ACIDEX &% 7|S (&&= ISEX Radius-Requests0i| A HE |
0 et 20{ H#EM ZTHSE A)E XS .°J|—|EP.

endpoint.anyconnect.clientversion = "4.0.00051";
endpoint.anyconnect.platform = "win";
endpoint.anyconnect.devicetype = "innotek GmbH VirtualBox";
endpoint.anyconnect .platformversion = "6.1.7600 ";

endpoint.anyconnect.deviceuniqueid =
"AlEDD2F14F17803779EB42C281C98DD892F7D34239AECDBB3FEA69D6567B2591 " ;
endpoint.anyconnect .macaddress["0"] = "08-00-27-7f-5f-64";
endpoint.anyconnect .useragent = "AnyConnect Windows 4.0.00051";

[H2kA VPN AMO| &S oPII':'F HMEtE HERT HMATL UE B2



ASAv2# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username : cisco Index : 4

Assigned IP : 192.168.1.10 Public IP : 10.61.87.251

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel: (1)SHAl
Bytes Tx : 11432 Bytes Rx : 14709

Pkts Tx : 8 Pkts Rx : 146

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : AllProtocols Tunnel Group : TAC

Login Time : 11:58:54 UTC Fri Dec 26 2014

Duration : Oh:07m:54s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 0add006400004000549d4d7e
Security Grp : none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1

DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 4.1

Public IP : 10.61.87.251

Encryption : none Hashing : none

TCP Src Port : 49514 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 22 Minutes
Client OS : win

Client OS Ver: 6.1.7600

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.0.00051
Bytes Tx : 5716 Bytes Rx : 764

Pkts Tx : 4 Pkts Rx 1

Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel :

Tunnel ID : 4.2

Assigned IP : 192.168.1.10 Public IP : 10.61.87.251
Encryption : RC4 Hashing : SHA1
Encapsulation: TLSv1.0 TCP Src Port : 49517

TCP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 22 Minutes
Client OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.0.00051
Bytes Tx : 5716 Bytes Rx : 2760

Pkts Tx : 4 Pkts Rx : 12

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name : ACL1

DTLS-Tunnel:

Tunnel ID : 4.3

Assigned IP : 192.168.1.10 Public IP : 10.61.87.251
Encryption : AES128 Hashing : SHA1
Encapsulation: DTLSv1.0 UDP Src Port : 52749

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 24 Minutes



Client OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.0.00051
Bytes Tx : 0 Bytes Rx : 11185

Pkts Tx : 0 Pkts Rx : 133

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name : ACL1l
ASAv2# show access-list ACL1

access-1list ACL1l; 1 elements; name hash: Oxe535f5fe
access-list ACLl1l line 1 extended permit ip any host 1.1.1.1 (hitcnt=0) Oxe6492cbf

AnyConnect 7|82 &Ej ZZMA0| CHEt XEAIEH EHAIE EoiE LI

12:57:47 Contacting 10.62.145.45.

12:58:01 Posture Assessment: Required for access
12:58:01 Posture Assessment: Checking for updates...
12:58:02 Posture Assessment: Updating...

12:58:03 Posture Assessment: Initiating...

12:58:13 Posture Assessment: Active

12:58:13 Posture Assessment: Initiating...

12:58:37 User credentials entered.

12:58:43 Establishing VPN session...

12:58:43 The AnyConnect Downloader is performing update checks...
12:58:43 Checking for profile updates...

12:58:43 Checking for product updates...

12:58:43 Checking for customization updates...
12:58:43 Performing any required updates...

12:58:43 The AnyConnect Downloader updates have been completed.
12:58:43 Establishing VPN session...

12:58:43 Establishing VPN - Initiating connection...
12:58:48 Establishing VPN - Examining system...
12:58:48 Establishing VPN - Activating VPN adapter...
12:58:52 Establishing VPN - Configuring system...
12:58:52 Establishing VPN...

12:58:52 Connected to 10.62.145.45.

Posture® A83t= AnyConnect VPN Al - % &%

ofl

rr

Z 227t FAFEFLICEHAH AnyConnect M[440]| A|ZHE|H 23 &= 10|

o

c:\test.txt I} OHE
AS S LIEFHLILCE.

$ASA-7-734003: DAP: User cisco, Addr 10.61.87.251: Session Attribute
endpoint.file["1"] .exists="true"

$ASA-7-734003: DAP: User cisco, Addr 10.61.87.251: Session Attribute
endpoint.file["1"] .path="c:\test.txt"

1 At & CHE DAP H20| AFSElLCt
DAP_TRACE: Username: cisco, Selected DAPs: ,FileExists
MMe HEQT Efi=ol it MEte 2 M ofH ACLE B 1tstx| ot LTt

a2l Mol ACL gi0] ZH S (TIA LIERX T UML)

ASAv2# show vpn-sessiondb detail anyconnect



Session Type:

Username
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx

Pkts Tx Drop
Group Policy
Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID
Security Grp

AnyConnect-Par
SSL-Tunnel Tun
DTLS-Tunnel Tu

AnyConnect-Par
Tunnel ID
Public IP
Encryption
TCP Src Port
Auth Mode

Idle Time Out:

Client OS

Client OS Ver:

Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop

SSL-Tunnel :
Tunnel ID
Assigned IP
Encryption

Encapsulation:

TCP Dst Port

Idle Time Out:

Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop

DTLS-Tunnel:
Tunnel ID
Assigned IP
Encryption

Encapsulation:

UDP Dst Port

Idle Time Out:

Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx

AnyConnect Detailed

cisco
192.168.1.10

AnyConnect-Parent SSL-

AnyConnect Premium

Index 5
Public IP 10.61.87.251
Tunnel DTLS-Tunnel

AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4
AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHAl
11432 Bytes Rx 6298
8 Pkts Rx 38
0 Pkts Rx Drop 0
AllProtocols Tunnel Group TAC
12:10:28 UTC Fri Dec 26 2014
0h:00m:17s
0h:00m:00s
N/A VLAN none
0add006400005000549d5034
none
ent Tunnels: 1
nels: 1
nnels: 1
ent:
5.1
10.61.87.251
none Hashing none
49549 TCP Dst Port 443
userPassword

30 Minutes

win

6.1.7600

AnyConnect

Cisco AnyConnect VPN
5716

4

0

5.2
192.168.1.10
RC4

TLSv1.0

443

30 Minutes
Windows

SSL VPN Client
Cisco AnyConnect VPN
5716

4

0

5.3
192.168.1.10
AES128

DTLSv1.0

443

30 Minutes
Windows

DTLS VPN Client
Cisco AnyConnect VPN
0

0

Idle TO Left 29 Minutes

Agent for Windows 4.0.00051

Bytes Rx 764
Pkts Rx 1
Pkts Rx Drop 0

Public IP 10.61.87.251
Hashing SHA1
TCP Src Port 49552
Auth Mode userPassword

Idle TO Left 29 Minutes

Agent for Windows 4.0.00051

Bytes Rx 1345
Pkts Rx 6
Pkts Rx Drop 0

Public IP 10.61.87.251
Hashing SHA1
UDP Src Port 54417
Auth Mode userPassword

Idle TO Left 30 Minutes

Agent for Windows 4.0.00051
4189
31

Bytes Rx
Pkts Rx

DTLS-Tunnel:
DTLS-Tunnel:



Pkts Tx Drop : O Pkts Rx Drop : O

EE 3t AnyConnect= HostScanO| R F & E{O|H Ctg A7 2F

4o

o

13:10:15 Hostscan state idle
13:10:15 Hostscan is waiting for the next scan
I HEILE 23 ISEQ SEE 4B 2ES M&5t= Z0| E&LICH

= e e
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AnyConnect DART
AnyConnect= O|O|X[ofl ZA|E CHE IS XS ELICtH

! g Cisco AnyConnect Secure Mobility Client

I
CISCO

AnyConnect Secure-Mobility Client

Preferences | Statistics | Route Details | Firewall | Message History

13:45:00
13:45:09
13:45:13
13:45:21
13:45:21
13:45:22
13:45:31
13:45:31
13:45:35
13:45:41
13:45:41
13:45:42
13:45:42
13:45:42
13:45:42
13:45:42
13:45:42
13:45:42
13:45:47
13:45:47
13:45:52

2 E AnyConnect & =¢&5lo{ HATE
AnyConnect Secure Mobility Client/Anyconnect.txte| 217

ASAO]| CHEt HEE

M35t

Contacting asav. F
Connection attempt has failed.

Contacting 10.62, 145,45,

Posture Assessment: Required for access

Posture Assessment: Checking for updates. ..

Posture Assessment: Initiating...

Posture Assessment: Active

Posture Assessment: Initiating...

User credentials entered.

Hostscan state idle

Hostscan is waiting for the next scan

Establishing YPM session...

The AnyConnect Downloader is performing update checks...
Checking for profie updates...

Checking for product updates...

Checking for customization updates...

Performing any required updates...

The AnyConnect Downloader updates have been completed.
Establishing YPM session...

Establizshing YPM - Initiating connection. ..

Establishing YPM - Examining system...

o| zip Tl X{FHBHLICE O] zip IOl Cisco
| Z3telof QlaLich

|12 o
=

HostScan0 OIO|E{ =& @™ &LCt



Date : 12/26/2014

Time : 12:58:01
Type : Information
Source : acvpnui

Description : Function: ConnectMgr::processResponseString
File: .\ConnectMgr.cpp

Line: 10286

Invoked Function: ConnectMgr::processResponseString
Return Code: 0 (0x00000000)

Description: HostScan request detected.

JHCHS CHE 04 238 S8l CSD7F MRIE[o JgS & &= JU&LICHES
ol T A X} E7H £4 AnyConnect 91Z29| of ILICH

CSD detected, launching CSD

Posture Assessment: Required for access

Gathering CSD version information.

Posture Assessment: Checking for updates...

CSD version file located

Downloading and launching CSD

Posture Assessment: Updating...

Downloading CSD update

CSD Stub located

Posture Assessment: Initiating...

Launching CSD

Initializing CSD

Performing CSD prelogin verification.

CSD prelogin verification finished with return code 0
Starting CSD system scan.

CSD successfully launched

Posture Assessment: Active

CSD launched, continuing until token is validated.
Posture Assessment: Initiating...

Checking CSD token for validity
Waiting for CSD token validity result
CSD token validity check completed
CSD Token is now valid

CSD Token validated successfully
Authentication succeeded
Establishing VPN session...

ASA%} AnyConnect 7F2| S 410| %|x3t o £
Z7} OlO|E{E CIRZ L3510 0|2 £&8E 4+ U&LICHo:

—r
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>
.
ot
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QR 4‘%6}7' "l‘|°|- ASA Oi-l
=% OFE|bol2{A o))

2 CSD ZZH|xY

- AnyConnect=

TACOI|M 7|0|AE ¥ ASAM|A "show tech" & "debug dap trace 255"2 &7 Dart 18 HF

grLICH
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- Host Scan & Posture 2 & T4 - Cisco AnyConnect Secure Mobility Client Z2|X} AEM

Cisco ISE Hu|ad|o|M 7lo|lEo| ZA X MH|A
Cisco ISE 1.3 #2|A} 7}0|=
. 7|1& X|¥ 8! A - Cisco Systems



/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect30/administration/guide/anyconnectadmin30/ac05hostscanposture.html
/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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