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« Simple Network Management Protocol
« SSH(Secure Shel) Z2E=

+ FTP(File Transfer Protocol)

« TFTP(Trivial File Transfer Protocol)

« SCP(Secure Copy) ZEEZ

« TACACS+

* RADIUS

* Netflow

« Network Time Protocol(HE?{2 ElO|L ZEEF)
+ Syslog

« ICMP

« SMB
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http server enable <port>

ACL S0 T8 IPIH 618 EfLICH T M2 5183t W2 F2 wHo| ofuich

http 0.0.0.0 0.0.0.0 <interface>

ASDM HAM|A A|0o{ FL4d:

http <remote_ip_address> <remote_subnet_mask> <interface_name>

// Set server version
ASA(config)# ss1 server-version tlsvl tlsvl.1l tlsv.1.2

// Set client version
ASA(config) # ss1 client-version tlsvl tlsvl.l tlsv.1.2
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it Il 5wl Sl Ly | i plh : Tor OTLSw1 1 ndeod onnect 1ons

dt lswel,? o i i T he 1 :|||||" : for OTLSwl.? inbound conmect ion:

tlswl specifly the ciphers lor TLowl inbound connect ion:
tlswl.d apecify he ciphers for TLS3wl.1l inbound conmect ion:
tlguwl .2 SpiEcify th Ciphe for TLawl.? inbound conmect ion:

onl lgqure o e CcopMands opt b
all specify all cipher
| :.|||' ify lod strength and higher cilphear:
Fird jum Specily Mmediosn strength and higher ciphers
1 Lps :;|||' iy omly FILPS-=i |'r-1||| 1At ;|.||'|'.
high :.|||' il only ||'.'||| strength o '.|l|:l'|'
CuE T e ||||l| cond iguration s=tFing

c al 7|1¥EE BE YSE AMESEE K|™HELICH hmac-shal hmac-sha1-96 hmac-sha2-256
hmac-md5 hmac-md5-96
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- fips 7|9 == FIPS & & 50t X|™HELICE hmac-sha1 hmac-sha2-256

 high 7|¥EE 1ZdE &5 (71248 X" LI hmac-sha2-256

* low 7| E = low, medium, high strength & £ & X|™H&LIC}H hmac-shal hmac-sha1-96
hmac-md5 hmac-md5-96 hmac-sha2-256

« medium 7|¥{EE 52 L IZE &35 hmac-shal hmac-sha1-96 hmac-sha2-2562 X|% &t
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ASAE 7|2HOoE A Pxﬂ ME eIBEME ME35tMH, Ol= AHEEE miotct BHZEELICH B 2l
SME 3= 3R 0| B3 E AI85t04 BT At ME QUBME MMHE = UELICH

ASA= ASDM, Z2I0|HE2[A SSVPN Z! AnyConnect VPNO| CHEF 2 oF HIA|X| &2 2I6H TLS
& 1.28 X|@ELICt olzfet B o] AR AHL = E HZ: ssl client-version, ssl server-
version, ssl cipher, ssl trust-point, ssl dh-group, show ssl, show ssl cipher, show vpn-sessiondb.

ASA- 1/ act (config)# ssl server-version ?

configure node conmands/ opti ons:
tlsvl Enter this keyword to accept SSLv2 CientHellos and negotiate TLSv1l
(or greater)
tlsvli.1 Enter this keyword to accept SSLv2 dientHellos and negotiate
TLSv1.1 (or greater)
tlsvl.2 Enter this keyword to accept SSLv2 dientHellos and negotiate
TLSv1.2 (or greater)

ASA- 1/ act (config)# ssl cipher ?

configure nbde conmands/ opti ons:
default Specify the set of ciphers for outbound connections
dtlsvl Specify the ciphers for DILSv1l inbound connections
tlsvl Specify the ciphers for TLSvl inbound connections
tlsvl.1 Specify the ciphers for TLSvl.1 inbound connections
tlsvl.2 Specify the ciphers for TLSvl.2 inbound connections
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hostname <device_hostname>
domain-name <domain-name>
crypto key generate rsa modulus 2048

712 71 Y goneralkeyRluich. 71 2E2ie 271 f0242iict. o1 48 HTH| A
NVRAM Z7ro| 952 ASA EHEO! I}e} CHELIC 3074 Ol4 0l 7| W MAdsts B Bzl &
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crypto key zeroize { rsa | eddsa | ecdsa } [ Tabel key-pair-label ] [ default ] [ noconfirm ]
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ssh <remote_ip_address> <remote_subnet_mask> <interface_name>

DH(Diffie-Hellman) 1& 1, DH 1 & 14 £ Curve25519 7| g &S AFE35l0od 7|18 mEHsted
™22 x| aeo|M EEOHA-I ssh key-exchange W& & A& LICH 9.1(2)F E ASA= SSHO|
dh-group14-sha12 K| & LICt

ASA(config)#ssh key-exchange group dh-groupl4-sha256
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// Configure Console timeout
ASA(config)#console timeout 10

// Configure Console timeout
ASA(config)#ssh timeout 10
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username <local_username> password <local_password> encrypted

Enable H|ZHS 4

enable password <enable_password> encrypted

M3 2o cist AAA IS 2

ASA(config)#aaa authentication enable console LOCAL
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https://www.cisco.com/c/en/us/support/docs/security-vpn/remote-authentication-dial-user-service-radius/13838-10.html
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aaa authentication serial console Tacacs
aaa authentication ssh console Tacacs
aaa authentication http console Tacacs
aaa authentication telnet console Tacacs
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_?_

CIXIE MEo| &l gL

ASA-1/act(config)# verify flash:/asa941-smp-k8.bin
NN RN RN R R R R R R RN R RN RN RN RN R RN RN RN

Embedded Hash SHA-512: 0e707a0e45blc7c5afa9ef4e802a273677a5e46f7e1d186292abell54
Computed Hash SHA-512: 0e707a0e45blc7c5afa9ef4e802a273677a5e46f7e1d186292abell54
CCO Hash SHA-512: 1b6d41e893868aab9e06e78a9902b925227c82d8e31978ff2c412c18a
Signature Verified

ASA(config)# verify /signature running
Requesting verify signature of the running image...

Starting image verification

Hash Computation: 100% Done!

Computed Hash  SHA2: 2fbb0f62b5fbc61b08lacfca76bddbb?2
26ce7a5fb4b424e5e21636c6c8a7d665
1e688834203dfb7ffabeaefc7fdfod3d
1d0a063a20539baba72c2526ca37771c

Get key records from key storage: PrimaryASA, key_store_type: 6

Embedded Hash SHA2: 2fbb0f62b5fbc61b08lacfca76bddbb2
26ce7a5fb4b424e5e21636c6c8a7d665
1e688834203dfb7ffabeaefc7fdf9od3d
1d0a063a20539baba72c2526ca37771c

Returned. rc: 0, status: 1
The digital signature of the running image verified successfully

ASA-1/act(config)# show software authenticity running
Image type : Release

Signer Information

Common Name : abraxas

Organization Unit : ASAv

Organization Name : CiscoSystems

Certificate Serial Number : 550DBBD5

Hash Algorithm : SHA2 512

Signature Algorithm : 2048-bit RSA

Key Version : A
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clock timezone GMT <hours offset>

NTP 74

NTP(Network Time Protocol)7t 83| /&8t MH|A= OIL|X|BH, EERE 2E MH|AE 4 4|
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UM o 2 = 7IX|7f U&LICH & 7t x| W2 o|™ol= GMT(Greenwich Mean Time)Zt

8t UTC(Coordinated Universal Time)2 Z & HE X3 C|HIO|AE F/d35tE ALt C}
Y2 24 EE AZUOHE ME6to HEERXZ ¥RIE F¥st= Zd‘.;!L—II:L ntp server
ip_address [ key key_id ] [ source interface_name ] [ prefer ]
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ASA(config)#ntp authenticate

DHCP At{ MHIAAFE E|X| ot 7H9)

clear configure dhcpd
no dhcpd enable <interface_name>
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access-1ist <name> in interface <Interface_name> control-plane
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- HTTP
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. HTTPS
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policy-map <Policy-map_name>
class inspection_default
inspect <Protocol>

service-policy <Policy-map_name> interface <Interface_name> (Per Interface)
service-policy <Policy-map_name> global (Globally)
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ip verify reverse-path interface <interface_name>
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<{froot>

ASA(config)# show asp drop

Frame drop:
Invalid TCP Length (invalid-tcp-hdr-Tength) 21

Reverse-path verify failed (rpf-violated) 90

// Check Reverse path statistics

ASA(config)# sh 1ip verify statistics

interface inside: 11 unicast rpf drops

interface outside: 79 unicast rpf drops
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snmp-server host <interface_name> <remote_ip_address>
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