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High-Level Flow Diagram

Manufacturing Device Cisco Cyber Vision ISE PAN ISE pxGrid  ISE PSN with pxGrid Probe

@ © o 9 o

CCV pxGrid Registration

Bulk Download of endpoints via https://<CCV hostname=>:8910/pxgrid/ind/asset/

If new endpoints are detected, ISE
will create those endpoints

Endpoints are created/updated in ISE
database (Oracle)

- a PSN gets the asset data
wia pxGrid Probe

+» Connections at Steps 1 and 5 are
protected by ISE pxGrid certificate
+ Connection at Step 2 is protected by

CCV certificate Endpoints are created/updated in ISE

database (Oracle)

Endpoint gets profiled. CoA can be automatically sent
to change the authorization context if configured

CHS Z=0l EotH =X ol 2 B2t FIF ZAL ERE 78 248 &g + U&Lch dR[ &
EHE &Qlstci{™ S 20l EstMAl2.
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HHZ AL 504 pxGrid MH|A AEHE = QB L Chsystemctl status pxgrid-agent.
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root@Center:~# cat /data/etc/hosts
127.0.0.1 localhost.localdomain localhost

# The following lines are desirable for IPv6 capable hosts
2zl localhost ip6-localhost ip6-loopback
fel00::0 ip6-localnet
ff00::0 ip6b-mcastprefix
f£f02::1 ip6-allnodes
ff02::2 ipb-allrouters

0.1.1 center

.131 ise3l-tmZ2.cisco.co

et QIZEM BEXME HMELICH
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System statistics Last 2Hours Sensors

= VMWARE-42 3F 84 89 49 FA 9F 1E-65 F5 D4 50 92 99 FF B6

* Version:3.2.1(

ild 202192011648)

£ GENERATE DIAGNOSTIC

, March 17, 2821 8:41 PM

€ SYSTEM HEALTH PeEE————
CPU RAM DISK

JHECSOSOS
E00] & 7H2| 1}

MRS AZstod MElo| T2 218 BASHELIC
g =
d i mol of

L|C}/dataletc/sbs.

4

(loglevel 0]l Qe M SHHS R TSHAMAIL)

root@Center:~# cat /data/etc/sbs/listener.conf
configlog:

loglevel: debug

root@Center:~#
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(loglevel Foll Ql= Mt

root@Center:~# cat /data/etc/shs/pxgrid-agent.conf

configlog:

loglevel: debug
Bl5H Lt 2! MH|A ZEsbs-burrow CHA| pxgrid-agent A|ZFEFLICEH

Restart service using the command

#systemctl restart shs-burrow
#systemctl restart pxgrid-agent
M Z23E LHELHEHE 1Y ™S E M)

AELICHEY

JHCS pxGrid 218 £

root@Center:~# journalctl -u pxgrid-agent > /datalitmp/pxgridLogs.log

Center®} ISE 7t9|
root@Center:~# tcpdump -i ethO -n host CCV_IP and host ISE_IP -w /data/tmp/ccv_ise.pcap

« ISEOIM CIHE &d3tstn x| HES T ELIcH
ISEV|M CIH2E & Ad5t3tE{T 2 Administration > System > Logging > Debug Log Configuration O|S&fLICH 21 YIS CtEo 2
MEELCH
H 24t TE 2408 = = 2olg o
PAN(MEH ALEh =z o alg ClHH profiler.log
EXS(l;\lrid ZEEI EEsE =z 2 1 o7 ClHH profiler.log




PxGrid

pxgrid

pxgrid-
server.log
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J

of & 21 HIAIX|

ME{ol| Q= pxGrid-agent2| C|H1 220{l= of|0|TE A|Zf, MH|A S5, Cisco Cyber Vision(CCV) ISEQHL| EH(E= 2EZ|T)
STOMP(Text Oriented Messaging Protocol) @12 M, AHb/Td @ 40f CHEH UC|O|E 2 & S0l EAIELICH

<tfroot>

Jul 11 13:05:02 center systemd[1]:

Started Agent

for interfacing with pxGrid.

Jul 11 13:05:02
Jul 11 13:05:03
Jul 11 13:05:03
Jul 11 13:05:03
Jul 11 13:05:03

center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:

Account activated

[caller=pxgrid.

go:58]

pxgrid-agent Center type: standalone [caller=postgres.go:543
pxgrid-agent RPC server listening to: '/tmp/pxgrid-agent.soc
pxgrid-agent HTTP server Tlistening to: '169.254.0.90:2027' [
pxgrid-agent Request path=/pxgrid/control/AccountActivate bo
pxgrid-agent

Jul 11 13:05:03 center pxgrid-agent[5404]: pxgrid-agent Request path=/pxgrid/control/ServiceRegister bo

"asset Topi c":"/topic/com cisco. endpoi nt. asset"

,'restBaselr1":"https://Center:8910/
Jul 11 13:05:04 center pxgrid-agent[5404]: pxgrid-agent

Service registered

, ID: ¢514c790-2361-47b5-976d-4alb5ccfa8b7 [caller=pxgrid.go:76]

Jul 11 13:05:04 center pxgrid-agent[5404]:
Jul 11 13:05:05 center pxgrid-agent[5404]:
Jul 11 13:05:06 center pxgrid-agent[5404]:

Websocket connect ur

=wss://labise. aaalab .com:

8910

/pxgrid/ise/pubsub [caller=endpoint.go:129]

pxgrid-agent Request path=/pxgrid/control/ServicelLookup body
pxgrid-agent Request path=/pxgrid/control/AccessSecret body=
pxgrid-agent

Jul 11 13:05:07 center pxgrid-agent[5404]: pxgrid-agent

STOVP CONNECT host

=10.48.78.177 [caller=endpoint.go:138]
Jul 11 13:06:59 center pxgrid-agent[5404]: pxgrid-agent

STOVWP SEND destination

=/topic/com.cisco.endpoint.asset body={

"opType": " UPDATE"

,'asset":{"assetId":"01:80:c2:00:00:00","assetName":"LLDP/STP bridges Multicast 0:0:0","assetIpAddress"
Jul 11 13:10:04 center pxgrid-agent[5404]: pxgrid-agent Request path=/pxgrid/control/ServiceReregister
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<#root>
Jan 25 11:05:49 center pxgrid-agent[1063977]: pxgrid-agent STOMP SEND destination=/topic/com.cisco.endpoint.asset body={"opType":"UPDATE","a
{u keyu : " asset G, Oupn , " Val uen : " u}

,{"key":"assetCustomName","value":"test"}, {"key":"assetGroupPath","value":""}],"assetConnectedLinks":[]

ZIQstLICHEAIE CHE ZE0| Q= assetGroup). Ol CyberVision Centerol M S 2 M&dE 242 &QlstH, 1SE0 O
o
=

HIAIX| EAl0|
oAl HHPE|X| ot 2 7B ISEQ 712 KR AbsHok & L|ct.

<#root>
Jan 25 11:09:28 center pxgrid-agent[ 1063977]: pxgrid-agent STOMP SEND destination=/topic/com.cisco.endpoint.asset body={"opType":"UPDATE","as
{"key":"asset G oup", "val ue":"test group"}

,{"key":"assetCustomName","value":"test"},{"key":"assetGroupPath","value":"test group"}],"assetConnecte
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