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2. Platform Settings(Z3{& M%) > AAA > LDAPZ O|S &fL|Ct

e}

L

3. LDAP Providers(LDAP M3 At) > Add(F7hHE 2 2Iguct

4. LDAP 32XHE T443t 1 Microsoft Active Directory(MS AD)0| i3t BRI DN, 7I&2 DN, §4
o
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Edit WIN-JOR .local /(%

Hostname/FQDMN/IP Address:™ WIN-JOblocal
Order:™ 1
Bind DN: CN=sfua,CN=Users, DC=jor
Base DN: DC=jor.DC=local
Port:* 389
Enable SSL: []
Filter: cn=%userid
Attribute: CiscoAVpair
Key: Set: Ye
Confirm Key:
Timeout:* 30 Secs
Vendor: * Open LDAP (® MS AD
| Ok Cancel
LDAP Z4x|22jo|M
6. AIAE > AER #El> d¥oz o[STLICH
7. Default(7|&232f) = Console(2&) 2152 LDAPE A g LCt.
Delault Authentication LOap w  "Lecal is faliback authartication methisd
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Port: ™ 389

Enable S5L: I
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11. LDAP MH2| R E CA IS MHE MAIZ 7tXetof & LICH 7+ 1B M7E e 42 AMele &
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<#root>


https://tools.cisco.com/bugsearch/bug/CSCwc93347

FPR9300-01#

scope security

FPR9300-01 /security #

create trustpoi nt LDAPS

>ACFPR9300-01 /security/trustpoint* #

set certchain

Enter Tines one at a time. Enter ENDOFBUF to finish. Press AC to abort.
Trustpoint Certificate Chain:

M | DnTCCA0GgAW BAgl QYPxqSIxdYLJCpz+r Qgf Xpj ANBgkghki GOWOBAQs FADBT

>MRUWVEWYKCZI ni ZPyLGQBGRYFbGOj YW Fz AVBgoJki aJk/ | sZAEZFgdgqb3JInZwW1l

>NMSEWHWYDVQQDEXhgqh3InZWh1LVdJITi 1KT1IHRUpVLUNBLTEWHhCNM Ewivl zMDcO

>MVDAWCNY Ywivz | zMDcOOTUSW BTVRUWEWYKCZI 1mi ZPy LGQBGRYFbG0j YWhx Fz AV

>BgoJki aJk/ | sZAEZFgdgb3JnZW1VBEWHWYDVQQDEXhqb3JInZW1LVdJI Ti 1KT1IH

>RUpVLUNBL TEwggEi MAOGCSqGS! b3DQEBAQUAAAI BDWAWGgEKACI BAQDNMBTWIGLeu

>bPxvc+ENC7f xj owEj j LOEXI Mb3x7Pe3EW6Gg2i OVBLUpBNgSCbbct 83P6y 6ENG

>ORCCNEFf zy4st YPz/ 7499wWALWVLSGNQW 10r j VB64i hf ugbx95i DBcwuv6XK67h/

>T1caNAGZi Lt YZj URGs5nLNB2f 8hLp9QR2WZqf Avr f vFB4I 5RIj XOFYKI XWLdnPT

>AAPa/ Q +1Qvlexf zvXHXx1GVDCH e2yl t Fgl 607Cuj TOAE3opl A/ qQD+nTAJndcR

>QLUDI Upt qqYKgcbr H4HU4PM e31 NLd1vwl ThAMVFNn+0Xj RTMDKbEQD/ J ENBX RFM/

>Lqnez DwxA81 oRAgMBAAG aTBnMBMGCSs GAQBgj ¢ UAg QGHg QAQMBBMA4 GAL Ud DWEB



>/ WQEAW Bhj APBgNVHRNVBAf 8EBTADAQH MBOGA1 Ud DgQ\BBQoweZEEke 7Bl Cd94R5

>Yxj vJHdzSj AQBgkr ByEEAYI 3FQEEAWM BADANBgkghki GOWOBAQs FAAOCAQEAYG i

>n77K0G Sl j Teg+C VLRX8VIwr 7Pp5p4MuOnRhZckm KSUt YDI a3ToVi x5k4dXSU

>7MaVVDkW 1NvReaqCf i s5nmgf r pzoPUkgKG z7Zhd57gA4t BU XbP/ CXpTuAR3I sa

>NKz7yy+6t i sf +8vf Lt RNBc 3l ¢l S6ncyr dAdJ2i JY74j InlleUPs 3nuaqApPPwWoRF2

>GJALD/ Y+Pq36¢Sj K+j GP1+2r D6cWL6t hBp9pl OOTL+qpg4DL+Wsuct WeRMgGxcWh

>GsKhHysno9dZ+DnnQA x0t P+S1B9f mkF7ycCnmm328dZVEG7JXj He8KoqwwMe+f wu

>GXLRMr KaAl CHS2EEwW==

>ENDOFBUF

FPR9300-01 /security/trustpoint®* #

comm t-buffer

12. LDAP M ZAtofl & E CHZ LDAP M Zim|2gjo|Me
H

<#root>
FPR9300-01 /security #

scope | dap

FPR9300-01 /security/ldap #

show server

LDAP server:

olzdstL|Ct. LDAP AMB{e| O|EE 7|

Hostname, FQDN or IP address DN to search and read Port SSL Key CRL Password

WIN-JOR.jor.local CN=sfua,CN=Users,DC=jor,DC=Tlocal



389 Yes Strict *%¥%*

FPR9300-01 /security/ldap #

scope server WN-JOR jor.loca
FPR9300-01 /security/ldap/server #

set revoke-policy rel axed

FPR9300-01 /security/ldap/server* #

conmi t - buffer

FPR9300-01 /security/ldap/server #

show

LDAP server:
Hostname, FQDN or IP address DN to search and read Port SSL Key CRL Password

WIN-JOR. jor.local CN=sfua,CN=Users,DC=jor,DC=Tocal
389 Yes Relaxed *#*#**

14. commit-bufferE AF&35104 B4 AIE S KA ELICEH

2A| sS4

DNS &0l

FQDNO| SHIE IPR &0lz|1 QI=X| EQISHAAI. 0| &2lof EX|7F UE = U&LICH
<#root>

FPR9300-01#

connect fxos

FPR9300-01(fxos)#

et hanal yzer local interface mgm capture-filter "udp port 53" limt-captured-frames 100
Capturing on 'ethO'

1 2024-02-01 11:36:43.822089169 10.4.23.202 -» 10.88.243.91 DNS 85 Standard query 0x1b86 AAAA WIN-JOR.jor.loca

2 2024-02-01 11:36:43.857989995 10.88.243.91 > 10.4.23.202 DNS 160 Standard query response ©x1b86 No such nan



<#froot>
FPR9300-01(fxo0s)#

et hanal yzer local interface nmgm capture-filter "udp port 53" limt-captured-franmes 100

Capturing on 'ethO'

1 2022-09-06 00:49:00.059899379 10.88.146.73
2 2022-09-06 00:49:00.061349442 10.88.243.91
3 2022-09-06 00:49:00.061515561 10.88.146.73
4 2022-09-06 00:49:00.061727264 10.88.243.91

10.88.243.91 DNS 85 Standard query ©xc512 AAAA WIN-JOR.jor.loc
10.88.146.73 DNS 113 Standard query response 0xc512 AAAA WIN-]
10.88.243.91 DNS 85 Standard query ©xc513 A WIN-JOR.jor.local
10.88.146.73 DNS 101 Standard query response 0xc513 A WIN-JOR.

TCP 2! SSL $HEM|0|=3
LDAPS 9142 &QI5tE{M L E 3890 XE MM ELICT

Unknown CA2t &2 2 2]0| ZA|Z|H LDAP MH2| R E CA QS M7 LXI5HX| & o|OlF L
Ch. 215 M7} AN ZE Mu{e| R E CAQIX| &QIghL|Ct.

<ttroot>

7 2024-02-01 12:10:37.260940300 10.4.23.202 > 10.4.23.128 TLSvl 345 Client Hello

8 2024-02-01 12:10:37.264016628 10.4.23.128 » 10.4.23.202 TCP 1514 [TCP segment of a reassembled PDU]

9 2024-02-01 12:10:37.264115319 10.4.23.128 » 10.4.23.202 TLSv1l.2 617 Server Hello, Certificate, Server Key E
10 2024-02-01 12:10:37.264131122 10.4.23.202 > 10.4.23.128 TCP 66 40638 - 389 [ACK] Seq=311 Ack=2046 Win=3532
11 2024-02-01 12:10:37.264430791 10.4.23.202 > 10.4.23.128 TLSv1.2 73 Alert (Level: Fatal,

Description: Unknown CA

)
12 2024-02-01 12:10:37.264548228 10.4.23.202 > 10.4.23.128 TLSv1.2 73 Ignored Unknown Record

A
S

O

Mol edde o2 2 &Lt

<{froot>
FPR9300-01(fxos)#

et hanal yzer local interface ngm capture-filter "tcp port 389" linmit-captured-franes 100

Capturing on 'ethQ'

1 2024-02-01 12:12:49.131155860 10.4.23.202 - 10.4.23.128 TCP 74 42396 - 389 [SYN] Seq=@ Win=29200 Len=@ MSS-=
2 2024-02-01 12:12:49.131403319 10.4.23.128 - 106.4.23.202 TCP 74 389 - 42396 [SYN, ACK] Seq=0 Ack=1 Win=8192
3 2024-02-01 12:12:49.131431506 10.4.23.202 - 10.4.23.128 TCP 66 42396 - 389 [ACK] Seq=1 Ack=1 Win=29696 Len=
4 2024-02-01 12:12:49.131455795 10.4.23.202 > 10.4.23.128 LDAP 97 extendedReq(1) LDAP_START_TLS_OID

5 2024-02-01 12:12:49.131914129 10.4.23.128 - 10.4.23.202 LDAP 112 extendedResp(1) LDAP_START_TLS_OID

6 2024-02-01 12:12:49.131931868 10.4.23.202 - 10.4.23.128 TCP 66 42396 - 389 [ACK] Seq=32 Ack=47 Win=29696 Le



Server Hello, Certificate, Server Key

7 2024-02-01 12:12:49.133238650 10.4.23.202 > 10.4.23.128 TLSv1l 345 Client Hello
8 2024-02-01 12:12:49.135557845 10.4.23.128 > 10.4.23.202 TLSv1.2 2065
9 2024-02-01 12:12:49.135595847 10.4.23.202 > 10.4.23.128 TCP 66 42396 - 389 [ACK] Seq=311 Ack=2046 Win=33280
10 2024-02-01 12:12:49.150071315 10.4.23.202 > 10.4.23.128 TLSv1.2 171 Certificate, Client Key Exchange, Chan
11 2024-02-01 12:12:49.150995765 10.4.23.128 > 10.4.23.202 TLSv1.2 117 Change Cipher Spec, Encrypted Handshak
12 2024-02-01 12:12:49.151218671 10.4.23.202 > 10.4.23.128 TLSv1.2 153 Application Data
13 2024-02-01 12:12:49.152638865 10.4.23.128 > 10.4.23.202 TLSv1l.2 117 Application Data
14 2024-02-01 12:12:49.152782132 10.4.23.202 » 10.4.23.128 TLSv1.2 165 Application Data
15 2024-02-01 12:12:49.153310263 10.4.23.128 > 10.4.23.202 TLSv1.2 430 Application Data
16 2024-02-01 12:12:49.153463478 10.4.23.202 > 10.4.23.128 TLSv1.2 153 Application Data
17 2024-02-01 12:12:49.154673694 10.4.23.128 > 10.4.23.202 TLSv1.2 117 Application Data
18 2024-02-01 12:12:49.155219271 10.4.23.202 > 10.4.23.128 TLSv1.2 102 Application Data
19 2024-02-01 12:12:49.155254255 10.4.23.202 > 10.4.23.128 TLSv1.2 97 Encrypted Alert
20 2024-02-01 12:12:49.155273807 10.4.23.202 > 10.4.23.128 TCP 66 42396 - 389 [FIN, ACK] Seq=756 Ack=2563 Win
21 2024-02-01 12:12:49.155483352 10.4.23.128 > 10.4.23.202 TCP 60 389 > 42396 [RST, ACK] Seq=2563 Ack=725 Win
ClHZ
o A5l ER{E 480 B2 RHMIE LISS 24 LDAPO! CHE CIH{1E S aiste & L
ct
SSL 20| W&o E £-lE|H S 22 alZet QR WAsHK| ef&Lct
<#root>
FPR9300-01(fxos)#
debug | dap al
2024 Feb 1 11:51:16.243245 Tdap: 0x00000101/111 -> 0x00000101/0 idOx2F06F sz370 [REQ] op4093 rrOx2FO06F
2024 Feb 1 11:51:16.243275 ldap: mts_ldap_aaa_request_handler: session id 0, 1ist handle 1is NULL
2024 Feb 1 11:51:16.243289 ldap: mts_ldap_aaa_request_handler: user :sfua:, user_len 4, user_data_len 8
2024 Feb 1 11:51:16.243298 ldap: Tdap_authenticate: user sfua with server group ldap
2024 Feb 1 11:51:16.243337 ldap: Tdap_authenticate:3150 the value of login_type is 0
2024 Feb 1 11:51:16.243394 1ldap: Tldap_global_config: entering ...
2024 Feb 1 11:51:16.243637 ldap: Tdap_read_group_config:
2024 Feb 1 11:51:16.243831 ldap: Tdap_server_config: GET_REQ: server index: 1 addr:
2024 Feb 1 11:51:16.244059 ldap: Tdap_client_auth_init: attr_memberof not configured for server
2024 Feb 1 11:51:16.244268 1dap: Tdap_client_auth_init: (user sfua) - ldap_init success for host WIN-JO
2024 Feb 1 11:51:16.244487 ldap: ldap_client_lib_init_ss1: set Tdap options cipher_suite ALL:!DHE-PSK-A
SHA: ' EDH-DSS-DES-CBC3-SHA: IDES-CBC3-SHA: 'ADH: ! 3DES: !EXPORT40: | EXPORT56: ! LOW: !RC4: !MD5: ! IDEA: +HIGH: +MEDI
RSA-AES256-SHA: | ECDHE-ECDSA-AES256-SHA: !
2024 Feb 1 11:51:16.246568 ldap: ldap_do_TLS: - Tdap_tls initiated
2024 Feb 1 11:51:16.246598 ldap: Tdap_client_auth_init:(user sfua) - awaiting for response, isssl: 1
2024 Feb 1 11:51:16.247104 1dap: ldap_socket_ready_callback: entering...
2024 Feb 1 11:51:16.247116 ldap: Tdap_process_result: entering... for user sfua
2024 Feb 1 11:51:16.247124 ldap: ldap_process_result: ldap_result sess->state: LDAP_SESS_TLS_SENT
2024 Feb 1 11:51:16.247146 ldap: Tldap_process_result: (user sfua) - tls extended resp.
2024 Feb 1 11:51:16.247153 ldap: Tldap_do_process_tl1s_resp: entering for user sfua
2024 Feb 1 11:51:16.247169 ldap: Tdap_do_process_tl1s_resp: (user sfua) - ldap start TLS sent successful
2024 Feb 1 11:51:16.249856 ldap: ldap_app_cb: - Tdap_app_ctx 0x100ad224 ldap session 0x1217a53c ss1 Ox1
2024 Feb 1 12:19:20.512383 Tldap: Tdap_app_cb: - Check the configured hostname WIN-JORGEJU.jorgeju.local
2024 Feb 1 12:19:20.512418 ldap: ldap_app_cb: Non CC mode - hostname WIN-JORGEJU.jorgeju.local.
2024 Feb 1 12:19:20.520346 ldap: Tdap_cris_http_and_local_cb: - get CRL from CRLDP
Feb 1 12:19:20.520626 ldap: ldap_crls_http_and_local_cb: - crls 0x121787dc

2024



2024 Feb 1 12:19:20.520900 ldap:
2024 Feb 1 12:19:20.521135 ldap:
2024 Feb 1 12:19:20.521364 ldap:
2024 Feb 1 12:19:20.521592 ldap:

2024 Feb
2024 Feb
2024 Feb
2024 Feb
2024 Feb
2024 Feb
2024 Feb
2024 Feb
2024 Feb
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12:
12:
12:
12:
12:
12:
12:
12:
12:

.624416 ldap:
.624453 ldap:
.274583 Tdap:
.274607 ldap:
.274620 ldap:
.274632
.274664 ldap:
.274688 ldap:
.274833 ldap:

Tdap:

Tdap_load_crl_crldp: - get CRL from CRLDP
Tdap_Toad_crl_crldp: - crls 0x121787dc
Tdap_get_dp_url: - get URI from CRLDP
Tdap_load_cri_http: - entering...

Tdap_app_cb: - Check the configured hostname WIN-JOR.jor.local with pe

Tdap_app_cb: Non CC mode - hostname WIN-JOR.jor.local.

ldap_check_cert_chain_cb:
ldap_check_cert_chain_cb:
ldap_check_cert_chain_cb:
ldap_check_cert_chain_cb:
ldap_check_cert_chain_cb:
ldap_check_cert_chain_cb:
ldap_do_process_tls_resp:

ol U= B S7E & A&LICH

ko
=

o

A
rlo

<ffroot>

FPR9300-01#

scope security

7|8 ¢l
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FPR9300-01 /security #

scope default-auth

Ol

&

ol
mo

FPR9300-01 /security/default-auth #

show

Default authentication:

Admin Realm

- Enter
called ok flag is 0

- get ctx error is 20

- End ok 0

(user sfua) - TLS START failed

Q15 WHie 272 ChAl HHsto] 233

Admin Authentication server group Use of 2nd factor

FPR9300-01 /security/default-auth #

set real mlocal

ldap session 0x1217a53c, crlstrict O.

cert X509_V_ERR_UNABLE_TO_GET_ISSUER_CERT



FPR9300-01 /security/default-auth* #

conmi t - buffer

FPR9300-01 /security/default-auth #

show

Default authentication:
Admin Realm Admin Authentication server group Use of 2nd factor

« Cisco 7| R LI CIREL
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