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furl =i GET ==header 'Accepi: application/json’ 'hitps:,

Request URL
hEkps: /s J4 0pis fdesvbidevices fdefault S interfaces

Response Body
Fr
{
"werzion™: “sqjiliplawigia”,
"nase”; "intide”,
"description®: null,
“hardwarehase”: “GigabitEthernet@/ 1=,
"moniterinterface™: false,
“ipvd": {
“ipType™: “STATIC®,
“defauitRoutels ingDHCP*: false,
“dhepfouteMet ric™: null,
“ipAddress":
“ipAddrass”: “180.57.58.1%,
“netmagk™: “255.155.155.4",
“standbylpAddress”: nall,
"type™: “haipwdaddress™
P
“dhcp™: false,
“addressNull™: false,
“type”: “interfaceipwa”

Response Code
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fdevicasattings/default/snmpsarvers
fdevicesettings/default/snmpsenversifobjld)
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fobject/snmpusers
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fobject/snmphosts

fobject/snmphosts
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Advanced Configuration
Includes: FlexConfig, Smart CLI

View Configuration

FlexConfig

FlexConfig Objects

FlexConfig Policy
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> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a 1list of available commands.
firepower> enable

Password:

firepower# show running-config

<some outouts are ommitted>

object network snmpHost

host 10.56.58.10



<some outputs are ommitted>

snmp-server host inside 10.56.58.10 community ****¥* version 2c
snmp-server location null

snmp-server contact null

snmp-server community ¥¥%%%

<some outputs are omitted>

management-access inside
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firepower# show crypto ikev2 sa
IKEvV2 SAs:
Session-id:3, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote fvrf/ivrf Status Role

442665449 10.197.225.82/500 10.197.225.81/500 READY RESPONDER

Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/10 sec

Child sa: local selector 10.57.58.0/0 - 10.57.58.255/65535

remote selector 10.56.58.0/0 - 10.56.58.255/65535

ESP spi in/out: 0x3c8ba92b/0xf79c95a9

firepower# show crypto ikev2 stats
Global IKEv2 Statistics

Active Tunnels: 1
Previous Tunnels: 2

IKEv2 E{ 2 C|t{ast= 2Edod| CHEt REMIEF B M= How to Debug IKEv2 VPNs(IKEv2 VPN
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firepower# sh snmp-server &%

10.56.58.10 7{TFLIE| ***** HT 2¢ LHE 2| snmp-server A E
snmp-server 2/ x| null

snmp-server 12F & null

snmp-server 7{ 7 L|E| *****
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capture snmp interface inside trace detail match udp any any eq snmp

firepower# show capture
capture snmp type raw-data trace detail interface inside include-decrypted [Capturing - 405 bytes]

match udp host 10.57.58.10 host 10.56.58.1 eq snmp

firepower# sh capture snmp
4 packets captured

1: 17:50:42.271806 10.56.58.10.49830 > 10.57.58.1.161: udp 43
2: 17:50:42.276551 10.56.58.10.49831 > 10.57.58.1.161: udp 43


https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html

3: 17:50:42.336118 10.56.58.10.49832 > 10.57.58.1.161: udp 44
4: 17:50:42.338803 10.56.58.10.49833 > 10.57.58.1.161: udp 43
4 packets shown
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