Firepower O{Z20|AA M FTD L7t A

AN2E|= A QA

zto4 1. =74 &Ho|
a1 ey T b

%54 2. FPR93000M|M FTD HA T+

=7

%194 3. FTD HA 2! 2to|#IA &0l
I.

S,
51944, Frolff A odeh TS

= |

£

XHo{ 5 HA M g El-

Atoi 5. HA A H il—A—|§|:
ZHd 7. HA LA SEF
FAQ(ALE & ZE)

ated Ay

A7

o] E Mol M= FPRO3000| A FTD(Firepower Threat Defense) HA(1L7+&4) (& &/CH7| HYLH
)E A W Eolste Wdg dEE LI

Ol EMe| HE=OIE AZER|0o{ & t=Fof HHEE V|EI 22 fL|CH

« Cisco Firepower 9300 22t 0{Z2}0|4A 271 - FXOS SW 2.0(1.23)
« FTD %1 10.10.1.1(2E 1023)
« FMC(Firepower Management Center) - SW 10.10.1.1(& £ 1023)

Ol Mol = 5 # #Eo| ClHto|AE EOiz A EER&LICH o] EM0 AFEE 2 E Clbt
OlAE ZF_7|§P5._(7I§) Adu|asfolde 2 AR E|RELICH H HEXZTL 5E 52l E* 2E
BE o HAHQ S 0|2l SKIStA|IZ| HHEfLICH

) 1 FTD7F U= FPR9300 O1Z2I0|HA MM E AHA| ZH HARE 2 & = Ql&LICH HA A



S FTD 01E20/91A BF HE 27 AFYS S55HHHA RES 2 7AY £ 9/=X| gelstc
SEEET

1E-A|. FPR9300 & 2| IPO| @125t 2 & StES0{E & QIELct

FPR9300-1 st={|01E & lgfLICt

<tfroot>
KSEC-FPROK-1-A#

show server inventory

Server Equipped PID Equipped VID Equipped Serial (SN) Slot Status Ackd Memory (MB) Ackd Cores

1/1 FPROK-SM-36 V01 FLM19216KK6 Equipped 262144 36
1/2 FPROK-SM-36 V01 FLM19206H71 Equipped 262144 36
1/3 FPROK-SM-36 V01 FLM19206H7T Equipped 262144 36

KSEC-FPROK-1-A#

FPR9300-2 st=EQ|0{& & QlgL|Ct.

<ffroot>
KSEC-FPROK-2-A#

show server inventory

Server Equipped PID Equipped VID Equipped Serial (SN) Slot Status Ackd Memory (MB) Ackd Cores
1/1 FPR9K-SM-36 V01 FLM19206H9T Equipped 262144 36
1/2 FPR9K-SM-36 V01 FLM19216KAX Equipped 262144 36
1/3 FPR9K-SM-36 V01 FLM19267A63 Equipped 262144 36

KSEC-FPROK-2-A#

2EH7A|. FPR9300-1 Chassis Manager0ll 21215t 11 Logical Devices(=2|% C|HIO|A)E O|S &L
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FPR9300-2

= Firepower_TD Standalene Status: ok ¥ j
o Security Module 3 FTo 6.0.1.1.1023 I 10.62.148.72 10.52.148.1 Ethemetl 2 . orling it A
Ports: Attributes:
Oluster Operational Status © not-applicable
Dk Inberfaces: Ethemetl/d Ethernetl/S s
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Eth1/6| Qutside QOutside |Eth1/6

192.168.76.10 (Active) 192.168.76.11 (Standby) Secondary

Primary
FPR9300-2

FPR9300-1

FOVER Eth1/4
STATE 1.1.1.2

FTD

FTD
Eth1/5 | Inside Inside | Eth1/5
192.168.75.10 (Active) 192.168.75.11 (Standby)
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Cisco Firepower 9000 Series SM-36 Thre Base, Threat, Malware, URL Filtering FTD9300

£ FTD3300-1
10.62.148.72 - Cisco Firepower 9000 Series SM-36 Threat Defense - v6.0.1.1 - routed

Cisco Firepower 3000 Series SM-36 Thre Base, Threat, Malware, URL Filtering FTD3300-2

£) FTD9300-2
10.62.148.69 - Cisco Firepower 9000 Series SM-36 Threat Defense - v6.0.1.1 - routed
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Management(C|HIO|A & E[)2 0|5 3504 Add High Availability(Z 784 £7HE MEfstL|C}

By Group ¥ | &8 Add. -

267, o|O|X[ofl ZA|E! CHZ Primary Peer(7|& I|04)2} Secondary Peer(2 X I|0{)& =25t
Continue(H|%)& MEIgFLICH

Add High Availability Pair ?7 X
Name:* FTD9300_HA
Device Type: Firepower Threat Defense v
Primary Peer: FTD9300-1 v
Secondary Peer: FTDS9300-2 v

(@ Threat Defense High Availability pair will have primary device
configuration. Licenses from primary peer will be converted to
their high availability versions and applied on both peers.

| Continue ]\| Cancel ]
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<#root>
firepower#

show chassi s- managenent - ur |

https://
KSEC- FPROK- 1. ci sco. com

1443/

S oxo post-6.3 FTDO{ A= show chassis detail B2 A& g LICH.

<#root>
firepower#

show chassi s detail

Chassis URL : https://KSEC-FPR4100-1:443//
Chassis IP 1 192.0.2.1

Chassis Serial Number : JMX12345678

Security Module 1

T MAle| o|§0| €2 B O BEE AL85to] MA| & stLte| Ol S HABELICH

<#root>

KSEC-FPROK-1-A#

scope system
KSEC-FPR9K-1-A /system #
set name FPROK- lnew

Warning: System name modification changes FC zone name and redeploys them non-disruptively
KSEC-FPR9K-1-A /system* #

comm t-buffer
FPROK-1-A /system #
exit

FPROK- 1new A
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Add(7HE M5t T olnlx|of EAIE CHE HA %ol T&E myix| 2 22t 7Icialuo

IPsec Encryption

Enatled

Koy Gensration: faita L

between peers. Selected interface links and encryption settings cannct be changed later.

Add High Awvailability Pair ?X
High Avallability Link State Link
irterface: ™ Ethermet1/d - Enterface: ™ Samg &6 LAM Fallgwer L™
Logical Mame:®™  fewer link Loghcal Maime:™ Fpvnar_lnk
Primmairy 1P:* i.1.1.1 Primary IF:*
U [Pyl Address
Secondary 1P:= 1.1.1.2 Secondary IP:*  1.1.1. .
Subrnest Mask: = 255.255,255.0 Subnet Magk:" 755, 755 255 0

u LAN failover Bnk is usad to sy configuraton, sateful failover Bnk i5 ussd (o sy spplicatson conbent

Cargel

ACHA|. HIO|E eIEmo|A(Z[&2 R CHZ| IP F4) 74

FMC GUIOIA o|O|x|oll EA|E! CHZ HA Edit(HA $=%4)2 AMeEdstL|ct.

« ae FTDS300_HA
Cisoo Firepower 9000 Series. 5M-36 Threat Defense High Availability

FTD9300-1(Primary, Active) !
10,62.148.72 - Cisco Firepower 5000 Series SM-36 Threat Defense - vB.0.1.1 - routed 50 Firepower 2000 Series SM-36 Thre Base, Threat, Matware, URL Fitering  FIDI00

nmlﬂn-l[sﬁcﬂﬂﬂ‘r\‘, Standby) s
10.62.148.69 - Cisco Firepower G000 Series SM-36 Threst Defense - v6.0.1.1 - routed 700 | 1oPower 5000 Series SM-36 Thre Base, Threat, Malware, URL Fitering  FTDE300
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Edit Physical Interface ?

Maode More -

Naene: Inscie B Enptied
Becarity Zome: -

Description:

General IPve  Advanced  Hardware Configuration
IP Type: Ui Static 1P -

P Addeass: [192.168.75.10024 eg. 1.1.1.1/255.255.255.228 or 1.1.1.1/25

ol 1/6 QIE{H|O|A



Edit Physical Interface L

Mode Mome -

Ihm- Onnache i tnebied ]
Seourity Zore L
Description:
General m W6 Adwnced  Hardware Configuration
[P Typea: Use Static 1B -

i e eg. 1.1.1.1/255.255.255.228 or 1.1.1.1/25

==

6. High Availability( 7+ &) 2 0S5t 1L Interface Name Edit(2/E{H|0|A O|& +H)E M=
5tof o|O|X|ofl EAIE! CHE ABHHIO| IP FAE FIHELICH

FTD9300_HA

Oisco Firepower 9000 Series SM-36 Threat Defense

Mw Routing MNAT  Interfaces  Inline Sets  DHCP

High Awailability Configuration

D cancel

High Avallability Link

Interface

State Link

Etherrsetlfd Interface Ethernet]/4
Logical Nafma Fervir_Niri Logical Nafma g _lifik
Primary 1P 1111 Primary 1P 1111
Secondary IF 1.1.1.2 Serondary IF

Subnet Hask 2552552550

1112
Subnet Mask 2552552550

IPsac Encryption Crgalded Statistics

Monitored Interfaces

Inside: 192.168.75.10

diagnostic

v -
Outside 192,168,76.10 I

7&tA. o|O|x|ofl EAIEl Inside QIE{H|O|A 0| B2,




Edit Inside

) Monitor this interface for failures
| v R

Interface Name:

Active [P Address: 192.168.75.10
Mask: 24

Standby IP Address: | 192 168.75.11 I

8CH7|. Outside(2|F) IE{H|O|A0]| CHEHME S LS

2L 1 kH

9Er7|. olOlx|o EAIE CHz ZAnHE FQIgfLCH
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Monitored Interfaces

Inside
diagnostic

Outside 192.168.76.10

192.168.75.10 192,168.75.11

192.168.76.11

10EHA|. High Availability(TL 7+ 4d) B0l M o|O|X|ol EAIEI CHE 7H&F MAC FAE FAM3EfLICH

Failover Trigger Criteria

& Interface Mac Addresses
[Fallure Limit Failure of 1 Interfaces

Peer Poll Time

1sec
Faar Hold Time 15 pec
Imterface Poll Time § sec
Interface Hold Time 5 sec

11EHA|. Inside Interface= 221} ZH&LCt



Add Interface Mac Address ? X

Physical Interface:™® Ethernetl/s e

Active Interface Mac Address: ™ aaaa.bbbb.1111

Standby Interface Mac Address:™ aaaa.bhhb. 2222
) Enter the Mac addresses in hexadecimal format such as 0123.4567.8%ab

| OK |EarH:'El

122t A|. Outside(2|F) IE{H|O|A 01 CHsAM T ST ZrHS +~ELICH

13EtA|. o|0|x|oll R A|E CHz ZntE #QIgrLCt.

Interface Mac Addresses ™)
Ethernet1/5 aaaa.bbbb.1111 aaaa.bbbb.2222 o 0
Ethernet1/6 aaaa.bbbb.3333 aaaa.bbbb.4444 o |

14EHA|. HE A E 788 & M 2 B2 E MEfgL|ct
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FTD9300_HA

Cigcn Firepower 9000 Senies SM-36 Threat Defanss High Availability

ngllAnhth'r Devices Routing MNAT  Interfaces Inline Sets DHCP

General i License

Name: FTDS300_HA Base; Yes
Status: [ Export-Controlled Features: Yes
Primary Peer: FTDS300-1( Active) Malware: Yes
Secondary Peer: FTDS300-2( Standby) Threat: s
Fallover Mistory: L URL Filtaring: Yes




2EHA| FTD CLIOIM CHE HE g A& EL|Ct.

<#root>

>

show hi gh-availability config
Failover

On

Failover unit

Primary

Failover LAN Interface:

fover_link Ethernetl/4 (up)

Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 1 of 1041 maximum
MAC Address Move Notification Interval not set
failover replication http
Version: Ours 9.6(1), Mate 9.6(1)
Serial Number: Ours FLM19267A63, Mate FLM19206H7T
Last Failover at: 18:32:38 EEST Jul 21 2016
This host: Primary - Active
Active time: 3505 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Secondary - Standby Ready
Active time: 172 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : fover_1link Ethernetl/4 (up)

Stateful Obj xmit xerr rcv rerr
General 417 0 416 0

sys cmd 416 0 416 0

up time 0 0 0 0

RPC services 0 0 0 0
TCP conn 0 0 0 0

UDP conn 0 0 0 0

ARP tb1 0 0 0 0
XTate_Timeout 0 0 0 0
IPv6 ND tbl 0 0 0 0
VPN IKEv1l SA 0 0 0 0
VPN IKEv1l P2 0 0 0 0
VPN IKEv2 SA 0 0 0 0
VPN IKEv2 P2 0 0 0 0
VPN CTCP upd 0 0 0 0

VPN SDI upd 0 0 0 0
VPN DHCP upd 0 0 0 0



SIP Session 0 0 0 0
SIP Tx 0 0 0 0

SIP Pinhole 0 0 0 0
Route Session 0 0 0 0
Router ID 0 0 0 0
User-Identity 1 0 0 0
CTS SGTNAME 0 0 0 0
CTS PAC 0 0 0 0
TrustSec-SXP 0 0 0 0
IPv6 Route 0 0 0 0
STS Table 0 0 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 10 416
Xmit Q: 0 11 2118
>
3CHA| EX CIHIO|AMME 22 &S - ELICH

<#root>
firepower#

show failover state

State Last Failure Reason Date/Time
This host - Primary
Active None
Other host - Secondary
Standby Ready Comm Failure 18:32:56 EEST Jul 21 2016

====Configuration State===
Sync Done

====Communication State===
Mac set

firepower#

fjo
o
o
o
r
o

587 7|12 | (LINA CLI)o| A Zdx| 2o

<#root>
firepower#

show runni ng-config fail over

failover

failover lan unit primary

failover Tan interface fover_Tlink Ethernetl/4
failover replication http



failover mac address Ethernetl/5

aaaa. bbbb. 1111 aaaa. bbbb. 2222

failover mac address Ethernetl/6

aaaa. bbbb. 3333 aaaa. bbbb. 4444

failover 1ink fover_link Ethernetl/4
failover interface ip fover_link 10.10.1.1 255.255.255.0 standby 10.10.1.2
firepower#

firepower#
show runni ng-config interface

1
interface Ethernetl/2

management-only

nameif diagnostic

security-level 0

no ip address

1
interface Ethernetl/4

description LAN/STATE Failover Interface
1
interface Ethernetl/5

nameif Inside

security-level 0

ip address 192.168.75.10 255.255.255.0

standby 192.168. 75. 11

interface Ethernetl/6

nameif Outside

security-level 0

ip address 192.168.76.10 255.255.255.0

standby 192.168. 76. 11

firepower#

AU 4. ol =X F T
el 27 Abg

FMCOIAM HURH dee 7|2/84, EX/CH7|0AM Z7|2/tH7|, EX/EMdo =2

+ e FTDS300_HA
Cisco Firepower 9000 Series 5M-35 Threat Defense High Availability

J FTDS300-1(Primary, Active])
10.62.148.72 - Cisco Firepower 9000 Series SM-36 Threat Defense - v6.0.1.1 - routed

3 FTD9300-2({Secondary, Standby)
10.62.148.69 - Cisco Firépower 2000 Series SM-36 Threat Defense - v6.0.1.1 - routed

Cisco Firepower S000 Series SM-3& Thre Base, Threat, Malware, URL Filtering ETDS300

Cisco Firepower 2000 Series SM-36 Thre Base, Threat, Malware, URL Filtering ETDS300

9300




Switch Active Peer

T Ard you SUre you want to make
"FTDO30D-27 the active pier?

Y Mo

3EF7|. olofx|o EAIE CHz ZAntE FIgLCH

+ u FTD9300_HA
Cisco Firepower 9000 Series SM-36 Threat Defense High Availability

-ﬂ- FTDS3I00-1) Primary, Standby)
tﬂ.ﬁ?.ldﬂ.;g = LISCO FITCROWEr E!EH:I Serbes 5M-35 Threat Defense - v5.0.1.1 - routed

L) FTD9300-3 Secondary, Active
10.62.148.65 - Cisca Firegower Q000 Saries SH-36 Threat Defense - vE6.0.1.1 - routed

LINA CLIO| A no failover active @& 0| 7|2/8d FXI0M AHEIURS S =" = U&LICH

<#root>

Jul 22 2016 10:39:26: %ASA-5-111008: User 'enable_15' executed the '
no failover active

command.
Jul 22 2016 10:39:26: %ASA-5-111010: User 'enable_15', running 'N/A' from IP 0.0.0.0, executed 'no fail

show failover history @& £2i0| M & Q& =T &LICt.

<#root>
firepower#

show fail over history

From State To State Reason

10:39:26 EEST Jul 22 2016
Active Standby Ready Set by the config command
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« ae FTDS300_HA
Cigoo Firepower 9000 Series 5M-36 Threat Defense High Avadability

L) FTD9300-1{Primary,

, Active) .
10.62.148.72 - Cisen Firepower G000 Series SM-36 Threst Defense - v6.0.1.1 - routed 1500 Firspower 8000 Series SM-36 Thre Base, Threat, Malware, URL Fiering  FTDS300

FTD9300-2(Secondary, Standby)

10.62.148.69 - Cisco Firepower G000 Series SM-36 Threst Defense - v6.0.1.1 - routed 700 | 1oPower 5000 Series SM-36 Thre Base, Threat, Malware, URL Fitering  FTDE300

2Er7A|. ololx[ol ZAIE CHz B FHQIELICH

Confirm Break

Cantrod policy from stardby peer. ARE you S you want to Break the pair?
Foece break, if stardby peer does not respond

e

? Breaking the High Availability pair “FTDS300_MA" will erase all configuration except the Access

A 221 Z ol HIAIXIE Z7|SELCH.




@ Deployments m Tasks

20+ total L w

g Orunning 0 retrying (20+4 success) 0 fa

+  Policy Deploymant
Policy Deployment to FTD3300-2. Applied successfully

W Foliy Pee-Deplopment
Pre-deploy Device Configuration for FTD9300-2. success

W Polity Pre-Deplepment
Pre-deploy Global Configuration Generation. success

High Availability

HA pair has been broken successfully and all policies have been
retained on active peer FTD9300-1. Standby peer FTD9300-2 policies

are marked for deletion and an auto deployment has been triggered

for same. Policies on FTD9300-2 will be deleted when this deployment
is successful.

1%s N

4CHA|. o|O|X|od EAIE CHE FMC GUINIA Z1tE &hQlst|ct.

= |
@ anigi:u%-ga = Cisco Firepower $000 Series 5M-36 Threat Defense - v6.0.1.1 - roubed Cisco Firepower 3000 Series SM-36 Thre Base, Threat, Malware, URL Filering 109300 L a
© :E::.’&:-.zg - Cisco Firepower 9000 Series SM-36 Threat Defense - v6.0.1.1 - routed Cisco Firepower 9000 Series SM-36 Thre Base, Threat, Malware, URL Filtering FID9300 « O
HA 22| M1t &oi 7|8 X0 A show running-config A1 :
firepower# sh &/ firepower# sh &1
: MEE  MEE
- LTS FLM19267A63 - QIR 5 -

FLM19267A63

. 5 =9)|04: FPRIK-SM-36, 135839 MB RAM, CPU Xeon E5 |- 5t E$)04: FPRIK-SM-36,
Series 2294 MHz, 2 CPU(72.2.04)

NGFW H{Z 10.10.1.1 NGFW B{% 10.10.1.1

135839 MB R
Series 2294 MHz, 2 CPU(7232.04)




ZAE O|F firepower
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CIE{H| 0| A Ethernet1/2
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nameif ZIEH
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ol

ro
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Ojo

I
QIE{m|O|A Ethernet1/4

A L AN/STATE Failover Interface
!
interface Ethernet1/5
nameif L&

A
2ot 4

0

M

ip &A 192.168.75.10 255.255.255.0 CH7| 192.168.75.11
I
interface Ethernet1/6

nameif 2|5

=
@

re

0

[

ES
ip &4 192.168.76.10 255.255.255.0 CH7| 192.168.76.11
!
ftp 2E =&

ngips conn-match vlan-id

access-list CSM_FW_ACL_ remark rule-id 268447744 Q4 M| A
XA FTD9300 - Zl4/1

S AE 0O|E firepower

ol

il

CIE{H|O|A Ethernet1/2
ZEl M

nameif ZIEH

AR
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Ip FAUB

|
CIE{H|O|A Ethernet1/4

nameif 12
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interface Ethernet1/5

nameif LY

HL
o

0

M4

A
e

!
interface Ethernet1/6

nameif 2|5

HL
o
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A

A
e
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o

ftp =

H|ZHH S 8Ry2Yjlyt7TRRXU24 & 5 3}

SHA
= C

ip £24 192.168.75.10 255.255.255.0 CH 7

ip £4 192.168.76.10 255.255.255.0 CH 7




access-list CSM_FW_ACL_ remark rule-id 268447744: L4 %!
: Allow_ICMP

access-list CSM_FW_ACL_ advanced permit icmp any rule-id
268447744 event-log both

access-list CSM_FW_ACL_ remark rule-id 268441600: @4 M| A
XA FTD9300 - 7|E3Z4/1

access-list CSM_FW_ACL_ remark rule-id 268441600: L4 T+ %!
712wty 7

access-list CSM_FW_ACL_ advanced permit ip any rule-id
268441600

!
tcp-map UM_STATIC_TCP_MAP
tcp-options B2 6 7 518

tcp-options 2| 9 255 518

N

= £ 518

T
[lh]
N
3%
0jo

Hu
o
>
Olo

EH
=

>
[3]

Hu
o

Et
24 Ch7|
2 HEH 37| 100000

E2EZ HHZE C|HZE

2 flash-minimum-free 1024

2 Z flash-maximum-allocation 3076
mtu diagnostic 1500

mtu LIS 1500

mtu 1500 2|

O
O

el
P

x|

el
P

%l lan % 7|2

ngips conn-match vlan-id

access-list CSM_FW_ACL_ remark rule-ic
MAH: FTD9300 - & 4/1

access-list CSM_FW_ACL_ remark rule-ic
: Allow_ICMP

access-list CSM_FW_ACL_ advanced pel
268447744 event-log both

access-list CSM_FW_ACL_ remark rule-ic
XA FTD9300 - 7|& 2t/

access-list CSM_FW_ACL_ remark rule-ic
7| et %

access-list CSM_FW_ACL_ advanced pel
268441600

!
tcp-map UM_STATIC_TCP_MAP
tcp-options B2 6 7 518
tcp-options B4 ®| 9 255 5{1&

1= &2 518

T
[}
N
£
0o
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o
>
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m
10
>

i
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ZZ 7|

22 B{1H 37| 100000

2Z HHZE C|HZE

2 flash-minimum-free 1024

2 2 flash-maximum-allocation 3076
mtu diagnostic 1500

mtu LHE 1500




o = x| lan QIE{mH|O|A fover_link Ethernet1/4
Zrol Z=X|(failover) = A http

o =%l mac T4 Ethernet1/5 aaaa.bbb.1111
aaaa.bbb.2222

ol = x| mac T4 Ethernet1/6 aaaa.bbb.3333
aaaa.bbb.4444

Yl

Aol =x| 23 fover link Ethernet1/4

ol Zx| IE{H|O|A ip fover_link 10.10.1.1 255.255.255.0
standby 10.1.2

icmp 12 27t S MEt1 HAE 37[ 1
asdm history enable 8=
arp AlZt =1} 14400

no arp permit-nonconnected
HMA IFE CSM_FW_ACL_ ™
AlZH M8t xlate 3:00:00

AlZt M8t pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 sctp
0:02:00 icmp 0:00:02

AlZt AMEt sunrpe 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00

AlZt Mt sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-

disconnect 0:02:00

AlZ+ A sip-provisional-media 0:02:00 uauth 0:05:00
absolute

AlZt M8t tep-proxy-reassembly 0:00:30
timeout floating-conn 0:00:00

aaa proxy-limit H| &5}

snmp-server 9| x| 81

snmp-server 1= %] QIS

asdm history enable 1S
arp AlZH =1} 14400

no arp permit-nonconnected
HMA IF CSM_FW_ACL_ M
AlZt M8t xlate 3:00:00

A2+ A pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00
0:02:00 icmp 0:00:02

A2+ M sunrpc 0:10:00 h323 0:05:00 h:
0:05:00 mgcp-pat 0:05:00

AlZ+ A sip 0:30:00 sip_media 0:02:00 s
disconnect 0:02:00

AlZt M8t sip-provisional-media 0:02:00 u
absolute

AlZt |8t tep-proxy-reassembly 0:00:30
timeout floating-conn 0:00:00
aaa proxy-limit H|& 43}

snmp-server x| QS

>
ajo

snmp-server @12 x{ §

snmp-serverZt E& snmp !5 linkup link
warmstartE &43t6tX| &t F

ot 3 3t ipsec 22t 24 pmtu-0f|O| & F &t
crypto ca trustpool =4

A AlZE =TS

ssh stricthostkeycheck




snmp-server7t E& snmp /& linkup linkdown coldstart ssh Azt =1t 5

warmstartE 43 5tX| AS

ssh key-exchange Z1& dh-group1-sha1
23 3t ipsec 2o 244 pmtu-0|O| & F&t
Z& A =30
crypto ca trustpool &=t
dynamic-access-policy-record DfltAccess
"l AlZt =3t 5
!
ssh stricthostkeycheck
class-map inspection_default
ssh AlZh Z1t 5
7|2 dA EfE dx|
ssh key-exchange Z1& dh-group1-sha1
!
Z& Alztx3t 0
!
dynamic-access-policy-record DfltAccessPolicy
policy-map type inspect dns preset_dns_r
!
of 74
class-map inspection_default
message-length maximum client auto
712 dAl EBfE x|
message-length Z|CH 512
!
policy-map type inspect ip-options
! UM_STATIC_IP_OPTIONS_MAP

policy-map type inspect dns preset_dns_map OH 7HEH =

Of 7HEH = eool Y 518
message-length maximum client auto nop & 518
message-length Z|CH 512 2R E 23 Y 5E
policy-map type inspect ip-options %24 O global_policy

UM_STATIC_IP_OPTIONS_MAP
class inspection_default

inspect dns preset_dns_map
ftp At

ZHA h323 h225

h323 ras A}

Z{=H B4 global_policy
rsh ZAt

class inspection_default
rtsp A




inspect dns preset_dns_map
ftp At

AAF h323 h225

h323 ras ZAl

rsh ZAt

rtsp A}

inspect sqlnet

inspect skinny

inspect sunrpc

xdmep ZA

inspect sip

netbios Z4At

tftp A

icmp ZAt

icmp Al @F

dcerpc A}

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class-default

4 12 M 4™ UM_STATIC_TCP_MAP

https://tools.cisco.com/its/service/oddce/services/DDCEService

inspect sqlnet
inspect skinny
inspect sunrpc
xdmep ZA
inspect sip
netbios ZA}
titp ZAF

icmp ZAl
icmp AAF 2F
dcerpc At
inspect ip-options UM_STATIC_IP_OPTIC
class-default

i 1

Il

SM M3 UM_STATIC_TCP_N

alert-group &30l 7+
alert-group QIHIER| H7| 715 &

subscribe-to-alert-group Z1IL|2 20| =
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4 O|HIY callhome@cisco.com

alert-group 3ol 7+
alert-group QIHEE| 7| 715 &
subscribe-to-alert-group Z1I|12| 0|4 F7|% O &

subscribe-to-alert-group telemetry &=

Cryptochecksum:933¢594fc0264082edc0f24bad358031

i i §
- E

firepower &

subscribe-to-alert-group telemetry &4

Cryptochecksum:fb6f5¢c369dee730b9125

i s §
P —

firepower H%

show running-config on the Secondary unit before and after the HA break here(047| Z 0 L+t Q

'— 7—|7(.|E-| HA &

SE ME0o| EX S0 M running-config& EA|EFLICH.

HA 22| ™

HA 22| %

firepower# sh A&

- MEEH

- U

POI'

: FLM19206H7T

: 5t E9J|0{: FPROK-SM-36, 135841 MB RAM, CPU Xeon E5
Series 2294 MHz, 2 CPU(723.04)

NGFW E{Z 10.10.1.1

ok

A E O|F firepower

™

|2 S 8Ry2Yjlyt7TRRXU24 &5 5} g3

ol

Ojn

firepower# sh A&

- MEE

: E BH3: FLM19206H7T

. 5t =9)|0: FPROK-SM-36, 135841 MB R
Series 2294 MHz, 2 CPU(722.0)

NGFW B{% 10.10.1.1

ol

A E O|E firepower
HIZES 8Ry2Yjlyt7RRXU24 & 5 5} &4

o

Oj




CIE{m| 0| A Ethernet1/2 CIE{H|O|A Ethernet1/2

e T8 e[ TS

nameif &Ik nameif &Ik
Hot£=ZF0 Hot =& 0

ip T4 918 p F4 818

! |

IE{H|O|A Ethernet1/4 CIE{H|O|A Ethernet1/4
A LAN/STATE Failover Interface XL

I nameif 81

interface Ethernet1/5 Hot+=Z& Qi3
nameif L& ip =4 g

Hot =& 0 !

ip &4 192.168.75.10 255.255.255.0 CH7| 192.168.75.11 interface Ethernet1/5
! Rk

interface Ethernet1/6 nameif Q1=

nameif 2|5 Hot+=Z& Qg

Hot &0 ip &4 RS

ip 24 192.168.76.10 255.255.255.0 CH7| 192.168.76.11 !

! interface Ethernet1/6

ftp ZE &5 XLCH2
ngips conn-match vlan-id nameif Q1=
access-list CSM_FW_ACL_ remark rule-id 268447744: M| A |20t +=F QI
A FTD9300 - E /1

ip &4 I8

access-list CSM_FW_ACL_ remark rule-id 268447744: L4 T+=!

- Allow_ICMP !

access-list CSM_FW_ACL_ advanced permit icmp any rule-id fip 2E =&

268447744 event-log both . .
ngips conn-match vlan-id

access-list CSM_FW_ACL_ remark rule-id 268441600: 4 M|A




2 FTD9300 - 7|224/1

access-list CSM_FW_ACL_ remark rule-id 268441600: L4 T+=!
712 sl 73]

access-list CSM_FW_ACL_ advanced permit ip any rule-id
268441600

|
tcp-map UM_STATIC_TCP_MAP
tcp-options B2 6 7 518
tcp-options B 2| 9 255 &

715 £33 58

11T
oN My
> N
o 2
Ol

Hu
o

et

>
|k

=
Z2Z4 7|
2Z HI{ 27] 100000

2Z HHEE C|HZ

2 flash-minimum-free 1024

2 Z flash-maximum-allocation 3076
mtu diagnostic 1500

mtu LIS 1500

mtu 1500 2|5

off ZX|

0

03
2
>

03
P
>

llan R EX

oA

O = x| lan 2IE{H|O|A fover_link Ethernet1/4
ol = x|(failover) S A http

ol =%| mac &4 Ethernet1/5 aaaa.bbb.1111
aaaa.bbb.2222

access-list CSM_FW_ACL_ remark rule-ic
XA FTD9300 - &/ 4/1

access-list CSM_FW_ACL_ remark rule-ic
: Allow_ICMP

access-list CSM_FW_ACL_ advanced pel
268447744 event-log both

access-list CSM_FW_ACL_ remark rule-ic
MA- FTD9300 - 7|2 3t/1

access-list CSM_FW_ACL_ remark rule-ic
712wty 7

access-list CSM_FW_ACL_ advanced pel
268441600

!
tcp-map UM_STATIC_TCP_MAP
tcp-options B2 6 7 518

tcp-options H?{ 9 255 318

N

= &1 518

7| ed

ol
T
0jo

2Z HA|X[ 106015 1S

Hu
o

H|AlX| 313001 &3

0jo

Hu
o

HIAIX] 313008 &

Ojo

Hu
o

H|AlX] 106023 1

0jo

Hu
o

HIA|X[ 710003 X

Ojo

Hu
o

HIA|X| 106100 X

Ojo

Hu
oN

HIA|X[ 302015 X

Ojo

Hu
oy

HIA|X[ 302014 X

Ojo

Hu
oy

HIA|X] 302013 815

Hu
o

MIAIX| 302018 9i=




X0 = %| mac T4 Ethernet1/6 aaaa.bbb.3333
aaaa.bbb.4444

o = x| &3 fover_link Ethernet1/4

ol = x| IE{H|O|A ip fover_link 10.10.1.1 255.255.255.0
standby 10.1.2

icmp ©12 B7Is ST AM$t1 HAE 37| 1
asdm history enable &

arp AlZH =1} 14400

no arp permit-nonconnected

HMA IFE CSM_FW_ACL_ ™

AlZt MIEt xlate 3:00:00

AlZt M|Et pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 sctp
0:02:00 icmp 0:00:02

AlZt MBt sunrpe 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00

A2+ M sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00

A2+ AM|E sip-provisional-media 0:02:00 uauth 0:05:00
absolute

A2+ AM|E tep-proxy-reassembly 0:00:30
timeout floating-conn 0:00:00

AEXHID 7|2 EHQ 24

aaa proxy-limit H| &35}

snmp-server x| i3

50
Ojo

snmp-server @12 &

snmp-server7t EZ snmp !5 linkup linkdown coldstart
warmstart® &835t5t x| &

ot 5 5t ipsec 22t 2172 pmtu-0l0| & F &

2Z HAIX| 302017 813

272 HIAIX| 302016 9

Ojo

E2Z HIAIX] 302021 4

0jo

E2Z HIAIX] 302020 84 &

mtu diagnostic 1500

ol =%| e

n:O
nIo

monitor-interface service-module 91

icmp 4 E7ls S M1 HAE 37

asdm history enable &

arp AlZH =1} 14400

no arp permit-nonconnected

HM|A 2Z CSM_FW_ACL_ <

AlZE M8 xlate 3:00:00

AlZt M8t pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00

0:02:00 icmp 0:00:02

AlZH A|Et sunrpe 0:10:00 h323 0:05:00 h:
0:05:00 mgcp-pat 0:05:00

AlZt M8t sip 0:30:00 sip_media 0:02:00

disconnect 0:02:00

AlZ+ M| sip-provisional-media 0:02:00 u

absolute

AlZt X8t tep-proxy-reassembly 0:00:30

timeout floating-conn 0:00:00

aaa proxy-limit H| 435}

snmp-server x| 12

1 {o]
>
0o

snmp-server @12F %]

snmp-serverZ} EZ snm
warmstartE %“é;iﬁm

p 2

ore
Ls 1

21Z: linkup link




crypto ca trustpool %4
=l AlZE =Dt 5
ssh stricthostkeycheck

ssh AlZh =1} 5

2 3 3t ipsec EF 244 pmtu-0f|0| & F

crypto ca trustpool 234
ol AlZE =3t 5

ssh stricthostkeycheck

&t

ssh key-exchange 21 & dh-group1-sha1 ssh Azt =1t 5

Z2& Azt =1t o ssh key-exchange Z1& dh-group1-sha
dynamic-access-policy-record DfltAccessPolicy Z& Azt =3t o

! dynamic-access-policy-record DfltAccess!
class-map inspection_default !
7|2 A EBlE U] class-map inspection_default
! 7|2 AAF EeiE UX|

! !
policy-map type inspect dns preset_dns_map !
Of7HEH = policy-map type inspect dns preset_dns_r
message-length maximum client auto Of7H g ==

message-length Z[CH 512

message-length maximum client auto

policy-map type inspect ip-options message-length Z|CH 512
UM_STATIC_IP_OPTIONS_MAP

policy-map type inspect ip-options

OH 74 == UM_STATIC_IP_OPTIONS_MAP
eool 2 5& O} 7} 2

nop & & eool 2% &

CHRE 22 AU HE nop & 518

Z4=H 24 global_policy Sl E| of2l xHed 3

class inspection_default %= o global_policy

inspect dns preset_dns_map
ftp At

AAF h323 h225

class inspection_default
inspect dns preset_dns_map

ftp ZAAl




h323 ras ZAt
rsh ZAt

rtsp A}
inspect sqlnet
inspect skinny
inspect sunrpc
xdmep ZAt
inspect sip
netbios ZAl
tftp A

icmp At
icmp Al 2F
dcerpc A}
inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class-default

=M M8 UM_STATIC_TCP_MAP

AAl h323 h225
h323 ras AAt
rsh At

rtsp ZA
inspect sqlnet
inspect skinny
inspect sunrpc
xdmcp ZA}
inspect sip
netbios ZA}
tftp Al

icmp ZAA}

icmp AAF 2F
dcerpc A}
inspect ip-options UM_STATIC_IP_OPTIC(

class-default

A 12 M H™ UM _STATIC_TCP_N
!

MH|A A Ted 224 T

ZETZE SAE 0|2 HEHAE

==

= =]

I 2 I CiscoTAC-1

2o ME QIS

CHa A http

https://tools.cisco.com/its/service/oddce/s
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alert-group 301 7+
alert-group QIHER| H7| 15 ¥

subscribe-to-alert-group Z1IL|2 20| 7|~ O &
subscribe-to-alert-group telemetry &4

Cryptochecksum:e648f92dd7ef47ee611f2aaa5c6cbd84

B i A
D —3

firepower S

N[

dn a5 TS

I

alert-group 30 7+

2]
=

alert-group QIHIEZ| H7| 75
subscribe-to-alert-group Z1I|2 0| M

(o) ]1-C]
==

subscribe-to-alert-group telemetry

Cryptochecksum:08ed87194e9f5cd9149f

B b §
L —

firepower HE

HA 2clof CH§t 2 AHE:

7l R 2E 8y
BE HYSH HHO| MHE

BE MEO| MM,
ARHHIO| IP F=AE 02
FXIELc
SEI. O S BLRE F HA WS ChAl MBI
24 6. HA 4 HIZ M3t
5 27 AE

 ao FTDS300_HA
Cisca Firepwer 9000 Series SM-36 Threat Defense High Availability

3 FTDS300-1(Primary, Active) e e e e =
10.62.148.72 - Cisco Firepower 9000 Series SM-36 Threst Defense - v6.0.1.1 - routed  o00 [1epower 5000 Series S

3 FTD9300-2(Secondary, Standiby) c
10.62.148.69 - Cisco Firépower 2000 Series SM-36 Threat Defense - v6.0.1.1 - routs

36 Thre Base

-15c0 Firepower 2000 Series SM-36 T

Threat, Malware, URL Filtering IS 200

hre Base, Threat, Malware, URL Filtering

2EHA. ¢Blg =relstn a2 2ol



Confirm Delete

iy

"configure high-availakility disable™

Deleting e pair from e FMC dos ot disable high prailability ot the device bineld,
continue to operate &5 an Active/Standby pair until you disable high availability for each unit using the CLI:

? AR YU Siahd you waet 1o delete the high availsbility, “FTOS300_HA™?

Yes Mo

Thi devices will

3EHA|. HAE AX|S1H & C|HIO|A 25 FMCOIM S8 F&

LINA CLI2| show running-config 2= 0{7[0f Q!

rr
FH

o &

(M 74) &Lt

&LCh.

7|18 #%

Hx f%

firepower# sh A&t

- MEEH

. ojaie

POI'

: FLM19267A63

. 5t =9)04: FPRIK-SM-36, 135839 MB RAM, CPU Xeon E5
Series 2294 MHz, 2 CPU(722.04)

NGFW HH7H 10.10.1.1

ok

AE O|& firepower

HIZEH S 8Ry2Y]lyt7RRXU24 &f

CIE{H| 0| A Ethernet1/2

e ™8

nameif ZIE

=]
-

ro

4

M
o

2

al
50
Ojo

ip

firepower# sh A&l

- MEE

U S FLM19206H7T

NGFW {7 10.10.1.1

ok

AE O|& firepower

™

ol

Oju

CIE{H| 0| A Ethernet1/2

e M8

nameif ZIEH

T
0
1
i
o

S
b
>
g0
0jo

|2 S 8Ry2Yjlyt7RRXU24 &

. 5t =9)|0: FPROK-SM-36, 135841 MB R
Series 2294 MHz, 2 CPU(72.2.04)




!
CIE{m|O|A Ethernet1/4

A3 LAN/STATE Failover Interface
!
interface Ethernet1/5
nameif L5

A
2ot 4

0

M4

ip &4 192.168.75.10 255.255.255.0 CH{ 7| 192.168.75.11
|
interface Ethernet1/6

nameif 2|5

=
ol

ro

4

0

[

ip =24 192.168.76.10 255.255.255.0 CH7| 192.168.76.11
I
ftp 2E =&

ngips conn-match vlan-id

access-list CSM_FW_ACL_ remark rule-id 268447744 Q4 M| A
M- FTD9300 - Zl4~/1

access-list CSM_FW_ACL_ remark rule-id 268447744: L4 1%/
: Allow_ICMP

access-list CSM_FW_ACL_ advanced permit icmp any rule-id
268447744 event-log both

access-list CSM_FW_ACL_ remark rule-id 268441600; 2 AllA
XA FTD9300 - 7|24/

access-list CSM_FW_ACL_ remark rule-id 268441600: L4 T+=!
7l =t B

access-list CSM_FW_ACL_ advanced permit ip any rule-id
268441600

!
ClIE{m|O|A Ethernet1/4

A3 LAN/STATE Failover Interface
!
interface Ethernet1/5
nameif L5

ot

0

M4

_JI\_
ip £24 192.168.75.10 255.255.255.0 CH 7
!
interface Ethernet1/6

nameif 2|5

HL
o

0

[

ES
ip 4 192.168.76.10 255.255.255.0 CH 7
I
fip 2E =&

ngips conn-match vlan-id

access-list CSM_FW_ACL_ remark rule-ic
MA: FTD9300 - Zl4~/1

access-list CSM_FW_ACL_ remark rule-ic
: Allow_ICMP

access-list CSM_FW_ACL_ advanced pel
268447744 event-log both

access-list CSM_FW_ACL_ remark rule-ic
XA FTD9300 - 7|22k

access-list CSM_FW_ACL_ remark rule-ic
7l =ty B

access-list CSM_FW_ACL_ advanced pel
268441600




tcp-map UM_STATIC_TCP_MAP
tcp-options B2 6 7 518
tcp-options B4 2| 9 255 518

712 283 58

T
K]
N
3%
0jo

Hu
o
>
Olo

EH
=]

|>
15

Hu
o

Et
Z2Z 7]
2Z HI{ 27] 100000

2Z HHZE CIHZ

2 flash-minimum-free 1024

£ Z flash-maximum-allocation 3076
mtu diagnostic 1500

mtu LIS 1500

mtu 1500 2| &

o =x|
o Zx|lan | 7|2
o = x| lan QIE{m| O|A fover_link Ethernet1/4

-

&0l = X|(failover) = Al http

o = %| mac T4 Ethernet1/5 aaaa.bbb.1111
aaaa.bbb.2222

o =x%| mac T2 Ethernet1/6 aaaa.bbb.3333
aaaa.bbb.4444

oA

O = x| @3 fover_link Ethernet1/4

o} Zx| QIEH 0|4 ip fover_link 10.10.1.1 255.255.255.0

standby 10.1.2

icmp 14 E7ts S AEH1 HAE 371

tcp-map UM_STATIC_TCP_MAP
tcp-options B2 6 7 518
tcp-options B4 ?| 9 255 5{&

712 223 58

T
T
N
4%
0jo

Hu
oy
>
oo

fu
0N
m
10
>
o
F

22 7|

2Z H1{ 37| 100000

2Z HHZE CIHZ

2 Z flash-minimum-free 1024

2 Z flash-maximum-allocation 3076
mtu diagnostic 1500

mtu LS 1500

mtu 1500 2|F

OH
of

vl
%

N

el

lan % E=X

P
>

il

Of =X| lan 2IE{H|O|A fover_link Ether
&0l = x|(failover) = Al http

ol = x| mac &4 Ethernet1/5 aaaa.bbt
aaaa.bbb.2222

& of =%l mac T4 Ethernet1/6 aaaa.bbt
aaaa.bbb.4444

>

Xof = x| &3 fover_link Ethernet1/4

zhoff = x| 2/E{m| 0| ip fover_link 10.10.
standby 10.1.2

icmp unreachable rate-limit 1 -size 1




o

asdm history enable 813

arp AlZt =1} 14400

no arp permit-nonconnected
HMA 2T CSM_FW_ACL_ ™
AlZH M8t xlate 3:00:00

AlZt A8t pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 sctp
0:02:00 icmp 0:00:02

AlZt AMIEt sunrpe 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00

AlZt Mt sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00

AlZ+ A8 sip-provisional-media 0:02:00 uauth 0:05:00
absolute

AlZt M8t tep-proxy-reassembly 0:00:30
timeout floating-conn 0:00:00
aaa proxy-limit H| &35}

snmp-server x| 81

>L
0jo

snmp-server @12F & Q

snmp-server E&

warmstartE

# snmp @

7t
ggstetx| s

1Z linkup linkdown coldstart

ot 3 3} ipsec £ 2t 2472 pmtu-0f| 0| & F &t

R4=H
o™=

crypto ca trustpool
A AlZE =35
ssh stricthostkeycheck

ssh AlZH X1t 5

ssh key-exchange 1& dh-group1-sha1
Z£ AlZFEDHO

dynamic-access-policy-record DfltAccessPolicy

asdm history enable 12

arp AlZt =1} 14400

no arp permit-nonconnected
HMA IF CSM_FW_ACL_ M
AlZH M8t xlate 3:00:00

AlZt M8t pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00
0:02:00 icmp 0:00:02

A2k MIBt sunrpe 0:10:00 h323 0:05:00 h:
0:05:00 mgcp-pat 0:05:00

AlZt M|t sip 0:30:00 sip_media 0:02:00
disconnect 0:02:00

A2+ M| sip-provisional-media 0:02:00 u
absolute

AlZt M8t tep-proxy-reassembly 0:00:30
timeout floating-conn 0:00:00

ArZXHID 7|2 EHel 2H

aaa proxy-limit H| 2 A3}

snmp-server x| 1=

snmp-server Q1= x{ QIS
snmp-server7t EZ snmp !5 linkup link
warmstart& &35 stX| i g

23t

2t 5 3} ipsec 22t 44 pmtu-0i 0| &

R4=H

o T

crypto ca trustpool
" AlZE =35
ssh stricthostkeycheck

ssh AlZt =1} 5

ssh key-exchange 1& dh-group1-sha1

Z& AlZF =10




I
class-map inspection_default
7|2 AA EefE YR

I
I
policy-map type inspect dns preset_dns_map
OH 7H2H

message-length maximum client auto
message-length Z[CH 512

policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP

Z=H B4 global_policy
class inspection_default
inspect dns preset_dns_map
ftp At

AA} h323 h225

h323 ras ZAt

rsh ZAt

rtsp A}

inspect sqlnet

inspect skinny

inspect sunrpc

xdmep AAt

dynamic-access-policy-record DfltAccess
!
class-map inspection_default
7|2 dA EciE dX|

!
!
policy-map type inspect dns preset_dns_r
O 74

message-length maximum client auto
message-length Z|CH 512

policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP

%= oH global_policy

class inspection_default
inspect dns preset_dns_map
ftp At

ZAA} h323 h225

h323 ras ZAt

rsh At

rtsp A

inspect sqlnet

inspect skinny

inspect sunrpc




inspect sip

netbios Z4At

tftp A

icmp At

icmp dAI @F

dcerpc A}

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class-default

= M Hd% UM_STATIC_TCP_MAP

r
Ml
k

|:|.| AP =N http

https://tools.cisco.com/its/service/oddce/services/DDCEService

=4l T4 O|HY callhome@cisco.com

CHa &S 2 4] nttp
41 3§ e 75

alert-group 301 7!
alert-group QIHIEZ| H7| 715 &
subscribe-to-alert-group Z1IL|2 20| 7|~ O &

subscribe-to-alert-group telemetry &4

Cryptochecksum:933c¢594fc0264082edc0f24bad358031

B i A
D —3

firepower 1S

xdmcp A}

inspect sip

netbios Z4At

titp ZA

icmp A}

icmp Al @F

dcerpc A}

inspect ip-options UM_STATIC_IP_OPTIC
class-default

HE 1z M HME UM_STATIC_TCP_N

|l
Hu

Z! CiscoTAC-1

gd geEi gls

CH& =4 hitp
https://tools.cisco.com/its/service/oddce/s

=4 F A O|HY callhome@cisco.com

CHa & 4] nttp
41 3§ e 75

alert-group &40l 7+

alert-group CIHIEZ| H7| 715 &
subscribe-to-alert-group Z1X|12{|0|M F
subscribe-to-alert-group telemetry &

Cryptochecksum:e648f92dd7ef47ee611f-

B b §
L —
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firepower &

47| & FTD C|HIO|A 25 FMCO|M SE | X| &Lt

<#root>
> show managers

No managers configured.

FMC2| HA HIZ g3t SM0l gl 2 AL

oL oL

C|HFO|A 7 FMCO M A|7HElLICH. C|HFO|A 7 FMCO| M A|74E LI},

FTD C|HFO|AO|AM MZ0| M7HEIX| &t 2 .[FTD C|H}FO|A MM A& o| MHEIXK| et2.

5EH7A|. g B S A=&5t0o1 FTD C|HtO|AMAM Fol ZX| Az 2fo[4E M7 LT

<#root>
>
configure high-availability disable

High-availability will be disabled. Do you really want to continue?
Please enter 'YES' or 'NO':

yes

Successfully disabled high-availability.

ZAof:

72 /< Hx oul

> show failover > show failover
Failover Off (pseudo-Standby)
Failover unit Secondary




Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
seconds Interface Poll frequency 5 seconds, holdtime 25
Interface Poll frequency 5 seconds, holdtime 25  |seconds

seconds
Interface Policy 1
Monitored I nterfaces 2 of 1041 maximum

MAC Address Move Notification Interval not set
>

Failover LAN Interface: FOVER Ethernet1/3.205
(up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15

Interface Policy 1

Monitored Interfaces 0 of 1041 maximum

MAC Address Move Notification I nterval not set
failover replication http

7|2

[ -

Ex

firepower# show run

ok

AE 0| firepower

1N

|25 8Ry2Y]jlyt7RRXU24 &5 3} & M3}

ol

il

arp AlZH =1} 14400
no arp permit-nonconnected
arp & M8 16384
!
QIE{H 0| A GigabitEthernet1/1
nameif 2|5
cts AEXM
propagate sgt preserve-untag
policy static sgt disabled trusted
I:I O|- ‘I‘_'_ 0

ip =& 10.1.1.1 255.255.255.0 <— AEHHLO| IP7}

MAHEIRE

firepower# show run

AE

ok

O|& firepower
H|ZHH S 8Ry2Y|jlyt7TRRXU24 & 5 3} & 4

ol

il

arp AlZH =1} 14400

no arp permit-nonconnected
arp & M8t 16384

!
QIE{H| O| A GigabitEthernet1/1
At

nameif 12

AN R (=)
Hot =& Q18
p (=)

p A=

QIE{H| O| A GigabitEthernet1/2




LICH

!

QIE{H| O| A GigabitEthernet1/2
nameif L&

cts AHA

propagate sgt preserve-untag
policy static sgt disabled trusted
Hot =&

ip &4 192.168.1.1 255.255.255.0 <— AEHHO| IP7} A| 74
AR&LICE.

!

QIE{H| 0| A GigabitEthernet1/3
M LAN HoH =x| QIE{H 0|A
!

QIE{H| O| A GigabitEthernet1/4

A0 AEH

I & Ef Foil =X QlEm0]A&

QIE{H| 0| A GigabitEthernet1/5

sk

ke

Kcte

0jo

nameif

HL
e

4>
EP|
£
0jo

1
>
£0
0jo

5

QIE{H| O| A GigabitEthernet1/3
M LAN Boll =x| QIE{H 0|A
!

QIE{H| 0| A GigabitEthernet1/4

A4 AFEN

S e Foll Zx| QE{mH 0[A

!
QIE{H| 0| A GigabitEthernet1/5
HCH2

nameif Q1=

AR (=)
Hot =& Q13
H = [=)

Ip T4 3;'3

QIE{H| O] A GigabitEthernet1/6

Rot=2
nameif QA
Hot=ZF ig
ip &4 Q18

!
QIE{H| O| A GigabitEthernet1/7
RCk2

nameif 12




0jo

ip &4 oA
|
QIE{H| O| A GigabitEthernet1/7
REh2

nameif 9=

A X OO
Hot =& Qlg
- (=)

Ip T gl-\lﬁ

!
QIE{m| 0| A GigabitEthernet1/8
Rot2

nameif S

=
ol

e
[
3
Ojo

A
a

S
Y
>
50
il

!

QIE{H o[ A 2FE[1/1

e T8

nameif &IEt

cts A

propagate sgt preserve-untag

policy static sgt disabled trusted

Hot£Z 0
- o
Ip FAUS

!
ftp 2E =&

ngips conn-match vlan-id

HA 7|2 g U 2ME9| HA

access-list CSM_FW_ACL_ remark rule-id 9998: PREFILTER

HL
re
1>
A
j1d60)
Ojo

P

o

W
>
50
0jo

!
QIE{H| O| A GigabitEthernet1/8
RCk2

nameif 12

=
=

o
4>
M
g0
Ojo

o
1
>
50
Ojo

QIE{m o] A 2 2[1/1

el 18

nameif &I
cts A A
propagate sgt preserve-untag

policy static sgt disabled trusted

AR
HotaE

Ojo

ip &4
!
fip ZE &5

ngips conn-match vlan-id

A 7|2 B U S Mag A

o 5Hed 74

9998

9998

access-list CSM_FW_ACL_ remark rule-ic

access-list CSM_FW_ACL_ remark rule-ic

access-list CSM_FW_ACL_ advanced pel

access-list CSM_FW_ACL_ advanced pel



access-list CSM_FW_ACL_ remark rule-id 9998: #2!: 7|2 E
= E] 5]

access-list CSM_FW_ACL_ advanced permit ipinip any rule-id
9998

access-list CSM_FW_ACL_ advanced permit 41 any rule-id
9998

access-list CSM_FW_ACL_ advanced permit gre any rule-id
9998

access-list CSM_FW_ACL_ advanced permit udp any eq 3544
rule-id 9998

access-list CSM_FW_ACL_ remark rule-id 268435456: @4 M| A
A FTD_HA - 7|1£344/1

access-list CSM_FW_ACL_ remark rule-id 268435456: L4 %!
7l w7

access-list CSM_FW_ACL_ advanced permit ip any rule-id
268435456

[

tcp-map UM_STATIC_TCP_MAP
tcp-options P67
tcp-options B2/ 9 18 &
tcp-options B 2| 20 255 31&

tcp-options md5 clear

22 HHAE C|HZ
27 flash-minimum-free 1024

22 flash-maximume-allocation 3076

access-list CSM_FW_ACL_ advanced pel

9998

access-list CSM_FW_ACL_ advanced pel

rule-id 9998

access-list CSM_FW_ACL_ remark rule-ic

XA FTD _HA - 7|=22t/1

access-list CSM_FW_ACL_ remark rule-ic

712 B 7

access-list CSM_FW_ACL_ advanced pel

268435456

!

tcp-map UM_STATIC_TCP_MAP
tcp-options B2 6 7 518
tcp-options B2 9 18 51&
tcp-options B4 2| 20 255 518
tcp-options md5 clear

12 Eela 58

i for T
oN M
> N
O g2
0|0

Fu
0N
m
10
>
o
5

24 H

il
o
rn
n

|HZ
2 flash-minimum-free 1024

2 Z flash-maximum-allocation 3076

2Z HAIX[ 106015 1S

2Z HIAIX[ 313001 &4

Ojo

2Z HIAIX] 313008 84

Ojo

2Z HA|X[ 106023 1S

2Z HA|X| 710005 815




2Z HIAIX] 106015 813 ZZ HIAIX| 710003 813
2Z HIAIX]| 313001 835 2Z HIAIX] 106100 815
2Z HIAIX] 313008 8= 2Z HIAIX| 302015 81
2Z HIAIX| 106023 212 2Z HIAIX| 302014 812
2Z HIAIX| 710005 S5 24 HIAIX| 302013 815
2Z HIAIX| 710003 A& 2Z HIAIX| 302018 eig
2Z HAIX] 106100 83 2Z MHIAIX| 302017 15
2Z HIAIX| 302015 1= 2Z HIAIX| 302016 s

2Z HA|IX][ 302014 1=

Hu
o

MIAIX| 302021 9i=

2 HIAIX] 302013 g

0jo

2Z HA|X| 302020 813

2 HIAIX] 302018 g

0jo

mtu 1500 2|F

2 HIAIX] 302017 &F mtu LHE 1500

ajo

227 HIAIX] 302016 84

ajo

mtu diagnostic 1500

22 HIAIX] 302021 81 ol =x| eiZ

2 Z HIAIX] 302020 'S Yol x| lan R EX

mtu 1500 2|5 Zoll Z%| lan RIE{H| O|A FOVER Gigabit
mtu LIS 1500 ZHolf = x|(failover) S A http

mtu diagnostic 1500 ol Zx| @3 #EH GigabitEthernet1/4

o =

>
0
{0

ol Z=%| QIE{H|0|A ip FOVER 10.10.1.

] 10.1.2
icmp 12 27t S MEt1 HAE 37[ 1

xtoll Z=%| QIE{H|0|A ip STATE 10.10.2."

asdm history enable & standby 10.10.2.2

HMA IF CSM_FW_ACL_ ™ icmp €148 E7ts ST MEH1 HAE 37
00 HRLIE| ***** HHH 2¢ asdm history enable &

snmp-server x| 1S OHM|A 28 CSM_FW_ACL_ T4

50
Ojo

snmp-server @12F X AlZ+ A xlate 3:00:00

snmp-server 7{fL|E| ***** AlZt A8t pat-xlate 0:00:30




MH|A sw R HE
ot 5 5} ipsec 2 oF 9474 pmtu-0|0| & £t
crypto ca trustpool 2324

A AlZE =35

rH
7

INPd;

P

10

dynamic-access-policy-record DfltAccessPolicy

class-map inspection_default
7|2 dAA EefE LR
I
I
policy-map type inspect dns preset_dns_map
OH7H e =~

message-length maximum client auto
message-length Z[CH 512

tcp AAF S1S

policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP

oh7H 2

et E ¢

o
2
14
gl_-
oo

Z4=H 24 global_policy

class inspection_default
inspect dns preset_dns_map
ftp At

AAF h323 h225

timeout conn 1:00:00 half-closed 0:10:00
0:02:00 icmp 0:00:02

AlZ+H M sunrpc 0:10:00 h323 0:05:00 h:
0:05:00 mgcp-pat 0:05:00

AlZ+ A sip 0:30:00 sip_media 0:02:00 s
disconnect 0:02:00

AlZt M8t sip-provisional-media 0:02:00 u
absolute

AlZt M8t tep-proxy-reassembly 0:00:30
timeout floating-conn 0:00:00

timeout conn-holddown 0:00:15
AEXHID 7|12 EHIQ 2H

aaa proxy-limit H| & 45}

192.168.1.100 F{FLI|E| ***** BHT 2¢ 2|5
(=]

snmp-server x| 12

1 {o]
>
mlo

snmp-server @12F &
snmp-server 7{ 7 L|E| *****

MH|A sw RHAEH HE

2 5 3t ipsec 2 0F 244 pmtu-0f|O| & F &t
crypto ca trustpool 244

ol Azt =315

Z& A =30
dynamic-access-policy-record DfltAccess
|
class-map inspection_default

7|2 HA EiE LR




h323 ras ZAt
rsh ZAt
rtsp A}
esmtp A}
inspect sqlnet
inspect skinny
inspect sunrpc
xdmcp ZAA}
inspect sip
netbios ZAl
tftp A
icmp At
icmp AAI @ F
dcerpc ZAt
inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class-default

¢E 12 M M UM_STATIC_TCP_MAP

MH|A HA e 224 T
ZETZE SAE 0|2 HEHAE
zs

=R

I 2 E CiscoTAC-1

g MEf QIS

CHah =4 http

https://tools.cisco.com/its/service/oddce/services/DDCEService

policy-map type inspect dns preset_dns_r

OH7HEH =
message-length maximum client auto
message-length Z[CH 512

tcp AAF 815

policy-map type inspect ip-options
UM_STATIC_IP_OPTIONS_MAP

OH7H 4

5 8

eool

L

Xto
S

o
ol

]

nop

I

ot

Foq
=

=

et E

o
A

18

ol

A4AxH OH
o= H

global_policy
class inspection_default
inspect dns preset_dns_map
ftp At

ZAl h323 h225

h323 ras Al

rsh ZAt

rtsp At

esmtp ZA}

inspect sqlnet

inspect skinny

inspect sunrpc

xdmep ZAt

inspect sip

netbios Z4At

titp ZAH
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a1 13

I

Flgt 7=
alert-group 30l 7+

alert-group CIHER| H7| 15 A

subscribe-to-alert-group telemetry &4

subscribe-to-alert-group Z1IL|12|0|M F7[x O &

Cryptochecksum:768a03e90b9d3539773b9d7af66b3452

icmp At

icmp QA 2F

dcerpc A}

inspect ip-options UM_STATIC_IP_OPT
class-default

HZE 13 M HE UM_STATIC_TCP_

CHA =4 http
https://tools.cisco.com/its/service/oddce/s

A FA O|HY callhome@cisco.com

alert-group QIHEE| H7| 15 &
subscribe-to-alert-group Z1IL|124|0|M 3
subscribe-to-alert-group telemetry &

Cryptochecksum:ac9b8f401e18491fee65.

FTD CLIO|AM HA H|E St CHEF 52 Al

718 /4 B2x
Ztof =x| ZAm|adyo|M & AEHHFO|| o QIE{H|0|A MZXo| MHE.
IPS| A|ZF Z=1}7} xlate 3:00:002 2 « C|HIO|ATZ} QJAFCH7| BEEZ
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o= E
A2+ A pat-xlate 0:00:30

timeout conn 1:00:00 half-closed
0:10:00 udp 0:02:00 sctp 0:02:00
icmp 0:00:02

AlZ+ M| sunrpe 0:10:00 h323
0:05:00 h225 1:00:00 mgcp 0:05:00
mgcp-pat 0:05:00

AlZt M8t sip 0:30:00 sip_media
0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00

AlZt XMt sip-provisional-media
0:02:00 uauth 0:05:00 absolute

AlZt X8t tep-proxy-reassembly
0:00:30

timeout floating-conn 0:00:00
timeout conn-holddown 0:00:15
aaa proxy-limit H| &35}

192.168.1.1 2|5 2| snmp-server
AETJ MHEIR & LICH
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6L A HYES 22 F CIHIO|AE FMCOl| S5 st HA
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<#root>
> configure high-availability suspend

Please ensure that no deployment operation is in progress before suspending high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and 'NO' if you wish to

YES

Successfully suspended high-availability.

2EHA|. 7|2 fHo HE A4S FHELICH

<#root>

>

show hi gh-availability config
Fai | over O f

Failover unit Primary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

&AL Ex el Aut:

<tfroot>
>

show hi gh-availability config
Fai l over O f (pseudo- St andby)

Failover unit Secondary

Failover LAN Interface: fover_1link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

4T, 7|8 SR HA CHA| AlE:

<{froot>



>
configure high-availability resume

Successfully resumed high-availablity.
> .

No Active mate detected
|0 T I A I I A I A A I I A I L A I I A I |

Beginning configuration replication: Sending to mate.
End Configuration Replication to mate

>

<#root>

>

show hi gh-availability config
Fai | over On

Failover unit Primary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

5EtAH. HAE Ri7HE & ExX f%9| At ChSat Z4&LCt

<{froot>

> ..

Det ected an Active nmate

Beginning configuration replication from mate.

WARNING: Failover is enabled but standby IP address is not configured for this interface.
WARNING: Failover is enabled but standby IP address is not configured for this interface.
End configuration replication from mate.

<ffroot>

>



show hi gh-availability config

Fai | over On

Failover unit Secondary

Failover LAN Interface:

Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds,
Interface Poll frequency 5 seconds,
Interface Policy 1
Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set
failover replication http

>

FAQ(AF

= L
—_ —
_ =

)

fover_1link Ethernetl/4 (up)

holdtime 15 seconds
holdtime 25 seconds

ZAn|ago|Mo| SXEH ZSA(EEE) MEELI? ot SH7E 2 W MHEE LTI
SX7t <l olod| CHEt B 7= debug fover sync B £249|

20| eH dH/BE SHME &

04FLICH.

<#root>

cli_xml_server: frep_write_cmd: Cmd: access-Tist CSM_FW_ACL_ 1ine 1506 remark rule-id 268442578: L7 RUL
cli_xml_server: frep_write_cmd: Cmd: access-Tist CSM_FW_ACL_ 1ine 1507 advanced permit tcp object-group
cli_xml_server: frep_write_cmd: Cmd: access-Tist CSM_FW_ACL_ 1ine 1508 remark rule-id 268442078: ACCESS
cli_xml_server: frep_write_cmd: Cmd: access-Tist CSM_FW_ACL_ 1ine 1509 remark rule-id 268442078: L4 RUL
cli_xml_server: frep_write_cmd: Cmd: no access-Tist CSM_FW_ACL_ advanced permit tcp object-group group_
cli_xml_server: frep_write_cmd: Cmd: no access-Tist CSM_FW_ACL_ Tine 1510 remark rule-id 268442077: ACC
cli_xml_server: frep_write_cmd: Cmd: no access-Tist CSM_FW_ACL_ 1ine 1510 remark rule-id 268442077: L7
cli_xml_server: frep_write_cmd: Cmd: no access-Tist CSM_FW_ACL_ advanced permit tcp object-group group_
cli_xml_server: frep_write_cmd: Cmd: no access-Tist CSM_FW_ACL_ Tine 1510 remark rule-id 268440577: ACC
cli_xml_server: frep_write_cmd: Cmd: no access-Tist CSM_FW_ACL_ 1ine 1510 remark rule-id 268440577: L4
cli_xml_server: frep_write_cmd: Cmd: access-Tist CSM_FW_ACL_ advanced deny ip any any rule-id 268442078
cli_xml_server: frep_write_cmd: Cmd: crypto isakmp nat-traversal

cli_xml_server: frep_write_cmd: Cmd: no object-group network group_311

cli_xml_server: frep_write_cmd: Cmd: no object-group network group_433

cli_xml_server: frep_write_cmd: Cmd: no object-group network group_6

cli_xml_server: frep_write_cmd: Cmd: no object-group network group_2

cli_xml_server: frep_write_cmd: Cmd:
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CLISHOIM ME sl &QlE 2FstK| ef&LICH et dE #E AL 2 startup-configdll MY
T|X| ek&LcH

<#root>
>
configure high-availability suspend

Please ensure that no deployment operation is in progress before suspending high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and '"NO' if you wish to

YES

Successfully suspended high-availability.

running-configol Zolf ZX|7} HIE H3tE[0] Q&LICH 0| B2, UE|E/HEIE ALIE|LE T|5t7]
@|of CIHFO|A T ABHHIO| HENR T o §CHZ oAt AEHHIO| &ENT7E E|RA&LICH

<#root>

firepower#

show failover | include Fail over
Failover Off (

pseudo- St andby

)

Failover unit Secondary
Failover LAN Interface: FOVER Ethernetl/1 (up)

startup-config0i| A &0l ZX|7} A& &3t kE|of /& LICt.

<{froot>



firepower#

show startup | include failover

fail over

failover lan unit secondary

failover lan interface FOVER Ethernetl/1

failover replication http

failover 1link FOVER Ethernetl/1

failover interface ip FOVER 192.0.2.1 255.255.255.0 standby 192.0.2.2
failover ipsec pre-shared-key ¥###*%*

CLlSHO‘”A‘I ElHI‘Olﬁ% H.‘f‘. |% |—||-_-|'(reboot EHE'O:').

<#root>
>
r eboot

This command will reboot the system. Continue?
Please enter 'YES' or 'NO':

YES

Broadcast message from root@
Threat Defense System: CMD=-stop, CSP-ID=cisco-ftd.6.2.2.81__ftd_001_JMX2119LO5CYRIBVX1l, FLAG=""
Cisco FTD stopping ...
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<tfroot>

User enable_1 logged in to firepower

Logins over the last 1 days: 1.

Failed Togins since the last login: 0.

Type help or '?' for a list of available commands.
firepower> .

Det ected an Active nmate

A2l 2. LINA CLIGIM R £ &
LINAOIAM RHE & Al(reload BE) = Q0| L EEILICE M2t Y(Yes)E MEHSHE 741|228 0]4M B
A A& 0| startup-configoll X4 EL|C}.



<#root>

firepower#

rel oad

System config has been modified. Save? [Y]es/[N]o:

Y <-- Be careful. This will disable the failover in the startup-config

Cryptochecksum: 31857237 86581618 3234be7c 854d583a

8781 bytes copied in 0.940 secs
Proceed with reload? [confirm]
firepower#

show startup | include fail over
no failover

failover lan unit secondary

failover lan interface FOVER Ethernetl/1

failover replication http

failover 1link FOVER Ethernetl/1

failover interface ip FOVER 192 O 2 1 255.255.255.0 standby 192.0.2.2
failover ipsec pre-shared-key %%

0| 7t S E|H WU 7} HIF gEHELICH

<#root>

firepower#

show fail over | include Fai
Fai |l over Of

Failover unit Secondary
Failover LAN Interface: FOVER Ethernetl/1 (up)

HX|
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- Cisco Firepower Management Center A% 7t0|E2] 2 & HT2 047|0| M &2l = &L
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Cisco Secure Firewall Threat Defense 4123 A{ Ef A

 FXOS Chassis Manager & CLI A7 7|0|E2| 2& HHA2 0{7|0i| M &l = &LICH.


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280

Cisco Firepower 4100/9300 FXOS ATH A EF M

+ Cisco TAC(Global Technical Assistance Center)0ll A= Cisco Firepower Next-Generation
Security 7|£ 0l CHEF MEXQ AT X|AME UE + UTSF o AIHH JI0|IEE HF HEE
LICH

Cisco FTD(Firepower Threat Defense): NGFW(Next-Generation Firewall), NGIPS(Next-
Generation Intrusion Prevention System) 2! AMP(Advanced Malware Protection)2| 711|712 0|M

S EHELRE 2 ALE|

- firepower 7|1t 2#El 2 & Zdn|asio|M & EX| sHZ TechNotes

Cisco Secure Firewall 22| AlE]

« 7|& X2 3 XM - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.cisco.com/c/en/us/support/security/defense-center/series.html
https://www.cisco.com/c/en/us/support/security/defense-center/series.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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