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Cisco Firepower 7100 FS 3500
Series

Cisco Firepower 8100
Series

Cisco Firepower 8200
Series

Firepower 8300 A|Z|=
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Cisco AMP 7150 5.3 0|4

Cisco AMP 8150
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EESHAAIL.
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* NoW
System

local

shutdown I
lecture from the

e trust you have received the usual
It usnally boils down to these three things:

Idministrator.
##1) Respect the privacy of others

: Think before you type.

#3) With great power comes great responsibility.

Password : _




LILD 22.8 Boot Menu

Jystem_Restore

Hit any key to cancel timeout -—i-=
Use «tl» arrow keys to make selection

Enter choice & options, hit CR to boot

22 2- AAgo| S of

FI2ELC2E SX|stt{H 7|12 =2
CH3t System_Restore &M

SIME 7|18 =0 O 3tHo]

jo
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=
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~ &t 1: System_Restore ZEZ E 7} T A|L|X|

ZEXE olomd HE| &
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OS2 XM 2elslof gL|ct RtAMIEF LI 2 System Restore LILO M| S440| §i&LICtH




LILD 22.8 Boot Menu

3D-5.3.0

System_Restore

Hit any key to cancel timeout

boot: System_Restore_

oot : Sustem_Restore
Loading System_Restore

Use «tl+ arrouw keys to make selection
Enter choice & options, hit CR to boot

SYSLINUKY 3.35 20607-081-28 ERIQS Copuright (C) 1994-Z6687 H. Peter Anwvin

e lcome to the fire Linux Operating System

Load with standard console

Load with serial console

Load legacy installer standard
3. Load legacy installer serial
hoot: [
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sourcef ire 3D Appliance 5.3.0-5Z Configuration Menu




ICK DEVICE

elBBBe . . . (MANAGEMENT )

7 7-HESRT ¥XIE MEHSE{™H AH O|AHIE F&LICH



IP Configuration

[Pvd




IP Configuration

Static




IP Address
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rify IP Configuration——
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12! 15 - Cisco Supportdtl A= SCP(Secure Copy) Z2EEZ 2 A& A HEELICH



nter the SCP server P

18.4.33.1593

< 0K >

2116 - O] B7|2] SCP MB{Z FireSIGHT Management CenterE AI& & 4= Q&LICH O] MHXIE
A%t Management Center2| IP &4 & X} ZHE AtE 501 System Restore( AL 5 2)
Hwol HEE MELICH F£IH AR &

SCP(Secure Copy) MHE At&3t04 IS CHTSHH TS ELICH B2 ERF E< Sourcefire
DC(Defense Center)E SCP MHZ Al235t04 I} 22 CHE Sourcefire C|HFO| AN & E &~ Q&L
Ch. o] 7|s2 2lo|o|& e 2I3H iso 0|0|X|ZE Sourcefire C|HFO|A 0] Z1& 3l oF 3FX|2H UHE SCP A
Holl Z8E = 7L HE MHE AL e = Sl 320 RS LICH

1Et7H|. Sourcefire X[ & ZEO| A 2A8t iso I} U2 CIATEO| CIREZE 8L}
2CH7|. SCP 22} 0|¢1EE AF275104 OIA 3 &0l A Defense CenterZ IS SAHEFLIC.

Iu}

52 &l scp 22t0leiEE YHHHOR Linux £E Mac 2% MR ALZE 4 olaL
L} Windows 24 A= MELIE| SCP 2CI0|HE AZEQ|0{E =
LICt Sourcefire= £ SCP 2210|2E AT EQ0{1E Mx|5t7| STt HEALEOIL} X|HE
M335tx| ek&Lct

CH ool = Linux A|AE 2| Downloads C|= E 2[0{| A Sourcefire Defense Center2|
Ivar/tmpdirectory 2 Sourcefire .iso O|0|X| It LU E SAtet= SHE 2o FLCH

<#root>


https://support.sourcefire.com/
https://support.sourcefire.com/

LinuxSystem:~$ cd Downloads
LinuxSystem:~/Downloads$ scp Sourcefire_3D_Sensor_S3-4.10.2-Restore.iso

user _namne

@

| P_Address_of Def ense_Center

:/var/tmp

/N =o| iso Mol 0|22 HZ 5| 0FAAIR. O|OIX|Z CHA| x|5t= SO I & X|of 2
(@]

O|X| I+ 0| Defense CenterZ = AFE|L|C}. Sourcefire C|HFO|A Q| XHO|O|X|5F T2 MAE FIgHst
2 U&LICH EQFt < o|0|X|Z ChA| Mx|& I DCol IP 49 AFE A} 0| & O] x|=:;.l o &
A o|O|x| ot 2 A B2 E MSe = U&LICH.

A A ClATd SO ABEE L FodH O|0|X|2 CHA| A X|8t & Defense CenterQ| /var/tmp

CIEE2|0M .iso WU E A|7{3HoF & LIC}.

Enter a username
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Host "168.4.33.199° is not in the trusted hosts file.

(fingerprint md5 2b:Be:ef :36:5f :ea:a3:1e:13:5¢c :de:8a:93:af :db:2c)
Do you want to continue conmecting? (y/n) y_

a7 19

~ £ 0| A ofl&f HIAIR| CHAl 442 @77 2h 5t SSH AME{of| CHEE dZE 2 = els 4
A2

r



-Select an 150

1-Restore. iso
1-Restore.iso
1-Restore.iso
1-Restore. iso
1-Restore.iso
1-Restore.iso
Restore.iso

ourcef ire_3D Device _1000-
ourcef ire_3D Device Z2000-
purcef ire_3D Device 2100-

5.3.0-
5.3.0-
5.3.6
purcef ire 3D Device 2500-5.3.
e
<L £

)~
ourcef ire_3D Device 3500-
ourcef ire_3D_Device 4500-
ourcef ire_3D Device 506-5.3.0-5
ourcef ire_3D Device b500-5.3.68-571-Restore.iso
ourcef ire_3D Device 9960-5.3.0-571-Restore.iso
ourcef ire_3D_Device_53-5.3.6-571-Restore.iso

ourcef ire Defense Center 1000-5.3.0-571-Restore.iso

ourcef ire_Detense_Center_3000-5.3.0-571-Restore.1so
uu:cefrre DFiEﬂaE antEF bﬂﬂ -5. 3 D-J?i Heature iso
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7
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33 20 - .iso O|0|X|& MEstE{™H AW O|AHIE F+ELICH

N 27 iso Yo CHE 712 THY o|E S AL sHoF BLICH K| Skow o] B0l A T ol
HX|ZX] et 2 = UELICH
Q F:1S0 o|O|X|7} gi&Lct.
7 6.30{| A ISO O|& 7#%l0| Sourcefire_3D_Device_S3-<ver>-<build>-Restore.iso0i| A
Cisco_Firepower_NGIPS_Appliance-<ver>-<build>-Restore.iso2 HZA L& LIC} "ISO 0|0
XIE &2 = i5"0| ZAIE[H ISO ol O|F 2 til7HA| Tt O|F S 2 HHELICH Yt o
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SCP Configuration
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sourcef ire 3D Appliance 5.3.0-5Z Configuration Menu

T3] 22 - Cisco Supporto| A= 0| Z2MAO| 3EHE
SRU(Snort Rule Update)= 2/0|0|X| 2f40| 2= El %
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sourcef ire 3D Appliance 5.3.0-5Z Configuration Menu

CHE =2 AZEQ o BT Q| O|0|X|= CHA| DXlste Aot 2HHAEl & A1 AHE:51>52,52>
5.3,5.3>52 &2 O|0|X|Z CtA| DX[et= Bt Z0| O[T CHE 2 AZEQ|o] HTE A
e C|Hto|AE EMI o|0lx|3tsted= B O3l 1-2601 LIQ U= BHE F #H 2= 5HoF &Lct,

1. 0|0|X| 261 Z0| ZE Z E0{ A OKE MEHS}H System Restore IHE|MHO| Af HES 2 28t
O|rH o{Zzto|AA Tt M E-IFELICH

2. A28 & MSEE CtA| O|O|X|2 CHA| MX| Z2MAE AZStD I8 27b ~ 3104 Lot Q)
= Z2MAE AL Tt oF &Lct.

CE =2 E_-?-l|01 HHe 2R E{o| & Hm 2|0|0[X|Ql <, olOl|X| 27a, 23 31 & 329t Z2
stEHO0| EAIELICH

AN\ 7ol 0] 30| EAIEIH "st=Sl0f ZOI" F "USB B xl.." T Z0| EAIEIX| o £
SLICH XIZ oFR 7t 2| OHIAIR. DX 2t O ClHHOIATE AHRE & gl MEf2
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B30 O D eI e e e e 6 et n e e e 3 e

Restore CD Sourcefire Linux 05 5.1.8-57 x86 b4
aourcef ire 3D sensor 53 5.1.H8-3b5

Checking Hardware

The USB device was successfully imaged. Reboot from the USBE device to continue i
nstallation...
RREANHUNBRERNUARAHANNUNAREREY

Rauiunnuns
The systen will restart after you press e

% 27a
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Restore CD Sourcefire Linux 0S 5.3.8-52
sourcef ire Defense Center 33

Checking Hardware

it

This CD will restore your Defense Center 53

to its original factory state. All data will be destroyed
on the appliance.

Restore the system? (yes/no): yes

% 27b
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Restore CD sourcefire Linux 0S 5.3.8-52 xB86 64

Sourcef ire Defense Center §3 5.3.0-571
Checking Hardware

e

This CD will restore your Defense Center 53

to its original factory state. All data will be destroyec
on the appliance.

Restore the s

During the restore rOCES the license file and basic
{work se rE P ryed. These files can also be

Delete license and network settings? (yess/no): no
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Restore CD Sourcefire Linux 0S 5.3.8-57

sourcef ire Defense Center 3:
Checking Hardware
it
This CD will restore your Defense Center 53
to its original factory state. All data will be destroyec

on the appliance.

Restore the

During the LOT'E prrc NS and basic
network ire pl Jed. These f1iles also be
reset to factory settings

Delete license and network settings? (ues/no): no

FE 3 3 o B A e 9 e 3 9 e 9 e 30 e e R e 2 9 3 e 9 3 e e S O B e O 3

THIS IS5 YOUR FINAL WARNING. ANSWERING YES WILL REMOVE ALL FILES

12129
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Restore CD Sourcefire Linux 0S 5.3.

sourcefire Defense Center S
(1) Pre par i ng Digk

REdHuBuUERERY

(Z) Installing Suystem

B R R R BN R R RN AR R RS RRRY
BRESBUBRERERHUHARAUUUHBRRRBHHHERRHRS RS GRB B RN ARRRHOHERRRY
RERANUURR AR RN R R RN U R R R RN RN R RAR R R RS RRRY
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HERRUBURERER U RO R BN AR BRI AR E R R HY
iy
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Install Complete
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sourcef ire 3D Appliance 5.3.0-5Z Configuration Menu

18l 32

Cisco Firepower Management Center 1000, 2500 2! 4500

FMC 1000, 2500 2! 45000 = 40| ME CIELICH. KVM A X| = CIMCE AFE35HH C|u}
O|A7F AIZHE I CHS SM0| EAIFELICEH

1 - Cisco Firepower Management Console VGA 2=
2 - Cisco Firepower Management Console A|2|&d

3 - Cisco Firepower Management Console A|AE S 2 E

UIE Al83l0o 8 ZEE A|ZH3HE4H™ 'Cisco Firepower Management Console A|AE S8 2=
'(&M 3)2} 'Cisco Firepower Management Console A|AE] S8 VGA ZE (M 1)E &2 M=
ot



Please walt, preparing to Boot. . . e e i et e
.......................................................... Config file:

Cisco Firepower
Firep

. running

al Mode
Ent C
Option 1: Firepower Ma nt Console System Restore WGA Mode' selected ... running
EFI stub: cure Boot is ed.

% 33

LIHX| Z2M|A = CHE FMC 0{Z2H0|1A et ST LICE.

=Xl &

System_Restore LILO M7+ SM0| LIFE|X| I &

FireSIGHT Management Center 2! Firepower 7000 2! 8000 Series 01Z20[|21A 0] &= 2(0|0|X| Al
AHI0| ZEE S ZcHAl E2HO|E 7t /& LICE "System_Restore" &M 0| LILO(Linux Loader) £
g Mol LtEE|X| et O] E2to[E0f HM|ASHo{ 2[0|0|X|E 2EE = U&LICH

7010, 7020 &! 7030 C|HlO|A

70XX A|2|= C|HIO|AE A+
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2. 2 ClHtolA MEY S0 HM[ASHY| ls 01EEH0|HA MHE 74T 0{SEt0|ATE & E
L= S¢ Delete 7|& gH=siiA] F+&LICH TS fIXI0|M O|O|X|E HESHAAIL.



American
Megatrends
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Aptio Setup Utility = Copyright (C) 2012 fmerican Megatrends, Inc.

» Intel RC version

2 A2

3. Save & Exit Bi2 ME4SIE{H 2 Al FLICH Of BHollA of2HZ St E 7| &
A& 304 SATA SM: InnoDisk& MEEILICE. - InnoLiteE =211 Enter 7|& +&LICI
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Aptlo Setup UTility = Copuright (C 12 fmerican Megatrends, Inc.

SATA SM: InnoDisk. - Innolite

O3 A3

4.7|2=¢ DLIEIE AHBSHE Z9 2408 M LICH



SYSLINUX 3.35 2887-81-28 EBIOS Copuright (C) 1994-2887 H.

elcone to the ! fire Linux Operating Systenm

H. Load with standard console

1. Load with serial console

¢. Load legacy installer standard
Load legacy installer serial

boot: H_

a2 A4

Peter Anvin




21 A5

7110 2! 7120 C|HtO|A

E
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71XX A|2|Z C|HIO|AE M85l B2, 7

1. 01&Eto[AA 0| MRS SH™st A BLICH
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American
Megatrends

W WL A I CO T

AMIBIOS (C) 2006 Amer ican Megatrends. Inc.

Aguila BIOS Uersiom:AQNIS093 Date:11/21/2011

CPU : Intel (R) Heon(R) CPU #3430 @ 2.40GHz
Speed : 2.40 GHz

Press DEL to run Setup (F4 on Remote Keyboard)

Press F1Z2 if you want to boot from the network

Press F11 for BBS POPUP (F3 on Remote Keyboard)

The IMC is operating with DDR3 1333MHz. 9 CAS Latencuy

DRAM Timings: Tras:24/Trp:9/Tred :9/Tur: 10/ Trfc: 107/Twtr :5/Trrd : 4/Txtp
BHC Initializing Virtwal USB Device .. Done

Initializing USB Controllers ..

(C) American Megatrends. Inc.
b6-0100-000001-00101111-112111-L{fdHudInc-AONISO93-Y2KC

121 B1

3. 2 HDD:P1-SATADOME MEH5t T Enter& =4 System_Restore ItE[/MO 2 £&/8L|C}



Please select hoot device: |

HDD : PO-INTEL SSDSAZCT04063

HDD : P1-SATADOM

Network:IBA GE Slot 0300 v13i36

T and | to nove selection

ENTER to select boot device
ESC to boot wsing defaults

181 B2



Sourcefire Copyright

12 B3
8000 Series C|HFO|A EE = Management Center 22 FS750, FS1500 EE = FS3500
Management Center 2 & FS750, FS1500 L= FS35002 AlE

8000 Series C|H}O|A EEE
? CHS A E &t 235101 28 C|HO|AE MEATFLICEH
1. 0{Z2to|Aa 0| S ot TEHAH ELICH
2 E C|Hio|A MEY 3tHHo|| HM A S| 28] 01ZEI0|HAE 7{1 0{EI0|iAT BREIE|=
1o2 SEL|Ct o770l EAI=l O|O|K|E &XSHAAIL.

2,
SetF6 7|1& e X



ersion 1.23.1114. Copyright (C) 2010 American Megatrends, Inc.
ress <FZ2> to enter setup, <F6> Boot Menu, <F12> Network Boot




Please select boot device:

PO-INTEL 55D5AZ2BZ10063
USB DISK MODULE PMAP
IBA GE Slot 0100 v1371

Internal EFI Shell
Enter Setup

T and 1 to move selection
ENTER to select boot device
ESC to boot using defaults

a2 Cc2

4. 0{E 20|24 AT} System_Restore THE|MO| A 2R K| System_Restore M7t E A|ELICY.



——Sourcef ire Copyright———

21 C3

22 FMC1000, FMC2500, FMC4500(M4 7|8t FMC)oi| CHEH AlA

MC45002| Z< o] 2&Eol= CIE F& Hw7F A2 RHAME LIE

L}
=

Please wait, preparing to bodt.. .....oiiiinrnennannsanrsannnns
et oo -0 ) =
TIMEOUT=5

DEFAULT=YGA

VERSION=6.2.2

root=/dev/sda3

1i{#) = Cisco Firepower Management Console 6.2.2 VGA Mode

¢ = Cisco Firepower Management Console 6.2.2 Serial Mode

3 = Cisco Firepower Management Console System Restore Mode

4 = Cisco Firepower Hanagement Console Password Restore Mode
Enter selection [1]:



/content/en/us/td/docs/security/firepower/hw/getting-started/fmc-1600-2600-4600/fmc-1600-2600-4600.html#id_80692

Enter
Option 3: S0 fanagement Console tem Restore Mode'

Config file:
TIMEQUT=S

NO_RES THHE

agement Console stem Restore VGA Mode

1(#) - Cisco Firepower Man
isco Firepower Management Console Sys estore Serial Mode

lection [1]:

SCo Flrcpﬂmtr Hmﬂqgcnﬁnt
Enter selection [1]: 1
Option 1: 'Cisco Firepower
running

selected

O| BIOS =& boot H|f70fl LIPFE|X = A&LICH 0] B2

AMol|O|x| E|Me 2 RElst= SM | &
= E SHE| C2LO|E 7} QILE 2 AFE(Q % Mlgl,h:f.RMAﬂ%'ﬁ

o|O|X|2 CHA| Mx|5H
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