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25 "Remote FMC is not updated successfully. Complete the update on remote FMC before updating this peer" fmc

HA(High Availability) 4 S 2 22|E|= C|HO|AE Y |0|=5t241 &8 FMC GUIO| EAIELICH
0| 2F & Balzls ClHtolA0] YIBO0I=S AIEE 4 GaLICH CHR2 GUIOIM 27 Bt B
AlEl= gt

Overview Analysis Policies Devices Objects AMP Intelligence
Error
Remote FMC is not updated successfully
o ‘ ! X

Complete the update on remote FMC before
updating this peer

FMCZ2| CLIO|AM expert mode B3 cat /var/log/httpd/httpd_error_log.1& AF&35t01 2 F & &olg
T U&LICH| grep -i "¢ FMC..

> expert
root @MC: ~$ cat /var/log/httpd/httpd error log.l | grep -i 'Remote FMC'

[ Mon Jan 30 07:20:10. 062741 2022] [cgi:error] [pid 5906] [client 192.168.1.10:45267] AH01215:
(Remote FMC is not updated successfully. Conplete the update on renpte FMC before updating this
peer.) in /usr/local/sf/htdocs/adm n/update.cgi:331 at /usr/local/sf/lib/perl/5.10.1/SF.pmline
120.: /usr/local/sf/htdocs/adm n/update.cgi, referer:

[ Mon Jan 30 07:22:43.370986 2022] [cgi:error] [pid 15376] [clien 192.168.1.10: 45267] AH01215:
(Remote FMC is not updated successfully. Conplete the update on renpte FMC before updating this
peer.) in /usr/local/sf/htdocs/adm n/update.cgi:331 at /usr/local/sf/lib/perl/5.10.1/SF.pmline
120.: /usr/local/sf/htdocs/adm n/update.cgi, referer:
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O| 2 /= HALS| & FMC Zhoi| &= E9fjo] TX| M, VDB(F|2f & H|O[E{t|0]£) HT, SRU(RIY
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FMC GUIOIM E8Y > ME 2 0|5510{ HAS| & FMCOIM A ZE90f Tf%|, VDB, SRU !
GeoDBO| HHTH0| 25 STHX| & lgfLICt CFE o|0|X|= GUIM HAO e & FMCL| HHA &
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CLIollA HAS] FMCo] CH#t VDB, SRU, GeoDB H{Z1 2| 4 x| AFEl & QI

FMC CLI2| expert 2= 0{| A VDB, SRU %! GeoDB ¥H|0|E7} HAS| = FMCOHAM 25 27/ §10|
28| DRI=IRA=K] = elshoF ZLict.
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olg48t o|0|X| H™ E = I|o FMCe| EHet L x|5HoF & LICt 0 & E04 FMCoi| A x|El

VDB HH™ £H7} "vdb-4.5.0-338"0|H S8t ZHo|M & FMCE 25 &fQlsl{of ELICH &
FMC 25 0{| M cat /var/log/sfivdb-4.5.0-338/status.log B AI&310{ VDBL| YH|0|E 4
EfE &rolgfL|ct SRU 2! GeoDB YCi0|E T OF&F7FR|QLCE.

VDB x| &Ef &2l

FMC CLI2| expert ZE0{M O| B cat /var/log/sf/<vdb-image-folder>/status.log= At& 3504 VDB
UO[O|EJt S =X &EelgLct ChE2 43321 vDB A x|2f o Lt

root @MC. ~$ cat /var/log/sf/vdb-4.5.0-338/status.log

state: running

ui : The install has begun

ui:[ 09 Running script pre/000_start.sh...

ui:[ 499 Running script pre/010_check_versions.sh...

ui:[ 8% Running script pre/011_check_versions.pl...

ui:[129% Running script pre/020_check_space. sh. ..

ui :[159% Running script pre/500_stop_rna.pl...

ui :[199% Running script pre/999_finish.sh...

ui:[239% Running script installer/000_start.sh...

ui:[27% Running script installer/100_install _files.pl...

ui :[319% Running script installer/200_ install_fingerprints.sh...
ui :[35% Running script installer/300_install_vdb.sh...

ui:[38% Running script installer/400_ install_rdps.pl...
ui:[429% Running script installer/420_del ete_obsolete_ids.pl...
ui:[469 Running script installer/450_resave_detectors.pl...

ui : [509% Running script installer/525 export_conpliance_policies.pl...
ui:[549% Running script installer/600_fix_dbcheck.sh. ..

ui : [58% Running script installer/605_install_dbcheck_upgrade_script.sh...
ui:[62% Running script installer/610_install _m ssing_upgrade_script.sh...
ui : [ 659 Running script installer/615 purge_vdb_149 | og. sh. ..
ui:[699% Running script installer/900 update_version.sh...

ui :[739% Running script installer/901_update_db_version.pl...
ui:[77% Running script installer/950 reapply_to_sensor.pl...
ui:[81% Running script installer/975 export_data.pl...

ui : [85% Running script installer/999 finish.sh...

ui :[88% Running script post/000_start.sh...

ui :[929% Running script post/500_start_rna.pl...

ui :[96% Running script post/999 finish.sh...

ui :[1009 The install conpleted successfully.

ui : The install has conpl eted.

state: finished

SRU dx| &Y ¢l

FMC CLI2| expert 2 E0{| A cat /var/log/sf/<sru-image-folder>/status.log &2 Al&35t0{ SRU &
HOIE7I H3M=X| S ELICH CHE2 M3l SRU (9| of Lct.

root @MC. ~$ cat /var/log/sf/sru-2021-05-03-001-vrt/status.log
state: running

ui : The force install has begun.

ui:[ 0% Running script pre/000_start.sh...

ui:[ 594 Running script pre/010_check_versions.sh...

ui :[119% Running script pre/020_check_space. sh. ..

ui :[1694 Running script pre/999 finish.sh...

ui:[219% Running script installer/000 start.sh...

ui :[269%4 Running script installer/050 sru_log start.pl...



ui:[329% Running script
ui:[37% Running script
ui: [42% Running script
ui: [47% Running script
ui : [53% Running script
ui: [58% Running script
ui:[63% Running script

nstaller/100 install _files.pl...
nstaller/510 install _policy.pl...
nstaller/520 _install _rules.pl...

nstal l er/521_rul e_docs. sh. ..
nstaller/530_install _nodule_rules.pl...
nstall er/540_instal | _decoder _rules.pl...
nstal |l er/ 602_| og_package. pl . ..

ui:[68% Running script installer/900 update_version.sh...
ui:[74% Running script installer/999 finish.sh...

ui:[799% Running script post/000_start.sh...

ui:[84% Running script post/500_copy_contents.sh...

ui:[89% Running script post/900_iru_log finish.pl...

ui :[95% Running script post/999 finish.sh...

ui : [1009% The force install conpleted successfully.

ui: The force install has conpl eted.

state: finished

GeoDB x| AHE &0l

FMC CLI2| expert 2 =0 M cat /var/Iog/sf/<geodb-image-folder>/status log BEE ALS35t0q
GeoDB UC|O|E7} 3 Me=X| &HlgLICH CtE2 H3 %2l GeoDB A x|2 01|°'|—|EP

r oot @MC. ~$ cat /var/log/sf/geodb-2022-08-02-100/status.log
state: running

ui : The install has begun.

ui:[ 09 Running script installer/200_prechecks.pl...

ui:[33% Running script installer/500_ install_country_map.pl...
ui:[67% Running script installer/601_fix_country.pl...

ui :[1009 The install conpleted successfully.

ui : The install has conpl eted.

state: finished

AR7F st 7HLE o{E Ol = 13 & F<2 0| Ell.logoilAl O] Aluff EE= 12 E HAHE = =+
&LICt CHE2 FMCO A GeoDB M x| &m0 of &IL|C}.

$0

root @MC. ~$ cat /var/log/sf/geodb-2022-07-17-100/status.log

state: running

ui : The install has begun.

ui:[ 09 Running script installer/200_prechecks.pl...

ui:[33% Running script installer/500_install_country_map.pl...
ui:[679% Running script installer/601_fix_country.pl...

ui:[679 Fatal error: Error running script installer/601_fix_country.pl

CLIollA HAS] FMCo] Ci#t A= E9fo] HF X mfx|o] Mx| &EH &l

FMC CLI°| expert 2= 0{| M cat /etc/sf/patch history 382 Al&3t0{ & FMCOl| S Y8t ™ & 1f
X7t Ax|Zlof Q=X EHlgLIct F FMC 2F0lM ELXIE AlHE52{H o] HES M™FLICH
CHE2 CLI?t THR| EY%|2| of &LIch.

root @MC. ~$ cat /etc/sf/patch_history

6.2.3-83

6.6.0-90 6.6.4-59 6.6.5-81 Hotfix_DE-8__413769962 <<<<<<<<<<< Here the FMC seems to have a

Hotfix installation image that is not present from the other FMC

------------------------------------------------------------------- root @MC: ~$ cat
/etc/sf/patch_history

6.2.3-83

6.6.0-90 6.6.4-59 6.6.5-81



FMCO|| ZHEAE Mo 2 Mx|RI=X| FIIE & Qlste{™ o o|0|X| EH0| CHEt status.logE =f
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root @MC: ~$ cat /var/log/sf/Cisco_Firepower_ Mgmt_Center_ Hotfix DE-6.6.5.2/status.log

ui :[98% Upgrade conplete ui:[99% Running script

999 finish/999 z nust _renain_last_finalize_boot.sh... ui:[99% Running script

999 finish/999 zz install_bundle.sh... ui:[100% The systemw ||l now restart services. ui:System
will now restart services. ui:[100% Installation conpleted successfully. ui:Upgrade has

conpl eted. state:finished

o| ool A= m x| O|0IX|7F HAS| FMC & stLtol| gl= BHH, LIHX| stLte WRI7F 3 Xe=z M
R ERA=X] gLt

LFRE sidstzdH EX7L & lE FMCL| CLIVM YH0|EE =522 T A MX|sf{of g LICt.

Di scl ai ner: Root access to the FMC devices is required in order to execute the commands under
this section. Please use caution when running commands fromthe root of the FMC

VDB, SRU 2! GeoDB {HI0|E £X|

VDB, SRU E &= GeoDB YH[0|E EXME Al8d8t & CLI BH install_update.pl
Ivar/sflupdates/<image-file> —force0l| M =& ZX| AXIE =& & LICt. CIS2 GeoDB YHIO|EE
gt =5 ZH dx|of od ILICH.

> expert

root @MC. ~$ sudo su

<Enter the root password>

root @MC. # install_update.pl /var/sf/updates/Cisco_Firepower_ GEODB_FMC_Update-2022-08-02-
100.sh.REL.tar --force

#3: ofxof| LIt = 2RI install_update.pl S AF&35lo4 0|0
AEEFLICEH CLIIM Z M2 Ax|5H7] To tar.gz T O] & EHE EX| OFMAIL.

A "X 2HX

34/ x| x|l 29 HX| HYUS CHE2E6T GUI £ CLIE S x| 10| gH= FMCol
MRlsHo BrLIct.
FMC GUIO|A:

System(A|A &) > Updates(ICl 0| E) > Product Updates(X|& C|0|E)Z 0|S35t04 M&|E mix
HAME HZegtL|ct O3 CHS Install(Ax]) SMHE 22/6t1 Ix|E MkX|E ClHIo|A G
MX|E TI—ELICH
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FMC CLIOA:

FMC CLIOIM AZEQoy/mix|E Mx|5le{H SHEA ¢ad|o|E oS FMC CLIC|
path/var/log/sf/0ll 212 =35l 1 install_update.pl /var/log/sf/<image-file> B & A& EL|CH o] B
2 S8t stHolMq Yasole 2OE Al#sio] T 4& s ZLERE = gL o3
CLIC| mix| x| o &L|C}.

> expert

root @-MC: ~$ sudo su

<Enter the root password>

root @MC. # install_update.pl /var/log/sf/Cisco_Firepower Mgmt_Center Hotfix DE-6.6.5.2

SSH M|Mof| M B2 AlZH ZoH7}F 2l 5t= 32 install_update.pl—detach /var/log/sf/<image-file>
HES AP stof HiIER2 =0 M *"XI% AsErL|Ct Ol Al 5t SSH MM &8l 2o o
O|== AlaHSt & OlA| |},

EOE T AAH

Cte& & elRiLic

VDB, SRU =& GeoDB ICl|0|E

=8 ZH dx|7t 2 E|H VDB, SRU 2! GeoDB 4O 0| E04| CH3H cat /var/log/sf/<image-version-
folder>/status.log @& ALE 5t04 CLI01IH MR HEHE 2Rl = U&LICH ChE2 d3%¢2
GeoDB x| 9| status.log &239| 0i| IL|C}.

root @MC: / Vol une/ horme/ adm n# cat /var/log/sf/geodb-2022-08-02-100/status.log
state: running

ui : The force install has begun.

ui:[ 094 Running script installer/200_prechecks.pl...

ui:[33% Running script installer/500_install_country_map.pl...

ui:[679% Running script installer/601_fix_country.pl...

ui : [1009% The force install conpleted successfully.

ui: The force install has conpl eted.

state: finished

oA EE IiR| YClolE

UOO|EE 522 Mx|8t & CLIMIA cat varflog/sf/<patch-image-folder>/status.log B Al
5o o] x| HEHE =HQIFLICH Ot 2 833l MX|9| status.log E232| of L|Ct.



root @MC: /var/| og/ sf/ Ci sco_Firepower_Mnt _Center_Hotfix_DE-6.6.5.2# tail -f status.log
ui : [98% Upgrade conpl ete

ui:[99% Running script 999 finish/999 z nust_remain_|last_finalize_boot.sh...

ui:[99% Running script 999 finish/999 _zz install _bundle.sh...

ui :[10094 The systemw ||l now restart services.

ui:Systemw |l now restart services.

ui :[1009 Installation conpleted successfully.

ui : Upgrade has conpl et ed.

state: finished
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