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eStreamer client (eNcore)

A FMC
Linux (eStreamer
= server)

SSL tunnel (TCP 8302)

JSON
or
Splunk
or
CEF (for Arcsight)

managed
devices

=l SIEM server

eStreamer 174 MH

2 20|1E (Ncore)= SSL SHEM|0|Z 7t =™ E|= FMC TCP ZE 83020 CHEt o122 A|=FEFLICH

1: 11:34:02.901091 192.168. 27.100. 46538 > 10. 48. 26. 49. 8302: s 1607291631: 1607291631(0) wi n 29200
<mss 1460, sackOK, ti mestanp 2350959 0, nop, wscal e 10>

2: 11:34:02.902220 10. 48. 26.49. 8302 > 192. 168. 27. 100. 46538: s 2529774236: 2529774236(0) ack
1607291632 wi n 28960 <nss 1380, sackCK, ti mestanp 940036669 2350959, nop, wscal e 7>

3: 11:34:02.902739 192. 168. 27. 100. 46538 > 10. 48. 26. 49. 8302: . ack 2529774237 win 29

<nop, nop, ti nest anp 2350959 940036669>

FMCe Q&2 +&dt1, SYUS ZE0|A SSL HEM 0|2 E +=-5t1, EEH0|2E CN(Common

Mar 2 11:45:06 FMC SF-1MS[22601] : [22601] Event Streamner: ConnectionHandl er [I NFOQ Accepted IPv4
connection from 10.48.26.47:46538/tcp

Mar 2 11:45:06 FMC SF-1MS[22601] : [22601] Event Streamner: ConnectionHandl er [I NFQ Added
10.48.26.47 to host table

Mar 2 11:45:06 FMC SF-1MS[22601] : [22601] Event Streamner: ConnectionHandl er [I NFQ Added
10.48.26.47(23935) to host table

Mar 2 11:45:06 FMC SF-1 MS[23935]: [23935] Event Streamer chil d(10.48.26.47): Connecti onHandl er
[NFO Resolved CN 10.48.26.47 to 10.48.26.47

Mar 2 11:45:06 FMC SF-1 MS[23935]: [23935] Event Streaner chil d(10.48.26.47): Connecti onHandl er
[ NFO Matched Certificate CN:10.48.26.47 to 10.48.26.47 (IPv4)

Mar 2 11:45:06 FMC SF-1MS[23935]: [23935] Event Streamer chil d(10.48.26.47):sfestreanmer [|INFQ
Got EVENT_STREAM REQUEST | ength 8

Mar 2 11:45:06 FMC SF-1 MS[ 23935]: [23935] Event Streamer chil d(10.48.26.47):sfestreanmer [|INFQ
Publ i shing service INFO total data size 48

Mar 2 11:45:06 FMC SF-1MS[ 23935]: [23935] Event Streanmer chil d(10.48.26.47):sfestreanmer [|INFQ
Publ i shing service id:5001 - length size 8

Mar 2 11:45:06 FMC SF-1MS[ 23935]: [23935] Event Streanmer chil d(10.48.26.47):sfestreanmer [|INFQ
Publ i shing service id:5000 - length size 8

Mar 2 11:45:06 FMC SF-1MS[ 23935]: [23935] Event Streanmer chil d(10.48.26.47):sfestreanmer [|INFQ
Publ i shing service id:6667 - length size 8
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2020- 03-02 07:18: 11,500 Connection I NFO Connecting to 10.48. 26. 49: 8302

2020- 03-02 07:18: 11,500 Connection I NFO Using TLS v1.2

2020- 03-02 07:18: 11,500 Monitor I NFO Starting Monitor.

2020- 03-02 07:18: 11,500 Monitor I NFO Starting. O handl ed; average rate 0 ev/sec;
2020-03-02 07:18:11,501 Witer I NFO Starting process.

2020- 03-02 07:18: 11,506 Transformer | NFO Starting process.

2020-03-02 07:18: 11, 985 Bookmar k I NFO Bookrmark file /root/eStreamner-eNcore/ 10. 48. 26. 49-
8302_bookmar k. dat does not exi st.

2020- 03-02 07:18: 11,986 Settings I NFO Timestamp: Start = 2 (Bookmark = 0)

2020- 03-02 07:18: 11,986 Recei ver I NFO Event St r eanRequest Message:
00010002000000080000000048900061

2020- 03-02 07:18: 11,986 Subscri berParser |NFO Starting process.

2020-03-02 07:18: 11,996 Bookmark I NFO Bookrmark file /root/eStreamner-eNcore/ 10. 48. 26. 49-
8302_bookmar k. dat does not exi st.

2020- 03-02 07:18: 11,996 Settings I NFO Ti mestanp: Start = 2 (Bookmark = 0)

2020- 03-02 07:18: 11,997 Recei ver I NFO St ream ngRequest Message:

000108010000003800001a0b0000003848900061000000000009000c000400150009001f 000b003d000e00470004005b
000700650006006f 0002008300000000

EventStreamRequestE FMCOM 45 HAZAE £ Q& LIC}.

Mar 2 12:29:16 FMC SF-1MS[6671]: [6671] Event Streamer chil d(10.48.26.47):sfestreaner [|NFQ
Event Stream Request (0x48900061): Since O w NS Events w NS 6.0 Events

w Packets w Extra |IDS Event data w Metadata v4 w RUA 5.2 Events w Inpact Alerts w 5.3
Impact Alerts w Inpact Flags w RNA 5.3 Events w RNA 6.0 Flow w Policy 5.4 Events

w FireAW 6.0 Events w Filelog 6.0 Events w Send archive timestanp w Send Detail Request

EventStreamRequeste= 2% SeiJ0| dBE ™ e 168/ E340|H 220|YMEI ER
gt OB E LER=X| =lstr| 2I5H O|RI = H4Ets{of & LICH.of:

Hex value Binary value

48900061 0100 1000 1001 0000 0000 0000 01100001

31302928 27262524 232212120 19181716 15141312 111098 7654 3210
‘ L Requests the transmission of packet data associated with intrusion events
Impact event alerts (related to bits 6 and 30)

Same as bit 2 (Requests the transmission of intrusion events)

Requests the transmission of version 4 metadata associated with intrusion,
discovery, user activity, correlation, and connection events.

Requests extended event headers

Requests event extra data associated with an intrusion event

Indicates an extended request to eStreamer
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root @al i:~/eStreaner-eNcore# ./encore.sh foreground


/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/Protocol.html#31058 

2020- 06- 03 20: 50:53, 365 Monitor I NFO Runni ng. 100 handl ed; average rate 0.42 ev/sec;

2020- 06- 03 20: 52:53, 488 Monitor I NFO Runni ng. 100 handl ed; average rate 0.28 ev/sec;
2020- 06- 03 20: 54:53, 601 Monitor I NFO Runni ng. 100 handl ed; average rate 0.21 ev/sec;
2020- 06- 03 20:56:53, 725 Monitor I NFO Runni ng. 100 handl ed; average rate 0.17 ev/sec;
O OF.
L 1.

- 22t0|MUE = H|0|EE 23-3st7| <lsll SSL E-I'—"% AR LICHpull).
E{gdo| MHE|™ E'do| uPH| RX|=|Z FMC= #E2lE|l= ClHo|A0M CIOIE{E 7HX{E ot
Ct SIO[Eq(0fl: & O|HE)E F AIRLICH

eStreamer client EMC
TCP 3-way handshake (eStreamer

it i server)
Initiated by the client =

SSL tunnel is established
eStreamer Request for data

FMC constantly sends data through the tunnel

SSL connection
over TCP 8302

Of ofofl A IP 10.62.148.412 eStreamer 220|241 E(Ncore)0|1 IP 10.62.148.752 FMCILCF.

L] |1qlstraam eq 6

No.  Time Source Destination Protocol Length  Info

TCP 3-way handshake initiated
by the eStreamer client

682959
TLS Handshake with client
(Mutual) Authentication 66500

89 ©.000121 10.62.148.41 10.62.148.75 TCP 66 36448 - 8302 [ACK] Seq=1483219733 Acks
96 0.000097 10.62.148.41 10.62.148.75 TLSwv.. 304 Client Hello

91 0.6000@6 10.62.148.75 10.62.148.41 TCP 66 8302 » 36448 [ACK] Seq=42209
920.477442 10.62.148.75 10.62.148.41 TLSv.. 2199 Server Hello, Certificate r
93 ©.600362 10.62.148.41 10.62.148.75 TCP 66 36448 - 8302 [A Ack=4220992191 Win=33536 Len=@ TSval=3682959
94 0.005108 10.62.148.41 10.62.148.75 TLSv.. 1654 Certificate]” Client Key Exchange, Certificate Verify, Change Cipher Spec, Encr:
95 ©.600013 10.62.148.75 10.62.148.41 TCP 66 8302 » 36448 [ACK] Seq=4220992191 Ack=1483221559 Win=3328@ Len=@ TSval=2266500
96 ©.602954 10.62.148.75 18.62.148.41 TLSwv.. 1284 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

97 ©.601526 10.62.148.41 10.62.148.75 TLSwv.. 111 Application Data

98 ©.008848 10.62.148.75 10.62.148.41 TLSv.. 151 Application Data

99 ©.000559 1@.62.148.41 10.62.148.75 TLSV.. 159 Application Data
1. ©.840767 10.62.148.75 10.62.148.41 TCP 66 8392 » 36448 [ACK] Seq=4220993494 Ack=1483221697 Win=3328@ Len=0 TSval=2266588"
1. ©.800241 10.62.148.41 10.62.148.75 TLSwv.. 103 Applicat]
1. ©.000010 10.62.148.75 10.62.148.41 TCP 66 8302 + 3¢ FMC sends the 93494 Ack=1483221734 Win=3328@ Len=0 TSval=2266500
1.. ©.088154 10.62.148.75 10.62.148.41 TLSwv.. 1535 App
1. ©.000214 10.62.148.75 10.62.148.41 TCP 7306 8362 -+ 364%8 8994963 Ack=1483221734 Win=33280 Len=7240 TSval=2266
1. ©.600013 10.62.148.41 10.62.148.75 TCP 66 36448 ~» 8302 [ACK] Seq=1483221734 Ack=4220994963 Win=39424 Len=0 TSval=3682959
1. ©.000009 10.62.148.75 10.62.148.41 TLSv.. 1321 Application Data
1. ©.600136 10.62.148.41 10.62.148.75 TCP 66 36448 » 8302 [ACK] Seq=1483221734 Ack=4220999307 Win=48000 Len=8 TSval=3682959
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/content/en/us/td/docs/security/firepower/630/api/eStreamer_enCore/eStreamereNcoreCLIOperationsGuide_354.html#_Toc529871543
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eStreamer O Z 2|71 0|M0f CHEF M|E AFE D FMC ZAI|28|0|M EH7H|= Event Streamer
Integration Guide0{| A C}EL|C}.

estreamer.conf I} & =&

o] MMojME &FMo| MCHZ X5 3517| Q5 estreamer.confoll M =28 4= U7{L} =%d5HoF &
AFEro| CHaH AR EFLICH estreamer.conf TFY 2 path/eStreamer-Ncore CIEE 2| LHo| Q& L|CH.CH
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root @al i : ~/ eStr eaner - eNcor e# cat estreamer.conf

{

"connect Ti meout": 10
"enabl ed": true,

"handl er": {
"out put @omment": "If you disable all outputters it behaves as a sink"
"outputters": [
{
"adapter": "json",
"enabl ed": true,
"streant': {
"options": {
"maxLogs": 10000
"rotate": true
},
"uri": "relfile:///dataljson/encore.{0}.json"
}
}

1,
"records": {
"connections": true,
"core": true,
"excl @oment": [
"These records will be excluded regardl ess of above (overrides '"include )",
"e.g. to exclude flow and IPS events use [ 71, 400 ]"
1,
"exclude": [],
"inc@oment": "These records will be included regardl ess of above",
"include": [],
"intrusion": true,
"metadata": true,
"packets": true,
"rna": true,
"rua": true

}
},
"l oggi ng": {
"filepath": "estreaner.|og",
"format": "% asctine)s % nane)-12s % evel nane) - 8s % nessage)s”,
"l ev@oment": "Levels include FATAL, ERROR, WARNI NG | NFO DEBUG, VERBCSE and TRACE",
"level ": "INFO',
"stdQut": true
},

"monitor": {
"bookmar k": false
"handl ed": true,
"period": 120,
"subscribed": true,
"velocity": false

},

"responseTi neout": 2,


/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/ConfiguringEstreamer.html 
/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/ConfiguringEstreamer.html 
/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/ConfiguringEstreamer.html 

bookmar k",

{

{

"star@oment": "0 for genesis, 1 for now, 2 for
"start": 2,
"subscription":
"records":
"@omment": |
"Just because we subscri be doesn't nean the server is sending.
mean",
"we are witing the records either. See handl er.records[]"
1,
"archi veTi nest anps”: true,
"event ExtraData": true,
"extended": true,
"inpact Event Al erts": true,
"intrusion": true,
true,
true

"met adat a":
"packet Dat a":
|

"servers": [
"host": "10.62.148. 75",
"pkcsl12Fil epath": "client.pkcsl2",
"port": 8302,
"tls@oment": "Valid values are 1.0 and 1.2",

"t sVersion":

{

1.2

]
4

)
MEAZ M MM
LICLOIE S0 &% R@HE false 2 M 5tH
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{

{

"subscription":
"records":
"@onmment": |
"we are witing the records either.
true,

mean",
1,
"archi veTi nest anps":
"connection": true,
"event ExtrabData": true,
"ext ended": false,
"inpact Event Al erts": true,
"intrusion": true,
true,
true

"met adat a":
"packet Dat a":

[ I NFO
Event Stream Request (0x08900061):
I mpact Alerts w

data w
Met adata v4 w

"wor ker Processes":
FMC(Event Streamer Request to the server)& +=’33l24™ eStreamer.conf MEA 3 &M
FMCO{| A EventStream Request7}

"Just because we subscribe doesn't nean the server
See

Nor does it

Mg

=
SE L

is sending. Nor does it

handl er.records[]"

[ 16084] Event Streaner chil d(10.48.26.47): sfestreaner

Since 4294967295 w NS Events w Packets w Extra |IDS Event

Jun 3 13:48:24 firepower SF-1MS[16084]:
I npact Flags w Send archive tinestanp



P @& = true:

b

Jun 3 13:50:52 firepower SF-1MS[17167]: [17167] Event Streaner chil d(10.48. 26.47): sfestreaner

[ I NFO
Event Stream Request (0x48900061): Since 1590497346 w NS Events w NS 6.0 Events w Packets w

Extra I DS Event data w Metadata
vd w RUA 5.2 Events w Inpact Alerts w 5.3 Inpact Alerts w Inpact Flags w RNA 5.3 Events w

RNA 6.0 Flow w Policy 5.4 Events
v w FireAMP 6.0 Events w Filelog 6.0 Events w Send archive tinmestanp w Send Detail Request

27 MM

Ncore CLIOIM CI|HHOE & 43} 5t2d™ estreamer.conf IHUE HWEISIT 27 &S BdZEEL|Ct.

"l oggi ng": {
"filepath": "estreaner.l|og",
"format": "% asctine)s Y nane)-12s %I evel nane) - 8s % nessage)s”,
"l ev@oment": "Levels include FATAL, ERROR, WARNI NG | NFO DEBUG VERBGCSE and TRACE",
"l evel ": "DEBUG",
"stdQut": true

b
BLE MM
HMelE =Y o|HE £ 4l #X)| S0t3 2 224H estreamer.confOil M 2 LIE| MMHE TEIEFLICH.

"monitor": {

"bookmar k": true, #1f true, adds date/tinestanp (see above)

"handl ed": true, #Nunber of records processed

"period": 120, #How of ten (in seconds) nmonitor wites to the |og
"subscri bed": true, #Nunber of records received

"velocity": fal se #A measure of whether eNcore is keeping up (>=1 is good)

"connect Ti meout ": 10, <- The nunber of seconds to wait for a response when establishing a
connection to the FMC

"wor ker Processes": 4, <- The nunber of processes that eNcore spawns.
0| 22 21201 WRE £ UBLICH O B2 TRNLIL HES B3| S ABEIR|Y 2 T
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/content/en/us/support/docs/security/firesight-management-center/118071-troubleshoot-firesight-00.html
/content/en/us/support/docs/security/firesight-management-center/118071-troubleshoot-firesight-00.html

HAEE 2|5 NcoreE ZICIRE ZZMAZ &350 FMC2te| SAI2 & elsh &= Q&L

root @al i : ~/ eStreaner-eNcore# ./encore.sh foreground

2020-06-04 11:48:00, 048 Controller I NFO eNcore version: 3.5.4

2020-06-04 11:48: 00,049 Controller I NFO Python version: 2.7.13 (default, Jan 19 2017,
14:48:08) \n[GCC 6.3.0 20170118]

2020- 06- 04 11:48: 00,051 Controller I NFO Pl at form versi on: Linux-4.13.0-kalil-and64-x86_64-
with-Kali-kali-rolling-kali-rolling

2020- 06- 04 11:48: 00,052 Controller I NFO Starting client (pid=12374).

2020-06-04 11:48:00,052 Controller I NFO Sha256:

77ac7e72d0b96e0ad4b9clc4af 9al6c2deOb2b5ccf 2929dd2857cf 94ed96b295e3

2020- 06- 04 11:48: 00,052 Controller I NFO Processes: 4

2020- 06- 04 11:48: 00,053 Controller I NFO Settings:

2020- 06- 04 11:48: 00,053 Di agnostics | NFO Check certificate

2020- 06- 04 11:48: 00,054 Di agnostics | NFO Creating connection

2020-06-04 11:48: 00, 054 Connection I NFO Connecting to 10.62.148.75:8302

2020- 06- 04 11:48: 00, 054 Connection I NFO Using TLS v1.2

2020- 06- 04 11:48:00, 136 Di agnostics |NFO Creating request nessage

2020- 06- 04 11:48:00, 137 Di agnostics | NFO Request message=0001000200000008ffffffff 48900061
2020- 06- 04 11:48:00, 137 Di agnostics | NFO Sending request message

2020- 06- 04 11:48:00, 137 Di agnostics | NFO Receiving response message

2020- 06- 04 11:48: 00,229 Di agnostics | NFO Response

nessage=KCRMVApTJI2x| bnd0aCc Kc DEKSTQUACNNTI3ZI cnNpb24nCnAy Ckkx CnNTJ2RhdGENCnAz Gl vh XHgwivFx 4 MDBc e DEz
XHg 4 0OVx 4 NDBc e DAWXHgWVFX 4 MDh ¢ e DAWXHg WV 4 MDBC e DAWXHg WV x 4 MDBC e DAWXHgWVFX 4 MDBc e DAWXHg x MLx 4 ODh ¢ e DAW
XHgwiVFx 4 VNDBc e DA4 XHgwiVFx 4 MDBC e DAWXHg WiV 4 MDBc e DAWXHg WV x 4 MDBc € DAWXHgWVFX 4 MAFc e DBI- XHgwiVFx 4 VDBc e DAW
XHgwOFx 4 MDBc e DAWXHgWVFX 4 MDBc e DAWXHg WiV 4 MDBc e DAWI wpwNApz Uy dt ZXNz YWdl VH wZSc Ke DUKSTI WNTEKcy 4=

2020- 06- 04 11:48: 00,229 Di agnostics |NFO Streaming i nfo response

2020- 06- 04 11:48: 00,230 Di agnostics |NFO Connection successful

2020- 06- 04 11:48: 00,230 Monitor I NFO Starting Mnitor.

2020-06- 04 11:48: 00, 236 Decor at or I NFO Starting process.

2020- 06- 04 11:48:00,236 Transformer | NFO Starting process.

2020-06-04 11:48: 00, 237 Connecti on I NFO Connecting to 10.62.148.75:8302

2020- 06- 04 11:48: 00,237 Connection I NFO Using TLS v1.2

2020- 06- 04 11:48:00,238 Witer I NFO Starting process.

2020- 06- 04 11:48: 00, 639 Booknark I NFO Openi ng bookmark file /root/eStreaner-

eNcor e/ 10. 62. 148. 75- 8302_bhooknar k. dat .

2020- 06- 04 11:48:00, 640 Settings I NFO Ti mestanp: Start = 2 (Bookmark = 1591210934)
2020- 06- 04 11:48: 00, 640 Recei ver I NFO Event St r eanRequest Message:
00010002000000085ed7f 3b648900061

2020- 06- 04 11:48: 00, 640 Subscri berParser | NFO Starting process.

2020- 06- 04 11:48: 00, 640 Booknark I NFO Openi ng bookmark file /root/eStreaner-

eNcor e/ 10. 62. 148. 75- 8302_bhooknar k. dat .

2020- 06- 04 11:48: 00, 646 Booknark I NFO Openi ng bookmark file /root/eStreaner-

eNcor e/ 10. 62. 148. 75- 8302_bhooknar k. dat .

2020- 06- 04 11:48: 00,646 Settings I NFO Ti mestanp: Start = 2 (Bookmark = 1591210934)
2020- 06- 04 11:48: 00, 647 Recei ver I NFO St ream ngRequest Message:

000108010000003800001a0b00000038489000615ed7f 3b60009000c000400150009001f 000b003d000e00470004005b
000700650006006f 0002008300000000
2020-06-04 11:48: 00, 653 Moni tor I NFO Running. 0 handled; average rate 1.2 ev/sec;

5 Ao FMCO| A= Ncore Streamer 2210|¢1E 7} 422 MME [ o|HEt 2Ot 42 2OJE £
£ QU&LICHFMC Hele X & AlZtche &4 uTCcYLCH

root @MC2000- 2: ~# tail -f /var/l og/ nessages

Jun 4 09:48: 00 FMC2000-2 SF-1MS[4135]: [4135] Event Streaner: ConnectionHandl er [I NFO Accepted
IPv4 connection from 10.62.148.41:36528/tcp

Jun 4 09:48: 00 FMC2000-2 SF-1MS[4135]: [4135] Event Streaner: ConnectionHandl er [I NFO Added
10.62.148.41(8512) to host table

Jun 4 09:48: 00 FMC2000-2 SF-1MS[8512]: [8512] EventStreamer chil d(ksec-sfvmw n7-
3.cisco.com:SFUtil [INFO Found IPv4 address 10.62.148.41 for ksec-sfvm-win7-3.cisco.com



Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3. ci sco.com: ConnectionHandl er [I NFO Resolved CN ksec-sfvm-win7-3.cisco.com to 10.62.148.41
Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3. cisco.com: ConnectionHandl er [I NFO Matched Certificate CN:ksec-sfvm-win7-3.cisco.com to
10.62.148.41 (IPv4)

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.com:sfestreamer [INFQ Got EVENT_STREAM REQUEST | ength 8

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con):sfestreamer [INFQ Publishing service |NFO total data size 48

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con):sfestreamer [INFQ Publishing service id:5001 - length size 8

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con):sfestreamer [INFQ Publishing service id:5000 - |length size 8

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con):sfestreanmer [INFQ Publishing service id: 6667 - |length size 8

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con):sfestreanmer [INFQ Got UEC STREAM REQUEST | ength 56

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3. ci sco. con): ConnectionHandl er [INFO requested service [6667] tinmestanp [1591210934]
Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3. cisco.con): ConnectionHandl er [I NFO Got Event type 12, version 9

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3. cisco.con): ConnectionHandl er [I NFO Got Event type 21, version 4

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreamer chil d(ksec-sfvmw n7-
3. cisco. con): ConnectionHandl er [INFO Got Event type 31, version 9

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con): ConnectionHandl er [INFO Got Event type 61, version 11

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3. ci sco. con: ConnectionHandl er [INFO Got Event type 71, version 14

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3. cisco.con): ConnectionHandl er [I NFO Got Event type 91, version 4

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3. cisco.con): ConnectionHandl er [INFO Got Event type 101, version 7

Jun 4 09:48: 00 FMC2000-2 SF-1MS[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con): ConnectionHandl er [INFO Got Event type 111, version 6

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-
3.cisco.con): ConnectionHandl er [INFO Got Event type 131, version 2

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3.cisco.com:sfestreaner [INFO EventStream Request (0x48900061): Since 1591210934 w/ NS Events
w/ NS 6.0 Events w/ Packets w/ Extra IDS Event data w/ Metadata v4 w/ RUA 5.2 Events w/ Impact
Alerts w/ 5.3 Impact Alerts w/ Impact Flags w/ RNA 5.3 Events w/ RNA 6.0

Flow w/ Policy 5.4 Events w/ FireAMP 6.0 Events w/ Filelog 6.0 Events w/ Send archive timestamp
w/ Send Detail Request

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3.cisco.con: ConnectionHandl er [INFO] creating iterator for service [6667] prefix [unified2.]
timestanp [1591210934]

Jun 4 09:48: 00 FMC2000-2 SF-1Ms[8512]: [8512] EventStreaner chil d(ksec-sfvmw n7-

3.cisco.com: Unified2Iterator [INFO] Opened /var/sf/archive/netmap_ 2/unified2.1591210800

Jun 4 09:48:02 FMC2000-2 SF-1MS[4135]: [4135] Event Streaner: ConnectionHandler [INFQ Child
with pid 8510 exited with status 5120
Jun 4 09:48:02 FMC2000-2 SF-1MS[4135]: [4135] Event Streaner: ConnectionHandl er [INFQ Renpved

host entry for pid: 8510

Jun 4 09:48: 04 FMC2000-2 SF-1MS[22296]: [25092] C oudAgent:url _license [INFOQ Peer with active
URLFi I tering: 310f 4c00-a415-11lea- bf 5b- a2d6028849f e
Jun 4 09:48: 04 FMC2000-2 SF-1MS[22296]: [25092] C oudAgent:url _license [INFOQ Peer with active
URLFi I tering: d637b6f0-a4l1l4-1lea-ad97-ccl7b6ea4c03
Jun 4 09:48: 04 FMC2000-2 SF-1MS[22296]: [25092] C oudAgent:url _license [INFOQ Peer with active
URLFi I tering: 873709b8-78b6- 11lea- ae87- b82f 93835447
Jun 4 09:48: 04 FMC2000-2 SF-1MS[22296]: [25092] C oudAgent:url _license [INFOQ Peer with active

URLFi I tering:

c7¢c0217c-78b6-11ea-a719-b7f 0a277eb86

Cisco TAC(Technical Assistance Center)0ll 22|57| Hol| &=Z& &5



Cisco TACOI| £2Jst7| Tof o|2{Et &= +Elste Aol E&LICH

. eStreamer Ncore %

. Python HH%™

. 3AE 0OS HH

. FMcCofl 8t O[HIE 7} HO|Lt2?20|HIE + FMC eStreamer 432 A3 BIAF
Ncore CLIOM CIHT Ed&3H('2F AM'of HE)

. FMCOH|M X sHZE mtd A4

NcoreOl| M Ct & Tt g AMSELICt

estreamer.conf

estreamer.log

UHE{Ql 23]

TCP X E 830201 & 81T

EE3t Ncore E|AE M AFR 35104

root @al i:~/eStreamer-eNcore# ./encore.sh test

2020- 05- 28T16: 02: 56. 931919 Di agnostics | NFO Checking that configFilepath (estreaner.conf)
exi sts

2020- 05- 28 16: 02: 56,935 Di agnostics | NFO Check certificate

2020- 05- 28 16:02: 56,936 Di agnostics | NFO Creating connection

2020- 05- 28 16:02: 56,936 Connecti on I NFO Connecting to 10.62. 148. 75: 8302

2020- 05- 28 16:02: 56,936 Connecti on I NFO Using TLS v1.2

2020- 05- 28 16:02: 56,946 Di agnostics | NFO Creating request nessage

2020- 05- 28 16:02: 56,946 Di agnostics | NFO Request nmessage=0001000200000008ffffffff48900061
2020- 05- 28 16: 02: 56,946 Di agnostics | NFO Sendi ng request nessage

2020- 05- 28 16: 02: 56,946 Di agnostics | NFO Recei vi ng response nmessage

2020- 05- 28 16: 02: 56, 957 Di agnostics | NFO Response

message=KGRMVApTJ2x| bnmdO0aCc Kc DEKSTQACNNTJI3ZI cnNpb24nCnAy Ckkx CnNTJ2RhdGENCnAz Gl vh XHgwivFx 4 MDBc e DEz
XHg 4 Ovx 4 NDBc e DAWXHgWIVIFx 4 MDh ¢ e DAWXHg WiVFx 4 MDBc € DAWXHg WVIFx 4 VDBc e DAWXHg WVFx 4 MDBc e DAWXHg x MLx 4 ODhc e DAwW
XHgwiVIFx 4 MDBc e DA4 XHgwiVFx 4 VDBc e DAWXHg WiVIFx 4 MDBc € DAWXHg WVIFx 4 VDB € DAWXHg WIVFX 4 MAFc e DB XHgwiViFx 4 VDBc e DAW
XHgwOFx 4 MDBc e DAWXHgWIVIFx 4 VDBc e DAWXHg WVIFx 4 VDB € DAWI wpwWNApPz Uy dt ZXNz YWl VH wZSc Ke DUKSTI WNTEKcy 4=
2020- 05- 28 16:02: 56,957 Di agnostics | NFO Streami ng i nfo response

2020- 05- 28 16:02: 56,957 Di agnostics | NFO Connection successful

Ol&= WiresharklM & = U= 320l 44 A= LICH10.62.148.412 Ncore IPO|11
10.62.148.752 FMC ).

Mo, Time Source Destination Protocol  Length  TCP Segment Len  Info

10.000000 10.62.148.41 10.62.148.75 TCP 74 © 35738 - 8302 [SYN] 5eq=3@58376975 Win=29200 Len=0 MS5=1460 SACK_PERM=
‘ 2 8.0080187 18.62.148.75 18.62.148.41 TCP 74 © 8302 » 35738 [SYN, ACK] Seq=1666135546 Ack=3858376976 Win=28960 Len=@
3 @.008025 19.62.148.41 18.62.148.75 TCP 66 © 35738 » 8302 [ACK] Seq=3050376976 Ack=1666135547 Win=29312 Len=@ TSval
4 0.000070 10.62.148.41 10.62.148.75 TLSv.. 304 238 Client Hello
58.888123 18.62.148.75 18.62.148.41 TCP 66 © 8302 > 35738 [ACK] Seq=1666135547 Ack=3058377214 Win=3088@ Len=0 TSval
6 8.801397 19.62.148.75 19.62.148.41 TLSwv.. 1514 1448 Server Hello
7 ©.e88e07 10.62.148.41 16.62.148.75 TCP 66 © 35738 - 8382 [ACK] Seq=3050377214 Ack=1666136995 Win=32128 Len=0 TSva]
8 ©.0e0014 10.62.148.75 10.62.148.41 TLSv.. 751 685 Certificate, Certificate Request, Server Hello Done
9 8.06e885 10.62.148.41 10.62.148.75 TCP 66 © 35738 » 8302 [ACK] 5eq=3850377214 Ack=1666137688 Win=35872 Len=8 TSval
16 ©.802408 10.62.148.41 18.62.148.75 TLSv.. 1625 1559 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Sg
11 ©.000158 10.62.148.75 10.62.148.41 TCP 66 © 8302 » 35738 [ACK] Seq=1666137680 Ack=3058378773 Win=33152 Len=e TSval
12 ©.002977 10.62.148.75 10.62.148.41 TLSv.. 1252 1186 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
13 8.880497 10.62.148.41 18.62.148.75 TLSv... 111 45 Application Data
14 @.el1e2es 19.62.148.75 19.62.148.41 TLSv.. 151 85 Application Data
| 15 8.8080494 10.62.148.41 10.62.148.75 TCP 66 © 35738 -+ 8302 [FIN, ACK] Seq=3050378818 Ack=1666138951 Win=37888 Len=9|

16 ©.888257
17 @.060025

10.62.148.75

15 @.000009

.148.

TLSV...

31 Encrypted Alert
© 35738 » 8382 [RST]
© 8302 » 35738 [FIN,

Seq=3050378819 Win=0 Len=0
ACK] Seq=1666138982 Ack=3856378819 Win=33152 Len=8

© 35738 » 8302 [RST] Seq=3050378819 Win=0 Len=0




CIZE A CNO| ¢ EAEQ} Ux|6K| kS

eStreamer 22I0|HE 7} NAT ol Q= 2R HAEZ| P TAQ 87 Q1B M7} Al z|o{of 5 A
Lt Ct2a 22 2774 EAIELICH

Mar 2 11:30: 01 FMC SF-1MS[16921]: [16921] Event Streaner: ConnectionHandl er [INFQ Accepted |Pv4
connection from 10. 48. 26. 47: 46529/ tcp

Mar 2 11:30: 01 FMC SF-1MS[16921]: [16921] Event Streamer: ConnectionHandl er [INFOQ Added

10. 48. 26.47 to host table

Mar 2 11:30: 01 FMC SF-1MS[16921]: [16921] Event Streamer: ConnectionHandl er [INFOQ Added

10. 48. 26.47(17659) to host table

Mar 2 11:30: 01 FMC SF-1MS[17659]: [17659] Event Streaner chil d(192. 168. 27. 100): Connect i onHandl er
[INFQ Resolved CN 192.168.27.100 to 192.168. 27.100

Mar 2 11:30: 01 FMC SF-1MS[17659]: [17659] Event Streaner chil d(192. 168. 27. 100): Connect i onHandl er
[ERROR] Certificate Common Name 192.168.27.100 does not match remote host: 10.48.26.47. It was
issued to a different client.

Mar 2 11:30: 02 FMC SF-1 MS[16921]: [16921] Event Streaner: ConnectionHandler [INFQ Child with
pid 17659 exited with status 0

Mar 2 11:30: 02 FMC SF-1MS[16921]: [16921] Event Streaner: ConnectionHandl er [I NFO Renoved host
entry for pid: 17659

eStreamer &}0|HE 0l CH&F FMC DNS &2lo| AR EIi&LiCt.

FMCO]| eStreamer 2C2}0|Q1E 0| CHEH 2 =IDNS & 50| U= B2 O|HIE7} ECI0|EN &
5tX| &t &LICH.o| M7 FMCOHM X E|=X| o R E & 2l5te{HO| ool FMC= 2E& Z2l0|
HE & AE ksec-sfvm-win7-3.cisco.com0i A TCP SYN mZ!E Bt&LCt

r oot @MC2000- 2: / var/ sf/ archi ve/ net map_2# tcpdump -i eth0 port 8302

HS_PACKET_BUFFER SI ZE is set to 4.

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode

listening on ethO, link-type ENIOMB (Et hernet), capture size 262144 bytes

18: 32: 45. 453401 | P ksec-sfvm-win7-3.cisco.com. 36428 > FMC2000-2.8302: Flags [S], seq 2427598184,
wi n 29200, options [nes 1460, sackOK, TS val 3681355935 ecr 0, nop,wscale 7], length O

18: 32: 45. 453425 | P FMC2000- 2. 8302 > ksec-sfvmw n7-3.cisco.com 36428: Flags [S.], seq
1996800475, ack 2427598185, wi n 28960, options [nmes 1460, sackOK, TS val 2264897265 ecr
3681355935, nop, wscale 7], length 0

18: 32: 45. 453539 | P ksec-sfvmw n7-3. ci sco. com 36428 > FMC2000-2.8302: Flags [.], ack 1, win 229
options [nop, nop, TS val 3681355935 ecr 2264897265], length O

-n EC3E ALEstod FQIE IPE = & &L

il

r oot @MC2000- 2: / var/ sf/ archi ve/ net map_2# tcpdump -i eth0 port 8302 -n

HS_PACKET_BUFFER SI ZE is set to 4.

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode

listening on ethO, link-type ENIOMB (Et hernet), capture size 262144 bytes

18:34:58.015971 I P 10.62.148.41. 36434 > 10.62. 148.75.8302: Flags [S], seq 713101140, wi n 29200
options [nes 1460, sackOK, TS val 3681488496 ecr 0, nop,wscale 7], length O

EE = FMC CLIO| M nslookup BHE E2 AL E = U&LICH

r oot @MC2000- 2: / var / sf/ ar chi ve/ net map_2# nslookup ksec-sfvm-win7-3.cisco.com
Server: 1.2.3.4
Addr ess: 1.2.3.4#53



Name: ksec-sfvm-win7-3.cisco.com Address: 10.62.148.41

SSL Q1B M @72 QI8 eStreamer E 21 EX|

eStreamer 22I0|HE 7} HIE FMC SSL 215 ME A5t X| &g LICHFMC
Ivar/log/message It U0 QB M7t ZZE B2 CtZ O|HETJL EAIELIC.

Jun 11 14:15:33 FMC SF-1 MS[ 14211]: [14211] Event Streamner: Connecti onHandl er [| NFQ
estreaner. c: 2149: Accept Connections(): Accepted | Pv4 connection from 192. 0. 2. 100: 42143/ tcp
Jun 11 14:15:33 FMC SF-1 MS[ 14211]: [14211] Event Streamner: Connecti onHandl er [| NFQ
estreaner. c: 389: al | owConnection(): Added 192.0.2.100 to host table

Jun 11 14:15:33 FMC SF-1 MS[ 14211]: [14211] Event Streaner: Connecti onHandl er [1 NFQ
estreaner.c: 334: renenberPi d(): Added 192.0.2.100(13687) to host table

Jun 11 14:15:33 FMC SF-1 MS[ 14211]: [14211] Event Streaner: ConnectionHandl er [ DEBUG
estreaner. c: 1347: Accept Connection(): Created new estreaner child with src 192.0.2.100 : pid
13615

Jun 11 14:15:34 FMC SF-1 MS[ 13687]: [13615] Event Streamner: Connecti onHandl er [ ERROR]
estreaner.c: 1116: Accept Connection(): SSL_accept failed, SSL_get_error reports SSL_ERROR_SYSCALL

FMCO{| A eStreamer 22I0|1EE AMA|SID R 7 HE = U&LICHO[EH 3tH SSL Q15 M7F A
MME=I||C} eStreamer 22}0|MIEZ M QIS ME 7K SLCH

ASA SFR 2 & S 2 {8l eStreamert] 2 2 HE IP T4

eStreamer 22 0|2 E0|ME SFR 2 E IPE AFE 3l oF & LICHASAN|AM H&E show sfr module
details® A&3l0{ 2 IPE & QI LICE.

CEF(ArcSight Common Event Format)

Arcsight Common Event Format Standard= Ncore CLIMIA T& &l of 5HE 71-2t A& &o|gtL|ct
Arcisco0l| M =218k Cl|o|E{o]] 2tdo| gls B2, o+ E EE = =47 E27{L Y

E{7t Arcsight 2E2I0|HENM SHIZ2H & EMEX| 2 B2 ™S 8dll 21 1o 7|53
T8 7d2 £d5t= Aol EZ&LICLMEIAM BA7E oiC|of e x| mHetst= ol == 0| ol

"handl er": {
"out put @onment": "If you disable all outputters it behaves as a sink",
"outputters": [
{
"adapter": "cef",
"enabl ed": true,
"streant': {
"uri": "relfile:///data/data.{0}.cef"
}
}

1
RAW CEF O|HE= Zt =7} ""gto|zz FEE EZ 7|SELICH

<13>May 26 09:31:39 kali2 CEF: 0| C sco| Fi repower| 6. 0] RNA: 1003: 1| CONNECTI ON STATI STI CS| 3] act =Al | ow
app=STUN byt esQut =820 csl=test csllLabel =fwPolicy

cs2=Default Action cs2Label =fwRul e cs3=I NSI DE cs3Label =i ngr essZone cs4=0UTSI DE
cs4label =egr essZone cs5Label =secl nt el Cat egory devi ceExt ernal |1 d=1

devi cel nboundl nt er f ace=i nsi de devi ceQut boundl nt er f ace=out si de dpt=9000 dst=216.151. 129. 103


https://community.microfocus.com/t5/ArcSight-Connectors/ArcSight-Common-Event-Format-CEF-Implementation-Standard/ta-p/1645557

dvchost =10. 48. 26. 45 dvcpi d=2 end=1590497212000 ext er nal | d=50850
prot 0o=17 reason=N A requestd i ent Applicatio

eStreamer FCI0|¢E7I RE EOE EA|SX| &S

O|= &3 eStreamer ZLt0|YME LHHMEAIZEM(FMCOH|M L{F B2 0|“'”E7P MSE) HEY
LICt. eStreamer 2Ct0|1E Z0fA{ O] BHE S AT Recv-Q 7I2E7 = | golgtLct.o
AZlo] HAZAE AR T2 a0 M S ASHR| 42 HIO|E £QlL|C}H.O| 01|01|A-| Zolo|ME =of
M E8 =901 143143HI0|E 7} 2&L|LC}.

root @al i : ~# netstat -an | egrep "8302|Recv-Q"
Prot o Recv-Q Send-Q Local Address For ei gn Address State
tcp 143143 0 10.62.148.41: 36732 10. 62. 148. 75: 8302 ESTABLI SHED

eStreamer Z2t0|UEM £ 2 X O|HEE &RIgLICH Ol =T O[HE & LIEHHLICH

root @ali:~/eStreaner-eNcore# cat estreamer.log | grep "ev/sec"
eStreamer 220|1E A Q&3 HIO|E| ¥ == FMCOHIA ELH O|HE R32 Z0|MAIR.E=

eStreamer ZC}0|UE S0f € E 2[AAO| FE =8 = °'AL—|EP

FAQ(RIF 2= &&)
Ncore-cli I 7| X|= O{C|HIAH ¥E = U&aLi7?

- FMC 2AZ E9|o{ C}2 2 E H|0|X|, Firepower System Tools and APlIs - Ncore for CEF % @!
. EE = https://github.com/CiscoSecurity/fp-05-firepower-cef-connector-
arcs|ght/tree/master/assets01IA‘I %|&I Ncore U E 72 =& U&LICH,

ZIg S0l FMC A 2ol U= B eStreamer= O|HEE MAM5IX| &LICHO|AH HAQI7IL
?

of, o & &l SEULICLFMC ZAI|22)|0]Md 70| = 2] Al7]:

AIAE0] 819 CIOJEIE +E/5H= S0F HIOJE] SBHEEAFMCOEH 8457 YAIKISZ Al FX]
g+ glon), Wl BEE 7Y WZE = gaLh

eStreamer &20|AE (0d: Qradar)2t2l FMC SEtol| e st 84 to|MA T U&LITH?

oL

eStreamer O|HIE = O{C|0|M A S ELI7H?


https://github.com/CiscoSecurity/fp-05-firepower-cef-connector-arcsight/tree/master/assets
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/backup_and_restore.html

FMC% 3|, FMC= FTD(Managed Device)ol A O|HIEE 7} X{2t eNcore, ArcSight, Splunk,
QRadar, LogRhel 9| eStreamer 22}0|HEZ MEEFLICH

Splunk®} Ncore AtO|ofl= 24 DHER|ATL JU&gLT}H?

L

gtAd ZEE Splunk 2 S 2015t AA|2.04E S04, 04 Splunk EHZ10| Ncore HZ 3.6.81+ &
T|=X| & Ql5t24™ https://splunkbase.splunk.com/app/3662/2 & X HAAI2.

T Lol

Products: 5
Splunk Versions: /
Platform: Platform Independent

CIM Versions: 4 x

eStreamer eNcore7} 042 FMC2| Cl|O|E{& Al & &= U&Li7t?

Ol EME e M ofL|. 7 273 CSCvq143512 2 QI &AL,

FMC HA(High Availability) &2 9|3l eStreamerE 7435t HE SM2 FAU/JALMN?

eStreamer2 &4 FMC $%/0t FM3l= 7
M5tH CH7| FMC7} eStreamer 27801
27%:CSCvios944

0| £&LICt eStreamer0i| CH& & FMC §
5t 2 2 SIEMOIA B2 O|HEE £AIBHLIC

AL >_|_

FMC 2d18l|0|=& M eStreamer QB ME S22 A5 of &L|7H?

ofL|2

H ol OIEI 2| A O|HIE 7} eStreamer E210|1ER MESELI?E QO CIEHIB|MA O|HEE HE O
HEZ MEYEI0] eStreamer ECI0|HEZ B = USLIT?

SI(Security Intelligence) O|HE = Bk o HF 7} ofL|2t 912 O|HE HFoi ZEELICH 0|2 I3
AERIOZ MEE|E HWEo| S| O|HIET} giaL|c 224 714 2%:CSCva39052


https://splunkbase.splunk.com/app/3662/
https://tools.cisco.com/bugsearch/bug/CSCvq14351
https://tools.cisco.com/bugsearch/bug/CSCvi95944
https://tools.cisco.com/bugsearch/bug/CSCva39052

eStreamer O|HIE & eStreamer 2} 0|HEE HiH MAi/a 2|l CIHO|AE FMCOIAM K| & & 4=
UA&LII?

&4l StLke] FMC EH[QITH Q= B Ol EVFsELIch &3 714 @7 CSCvt31270. EE=
FMCOHIM MZ CIE F THQIS FEELICHA Hm ZH oM eStreamerE &4ste 2 E #HE|
I|= C|HFO|AE F7}5t1 eStreamer E2I0|HEE F M ELICH S H| EHQ10| Z< LIHZX| C|
HIO|AE F 715t eStreamerE 7 A5HK| & LT

Firepower2| eStreamer HHE2 £1|L|7}?SIEM 714(0d: LogRhel)& {51 ol ME 7} T gFLCt.

FMC UI0{| M Firepower (FMC) HHT 2 & Ql5t2{H Help(= B H)(2LEZ AE ZAZ]) > About(HE)
> Software version(XZE 90 HE)S Z O|S &Lt

FMC7I ZHIle 2 L El ZLL FMC eStreamer El|O|E{olM EHIQ! HEE &QlstE Wiy

eStreamer Integration GuideO|A 024 B|ZE F&2| &l MM = Record Type(HlZE F3)
20l /= Netmap ID HE E & QIEFL|CtNetmap ID 1% = Netmap Domain Metadata(Record
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https://tools.cisco.com/bugsearch/bug/CSCvt31270
/content/en/us/td/docs/security/firepower/660/api/eStreamer/EventStreamerIntegrationGuide_660/IS-DCRecords.html#10998
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https://bst.cloudapps.cisco.com/bugsearch/
https://bst.cloudapps.cisco.com/bugsearch/
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/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/analyze_events_using_external_tools.html#ID-2219-00000439
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