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show disk-manager CLISH B&30{ X = Z/8t LWM(Low Water Mark)Z HWM(High Water Mark)2|
A0l A 2ol LWMAME BHEE)ol A HWM 222 018 5t7| /s BRE 8710l 38 Zois
LIEP MEIZIX| §f2 O[HIET} U7t Qlx OIHIET} Xt WHlste 32 HY E2Z 5’erI:LEHOIAd
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HE =Y
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adm n@MC: ~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now
129 statistics |lines read

host limt: 50000 0 50000

pcnt host limt in use: 0.01 0.01 0.01

rna events/second: 0. 00 0. 00 0. 06

user cpu time: 0. 48 0.21 10. 09

system cpu time: 0. 47 0. 00 8.83

menory usage: 2547304 0 2547304

resi dent menory usage: 28201 0 49736
rna flows/second: 126.41 0.00 3844.16
rna dup flows/second: 69.71 0.00 2181.81
i ds al erts/second: 0. 00 0. 00 0. 00

i ds packet s/ second: 0. 00 0. 00 0. 00

i ds conm records/second: 0.02 0.01 0.03

i ds extras/second: 0. 00 0. 00 0. 00

fw_stats/second: 0. 00 0. 00 0.03

user | ogi ns/ second: 0. 00 0. 00 0. 00

file events/second: 0. 00 0. 00 0. 00

mal war e event s/ second: 0. 00 0. 00 0. 00

fireanmp events/second: 0. 00 0. 00 0. 00
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/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/connection_logging.html?bookSearch=true#id_80973
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/connection_logging.html?bookSearch=true#id_80973
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527. Log to Ramdisk(Ramdiskol| CHEF 21)& HI& A3} 8 &= UEX| Bt &AL,

Unified Low Priority Events AP 2 0] 32 Log to RamdiskE H|EH 435} 5104 3llE Deep Dive AMof
MAEYESEMoZ AIYZ 37|8 8 & U&LCh

A2l 2. Mixet FMC 7 S4 AM'del HE Hy

Ol2{er Rl L&lof &t ChE YRRl Q2 M2t FMC Zt & &M'(sftunnel)ol] A4 =X
/= S ol HULIcH HRLIZIOME EXE TS [EH-E-OE' T Mﬁ LICE.

. sftunnelO| CI2 E|RRA7HLE =’°”°"°*L—|Ef(ﬂap3)-
. sftunnelO| LE{ME AT MRS LICE.

sftunnel @128 2x|2| 2 FMCet M7t TCP ZE 83052| &t2| QIE{H| 0|A Ztol @dZE 4= Qlo
OF &rLC}H.

FTDOI M [/ngfw]/var/log/imessages It 0l A sftunneled XIS AME £~ Q&LICH o148 X2
Q& Chant 262 MIAIX|I7¢ A EL|CH

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_ch_util [INFO] Delay for heartbeat
reply on channel from 10.62.148.75 for 609 seconds. dropChannel...

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_connections [INFO] Ping Event
Channel for 10.62.148.75 failed

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_channel [INFO] >> ChannelState
dropChannel peer 10.62.148.75 / channelB / EVENT [ msgSock2 & ssl_context2 ] <<

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_channel [INFO] >> ChannelState
freeChannel peer 10.62.148.75 / channelB / DROPPED [ msgSock2 & ssl_context2 ] <<

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunnel d:sf_connections [INFQ Need to send SW
version and Published Services to 10.62.148.75

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunneld:sf_peers [INFO Confirm RPC service in
CONTROL channel

Sep 9 15:41:35 firepower SF-1MS[5458]: [27602] sftunnel d:sf_channel [INFQ >> Channel State
do_dat ai o_f or _heartbeat peer 10.62.148.75 / channel A/ CONTROL [ nsgSock & ssl_context ] <<

Sep 9 15:41:48 firepower SF-1MS[5458]: [5464] sftunnel d:tunnsockets [INFQ Started |listening on
port 8305 | Pv4(10.62.148.180) nanagenentO

Sep 9 15:41:51 firepower SF-1MS[5458]: [27602] sftunneld:control _services [INFO Successfully
Send Interfaces info to peer 10.62.148.75 over nanagemen

Sep 9 15:41:53 firepower SF-1MS[5458]: [5465] sftunnel d:sf_connections [INFQ Start connection
to : 10.62.148.75 (wait 10 seconds is up)

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunnel d:sf_peers [INFO Peer 10.62.148.75
needs the second connection

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ |Interface managenentO is
configured for events on this Device

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ Connect to 10.62.148.75
on port 8305 - managenent O

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ Initiate | Pv4d connection
to 10.62.148. 75 (vi a managenent 0)

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFQ] Initiating |Pv4
connection to 10.62.148. 75: 8305/tcp

Sep 9 15:41:53 firepower SF-1MS[5458]: [27061] sftunneld:sf_ssl [INFO Wit to connect to 8305
(1 Pv6): 10.62.148.75
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- MMM FMC O[HIE =7,
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- AL EQJ0{ CHR2EE ALO|E0i|A SRU, £ ZE04, VDB & GeoDB UHI0|EE CIREE=F L
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- URL B 2 stef|n2|of Cheh HE|(SHE =l E2).
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O|HE ™M QIE{H|o|A0| CHEH FMCOY| 5 MY NICE 7T E + U&LICH 732 & Atadlof
ot EetE = A& ot

8t X|&El2 FMC Hardware Guide Deploying on a Management Network(FMC St=9{01 7}0|=
el HE I A FHF)oM &olg = /&L|ct

A2l 3. SFDataCorrelator L2 M| A Q| B2 $44F

0|2t 2 CHE AlLI2|2 & SFDataCorrelatorS (FMC)0ll M B 44 0| & MstE FALLCH

Sl EHAE ChSo 20| 28 HEE +%/E [ diskmanager.log THUE ArTH{E = Zd]L|CH
. HH== Bl lL|c
- ME|EX| 2 olHE
- MEIE|X| f2 O|HEQ| =2f|Ql .

|
diskmanager.log I+t ! T sHA] 2ol CHE

2l ArMlet LH8 2 ElAT #E[XF MME B Z5HAAl
2. diskmanager.logl A =&t HEE AI&35l04 =& EU#I% =& = Us L.

LSt correlator A& S7|E = Ql5HoF & LICEH

adm n@MC: ~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now

129 statistics lines read

host limt: 50000 0 50000 pcnt host limt in use: 100.01 100.00 100.55 rna events/second: 1.78
0.00 48.65 user cpu tine: 2.14 0.11 58.20 systemcpu tine: 1.74 0.00 41.13 nmenory usage: 5010148

0 5138904 resident nenory usage: 757165 0 900792 rna flows/second:

101.90 0.00 3388.23
rna dup fl ows/second: 0. 00 0. 00 0. 00
i ds al erts/second: 0. 00 0. 00 0. 00
i ds packet s/ second: 0. 00 0. 00 0. 00
i ds conmm records/second: 0.02 0.01 0.03
i ds extras/second: 0. 00 0. 00 0. 00
fw stats/second: 0.01 0. 00 0.08
user | ogi ns/second: 0. 00 0. 00 0. 00
file events/second: 0. 00 0. 00 0. 00
mal war e event s/ second: 0. 00 0. 00 0. 00
fireanp events/second: 0. 00 0. 00 0.01
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0|28t EHl= FMCOH| CHEt Z40|H FMCOIM #E|5te ZE Mol TAo i & LICt Unified low
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/content/en/us/td/docs/security/firepower/hw/maintenance/firepower-management-center/management_center/management_interfaces.html
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. SFDataCorrelator Z2MAQ| 758t QHMHEAIZIME TWII57| QI8 OlHE &
5 Z22 s=uch
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SFDataCorrelator T2 M| A0 CHEF AFM|EF LHE 2 Event Processing(O|HE & 2|) AlMoj| A &olgt
£ A&LICH

HE 5y

M, 2K Anto|=27t g YRi=X| #ls{of BTt oI A stedd 2t 62 ME 7t Ee 7| S
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adm n@MC. ~$ sudo perfstats -C < /var/sf/rna/correlator-stats/now

<QUTPUT OM TTED FOR READABI LI TY>

Wed Sep 9 16:01:35 2020 host limt: 50000 pcnt host limt in use: 100.14 rna events/second
24.33 user cpu tine: 7.34 systemcpu tinme: 5.66 menory usage: 5007832 resident menory usage:
797168 rna flows/second: 638.55

rna dup fl ows/second: 0. 00

i ds al erts/second: 0. 00

i ds pkts/second: 0. 00

i ds comm records/ second: 0.02

i ds extras/second: 0. 00
fw stats/second: 0. 00
user | ogi ns/second: 0. 00
file events/second: 0. 00
mal war e event s/ second: 0. 00
fireAVP events/second: 0. 00

Wed Sep 9 16:06:39 2020

host limt: 50000
pcnt host limt in use: 100. 03
rna events/second: 28. 69
user cpu time: 16. 04
system cpu tine: 11.52
menory usage: 5007832
resi dent menory usage: 801476
rna flows/second: 685.65
rna dup fl ows/second: 0. 00

ids al erts/second: 0.00



Wed Sep 9 16:11:

Wed Sep 9 16:16:

197 statistics |i

i ds pkts/second:

i ds comm records/ second:

i ds extras/second:

fw stats/second:

user | ogi ns/ second:
file events/second:
mal war e event s/ second:
fireAVP events/second:

42 2020

host limt:

pcnt host limt in use:
rna events/second:
user cpu time:

system cpu tine:
menory usage:

resi dent menory usage:
rna flows/second:

rna dup fl ows/second:
ids al erts/second:

i ds pkts/second:

i ds comm records/ second:

i ds extras/second:

fw stats/second:

user | ogi ns/ second:
file events/second:
mal war e event s/ second:
fireAVP events/second:

42 2020

host limt:

pcnt host limt in use:
rna events/second:
user cpu timne:

system cpu tine:
nmenory usage:

resi dent menory usage:
rna flows/second:

rna dup fl ows/second:
ids al erts/second:

i ds pkts/second:

i ds comm records/ second:

i ds extras/second:

fw stats/second:

user | ogi ns/ second:
file events/second:
mal war e event s/ second:
fireAVP events/second:

nes read

host limt:

pcnt host limit in use:
rna events/second:
user cpu time:

system cpu tine:
nmenory usage:

resi dent menory usage:
rna flows/second:

rna dup fl ows/second:
ids al erts/second:

i ds packet s/ second:

i ds comm records/ second:

i ds extras/second:

50000

00

.01
.00

00

.00
.00

00

.00

100.01

47.51
16. 33
12. 64

5007832
809528
1488.17

50000

.00
.00
.00

02

.00
.01

00

.00
.00
.00

100. 00

8.
58. 20
41.13

57

5007832
837732
3388.23

.00

00

.00
.01

00

.03
.00

00

.00
.00

50000
100. 01
1.78
2.14
1.74
5010148
757165
101.90
0. 00
0. 00
0. 00
0.02
0. 00

100. 00
0. 00
0.11
0. 00

0.00
0. 00
0. 00
0. 00
0.01
0. 00

50000
100. 55
48. 65
58. 20
41.13
5138904
900792
3388.23
0. 00

0. 00

0. 00
0.03

0. 00



fw_stats/second: 0.01 0. 00 0.08

user | ogi ns/ second: 0. 00 0. 00 0. 00
file events/second: 0. 00 0. 00 0. 00
mal war e event s/ second: 0. 00 0. 00 0. 00
fireanp events/second: 0. 00 0. 00 0.01
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/content/en/us/td/docs/security/firepower/640/hardening/ftd/FTD_Hardening_Guide_v64.html
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Cisco TACOI| A 2RIt CHE 20| 70|A = O|HIE ztEd HE ol RE 1 #r#10| AU &LCH. ':':°F ST=]
ZX| gt2 OlHIE o| Ag FHstE QAE Y stE{H OHIE 2| ot 7|HX{ 2t 0|8 7 85te +

Zl
M AE Atm{Eofof &LC}.

FMC
Event SFDataCorrelator
Handler
SFTunnel
| )

Ui S

Events Database
Firepower A7} Af @120 M THZIE £ AI5HH snort ZZAM|AE O|HEZS O 2 H 247|/Ax 7|9}
o 7ItH2 O|HEE 3{&35t= O A2 unified2 @A 2 MdgLICE.

B AlAH XA FX0| EAIEH, of7[|oM dEE M dZES

= o
FE2 EZX EAIElof dHELICH

ok

O]
il

T

+ Qaud &

192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Packet: TCP, SYN, seq 3310981951
192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Session: new snort session
192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Appl D: service unknown (0), application

unknown (0)

192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1
192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1
I nspection', action Allow and prefilter rule

I 0 newfirewall session
I
0
192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1 I
I
c

0 using HWor preset rule order 4, 'Default

Hi t Count data sent for rule id: 268437505,
all ow action
O Firewall: allow rule, 'Default Inspection',

192.168.0.2-42310 > 192.168.1.10-80 6 AS 1-1
192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1
al | ow

192.168.0.2-42310 - 192.168.1.10-80 6 AS 1-1 CID O Snort id o, NAP id 1, IPSid 0, Verdict PASS
Snort unified_events I+ 22 [/ngfw]var/sf/detection_engine/*/instance-N/A20{| A QIAEIAHZ M
MELUCH 07| M= ChE o 2 &Lt

U o o

|CF.
nort QIAEA IDLICHO|OM T EA|

. *= Snort UUIDRILIC}. O|= O{ZE+0[|oiA
. N2 O|X &E240iM QUAEA IDE HAE £
£ 0) + 1

30 HU
rr kl
® 0
3 I
\_



19| unified_events I} O0| US = U&LICI

oolI

XM E Snort QIAEA EC{0ol= 271K |

. unified_events-1(=2 M&2| O|HE ).
. unified_events-2(Z 2 M= O|HE L.
LU=L7t =2 O|HIEE 2 140 s 5t= O[HEJLICH

(2)
%|o| o474
== —_=
FMILC 74 A4
Hot QlEZ|TA ey
ZHH i o|HIE =X

[u}
ol
i
i

Ctg £ Mz O|F oflof A Fx4FH Af 140l £5t= O|HIEE Eod FLICt 4]
[Ingfw]/var/sf/detection_engine/*/instance-1/ OF2H0Y Rii= ZF S& O|HIE 29| %
EP 017|M 12 O|F &2 +10{ M FH EAIE snort QAT A idL] 2

2 unified20|H
20{| M 7FAS L
E:L o=|AI o|I=|

: O
2 unified_events-2.log.159654750 T & & MH&LIC. 047|M 2 Eof EAIE OHE —?—t‘ &=
€ LIEHHTD A EAIE 0|2 2E2(1599654750)2 TS OHE A|H 9| EFUAEBHE (Unix AlZt
)Lt

El: Linux date 3EE ALE5t0{ Unix AlZt2 o182 =+ U= EME HEE = &L
adnun@pFP1120 ~$ sudo ‘&M -d@1599654750
2020 92 9 422l 14:32:30 CEST

Uni fi ed2 Record at of fset 2190389

Type: 210(0x000000d2)

Ti mestanp: 0

Length: 765 bytes

Forward to DC. Yes

Fl owSt at s:

Sensor ID: O

Service: 676

Net Bl OS Donmi n: <none>

Cient App: 909, Version: 1.20.3 (linux-gnu)
Protocol: TCP

Initiator Port: 42310

Responder Port: 80

First Packet: (1599662092) Tue Sep 9 14:34:52 2020
Last Packet: (1599662092) Tue Sep 9 14:34:52 2020

<OUTPUT OM TTED FOR READABI LI TY>

Initiator: 192.168.0.2

Responder: 192.168.1.10

Oiginal dient:

Pol i cy Revi si on: 00000000- 0000- 0000- 0000- 00005f 502a92
Rule I D. 268437505

Tunnel Rule ID: O

Monitor Rule ID: <none>

Rul e Action: 2

E unified_events Zt U1t &74 M Z I| ot o] A&LICH o{7|o= F 7HX| L8 2ol £

119!
E

EF.



1. g QIAEA 9l 2 MZ2|of CHEt 34XH unified_events T U Q| EFUAE T CHSK}IQIL|C}
2. unified_event It 20i| A OFX[2F 2{7| O|HIE 0| @|X|E HIO|E B 22 X|HELICH
Zk2 CH2 ofxliet Zto| & MCHZE A B2 FEELICH

root @TD: / hone/ adm n# cat /var/sf/detection_engines/d5a4d5d0-6ddf-1llea-b364-
2ac815¢cl6717/instance-1/unified_events-2.log.bookmark.la3d52e6-3e09-11lea-838f-68e7a£919059
1599862498, 18754115

a8{H Ccla3g el Z2MA M ofE o|HIET} o|0| XE|(FMCZ T&) =1 ofEH o|HE T}
MEIEIX EAER] & = A&LICH

Cla3 #E|Xt7t O|HIE AFLZ & XM7HstH S& O[HE mAo| M7 ELICE AFLZ o] CHE
REMEH LHE2 ClAa3 2E|R dEEs HESHEAIL.

CHS & otLi7t 22l B2 MHE S ool XMEl=[X| §f2 O|HET e Aoz ZHFE L

1. MZ IO Bt AR T} mb e AlZHECH &L ct

2. MZ | EIdARM I = Tt B Azt SUstod mhof M HEOIE B9{of 917t 27|2oh &
Lot
=

EventHandler Z2MA = S& Tt O|HIEE 211 sftunnel2 &3 HIEIHIO|E{2 FMCOH| &
2| YUrLICH sftunnel 4IM9t FMC Zhol 2t 3 5HEl S48 BEsts Z2MAQILICH ol TCP 7|
Hh 4240|222 FMCOA OJHE AE2|Yg &g LICH

sfpreproc: QutputFile [INFQ *** opening /ngfw var/sf/detection_engines/77d31ce2-c2fc-1lea-b470-
d428d53ed3ae/ i nstance-1/uni fied_events-2.1|0g. 1597810478 for output" in /var/l og/ nessages

EventHandler: Spool Iterator [I NFO Opened unified event file /var/sf/detection_engi nes/77d31lce2-
c2fc-1lea- b470- d428d53ed3ae/ i nst ance- 1/ uni fi ed_events-2.10g. 1597810478

sftunneld: FileUtils [INFO Processed 10334 events from log file
var/ sf/ detecti on_engi nes/ 77d31ce2- c2f c- 11ea- b470- d428d53ed3ae/ i nst ance- 1/ uni fi ed_event s-
2.1 0g. 1597810478

Ol £32 Ct= SE & M3

. Snort7} £232 2|8 unified_events I} 240{ 0{7|0f| 7| EFH&LICT.

. O|HIE & 2|7|7F S Ut unified_events Tt LS QH0{ 2{[A&LICH

. sftunnelo| M SHE unified_events It XHE|E O|HE +E EnF&LICH
F

O ChE Mz I o lo| 2o el YOOl EELICE sftunnel M =271 =2 O|HIESN w2 Of
HIE of] ZtZ UE(Unified Events) Channel 0 & 10|2t= AMZ CHE 2719| R{E S AP &LICH

FTD2| sfunnel_status CLI HHE AIR5tH AEZ|UE O|HES| £~8 & 0IE &= U&LICH

Priority UE Channel 1 service

TOTAL TRANSMITTED MESSAGES <530541> for UE Channel service
RECEI VED MESSAGES <424712> for UE Channel service

SEND MESSAGES <105829> for UE Channel service

FAI LED MESSAGES <0> for UE Channel service

HALT REQUEST SEND COUNTER <17332> for UE Channel service
STORED MESSAGES for UE Channel service (service 0/ peer 0)
STATE <Process nmessages> for UE Channel service



REQUESTED FOR REMOTE <Process nessages> for UE Channel service
REQUESTED FROM REMOTE <Process nessages> for UE Channel service

FMCO{|A O|HIE &= SFDataCorrelator Z 2 A|A0]| o|5H 4= AIEILICE.

Zb dixdol M ®2|El o|HIE o| HEH= stats_unified.pl BHE2Z &olg = l&LICH

adm n@MC: ~$ sudo stats _unified.pl
Current Time - Fri Sep 9 23:00:47 UTC 2020

Rk I I b R Ok O R R Rk kb S O O R R O O

* FTD - 60a0526e-6ddf - 11ea- 99f a- 89a415¢c16717, version 6.6.0.1

Rk I R b R O R I O o R I O Rk kR R O O

Channel Backlog Statistics (unified_event_backl og)
Chan Last Tine Bookmar k Ti ne Byt es Behi nd
0 2020- 09- 09 23:00: 30 2020- 09-07 10:41:50 0
1 2020- 09- 09 23:00: 30 2020- 09- 09 22:14:58 6960
ol BB 2 MAT & Cltto|A0f CiEh O|HE Wz o] EfE EAIELICH ALS
sftunneIJ—P S gt
Bytes Behind 22 | L|IIO|= O|HIE =0 2101 EA|E
7] 9l 20t3 R BFUARE I} 52 54 EP 19|

SFDataCorrelator ZEMA = A
SHE dmol 85 SHE CSV &
"YYYY-MM-DD" &A1 AlE

v Eo s A S e d
SHOH BAx) Lol STt

grzntct 8t Ho| AU

&Hl= s5&0tct =&ELLCH5E AR).
0| mt ol £242 perfstats HHZE 2
T ASEEE MME ZeiOE AHE6H0

-C: /240| correlator-stats It LS perfstatsoll X|A|&FL|CHO| Z2H perfstats 7} @2
snort 85 &7 TR o2 717).

admin@FMC:~$ sudo perfstats -Cq < /var/sf/rna/correlator-stats/now
287 statistics lines read

host limt: 50000 0

pcnt host limt in use: 100. 01 100. 00

rna events/second: 1.22 0.00

user cpu tine: 1.56 0.11

system cpu tine: 1.31 0. 00

menory usage: 5050384 0

resi dent nenory usage: 801920 0

rna flows/second: 64.06 0.00

rna dup fl ows/second: 0. 00 0.00 37.05

ids alerts/second: 1.49 0.00

i ds packet s/ second: 1.71 0. 00

i ds conm records/second: 3.24 0. 00

i ds extras/second: 0.01 0. 00

fw_stats/second: 1.78 0. 00

user | ogi ns/ second: 0. 00 0. 00
file events/second: 0.00 0.00

malware events/second: 0.00 0.00

=

| 2|X|2t fL|To|= O[HIE
AOIZM AME = U&LICH

d D=
melo|l 3

HE X EgfL|ct. ivar/sfimalcorrelator-stats/Oll X &g LIC}H.
SHLb7F MAELICH ot O] 2
I} 2l ResponderZ nowct & LICtH

50000
100. 55
48.65
58. 20
41. 13
5138904
901424
348.15

4.63
10. 10
12.63
0. 07
5.72
0.00

3.25
0.06



fir earrp event s/ second: 0. 00 0. 00 0. 00
Qoto| zt #e rhg &A= 37Hel gk JHElUCH B, &4, Alf

-q Z2i el0| e B 55 ¢H4 2t EAIELICH 292 oFx[2fof EA|ELICH

Zt FMCE OB AIE0f AHEE Maximum flow rate(ZIC 22 £T)E ZA&LICH CHS Zols &
HIO|E{AIEO| M 7FR{2 E';%* 2to| =& Elof /Ud&LICt

FMC FMC FMC FMC FMC FMC FMC FMC FMC

C
=4 750 1000 1600 2000 2500 2600 4000 4500 4600
x XL
ﬂQEHE!(f.pEs)g 2000 5000 5000 12000 12000 12000 20000 20000 20000 ‘==

0| Zt2 SFDataCorrelator EH| £240{| ZH EA|E 2E O|HE Q30| ZlAH 0| AF2E/LICE.

Bl M
ALy

S M{EM %|oto| HR(ZE Z[CHZL0| SAlof g4 ) CHH|SHE YAl 2 FMCcel 37|82
ZX35tH 0| FMCOIl M & Ql5t= O|HIE S| £ == 48.65 + 348.15 + 4.63 + 3.25 + 0.06 =
404.74fpslL|C}.

o

& A2 4 RO CIo|HAIEH U= 240t HInE = A&LCH
IE 8t SFDataCorrelator= = 4IEl O|HIE (0] &f 2t EHAH 7 EIo] AR)E 7IEISE FU} 22 =&t

Ct= O|E Ci|O|E{H|0|A0d| K& 5104 CHAIEE 2l O|HIE E 7|2 22 FMC GUI(Graphical User
Interface)0ll Ct L&t HEE M TS F2IFLICH.

ClA3 g2 A}

che =2l cloloja e Ael 2L L C|AT BEIR TRMAT} ClAT B
QI5 MZ 9154 ol Mol =2 74 @A E HoiEL

K
>
ul
0
L
z
0x
fjo

Health Modules

SFTunnel HealthiMonitor:

Disk Usage
Module <‘ ’>
Local Modules

Disk Manager

Z2HEFS| Yo, ClAT BERF ZRAAE 4ROl ClAT AF8 S BE|SHT [Ingfw]/etc/sfl ZCH0H a1
TM mtele EELCH ClAT BE|RF T2 M A CHE 04E4 T8 ool EH dEM ALHSH

. diskmanager.conf - & T4 TpUlL|C},

. diskmanager_2hd.conf - 271Q| St= EZI0|E7} Mx|E AR AL ELICH F #Hm = =2}0|
He e H3o| HolE 2 mtedg MESie ol A8 ke 483 E &3 #edE =2to|E

LCH.

FMCv FM(

12



. ramdisk-diskmanager.conf - Log to Ramdisk7} & 43&tEl 3 AL EL|CH AtMIEH LH&2 Log
to Ramdisk MM S FEFSHAAIL.
Clsa BElRol M @UIERISE 2t Tt RE0IE Atgl2ol HEELIC ClA3 BRlRts AL
M AIEE = = Claz -“7F° 71222 Zt ArZ20of CH3i HWM(High Water Mark) %!
LWM(Low Water Mark)2 7| &8 LICH,

ClAT 22| ZEMANAM AFLZE MHSHH LWMO| 22 St= XK A 2|E/Lch Y E of
HEJ ARE|E2 O] YAHZIES =0t £ Ql&LCt.

MM ClHO[A0M AtLZ O HEHE = QlotedH CFS B-EE MEE + U&LICH

> show disk-manager

Silo Used M ni mum Maxi mum

m sc_fdm.| ogs 0 KB 65.208 MB  130.417 MB
Tenporary Files 0 KB 108.681 MB 434.726 MB
Action Queue Results 0 KB 108.681 MB 434.726 MB
User ldentity Events 0 KB 108. 681 MB 434.726 MB
U Caches 4 KB 326.044 MB 652.089 MB
Backups 0 KB 869.452 MB 2.123 GB
Updat es 304.367 MB 1.274 GB 3.184 &B
O her Detection Engi ne 0 KB 652.089 MB 1.274 GB
Perfornmance Statistics 45.985 MB  217.362 MB 2.547 GB
O her Events 0 KB 434.726 MB 869.452 MB
I P Reputation & URL Filtering 0 KB 543. 407 MB 1.061 GB
arch_debug_file 0 KB 2.123 &B 12. 736 GB
Archives & Cores & File Logs 0 KB 869.452 MB 4.245 GB
Unified Low Priority Events 974.109 MB 1.061 GB 5.307 GB
RNA Events 879 KB 869.452 MB 3.396 GB
File Capture 0 KB 2.123 &B 4.245 GB
Unified Hgh Priority Events 252 KB 3.184 GB 7.429 GB

| PS Events 3.023 MB 2.547 &B 6.368 GB
g A 5 bt 2 Cla3 Balx Z2AA7F AR

- T2 MATE AR E|HLE CEA] AIRFEILICH
. At 27 HWMol| &gt
AMURI 4SS0 2 HIESELCE

. OHA|ZHol| BF &

ClAa3 2R =2 A7 A-E motct [/ngfw]/var/log/diskmanager.log0l Q204 CSV &4|9| O
O|E7t U= AtA| 20 mof U= ME CHE ZF AFL 20| CiEt &S 2 ALt

CtZ 2 Unified Low Priority Events & Ef & 2|0 A XZ|E|X| 2f2 O[HIE Q| Draing E2|7{et dIM
04| A 7}7(42 diskmanager.log JLP°'°| ME 0t 2 Fo| EA4L|ct.

priority_2_events, 1599668981, 221, 4587929508, 1132501868, 20972020, 4596, 1586044534, 5710966962, 11421

93392, 110, 0 o .
At 2 glojg priority_2_events

HiZ AlZH(Epoch AlZh) 1599668981

MN7HE ot £ 221

A2 E HIOIE 4587929508

Eoolg 2

$4xH Cilo|E 2 7|(HIO|E) 1132501868



7t Bho| M74E mtYU(HFOlE) 20972020

7tE B2 ot £4(HHO|E) 4596

Jha QEHE Tt Yo| =80l E (o ZE3 AlZh 1586044534

5t0| QIE{Ot3(HIO|E) 5710966962

22 {{E{ot3HI0IE) 1142193392

ME|TIx| et 2 O|HET MHE o = 110

Diskmanager &' Eff Z211 0

JHCHg & de] 22 EC7HEH 7| 9ot 24 4B 2LIEH Z=0M o] HEE el&LCh.
TS E MRAZE AA

EM ALIZIRQUM MUERE S22 MHE 5= U&LICH 0|E E0{, &5 T+ M7H CHAl =5 A
U2 EQQIe 2 C|lAT F7HE X|RE{HC|AT EHE[X7t E2tE oot AXE otdg BYste=

N

70| EgLCt ClAT ZE|Ate siE AKZE ol 2|4 mtdS gLt

DE MUZE NHE = el o= o0 MYt CHE EHSFLICkC|A T #E|RH= HI0|E KOl
LWM 7|7t oteH2 2 [i7HX| HIO|E{& EBi|lo| &L ) BHE AAH X AL 2-E8212 FTD
CLISH ZEONM AL E &= USH A& 7t58H AUZE S F(0IF + At ID)2 MBFLICH.

CHZ 2 Unified Low Priority Events A2 20| =& HIE of| ILC}.

> show disk-manager

Silo Used M ni mum Maxi mum
m sc_fdm.| ogs 0 KB 65.213 MB  130.426 MB
Tenmporary Files 0 KB 108.688 MB 434.753 MB
Action Queue Results 0 KB 108.688 MB 434.753 MB
User ldentity Events 0 KB 108.688 MB 434.753 MB
U Caches 4 KB 326.064 MB 652.130 MB
Backups 0 KB 869.507 MB 2.123 GB
Updat es 304.367 MB 1.274 GB 3.184 GB
O her Detection Engi ne 0 KB 652.130 MB 1.274 GB
Performance Statistics 1.002 MB 217.376 MB 2.547 GB
QG her Events 0 KB 434.753 MB 869.507 MB
I P Reputation & URL Filtering 0 KB 543.441 MB 1.061 GB
arch_debug file 0 KB 2.123 &8 12.737 GB
Archives & Cores & File Logs 0 KB 869.507 MB 4.246 GB
Unified Low Priority Events 2.397 GB 1.061 GB 5.307 GB
RNA Events 8 KB 869.507 MB 3.397 GB
File Capture 0 KB 2.123 GB 4.246 GB
Unified Hgh Priority Events 0 KB 3.184 &8 7.430 GB
I PS Events 0 KB 2.547 GB 6.368 GB

> system support silo-drain
Avai l abl e Sil os
1 - msc_fdml ogs

2 - Tenporary Files

3 - Action Queue Results
4 - User ldentity Events
5 - U Caches

6 - Backups

7 - Updates

8

- Ot her Detection Engine



9 - Performance Statistics
10 - O her Events
11 - IP Reputation & URL Filtering
12 - arch_debug file
13 - Archives & Cores & File Logs
14 - Unified Low Priority Events
15 - RNA Events
16 - File Capture
17 - Unified High Priority Events
18 - I PS Events

0 - Cancel and return

Select a Silo to drain:
Silo Unified Low Priority Events being drained.

> show disk-manager

14

Silo Used M ni mum Maxi mum
m sc_fdm.| ogs 0 KB 65.213 MB  130.426 MB
Tenmporary Files 0 KB 108.688 MB 434.753 MB
Action Queue Results 0 KB 108.688 MB 434.753 MB
User ldentity Events 0 KB 108.688 MB 434.753 MB
U Caches 4 KB 326.064 MB 652.130 MB
Backups 0 KB 869.507 MB 2.123 GB
Updat es 304.367 MB 1.274 GB 3.184 GB
O her Detection Engi ne 0 KB 652.130 MB 1.274 GB
Perfornmance Statistics 1.002 MB 217.376 MB 2.547 GB
QG her Events 0 KB 434.753 MB 869.507 MB
I P Reputation & URL Filtering 0 KB 543.441 MB 1.061 GB
arch_debug file 0 KB 2.123 &8 12.737 GB
Archives & Cores & File Logs 0 KB 869.507 MB 4.246 GB
Unified Low Priority Events 1.046 GB 1.061 GB 5.307 GB
RNA Events 8 KB 869.507 MB 3.397 GB
File Capture 0 KB 2.123 GB 4.246 GB
Unified Hgh Priority Events 0 KB 3.184 &8 7.430 GB
I PS Events 0 KB 2.547 GB 6.368 GB
e 2LE
F2 g2 ohant ZaLint
- FMC2| Health Monitor H|+ = HAIX| ME{2| Health B0l ZAZlE ZE SEf B2
Health Monitor Z 2 M|A 01 o|3H 244 ELICt.
- 0| ZE2MA= FMC & ZtE| Oy MM 250 s A|AEe| HElE ZLIEZ s, CHefet 2
2 7AELIC
- AE Y2 RE2 CHIO|AHE QdAE = Q= o Ef HAof HolELct.
. A Ef RIS FMCOlA BEIsHE Z MMoll A Al3E 4 9l Disk Usage ZEO! 0|5 A4 EL
Ct.
. FMCOIlA 4Bl 2UIE| T2 AA7} M#E m(5R0iCH 3t £E 45 Ao E2/742 of)
Disk Usage 2 &2 diskmanager.log I} &S & Ql5t 1, SHIE X710| SF ™ Zf o elf 2 ZEl0|

E2|HELC}.
Drain of Unprocessed events 4 E Z1

1. Bytes drained =7t 02 Ct ZLICHO| AFL 22| TI|O[EH 7t & =
O|HIEZ} 0Lt

7t

3. bt

O|#Hl E 9| Frequent Drain 4

. MeEl=lX]

ol22
MEE

AlZHe oFx|at 1 A|Zt oLl L},
e @ 2l0| EBIHEIRH O &

oro
LS —

LIEFE)

0t EB|AHEBH S £

z0|

oieo
AAE 2

LFEF).

MOl M7HE oY =~(X|7{E ClolE Liof 2|l K|

Z740] = E[oqoF EfLICt.

D5 SF&|o{ok gfLict

o] X=2
LS —

O|HIE


/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/health_monitoring.html?bookSearch=true#ID-2227-000001d1

1. diskmanager.log Tt ol Ot X2 271 & =2 CtFS s&sHoF g LICt Bytes drained =7t
OECt ZLICHO| ArYZ 2| 0|7t EEIO|FEIRIS S LIEHR) 525 A o H 402

2. O| AFUZ 0o CHEF OFXR[Ef &= 9| HHE AlZF2 K[ 1A|ZE OJLHRILICE.
ClAT AL RENM =&E 4 I’—P 9l Ot E B E0|AM £=E8t AOE sftunnel E8 FMCZ ™S E
L|C}. sftunnel2 S5 D &HEl Aef O|HIE O] CHEH FHRE{E sftunnel_status B2 &7 £ £ &
LIC}.

TOTAL TRANSMITTED MESSAGES <3544> for Health Events service

RECEI VED MESSAGES <1772> for Health Events service

SEND MESSAGES <1772> for Health Events service

FAI LED MESSAGES <0> for Health Events service

HALT REQUEST SEND COUNTER <0> for Health Events service

STORED MESSAGES for Health service (service 0/ peer 0)

STATE <Process nessages> for Health Events service

REQUESTED FOR REMOTE <Process nessages> for Health Events service
REQUESTED FROM REMOTE <Process messages> for Heal th Events service

Ramdiskol| 219l

CH-2 9| O|HIE 7} ClA T 0 A EIX|S CIAZ0f CHEH OJHES] XISEQI M7| W AFIZ Qs
A

4 4 9l SSDO| HEIMQl A48 W|5t7| 2I3H ClHtOlAL FI2A 02 ramdiskoll 23
== T4

O] AlLt2|20{| A O|HI E = [/ngfw]/var/sf/detection_engine/*/instance-N/ OF 2ol K&+ =|X| Of x|t
[/ngfw]/var/sf/detection_engines/*/instance-N/connection/(/dev/shm/instance-N/connection2 £ 4
A= A8 g3)of U&LICH o]l B2 o|HIEE= S 2| HE2[7t ot 7 HIZEZ|of & F'hLIC.

adm n@TD4140: ~$ 1s -la /ngfw/var/sf/detection_engines/b0c4a5a4-de25-1llea-8ec3-
4dfd4ea7207e3/instance-1/connection

Irwxrwxrwx 1 sfsnort sfsnort 30 Sep 9 19:03 /ngfw var/sf/detection_engi nes/b0Oc4a5a4-de25-1lea-
8ec3- 4df 4ea7207e3/i nst ance- 1/ connecti on -> /dev/shm/instance-1/connection

ClHFO[A 7} TRH o 2 S ST T K01 U=X| &QlstE{E FTD CLISHMAM show Iog-
events-to-ramdisk 32 A EILICt configure log-events-to-ramdisk <enable/disable> B&& At
&5t ZR0 T o|F HEE = UgLch

> show log-events-to-ramdisk
Loggi ng connection events to RAM Di sk.

>configure log-events-to-ramdisk
Enabl e or Di sable enable or disable (enable/disable)

7”_L "configure log-events-to-ramdisk disable" & 0| A T|™ FTDOIM 5 7tX| 5
&35l oF snort7t "D" 4 Ell(Uninterruptible Sleep)od| EI-IE X|eteo 2 EfE 0| ZEHE L—IEP.

0| S22 Cisco HH1 ID CSCvz533722| A& of MHE[0] U&LICH & Hm| £F oM

snort HZ2 2| EAHe| R4 BIHE U522, O|2 218l snort7t "D" MEHE Mtz 2 s By

2 ol HES S CHE 252 sdste JYLoh.

ramdiskOll 2 1Q18 [ 71& & B Z AFUZ o] &E ZZHo| H 27| 2 0f Z2 A& oMde
o Xt ol 37to| AR ElCh= JRILICH CHE £32 H|X & 2|5 ramdisk| CiE 21 O[HIE
7} B A4S E|Q7LE Q1= FPR 41409 C|A 3 B 2| R L|CH.
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> show disk-manager

Silo Used M ni num Maxi mum
Tenmporary Files 0 KB 903.803 MB 3.530 GB
Action Queue Results 0 KB 903.803 MB 3.530 GB
User ldentity Events 0 KB 903.803 MB 3.530 GB
U Caches 4 KB 2.648 GB 5.296 GB
Backups 0 KB 7.061 GB 17.652 GB
Updat es 305.723 MB 10.591 GB  26.479 GB
O her Detection Engi ne 0 KB 5.296 GB 10. 591 GB
Performance Statistics 19.616 MB 1.765 GB 21.183 &B
O her Events 0 KB 3.530 GB 7.061 GB

I P Reputation & URL Filtering 0 KB 4.413 &B 8.826 &B
arch_debug file 0 KB 17.652 GB 105.914 GB
Archives & Cores & File Logs 0 KB 7.061 GB 35.305 G&B
RNA Events 0 KB 7.061 GB 28.244 GB
File Capture 0 KB 17.652 GBB 35.305 GB
Unified Hgh Priority Events 0 KB 17.652 GB 30.892 GB
Connection Events 0 KB 451.698 MB 903.396 MB
I PS Events 0 KB 12.357 GBB  26.479 GB
Ramdiskoi| CHEt 21 ALS oF &

> show disk-manager

Silo Used M ni mum Maxi mum
Tenmporary Files 0 KB 976.564 MB 3.815 GB
Action Queue Results 0 KB 976.564 MB 3.815 GB
User ldentity Events 0 KB 976.564 MB 3.815 GB
U Caches 4 KB 2.861 GB 5.722 GB
Backups 0 KB 7.629 GB 19.074 GB
Updat es 305.723 MB 11.444 GB 28.610 GB
O her Detection Engine 0 KB 5.722 GB 11. 444 GB
Perfornmance Statistics 19.616 MB 1.907 GB 22.888 &B
O her Events 0 KB 3.815 GB 7.629 GB

I P Reputation & URL Filtering 0 KB 4.768 GB 9.537 GB
arch_debug_file 0 KB 19.074 GB 114.441 GB
Archives & Cores & File Logs 0 KB 7.629 GB 38.147 &B
Unified Low Priority Events 0 KB 9.537 GB 47.684 GB
RNA Events 0 KB 7.629 GB 30.518 &B
File Capture 0 KB 19.074 GB 38.147 GB
Unified Hgh Priority Events 0 KB 19.074 GBB 33.379 GB
I PS Events 0 KB 13.351 GB 28.610 GB
A 37|19 AL2E H HE T2 24 T|o] O|HEN HHAST 0|2 FMCO| AEE|EL
Ch M&et 20| M o|Zdo| o L2 S440|x|gH B Tedsi{of Bhot.
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OlLIL. DOS/DDOSE MLt HHE 8t 22 AlLLE|R0IMEH, WS e AUZ T} 47 OJHE A
Yzol e 8l 2 MAHE Of 0/4 RIY £ 9l ZFolg eI
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