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crypto keyring DWPN_I KEv1l
pre-shared-key address 0.0.0.0 0.0.0.0 key cisco

crypto | oggi ng session

crypto i kev2 keyring Fl ex_key
peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco

crypto i kev2 profile Flex_| KEv2

match identity renpte address 0.0.0.0

aut hentication renote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand

crypto i saknmp policy 10
encr aes
aut henti cation pre-share

crypto i saknp keepalive 30 5

crypto i saknp profile DWPN_I KEvl
keyring DMWPN_I KEv1
match identity address 0.0.0.0

crypto i psec transformset |KEvl esp-aes esp-sha-hmac
node transport

crypto i psec profile DWPN_IKEvl
set transformset |KEvl
set isaknp-profile DWPN_I KEvl

crypto ipsec profile default
set ikev2-profile Flex_|KEv2

interface TunnelO
desci pti on DWPN t unne
i p address 10.0.0.101 255.255.255.0
no ip redirects
ip ntu 1400
ip nhrp map 10.0.0.1 172.25.1.1
ip nhrp map multicast 172.25.1.1
ip nhrp network-id 1
ip nhrp holdtime 900
ip nhrp nhs 10.0.0.1
ip nhrp shortcut
ip tcp adjust-mss 1360
tunnel source Ethernet0/0
tunnel rnode gre multi point
tunnel key 0
tunnel protection ipsec profile DMVPN_ IKEvl isakmp-profile DMVPN_IKEvl

interface Tunnell

description Fl exVPN spoke-to-hub tunnel
i p address negoti at ed

ip ntu 1400



ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-mss 1360
tunnel source Ethernet0/0
tunnel destination 172.25.1.1

tunnel protection ipsec profile default ikev2-profile Flex IKEv2

interface Virtual - Tenpl atel type tunnel

description Fl exVPN spoke-to-spoke

i p unnunbered Ethernetl/0

ip ntu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-mss 1360

tunnel protection ipsec profile default ikev2-profile Flex_|IKEv2
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router eigrp 100

network 10.0.0.0 0.0.0. 255
network 192.168.101.0
passive-interface default

no passive-interface Tunnel 0

router bgp 65001
bgp | og- nei ghbor - changes

network 192.168.101.0
nei ghbor 10.1.1.1 renote-as 65001

§E 34

Spoke Configuration(AZ 3 Z1L[12|0|4M) MMof| dHE 740t OFEH7H X2 52 & 7412 o|M



Ol RAHE 738 S asoF BT

F:ISAKMP I IKEV2 F4doi| CHet 2t3d HE AL 2 A 22 EAIELICH

crypto i kev2 authorization policy default
pool Fl exSpokes
route set interface

crypto i kev2 keyring Fl ex_key
peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco

crypto i kev2 profile Flex_| KEv2

match identity renote address 0.0.0.0

aut hentication renote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand

crypto i saknmp policy 10
encr aes
aut hentication pre-share

crypto i saknp key cisco address 0.0.0.0

crypto i psec profile DWPN_IKEvl
set transformset |KEvl

crypto ipsec profile default
set ikev2-profile Flex IKEv2

interface Tunnel O
ip address 10.0.0.1 255.255.255.0
no ip redirects
ip ntu 1400
ip nhrp map nul ticast dynamc
ip nhrp network-id 1
ip nhrp holdtime 900
ip nhrp server-only
ip nhrp redirect
ip summary-address eigrp 100 192.168.0.0 255.255.0.0
ip tcp adjust-mss 1360
tunnel source LoopbackO
tunnel node gre multi point
tunnel key 0
tunnel protection ipsec profile DMVPN_IKEv1l

interface Virtual - Tenpl atel type tunnel
i p unnunber ed Loopback100
ip ntu 1400

ip nhrp network-id 2
ip tcp adjust-mss 1360

tunnel protection ipsec profile default
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router eigrp 100

network 10.0.0.0 0.0.0. 255
network 192.168.0.0 0.0.255.255
passive-interface default

no passive-interface Tunnel 0

router bgp 65001

bgp | og- nei ghbor - changes

bgp listen range 10.1.1.0/24 peer-group Spokes

network 192.168.0.0

aggregate-address 192.168.0.0 255.255.0.0 summary-only
nei ghbor Spokes peer-group

nei ghbor Spokes renbte-as 65001
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Spokel#show cry sess
Crypto session current status

Interface: Tunnell

Profile: DWPN_I KEvl

Session status: UP-ACTI VE

Peer: 172.25.1.1 port 500

Session ID: O

IKEvl SA: local 172.16.1.2/500 renpte 172.25.1.1/500 Active
| PSEC FLOWN permt 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto nap

Interface: Tunnell
Profile: Flex_|KEv2
Session status: UP-ACTI VE
Peer: 172.25.1.1 port 500
Session ID 1
IKEv2 SA: local 172.16.1.2/500 renote 172.25.1.1/500 Active
| PSEC FLOWN permt 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto nap

2T ZREES oY 1 O BHREVF TAEIUSK] SHE HEA S A=K 2ol
of ?:.H_IEL O|= EIGRPO| A HX{ & QI3tLICH 3|7t LIO|HE AT 192.168.0.0/16 TA(L Y
)7t B0l M S & El=x| = QIR LI

Spokel#show ip eigrp neighbors

El GRP- | Pv4 Nei ghbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 10.0.0.1 Tu0 10 00:04:02 7 1398 0 13

Spokel#show ip eigrp topology

El GRP- | Pv4 Topol ogy Table for AS(100)/1D(192.168.101. 1)

Codes: P - Passive, A - Active, U - Update, Q- Query, R - Reply,
r - reply Status, s - sia Status

P 192.168.101.0/24, 1 successors, FD is 281600
via Connected, Ethernetl/0

P 192.168.0.0/16, 1 successors, FD is 26880000
via 10.0.0.1 (26880000/256), Tunnel 0

P 10.0.0.0/24, 1 successors, FD is 26880000

vi a Connected, Tunnel O

Ct2 o2 BGPE &elstLct.

Spokel#show bgp summary

(...)

Nei ghbor V AS MsgRcvd MsgSent Tbl Ver |1 nQ Qut Q Up/ Down St at e/ Pf xRcd

10.1.1.1 4 65001 13 11 3 0 0 00:06:56 1

Spokel#show bgp

BGP table version is 3, local router IDis 192.168.101.1

Status codes: s suppressed, d danmped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, mmultipath, b backup-path, f RT-Filter,

X best-external, a additional-path, ¢ Rl B-conpressed,

Oigincodes: i - IGP, e - EGP, ? - inconplete

RPKI validation codes: V valid, | invalid, N Not found



Net wor k Next Hop Metric LocPrf Wi ght Path
r> 192.168.0.0/16 10.1.1.1 0 100 O i
*> 192.168.101.0 0.0.0.0 0 32768

E2101 M= 315 FlexVPN IP F2(10.1.1.1)7F AZ I} 5HLt] FFAH(192.168.0.0/16)8 + I3t
= 01X C|HIO|A QS 2 04FLIC} F 5t BGP= 192.168.0.0/16 TS ALoi| CHEH RIB(Routlng
Information Base) 27 7t 2l S 2 ZElXto|A L RILIC ol 2F = 2t & E|o|E0 o|O| EXY
St= MF Aol CHall o LE2 B2t JQ7] HEof| 2 MEfLICH o] A2 = EIGRPOIAM AlEE|H 2t
=/ Elo|E2 2QlshH 2ol £ AL

Spokel#show ip route 192.168.0.0 255.255.0.0

Routing entry for 192.168.0.0/16, supernet

Known via "eigrp 100", distance 90, netric 26880000, type interna
Redi stributing via eigrp 100

Last update from 10.0.0.1 on Tunnel 0, 00:10: 07 ago

Routi ng Descriptor Bl ocks:

* 10.0.0.1, from10.0.0.1, 00:10:07 ago, via Tunnel 0

Route netric is 26880000, traffic share count is 1

Total delay is 50000 microseconds, mninmmbandwi dth is 100 Kbit
Reliability 255/255, minimm MU 1400 bytes

Loadi ng 1/ 255, Hops 1

oto|gilol4
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LH= AD(R 2] HENE A ste Z3uch o] ool A iIBGP(LIE BGP)= AD7I 2000|1, EIGRP=

AD7} 90_lL|C}.

FlexXVPNE E3ll Eci=!0| MCHE ™ME E|248H BGPO| I L} AD7} Qlo{of &rL|Ct. o] odlod| A
EIGRP ADE L& 2l 9|8 ZH=Z o] AR 22+ 230 L 2402 2 B4 =Lt o] A 5t
192.168.0.0/16 X -'.=-A}01| BGP AD(2000)7+ o AMgtetlct.
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O ofol A= debug ip routing BB E A& 3t0] AZX3F 0| 2 E = QlgL|Ct

AR debug BH2S AHE5HK]
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Spokel#conf t

Enter configuration comrands, one per line. End with CNTL/Z.

Spokel(config)#router eigrp 100

Spokel(config-router)# distance eigrp 230 240

Spokel(config-router)#~rzZ

Spokel#

*QOct 9 12:12:34.207: ¥8YS-5-CONFI G_|I: Configured from consol e by consol e

*Oct 9 12:12:43.648: YOUAL- 5- NBRCHANGE: EI GRP-1 Pv4 100: Nei ghbor 10.0.0.1
(Tunnel 0) is down: route configuration changed

*Qct 9 12:12:43.648: RT. delete route to 192.168.0.0 via 10.0.0.1,
eigrp metric [ 90/ 26880000]
*QOct 9 12:12:43.648: RT: no routes to 192.168.0.0, delayed flush



*Qct 9 12:12:43.648: RT: delete network route to 192.168.0.0/16
*QOct 9 12:12:43.650: RT: updating bgp 192.168.0.0/16 (0x0) :
via 10.1.1.1

*Oct 9 12:12:43.650: RT: add 192.168.0.0/16 via 10.1.1.1, bgp nmetric [200/0]

Spokel#

*Oct 9 12:12:45.750: %OUAL- 5- NBRCHANGE: EI GRP-1 Pv4 100: Nei ghbor 10.0.0.1
(Tunnel 0) is up: new adj acency

o] £80fl= Ct3 Ml 7tX| 28 &40l /U &LCt

. A;‘I’;H AD7|’ %'Ells&%% EELI— ol_|x|=-llg|; HIEHH§I'%|-L—IEI'-
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- EIGRPE &%t s{=0i CiEt QIxdAdo| ctA| 22+el AEl7t ElLct.
ClHFO|A O ADE A5 M CIHO|AMM CHE WERI R 7t Z20 &2 er&LICHoHE 2t
RE{7} BIREE 85t LAlols Y2 FX| t&LICHoE E0{ EIGRP HE|7t Spoke101|H
SI7ItHEDZ S 2tRESH7| fI61 222 =0lM FlexVPNE AI8) S{EE FHE(ZIE)ADE &
X|gtLich&, EBHZS CtA| Spoke12 2 Bt EISH 7| 2/5H DMVPNES Ab2 L C}.
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0| 2R CIE QIXMO| 5 7}X| £8o| Zetco 25 MXME|L|CE 0|2 Qls] ZE gizdAlo] gt
MEF 9'0134 QutrMoz HAEL|X| or&LCt.
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Spokel#show crypto session
Crypto session current status

Interface: Tunnel0

Profile: DWPN_|I KEvl

Session status: UP-ACTIVE

Peer: 172.25.1.1 port 500

Session ID: O

| KEvl SA: local 172.16.1.2/500 renpte 172.25.1.1/500 Active



| PSEC FLOW permit 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto nap

Interface: Tunnell

Profile: Flex_|KEv2

Session status: UP-ACTIVE

Peer: 172.25.1.1 port 500

Session ID 1

| KEv2 SA: local 172.16.1.2/500 renpte 172.25.1.1/500 Active
| PSEC FLOWN permt 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto nap
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Spokel#show ip route 192.168.0.0 255.255.0.0

Routing entry for 192.168.0.0/16, supernet

Known via "bgp 65001", di stance 200, netric 0, type interna
Last update from 10.1.1.1 00: 14: 07 ago

Routi ng Descriptor Bl ocks:

* 10.1.1.1, from10.1.1.1, 00:14:07 ago

Route netric is 0, traffic share count is 1

AS Hops O

MPLS | abel : none
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Hub#show ip route 192.168.102.0 255.255.255.0
Routing entry for 192.168.102.0/24
Known via "bgp 65001", di stance 200, netric 0, type interna
Last update from 10.1.1.106 00: 04: 35 ago
Routing Descriptor Bl ocks:
* 10.1.1.106, from 10.1.1.106, 00:04: 35 ago
Route nmetric is 0, traffic share count is 1
AS Hops O
MPLS | abel : none

Hub#show ip cef 192.168.102.100
192. 168. 102. 0/ 24
nexthop 10.1.1.106 Virtual-Access2
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Spokel#show ip route 192.168.102.100

Routing entry for 192.168.102.0/24

Known via "nhrp", distance 250, netric 1

Last update from 10.1.1.106 on Virtual - Accessl, 00:00:42 ago
Routi ng Descriptor Bl ocks:

* 10.1.1.106, from 10.1.1.106, 00:00:42 ago, via Virtual - Accessl
Route netric is 1, traffic share count is 1
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show crypto isakmp sa - O] BHE2 IKEv1 MlM9| & AA T LS EAIELICHshow crypto
ipsec sa - O| HHE2 IPsec SAS| & &2 EAIE*I—lEF..’%I'_L IKEv1zt & 2| o] E&0i M=
PFS(Perfect Forward Secrecy) DH(Diffie-Hellman) 2 & ZtO| PFS(Y/N)& LtEFLICHN, DH
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O ClHtO|AO|AM & Z 3t MM @oF &332 K|S & LICt.show crypto socket - O] FHE2
crypto-sockets & EHE I A|EFL|C}.show crypto map - O B2 CIE{H| 0| A0 CHE IKE &
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NS &Lct.ol= FlexVPN AH0IM AXZ 3 & A X J(spoke-to-spoke) A1t DMVPN A4
olM AZ 3 § A X I (spoke-to-spoke) L AZ 3 E &{E (spoke-to-hub) HIQIE ZF0f K8
gruct,

2. BH{d ™S C|HZste{™ Ct

E
=
41X

]]|0

HHS ASFELICH
CIH 2t %8 ikev2CIH &5 8} isakmpC|H &% 8 ipsecCItH &% & kmi
Z2 Fu 2|
CHES2 EIGRP X EEZXIE EHEREST| o A8 += U= E 7IX| 88 HELICH

- show bgp summary - 21Z2E 217 C|dto|A U T & EHE & 2l5iei™ o] BHES AFSFLICEH
. show ip eigrp neighbor - EIGRPE &3l 14 El HIO|HE EAI5tE{T O] BHEZ ALSELICEH
- show bgp - BGPE Sl &€l HFALE &elste{™ ol BHE ALSELICH.
- show ip eigrp topology - EIGRPE &3l &t & & MFAIE EAISIE{™ o BHES ASFLICH
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/content/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8651-21.html
http://www.ciscopress.com/search/index.asp?query=Routing+TCP%2FIP
http://www.ciscopress.com/search/index.asp?query=Routing+TCP%2FIP
http://www.ciscopress.com/search/index.asp?query=Routing+TCP%2FIP
https://tools.cisco.com/bugsearch/bug/CSCue00443
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