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aaa new-model

aaa group server radius FlexVPN-Authentication-Server

server-private 192.168.30.110 key Ciscol23

aaa authentication login FlexVPN-Authentication-List group FlexVPN-Authentication-Server
aaa authorization network FlexVPN-Authorization-List local

aaa authentication login <list_name> @& RADIUS MHHE ™ 2|35t= AAA(authentication,
authorization, and accounting) 1 && & X & L|C}.

aaa authorization network <list_name> local HE2 2ZZ ™HO|E AIEXH/2EE AEstctn argf
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crypto pki trustpoint FlexVPN-TP
enrolIlment url http://192.168.50.230:80
subject-name CN=192.168.50.225



revocation-check none
rsakeypair FlexVPN_KEY
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ip local pool groupl 172.16.10.1 172.16.10.50
ip local pool group2 172.16.20.1 172.16.20.50
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crypto ikev2 authorization policy FlexVPN-Local-Policy
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crypto ikev2 proposal IKEv2-prop
encryption aes-cbc-256
integrity sha256

group 14

crypto ikev2 policy IKEv2-pol
proposal IKEv2-prop
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crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode tunnel
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crypto ikev2 profile FlexVPN-IKEv2-Profile
match identity remote key-id cisco.example



identity local dn

authentication local rsa-sig

authentication remote eap query-identity

pki trustpoint FlexVPN-TP

aaa authentication eap FlexVPN-Authentication-List

aaa authorization group eap list FlexVPN-Authorization-List FlexVPN-Local-Policy
aaa authorization user eap cached

virtual-template 100

aaa authorization user eap cached W2 EAP Q15 &0 &2 EME FHAIGHE S X|HELICE O]
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crypto ipsec profile FlexVPN-IPsec-Profile
set transform-set TS
set ikev2-profile FlexVPN-IKEv2-Profile
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interface Loopbackl00
ip address 10.0.0.1 255.255.255.255
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interface Virtual-TemplatelOO type tunnel

ip unnumbered Loopbackl00

tunnel mode ipsec ipv4

tunnel protection ipsec profile FlexVPN-IPsec-Profile-1
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no crypto ikev2 http-url cert
no ip http server
no ip http secure-server
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Network Devices

Name CISCO_ROUTER

Description

IP Address .. IP: 192.168.30.110 | /' 132 3
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v RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret =~ seeeees Show
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Radius H|ZE15

M =g

3. Administration(Z2l) > Identity Management(ID & 2l) > Groups(Z1&)Z 0|S&LICt.



X Cisco ISE

Dashboard

Administration

Recent Pages
System Network Resources pxGrid Services

Network Devices
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[ Delete Ly Import Ty Export Al

! Endpoint Identity Groups

! Usar Identity Groups Name ~  Description
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~ Network Access User

* Username  user]

Status Enabled

Email

v Passwords

Password Type:

Password

Re-Enter Password

* Login Password

| Generate Password ‘

Enable Password

~ Account Options

Description

Change password on next login |:|

~ Account Disable Policy

D Disable account if date exceeds

v~ User Groups

[ Generate Password ]
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Status | Rule Name | Conditions | Profiles Security Groups Hits Actions
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Editor

Status
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Equals

Set to 'Is not'

Rule Name

IdentityGroup-Name

Groupl_AuthZ_Rule

Wireless Black List
Default

phoose from list or type

User Identity Groups:GROUP_ACCOUNTS (default)

User Identity Groups:Group

User Identity Groups:Group2

User Identity Groups:GuestType_Contractor (default)

User Identity Groups:GuestType_Daily (default)

(=)

A F7H+) oto|Z
2ot dd)S MEELc

Results

Conditions
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Create a New Authorization
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[F] wireless_access

I Create a New Authorization Profile]
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Add New Standard Profile

Authorization Profile

N
ame Profile_group1

Description

* Access Type

ACCESS_ACCEPT v

Network Device Profile i Cisco  ~

Service Template O
Track Movement 0o
Agentless Posture 0o

Passive Identity Tracking () (i)
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~ Advanced Attributes Settings

Select an item ) v

~ Attributes Details

Access Type = ACCESS_ACCEPT

cisco-account-info--[250]

cisco-assign-ip-pool--[218]

cisco-av-pair--[1] I

cisco-call-filter--[243]

cisco-call-id--[141]

Attribute Type(§8 ®8)2 MEIgLICH
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v Advanced Attributes Settings
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~ Advanced Attributes Settings

ae Cisco:cisco-av-pair v
*e Cisco:cisco-av-pair o
- Cisco:cisco-av-pair ~

~ Attributes Details
Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsecidns-senvers=10.0.50.101
cisco-av-pair = ipsec:route-set=prefix 192.168.100.0/24

disco-av-pair = ipsec:addr-pool=groupl

Group1 E4
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~ Advanced Attributes Settings

an

e Cisco:cisco-av-pair ~
b Cisco:cisco-av-pair ~
” Cisco:cisco-av-pair ~

~ Attributes Details
Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsec:dns-servers=10.0.50.202
cisco-av-pair = ipsec:route-set=prefix 192,168.200.0/24

cisco-av-pair = ipsec:addr-pool=group2
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ipsec:dns-servers=10.0.50.10 ~

ipsec:route-set=prefix 192.16{ ~
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ipsec:dns-servers=10.0.50.20 ~

ipsec:route-set=prefix 192.16f ~

ipsec:addr-pool=group2 s
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Dashboard

Operations

Recent Pages

Policy Sats Profiling

Posture Client Provisioning

Policy Elements

Shortcuts

ISE Lt i+

Authorization(T4 8t £ 04) > Authorization Profiles(T4 8t £ 04
utlo| &olgteg ZEet OHS EditE =g L CH
= Cisco ISE Palicy - Policy Elements
Dictionaries Conditions Results

entication

Standard Authorization Profiles

Faor Palicy Export go to Adminis
Autho lon Profiles

Downlaadable ACLs

Add hiplicate [§ Dalata
Name Profile
Profiling b
O ] 28_Access & Cisco (D)
Pasture ;
O Clsco_IP_Phones (@ & Clsco (D)
Client Provisioning *
O Clsca_Tempor ik Clsco o
O Cisco_WebAuth = Cisco (7
W
O NSP_Onboard =k Cisco (1)
0O Non Phone =k Cisco ()
Profile_group1 =k Cisco ()
0
O Profile_group2 &k Cisco ()
O 10N & Cisco ()
O PermitAccess
== iva ilol 14 X|
et £0{ T2 up HE

Admin

> System > Backup & Restaore > Palicy Expart F

ZEZONY)E O|SELICH =HS =2
Q ®© m®
Saelected 1 Total 11 £

~  Description

Default profile used to blacklist wirelass devices. Ensura that you &0

Default profile used for Clsco Phones.

Onboard the device with Gisco tempaoral agant

Dafault Profile used to redirect users to the CWA portal.

Onboard the davice with Native Supplicant Provisioning

Defayit Profile used for Non Cisce Phones,

Default profile used far UDN.

Delault Profile with access type as Access-Reject

Default Profile with access 1ype 43 Access-Accept



1B XML Z2 0t HET|E A85t0{ XML Z2 1S MMELICE O] o= o]l EME &M=
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<#froot>

<AnyConnectProfile xmIns="http://schemas.xmlsoap.org/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSc
<ClientInitialization>

<UseStartBeforeLogon UserControllable="true">true</UseStartBeforelLogon>
<AutomaticCertSelection UserControllable="false">true</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>Al1</CertificateStoreMac>
<CertificateStoreLinux>AT1</CertificateStoreLinux>
<CertificateStoreOverride>true</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<ATTowLocalProxyConnections>true</AllowLocalProxyConnections>
<AuthenticationTimeout>30</AuthenticationTimeout>

<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocalLanAccess UserControllable="true">false</LocallLanAccess>
<DisableCaptivePortalDetection UserControllable="true">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="false">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4,IPv6</IPProtocolSupport>

<AutoReconnect UserControllable="false">

true

<AutoReconnectBehavior UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior>
</AutoReconnect>

<SuspendOnConnectedStandby>false</SuspendOnConnectedStandby>

<AutoUpdate UserControllable="false">true</AutoUpdate>

<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SinglelLocallLogon</WindowsLogonEnforcement>
<LinuxLogonEnforcement>SinglelocallLogon</LinuxLogonEnforcement>
<WindowsVPNEstab1ishment>AlTlowRemoteUsers</WindowsVPNEstab1ishment>
<LinuxVPNEstablishment>LocalUsersOnly</LinuxVPNEstablishment>
<AutomaticVPNPolicy>false</AutomaticVPNPolicy>

<PPPExclusion UserControllable="false">

Disable

<PPPExclusionServerIP UserControllable="false"/>

</PPPExclusion>

<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="false">

false

<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>

<RetainVpnOnLogoff>false </RetainVpnOnLogoff>
<CaptivePortalRemediationBrowserFailover>false</CaptivePortalRemediationBrowserFailover>
<ATTowManualHostInput>true</AllowManualHostInput>

</ClientInitialization>

<ServerList>

<HostEntry>

<HostName>

FI exVPN HUB

</HostName>
<HostAddress>

192. 168. 50. 225



</HostAddress>
<PrimaryProtocol>

| Psec

<StandardAuthenticationOnly>
true
<AuthMethodDuringIKENegotiation>

EAP- MD5

</AuthMethodDuringIKENegotiation>
<IKEIdentity>

ci sco. exanpl e

</IKEIdentity>
</StandardAuthenticationOnly>
</PrimaryProtocol>
</HostEntry>

</ServerList>
</AnyConnectProfile>

« <HostName> - ZAE  IP &4 £ FQDN(Full-Qualified Domain Name)2 & & 5t= O AFHE
Tle HWEQILICH CcSC & XRHol EA|ELIC.

« <HostAddress> - FlexVPN §{2.2| IP &4 = FQDN

<PrimaryProtocol> - 22}0|21E 7} SSL CHAl IKEv2/IPsec2 AF2 TS ZA|5H24™ IPsec2

2 MXsHof gLct.

<AuthMethodDuringIKENegotiation> - EAP LHO|A{ EAP-MD5& A& 35t =5 Aok &LiCt

. O|= ISE Mol CEr eI&of| 2 LCt.

<IKEldentity> - 0| 2Xl¥2 Z2I0|HE7} ID_GROUP 98 ID HO|ZEZ M&ELICE ol

ZCI0|HEE s{Ho| £ IKEv2 Z2 It UX|AIZ|= Ol A8E = A&Lct

1EA|. CSC71 Ax|El Ect0|HE AA”RISE O|SELICH FlexVPN 3120 @425+ 11 user1 A+4
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AnyConnect VPN:
Please enter your username and password.

& Cisco Secure Client | FlexVPN HUB b

Please enter your username and password.

userl

MERHM AH BF

0 AnyConnectVPN > Statistics 2
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@9 Cisco Secure Client — X

asco Oecure Client N

Status Overview Virtual Private Network (VPN)
Preferences | Statistics [Route Details Firewall Message History
AnyConnect VPN
~
Secure Endpoint Connection Information ~
State: Connected
Tunnel Mode (IPv4): Split Indude
Tunnel Mode (IPv6): Drop All Traffic
Dynamic Tunnel Exdusion: None
Dynamic Tunnel Incusion: None
Duration: 00:00:22
Session Disconnect: None
Management Connection State: Disconnected (user tunnel active)
Address Information ~
Client (IPv4): 172.16.10.5
Client (IPv6): Not Available
Server:
_By—tes o -~ .
Reset | ExportStats

User1 7|

AnyConnectVPN > Route details(Z2 MSALEHZE 0|55t EAIE HE 7L group10dl CHEH T &=
ot 72 9 NSOl s sHE K| EOlELICH



@ Cisco Secure Client
alrar), :
asco Oecure Client N
Status Overview Virtual Private Network (VPN)
Preferences Statistics | Route Details |Firewall Message History
AnyConnect VPN
Secure Endpoint Non-Secured Routes (IPv4) A~
0.0.0.0/0
Secured Routes (IPv4) ~
192. 168.100.0/24
10.0.50.101/32
Usert Z2 ME XA
3CHA. user2 At4 ZHOZ 1HHH|Q 2EHAHIE EFH=3104 0| 2 Eof CHEH ISE B F0{ Ao £
2 x|ot= HEE el ct.

El 7I-_T|_|.



AnyConnect VPN:
Please enter your username and password.

€9 Cisco Secure Client | FlexVPN HUB

A2 At B8



€® Cisco Secure Client = X
ol :
asco Secure Client
Status Overview Virtual Private Network (VPN) [:é
Preferences| Statisbcs Route Details Firewall Message History
AnyConnect VPN
*
Secure Endpoint Connection Information ~
State: Connected
Tunnel Mode (IPv4): Split Incdude
Tunnel Mode (IPv6): Drop All Traffic
Dynamic Tunnel Exdusion: None
Dynamic Tunnel Indusion: None
Address Information -~
Client (IPv4): 172.16.20.5
Client (IPv6): Not Available
Server:
8)125 ~ v
Reset | ExportStats
A-ERt2 7|
€ Cisco Secure Client - X

' | ' I ' .
vees’ Secure Client

Status Overview Virtual Private Network (VPN) [}
Preferences Statistics | Route Details Iﬁrewal Message History
AnyConnect VPN
Secure Endpoint Non-Secured Routes (IPv4) ~
0.0.0.0/0
Secured Routes (IPv4) ~
192.168.200.0/24
10.0.50.202/32

AR FE M2 HE




=AM siZ&
CHZ 2 23

Cisco ZIE:

1. IKEv2 & IPSec C|HE AtE5t0{ sl = =2t ZEI0|HUE 7o S &gt

debug crypto ikev2

debug crypto ikev2 packet
debug crypto ikev2 error
debug crypto ikev2 internal
debug crypto ipsec

debug crypto ipsec error

A
(=]

ot
ofl
jo
jor
©
Q'I_l
r
[l

2. AAAC|HOE AI85t0d 24 L/E = ¥

Am

debug aaa authorization
debug aaa authentication
debug radius authentication

ISEL| BAL:

RADIUS 2t0|2 21

e AlLtEl

-

o
Ojo
T

242 AT X40| 04Z40| 0iQlL|C}.

» User1 C|H £&4;

<#root>

Jan 30 02:57:21.088: AAA/BIND(O000000FF): Bind i/f
Jan 30 02:57:21.088: AAA/AUTHEN/LOGIN (OOOOOOFF):

Pick nmethod |ist 'FlexVPN Authentication-List'

Jan 30 02:57:21.088: RADIUS/ENCODE(O00000FF):0rig. component type = VPN IPSEC

Jan 30 02:57:21.088: RADIUS/ENCODE(O00000FF): dropping service type, "radius-server attribute 6 on-for-
Jan 30 02:57:21.088: RADIUS(000000FF): Config NAS IP: 0.0.0.0

Jan 30 02:57:21.088: vrfid: [65535] ipv6e tableid : [0]

Jan 30 02:57:21.088: idb is NULL

Jan 30 02:57:21.088: RADIUS(000000FF): Config NAS IPv6:

Jan 30 02:57:21.089: RADIUS/ENCODE(000000FF): acct_session_id: 4245

Jan 30 02:57:21.089: RADIUS(000000FF): sending



Jan 30 02:57:21.089: RADIUS/ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Jan 30 02:57:21.089: RADIUS: Message Authenticator encoded
Jan 30 02:57:21.089: RADIUS(O00OOOFF):

Send Access-Request to 192.168.30.110: 1645 id 1645/85, len 229

RADIUS:

Jan
Jan
Jan
Jan
Jan

30
30
30
30
30

authenticator C9 82
57:21.089:
57:21.089:
57:21.089:
57:21.089:
57:21.089:

02:
02:
02:
02:
02:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

15 29 AF 4B 17 61 - 27 F4 5C 27 C2 C3 50 34
Service-Type [6] 6 Login [1]

Vendor, Cisco [26] 26

Cisco AVpair [1] 20 "service-type=Login"
Vendor, Cisco [26] 36

Cisco AvVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan
Jan
Jan
Jan

"user 1"

Jan
Jan
Jan

RADIUS:

Jan

RADIUS:

Jan
Jan
Jan
Jan

30
30
30
30

30
30
30

30

30
30
30
30

02:57:21.089:
02:57:21.089:
02:57:21.089:
02:57:21.089:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

02:57:21.089: RADIUS:
02:57:21.089: RADIUS:
02:57:21.089: RADIUS:
02 3B 00 OA 01 75 73
02:57:21.089: RADIUS:

E7 22 65 EO DC 03 3A

02:57:21.089: RADIUS:
02:57:21.089: RADIUS(OO000OFF): Sending a IPv4 Radius Packet
02:57:21.090: RADIUS(COOOOOOFF): Started 5 sec timeout

02:57:21.094: RADIUS:

Calling-Station-Id [31] 13 "192.168.50.130"

Vendor, Cisco [26] 64

Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194CAE2Z
User-Name [1] 7

Vendor, Cisco [26] 21

Cisco AVpair [1] 15 "coa-push=true"
EAP-Message [79] 12

65 72 31 [ ;userl]
Message-Authenticato[80] 18

49 OB 01 49 2A D5 3F AD 4F [ "e:1I*70]
NAS-IP-Address [4] 6 192.168.30.100

Received fromid 1645/85 192.168. 30. 110: 1645, Access-Chal |l enge, len 137

RADIUS:

Jan

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan

RADIUS:

Jan

RADIUS:

Jan

30

30

30

30

authenticator 67 2B 9D 9C 4D 1F F3 E8 - F6 EC 9B EB 8E 49 (C8 A5
02:57:21.094: RADIUS:

35
32
32
45
49
38

32
4C
46
32
44
30

43
34
32
5A
3D
30

50
32
46
4E
49
31

02:57:21.094:
01 52 00 06

02:57:21.094:
38 8A B1 31

02:57:21.094: RADIUS(O00000FF): Received from id 1645/85

RADIUS/DECODE: EAP-Message fragments, 6, total 6 bytes

Jan 30 02:57:21.097: AAA/AUTHEN/LOGIN (OOO0OOOQFF):

Pi ck nmethod Ii st

Jan
Jan
Jan
Jan
Jan
Jan
Jan

30
30
30
30
30
30
30

02:
02:
02:
02:
02:
02:
02:

57:
57:
57:
57:
57:
57:
57:

21.
21
21.
21.
21
21.
21.

4D 53 65
46 32 46
30 31 36
31 46 3B
53 45 2D
38 2F 32
RADIUS:
0D 20 [
RADIUS:
72 62 06

State [24] 91

73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
39 3B [ 80018/29;]

EAP-Message [79] 8
R 1]

Message-Authenticato[80] 18

40 4F D4 58 48 E8 36 E7 80 [ 81rb@OXH6]

' Fl exVPN- Aut hent i cati on-Li st

097:

.097:

097:
097:

.097:

097:
097:

RADIUS/
RADIUS/

ENCODE (000000FF) :Orig. component type = VPN IPSEC
ENCODE (000000FF) : dropping service type, "radius-server attribute 6 on-for-

RADIUS (000000FF): Config NAS IP: 0.0.0.0

vrfid:
idb is

[65535] ipv6 tableid : [0]
NULL

RADIUS (000000FF): Config NAS IPv6:

RADIUS/

ENCODE (000000FF) : acct_session_id: 4245



Jan 30 02:57:21.097:
Jan 30 02:57:21.097:
Jan 30 02:57:21.097:
Jan 30 02:57:21.097:

RADIUS (
RADIUS/
RADIUS:
RADIUS (

000000FF) : sending

ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Message Authenticator encoded

000000FF) :

Send Access-Request to 192.168.30.110: 1645 id 1645/86, len 316

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

authenticator 93 07

02:
02:
02:
02:
02:

57:21.097:
57:21.097:
57:21.098:
57:21.098:
57:21.098:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

42 CC D1 90 31 68 - 56 DO DO 5A 35 C3 67 BC
Service-Type [6] 6 Login [1]

Vendor, Cisco [26] 26

Cisco AVpair [1] 20 "service-type=Login"
Vendor, Cisco [26] 36

Cisco AvVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30
Jan 30
Jan 30
Jan 30

"user 1"

Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30

02:
02:
02:
02:

02:

57:21.098:
57:21.098:
57:21.098:
57:21.098:

57:21.098:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:

02:57:21.098: RADIUS:
02:57:21.098: RADIUS:
02 52 00 06

02:57:21.098:

EO 67 24 D3

02:57:21.098:

35
32
32
45
49
38

32
4C
46
32
44
30

43
34
32
5A
3D
30

50
32
46
4E
49
31

03 04 [
RADIUS:
BB CF D9
RADIUS:
4D 53 65
46 32 46
30 31 36
31 46 3B
53 45 2D
38 2F 32

02:57:21.098: RADIUS:
02:57:21.098: RADIUS(OO000OFF): Sending a IPv4 Radius Packet
02:57:21.099: RADIUS(OOOO0OOFF): Started 5 sec timeout

02:57:21.101: RADIUS:

Calling-Station-Id [31] 13 "192.168.50.130"

Vendor, Cisco [26] 64

Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194CAE2Z
User-Name [1] 7

Vendor, Cisco [26] 21

Cisco AVpair [1] 15 "coa-push=true"
EAP-Message [79] 8
R]

Message-Authenticato[80] 18

EO EE 44 98 8A 26 64 AC C9 [ g$D&d]

State [24] 91

73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
39 3B [ 80018/29;]

NAS-IP-Address [4] 6 192.168.30.100

Received fromid 1645/86 192.168. 30.110: 1645, Access-Chall enge, len 161

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

authenticator 42 A3 5F EO 92 13 51 13 - B2 80 56 A3 91 36 BD Al

02:57:21.101:

35
32
32
45
49
38

02:57:21.101:

32
4C
46
32
44
30

43
34
32
5A
3D
30

50
32
46
4E
49
31

01 53 00 1E

02:57:21.101:

3E C9 C1 E1

02:57:21.101:

RADIUS:
4D 53 65
46 32 46
30 31 36
31 46 3B
53 45 2D
38 2F 32

RADIUS:
04 10 D7

RADIUS:
F2 3B 4E

RADIUS (

State [24] 91

73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
39 3B [ 80018/29;]

EAP-Message [79] 32

61 AE 69 3B 88 Al 83 E4 EC OF B6 EF 68 58 16 49 53 45 2D 44 49 41 4E [ Sai
Message-Authenticato[80] 18

4C DF CF AC 21 AA E9 C3 FO [ >;NL!]
000000FF) : Received from id 1645/86

RADIUS/DECODE: EAP-Message fragments, 30, total 30 bytes
Jan 30 02:57:21.103: AAA/AUTHEN/LOGIN (OOO0OQOOFF):

Pi ck nmethod i st

' Fl exVPN- Aut hent i cati on-Li st



Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

57:
57:
57:
57:
57
57:
57:
57:
57:
57:
57:

21
21.
21.
21

21.
21
21.
21.
21
21.

.103:

103:
103:

.103:
:21.

104:
104:

.104:

104:
104:

.104:

104:

RADIUS/
RADIUS/
RADIUS(
vrfid:

idb s

RADIUS(
RADIUS/
RADIUS(
RADIUS/
RADIUS:
RADIUS(

ENCODE (000000FF) :Orig. component type = VPN IPSEC

ENCODE (000000FF) : dropping service type, "radius-server attribute 6 on-for-
000000FF): Config NAS IP: 0.0.0.0

[65535] ipv6 tableid : [0]

NULL

000000FF) : Config NAS IPv6:

ENCODE (000000FF) : acct_session_id: 4245

000000FF) : sending

ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Message Authenticator encoded

000000FF) :

Send Access-Request to 192.168.30.110: 1645 id 1645/87, len 332

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

authenticator 89 35

02:
02:
02:
02:
02:

57:
57:
57:
57:
57:

21.
21.
21.
21.
21.

104:
104:
104:
104:
104:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

9C C5 06 FB 04 B7 - 4E A3 B2 5F 2B 15 4F 46
Service-Type [6] 6 Login [1]

Vendor, Cisco [26] 26

Cisco AVpair [1] 20 "service-type=Login"
Vendor, Cisco [26] 36

Cisco AvVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30
Jan 30
Jan 30
Jan 30

"user 1"

Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30

02:
02:
02:
02:

02:

57:
57:
57:
57:

57:

21.
21.
21.
21.

21.

104:
104:
104:
104:

104:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:

02:57:21.104: RADIUS:
02:57:21.104: RADIUS:
02 53 00 16
02:57:21.104:
79 43 97 A7
02:57:21.104:

35
32
32
45
49
38

32
4C
46
32
44
30

43
34
32
5A
3D
30

50
32
46
4E
49
31

04 10 BO
RADIUS:
26 17 3E
RADIUS:
4D 53 65
46 32 46
30 31 36
31 46 3B
53 45 2D
38 2F 32

02:57:21.104: RADIUS:
02:57:21.105: RADIUS(OOOO0OOFF): Sending a IPv4 Radius Packet
02:57:21.105: RADIUS(COOO0OOFF): Started 5 sec timeout

02:57:21.170: RADIUS:

Calling-Station-Id [31] 13 "192.168.50.130"

Vendor, Cisco [26] 64

Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194CAE2Z
User-Name [1] 7

Vendor, Cisco [26] 21

Cisco AVpair [1] 15 "coa-push=true"

EAP-Message [79] 24

BB 3E D5 B1 D6 01 FC 9A B7 4A DB AB F7 2F B6 [ S>1/]
Message-Authenticato[80] 18

3B 54 B4 90 D4 76 OF EO 14 [ yC&>;Tv]

State [24] 91

73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
46 5A 48 31 31 39 34 43 41 [2F2F016FZH1194CA]
33 31 53 65 73 73 69 6F 6E [E2ZN1F;31Session]
44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
39 3B [ 80018/29;]

NAS-IP-Address [4] 6 192.168.30.100

Received fromid 1645/87 192.168. 30. 110: 1645, Access-Accept, |len 233

RADIUS:

Jan 30

"user 1"

Jan 30

RADIUS:
RADIUS:
RADIUS:

authenticator 75 F6 05 85 1D A0 C3 EE - F8 81 F9 02 38 AC C1 B6
02:57:21.170: RADIUS: User-Name [1] 7

02:57:21.170: RADIUS: Class [25] 68
43 41 43 53 3A 4C 32 4C 34 32 46 32 46 30 31 31 [CACS:L2L42F2F011]
36 5A 4F 32 4C 34 32 46 32 46 30 31 36 46 5A 48 [6Z02L42F2F016FZH]
31 31 39 34 43 41 45 32 5A 4E 31 46 3A 49 53 45 [1194CAE2ZN1F:ISE]



RADIUS: 2D 44 49 41 4E 2F 34 39 33 30 38 30 30 31 38 2F [-DIAN/493080018/]
RADIUS: 32 39 [ 29]

Jan 30 02:57:21.170: RADIUS: EAP-Message [79] 6

RADIUS: 03 53 00 04 [ S]

Jan 30 02:57:21.170: RADIUS: Message-Authenticato[80] 18

RADIUS: 8A A9 CC 07 61 A2 6D BA E4 EB B5 B7 73 OE EC 28 [ ams(]

Jan 30 02:57:21.170: RADIUS: Vendor, Cisco [26] 37

Jan 30 02:57:21.170: RADIUS: Cisco AVpair [1] 31

"i psec: dns-servers=10. 0. 50. 101"

Jan 30 02:57:21.170: RADIUS: Vendor, Cisco [26] 47
Jan 30 02:57:21.170: RADIUS: Cisco AVpair [1] 41

"ipsec:route-set=prefix 192.168. 100. 0/ 24"

Jan 30 02:57:21.170: RADIUS: Vendor, Cisco [26] 30
Jan 30 02:57:21.170: RADIUS: Cisco AVpair [1] 24

"i psec: addr - pool =gr oup1”

Jan 30 02:57:21.171: RADIUS(OOOOO0OOFF): Received from id 1645/87
RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes

Jan 30 02:57:21.175: AAA/BIND(00000100): Bind i/f

Jan 30 02:57:21.175: AAA/AUTHOR (0x100):

Pi ck nmethod list 'FlexVPN Aut hori zation-Li st

Jan 30 02:57:21.176: %LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to
Jan 30 02:57:21.192: %SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as
Jan 30 02:57:21.376: %LINEPROTO-5-UPDOWN:

Li ne protocol on Interface Virtual - Accessl, changed state to up

« User2 C|HH1 £=:

<tfroot>

Jan 30 03:28:58.102: AAA/BIND(00000103): Bind i/f
Jan 30 03:28:58.102: AAA/AUTHEN/LOGIN (00000103):

Pi ck nmethod |ist 'FlexVPN Aut hentication-List’

Jan 30 03:28:58.103: RADIUS/ENCODE(00000103):0rig. component type = VPN IPSEC

Jan 30 03:28:58.103: RADIUS/ENCODE(00000103): dropping service type, "radius-server attribute 6 on-for-
Jan 30 03:28:58.103: RADIUS(00000103): Config NAS IP: 0.0.0.0

Jan 30 03:28:58.103: vrfid: [65535] ipv6 tableid : [0]

Jan 30 03:28:58.103: idb is NULL

Jan 30 03:28:58.103: RADIUS(00000103): Config NAS IPv6:

Jan 30 03:28:58.103: RADIUS/ENCODE(00000103): acct_session_id: 4249

Jan 30 03:28:58.103: RADIUS(00000103): sending

Jan 30 03:28:58.103: RADIUS/ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Jan 30 03:28:58.103: RADIUS: Message Authenticator encoded

Jan 30 03:28:58.103: RADIUS(00000103):

Send Access- Request to 192.168.30.110: 1645 id 1645/88, |len 229



RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

authenticator 71 99

03:28:58.103:
03:28:58.103:
03:28:58.103:
03:28:58.103:
03:28:58.104:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

09 63 19 F7 D7 OB - 1D A9 4E 64 28 6F A5 64
Service-Type [6] 6 Login [1]

Vendor, Cisco [26] 26

Cisco AVpair [1] 20 "service-type=Login"
Vendor, Cisco [26] 36

Cisco AvVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30
Jan 30
Jan 30
Jan 30

"user 2"

Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30

03:28:58.104:
03:28:58.104:
03:28:58.104:
03:28:58.104:

03:28:58.104:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:

03:28:58.104: RADIUS:
03:28:58.104: RADIUS:
02 3B 00 OA 01 75 73
03:28:58.104: RADIUS:
12 62 2F 51 12 FC F7
03:28:58.104: RADIUS:
03:28:58.104: RADIUS(00000103): Sending a IPv4 Radius Packet
03:28:58.105: RADIUS(00000103): Started 5 sec timeout
03:28:58.109: RADIUS:

Calling-Station-Id [31] 13 "192.168.50.130"

Vendor, Cisco [26] 64

Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194E4447
User-Name [1] 7

Vendor, Cisco [26] 21

Cisco AVpair [1] 15 "coa-push=true"
EAP-Message [79] 12

65 72 32 [ ;user2]
Message-Authenticato[80] 18

EC FO 87 EO 34 1E F1 AD E5 [ b/Q4]
NAS-IP-Address [4] 6 192.168.30.100

Received fromid 1645/88 192.168. 30. 110: 1645, Access-Chal |l enge, len 137

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

authenticator 98 04 01 EA CD 9B 1E A9 - DC 6F 2F 17 1F 2A 5F 43

03:28:58.109:

35
32
32
34
49
38

03:28:58.110:

32
4C
46
34
44
30

43
34
32
5A
3D
30

50
32
46
4E
49
31

01 35 00 06

03:28:58.110:

E3 A6 88 Bl

03:28:58.110:

Pi ck nmethod Ii st

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.

RADIUS:
4D 53 65
46 32 46
30 31 36
32 30 3B
53 45 2D
38 2F 33

RADIUS:
0D 20 [

RADIUS:
B6 3D 93

State [24] 91

73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z702L4]
46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194E4]
33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
30 3B [ 80018/30;]

EAP-Message [79] 8

51

Message-Authenticato[80] 18

1F 39 B3 AE 9E EA 1D BB 15 [ =9]

RADIUS(00000103): Received from id 1645/88
RADIUS/DECODE: EAP-Message fragments, 6, total 6 bytes
Jan 30 03:28:58.112: AAA/AUTHEN/LOGIN (00000103):

' Fl exVPN- Aut hent i cati on-Li st

112:
112:
112:
112:
113:
113:
113:
113:
113:
113:
113:

RADIUS/
RADIUS/

ENCODE (00000103) :Orig. component type = VPN IPSEC
ENCODE (00000103) : dropping service type, "radius-server attribute 6 on-for-

RADIUS(00000103): Config NAS IP: 0.0.0.0

vrfid:

[65535] ipv6 tableid : [0]

idb is NULL
RADIUS(00000103): Config NAS IPv6:

RADIUS/

ENCODE (00000103): acct_session_id: 4249

RADIUS(00000103): sending

RADIUS/
RADIUS:

ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Message Authenticator encoded

RADIUS(00000103):

Send Access-Request to 192.168.30.110: 1645 id 1645/89, len 316



RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

authenticator 56 BD

03:28:58.113:
03:28:58.113:
03:28:58.113:
03:28:58.113:
03:28:58.113:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

FO 9A 4B 16 5C 6C - 4E 41 00 56 8D CO 3A 8C
Service-Type [6] 6 Login [1]

Vendor, Cisco [26] 26

Cisco AVpair [1] 20 "service-type=Login"
Vendor, Cisco [26] 36

Cisco AvVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30
Jan 30
Jan 30
Jan 30

"user 2"

Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30

03:28:58.113:
03:28:58.113:
03:28:58.113:
03:28:58.113:

03:28:58.113:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:

03:28:58.113: RADIUS:
03:28:58.113: RADIUS:
02 35 00 06

03:28:58.113:

47 1F 36 A7

03:28:58.113:

35
32
32
34
49
38

32
4C
46
34
44
30

43
34
32
5A
3D
30

50
32
46
4E
49
31

03 04 [
RADIUS:
C3 9B 90
RADIUS:
4D 53 65
46 32 46
30 31 36
32 30 3B
53 45 2D
38 2F 33

03:28:58.114: RADIUS:
03:28:58.114: RADIUS(00000103): Sending a IPv4 Radius Packet
03:28:58.114: RADIUS(00000103): Started 5 sec timeout

03:28:58.116: RADIUS:

Calling-Station-Id [31] 13 "192.168.50.130"

Vendor, Cisco [26] 64

Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194E4447
User-Name [1] 7

Vendor, Cisco [26] 21

Cisco AVpair [1] 15 "coa-push=true"
EAP-Message [79] 8

5]

Message-Authenticato[80] 18

6E 03 2C B8 D7 FE A7 13 44 [ Gé6n,D]

State [24] 91

73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194E4]
33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
30 3B [ 80018/30;]

NAS-IP-Address [4] 6 192.168.30.100

Received fromid 1645/89 192.168. 30. 110: 1645, Access-Chall enge, len 161

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

authenticator 84 A3 30 3D 80 BC 71 42 - 1B 9B 49 EF OB 1B 02 02

03:28:58.116:

35
32
32
34
49
38

03:28:58.116:

32
4C
46
34
44
30

43
34
32
5A
3D
30

50
32
46
4E
49
31

01 36 00 1E

03:28:58.116:

08 5E BC EF

03:28:58.116:

Pi ck nmethod Ii st

Jan 30 03:28:58.
Jan 30 03:28:58.
Jan 30 03:28:58.
Jan 30 03:28:58.
Jan 30 03:28:58.

RADIUS:
4D 53 65
46 32 46
30 31 36
32 30 3B
53 45 2D
38 2F 33

RADIUS:
04 10 EB

RADIUS:
E5 38 50

State [24] 91

73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194E4]
33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
30 3B [ 80018/30;]

EAP-Message [79] 32

9F A5 AC 70 1F 4D D6 48 05 9D EC 1F 29 67 AE 49 53 45 2D 44 49 41 4E [ 6pM
Message-Authenticato[80] 18

CD FB 3C B3 E9 99 0A 51 B3 [ A8P<Q]

RADIUS(00000103): Received from id 1645/89
RADIUS/DECODE: EAP-Message fragments, 30, total 30 bytes
Jan 30 03:28:58.118: AAA/AUTHEN/LOGIN (00000103):

' Fl exVPN- Aut hent i cati on-Li st

118:
118:
118:
118:
118:

RADIUS/ENCODE (00000103):0rig. component type = VPN IPSEC
RADIUS/ENCODE (00000103): dropping service type, "radius-server attribute 6 on-for-
RADIUS(00000103): Config NAS IP: 0.0.0.0

vrfid:

[65535] ipv6 tableid : [0]

idb is NULL



Jan 30
Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

03:28:58.118:
03:28:58.118:
03:28:58.118:
03:28:58.118:
03:28:58.119:
03:28:58.119:

RADIUS (
RADIUS/
RADIUS (
RADIUS/
RADIUS:
RADIUS (

00000103): Config NAS IPv6:

ENCODE (00000103) : acct_session_id: 4249

00000103): sending

ENCODE: Best Local IP-Address 192.168.30.100 for Radius-Server 192.168.30.1
Message Authenticator encoded

00000103):

Send Access-Request to 192.168.30.110: 1645 id 1645/90, len 332

RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30
Jan 30

authenticator Al 62

03:28:58.119:
03:28:58.119:
03:28:58.119:
03:28:58.119:
03:28:58.119:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

1A FB 18 58 7B 47 - 5C 8A 64 FA B7 23 9B BE
Service-Type [6] 6 Login [1]

Vendor, Cisco [26] 26

Cisco AVpair [1] 20 "service-type=Login"
Vendor, Cisco [26] 36

Cisco AvVpair [1] 30

"i saknp- phasel-i d=ci sco. exanpl e"

Jan 30
Jan 30
Jan 30
Jan 30

"user 2"

Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30
Jan 30
Jan 30
Jan 30

RADIUS:

Jan 30

"user 2"

Jan 30

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Jan 30

RADIUS:

Jan 30

RADIUS:

Jan 30
Jan 30

"i psec:

03:28:58.119:
03:28:58.119:
03:28:58.119:
03:28:58.119:

03:28:58.119:
03:28:58.119:
03:28:58.119:
02 36 00 16
03:28:58.119:
B1 68 3C 25
03:28:58.119:
35 32 43 50
32 4C 34 32
32 46 32 46
34 34 S5A 4E
49 44 3D 49
38 30 30 31
03:28:58.119:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS:
RADIUS:
04 10 73
RADIUS:
9E FE 52
RADIUS:
4D 53 65
46 32 46
30 31 36
32 30 3B
53 45 2D
38 2F 33
RADIUS:

Calling-Station-Id [31] 13 "192.168.50.130"

Vendor, Cisco [26] 64

Cisco AVpair [1] 58 "audit-session-id=L2L42F2F0116Z02L42F2F016FZH1194E4447
User-Name [1] 7

Vendor, Cisco [26] 21

Cisco AVpair [1] 15 "coa-push=true"

EAP-Message [79] 24

B7 F2 42 09 5B AB 21 D8 77 96 A2 F7 C7 83 AD [ 6sB[!w]
Message-Authenticato[80] 18

13 10 69 E6 BB 17 67 6F 18 [ h<?Rigo]

State [24] 91

73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
30 31 31 36 5A 4F 32 4C 34 [2L42F2F0116Z02L4]
46 5A 48 31 31 39 34 45 34 [2F2F016FZH1194E4]
33 31 53 65 73 73 69 6F 6E [44ZN20;31Session]
44 49 41 4E 2F 34 39 33 30 [ID=ISE-SERVER/4930]
30 3B [ 80018/30;]

NAS-IP-Address [4] 6 192.168.30.100

03:28:58.119: RADIUS(00000103): Sending a IPv4 Radius Packet

03:28:58.119: RADIUS(00000103): Started 5 sec timeout

03:28:58.186: RADIUS: Received from id 1645/90 192.168.30.110:1645, Access-Accept, len 233
authenticator 48 A5 AO 11 ED B8 C2 87 - 35 30 17 D5 6D D7 B4 FD

03:28:58.186: RADIUS: User-Name [1] 7

03:28:58.186:
43 41 43 53
36 5A 4F 32
31 31 39 34
2D 44 49 41
33 30 [ 30]
03:28:58.186:
03 36 00 04
03:28:58.186:
9E A6 D9 56
03:28:58.187:
03:28:58.187:

RADIUS:
3A 4C 32
4C 34 32
45 34 34
4E 2F 34

RADIUS:
[ 6]
RADIUS:
40 C8 EB
RADIUS:
RADIUS:

Class [25] 68

4C 34 32 46 32 46 30 31 31 [CACS:L2L42F2F011]
46 32 46 30 31 36 46 5A 48 [6Z02L42F2F016FZH]
34 5A 4E 32 30 3A 49 53 45 [1194E4447ZN20:1ISE]
39 33 30 38 30 30 31 38 2F [-DIAN/493080018/]

EAP-Message [79] 6

Message-Authenticato[80] 18

08 69 8C E1 35 35 53 18 83 [ V@i55S]
Vendor, Cisco [26] 37

Cisco Avpair [1] 31

dns-servers=10. 0. 50. 202"



Jan 30 03:28:58.187: RADIUS: Vendor, Cisco [26] 47
Jan 30 03:28:58.187: RADIUS: Cisco AVpair [1] 41

"ipsec:route-set=prefix 192.168. 200. 0/ 24"

Jan 30 03:28:58.187: RADIUS: Vendor, Cisco [26] 30
Jan 30 03:28:58.187: RADIUS: Cisco AVpair [1] 24

"i psec: addr - pool =gr oup2"

Jan 30 03:28:58.187: RADIUS(00000103): Received from id 1645/90
RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes

Jan 30 03:28:58.190: AAA/BIND(00000104): Bind i/f

Jan 30 03:28:58.190: AAA/AUTHOR (0x104):

Pi ck nmethod list 'FlexVPN- Aut hori zation-Li st

Jan 30 03:28:58.192: %LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Access2, changed state to
Jan 30 03:28:58.209: %SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as
Jan 30 03:28:58.398: %LINEPROTO-5-UPDOWN:

Li ne protocol on Interface Virtual - Access2, changed state to up

I2d x4

- O -1

rkl
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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