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2CHA. M SZAE dH5te{H M 2321 =H[2le] o|F 3t S Holst 1 Providers(S=Xt) Of
EHE+E E—!%ﬁl-l——ll:l'

Create Login Domain (2 Tx]

Name: S_TACACS
Realm: TACACS+

Description:

Providers: -

Name Priority Description

APIC 210! 2| &t

Providers: ﬁf =
Name Priority Description
”‘,:'-I(:-;:'. an option |v (1] ‘ [’\ (1] I
Create TACACS+ _‘
Provider

APIC TACACS X Z &}

2| EPG(Endpoint
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Create TACACS+ Provider (2 ]

Host Name (or IP Address): 52.13.89

Description:

Port: | 49 -~

4

Authorization Protocol: ( CHAP MS-CHAP PAP

Confirm Key: | --oeees
Timeout (sec): |5 S
Retries: |1

Management EPG: | default (In-Band) ~ @

Server Monitoring: Disabled Enabled

APIC TACACS MIZ A M

Create Login Domain (2 I

Name: S_TACACS
Realm: TACACS+ "

Description:

Providers: w +

MName Priority Description
52.13.89 1



Authentication 0 0

ABA LDAP RADIUS TACACS SAML RSA

&+ K.
Host Name Description Port Timeout (sec) Retries

52.13.89 439 5 1

TACACS NZx+ 27|

ISE 74
>1Et7|. Administration(Z 2l) > Network Resources(UE |3 2|4 A) > Network Device Groups(Li|

E Q|3 C|HO|A &)= O|S & LICE. All Device Types(ZE LC|HIO|A £&) oleiol HIER 3 C|d}
OlA OES HMFLICt

= Cisco ISE

Network Devices Network Device Groups Network Device Profiles External

Network Device Groups

All Groups / Choose group v

£ Add vy Import I Export v s
] Name Description
[ -~ All Device Types All Device Types
0 APIC

ISE HE3 CIHIO|IA O &

2EFA|. 2 Administration > Network Resources > Network DevicesO| S & L|C}. Define APIC Name and IP
address(APIC O|& % IP 4 H9|)& e85} Tadd, Device Type and TACACS+(C|HIO|A R 3
TACACS+) 2fQIEt0| M APICE MEH5ITI, APIC TACACS+ Provider(APIC TACACS+ NS Xt Z4I|
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= Cisco ISE Administration - Network R

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server

Network Devices _ _
Network Devices List > APIC-LAB

Default Device
Network Devices

Device Security Settings

MName APIC-LAB
Description

IP Address .. *IP: 62.188.21 I 32 &
Device Profile & Cisco v O
Model Name ~
Software Version v

Network Device Group

Location All Locations ~ Set To Default
IPSEC No ~ Set To Default
Device Type APIC ~ Set To Default

[ ~ RADIUS Authentication Settings

~ TACACS Authentication Settings

Shared Secret «- Show Retie | ©

2l= AQ{x|of CHEH 1EHAHIQF 2EHAIE Bt EhLICH.
3CHA. ISEE Active Directory?t S&tst2{™ o] @3 9| X|&EE AFEFLICH

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217351-ad-
integration-for-cisco-ise-qui-and-cli.html
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217351-ad-integration-for-cisco-ise-gui-and-cli.html

1. o EXol= ID 242 LHF AR & AD ZHE|X 250] 25 ZFH (0] JUX|E LiF
M8XIo| ID 222 EHIAET £™ELICH ATt AD 2 &0 Chal S et

ATHA[. (MEH AFE) =2 >Administration > Identity Management > Groups. 9= User 1dentity Groups & 2 2| Add. 847| ™
£ Admin A2 XF 2 Admin AF2 XFod| CHSH StLEe| & AAIshL|C}.



= Cisco ISE Administration - Identity

Identities Groups External Identity Sources Identity Source Sequences Settings
Identity Groups :
g User Identity Groups
(= &
+ Add {i Delete )y Import Ty Export v
> [ Endpoint Identity Groups
Name ~  Description

> 3 User Identity Groups
O S ALL_ACCOUNTS (default) Default ALL_;

®

& APIC_RO

O

O % APIC_RW

DS
O|Read Only AdminAdminAl

2fLICt.

(MEH AL =2 >administration > Identity Management > Identity. 0| & S 0add & &
st}
o

MABE 2+ 720 &

5CHA.
l—ll:-l'. 7—||- AI'%XI'E 4E|'7:”0'"A-| S oL

X X AMERE HYE

Administration - Identity Management

= Cisco ISE
Identities Groups External Identity Sources Identity Source Sequences Settings
—
Users
Latest Manual Network Scan Res... NEtwork Access Users
-+ Add % Change Status oy Import oty Export @ Delete
Status Username ~  Description First N\ame LastName Email Address User ldentity Groups
O B Enabled % APIC_ROUser APIC_RO
1 APIC_RWUser APIC_RW

O B Enabled

Eadd0l M O] E MEYSI

67|, == >Administration > Identity Management > Identity Source SequenceO | & & LICH. =
|—| l:|' 0|‘ EH 0‘” A‘l Treat asif the user was not found and proceed to the next store in

T1AD Join Pointsinternal UserslD & AE % O|
the sequence= A1 EH St 11 S Advanced Search List Settings= =1 8 L Csave.



= Cisco ISE Admi

Identities Groups External ldentity Sources Identity Source Sequences Settings

- "

v |dentity Source Sequence

rearme APIC_ISS

Description

v Certificate Based Authentication

" | Select Certificate Authentication Profile W

~ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints iselab
Guest Users Internal Users

All_AD_Join_Points

>
&

~ Advanced Search List Settings
If a selected identity store cannot be accessed for authentication

v Do not access other stores in the sequence and set the " AuthenticationStatus® attribute to " ProcessError”

0 Treat as if the user was not found and proceed to the next store in the sequence
ID AA ARA

7. Add(F 7F)=>Work Centers> Device Administration > Policy Elements> Results > Allowed Protocols. Select(F 7F A1&4



)s Name(OI = 0|S 35t Allow CHAP(CHAP 01%) 2! Allow MS- CHAPV1( 15 T=2EE FE
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= Cisco I5E

Db Pl Identitias User ldentity Groups Ext |d Sources Malwatirk Resournses
ntlrl'dll:":'rll' :I it Prgic E i g Lzt |.|'|r_:|1.|:i:'.\:i I"Il'\-':':r:l}l

Allawead Pratacols
Metwnrk Condicions )
Marme

Eorulis o TACACS Frofosol

FES FIhas DaAcriplion

THEACS Command Sak

TACALS Prafilas P

~ fAllowed Pratocols

Authentication Protocols
I:||1|'|.' Fl.ul!'ll:l "|r:3.:|1inn F'l'{ll;l::{.l,"::fi. |'|:||l|:|l.l.'||"1 =] Tﬁi:.!.i:s arda

dispdaryad.
B siow PARTASE
Aoy L HNE

Ao B Si- CHA R

TACACS {18 ZEEZ

= = >Work Centers > Device Administration > Policy Elements > Results > TACACS Profile. = %E—!gl'-Ladd()"EH o =50
AUE EEE 7IECE F o Z20YUE MHELICtRaw view. & 22 LICH sav

« ZHE|XF AF R} cisco-av-pair=shell:domains=all/admir/
« 27| ™ME ZE|XF AH R} cisco-av-pair=shell:domains=all//read-all
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= Cisco ISE Work Centers - Device £

Overview Identities User Identity Groups Ext |d Sources Network Resources Policy Elements Device Adr

TACACS Profiles » APIC ReadWrite Profile

sonditions >
TACACS Profile
letwork Conditions »
Name
tesults ™ APIC ReadWrite Profile
Allowed Protocols
TACACS Command Sets
Description
TACACS Profiles
Y/
Task Attribute View Raw View

Profile Attributes

cisco-av-pair=shell:domains=all/admin/

A
Cancel
TACACS = Z 1}l
Overview Identities User Identity Groups Ext Id Sources Network Resources
I
Conditi > 1
oritigns TACACS Profiles
Network Conditions 5
Results N
Allowed Protocols é? Add Trash v
TACACS Command Sets
TACACS Profiles [ Name Type Description
[ APIC ReadOnly Profile Shell
[] APIC ReadWrite Profile Shell

TACACS #E|RI & 17| M8 HeElAt Z2 ot

9Et7|. = E>work Centers > Device Administration > Device Admin Policy SetO| & & LICF. ArcNew Policy Set(M &2
EEhE M5t o|§2 Holgt CHE 1EHAo M st |-'—||:|F0|A 0‘8'2 MESFL|CH 7EAH M

=H= ©
TACACSProtocol St ZEEZ S B T2EZE MBS 2|8 L|Chsave.
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Policy Sets
Status  Policy Set Name sediption
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Use
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Status  Rule Name
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Welcome to APIC

What's new in version 4.2(7u)

*

Floating L3out Ul Enhancements:

Docker EE (Kubernetes) container integration * User-defined Ul banner

L4-L7 Services support in vPod » First Time Setup wizard

Backup PBR destination e Simplified L30ut creation

Support for 64 Remote Leaf pairs » EPG to leafs deployment view
View Release Notes

Getting Started Explore Support
What's New in v4.2(7u) Configuration Guides Online Help
Online Videos (YouTube™) Knowledge Base Articles Troubleshooting

View All Tutorial Videos APIC Communities imentati

B Do not show on login ( Review First Time Setup ) Get Started

APIC - HIAIX|

2171 & 22X AAE KFod| CHsH |2 |§ grSErLICH
17| HE T E|x} ArERtod| CHall 1EHAQF 2EHAIE BH=ghL|Ct
= Cisco ISE Operations - TACACS
Live Logs
Ty Export To
Logged Time Status Details Identity Type Authentication Policy Authorization Policy Ise Node Network Devic...
X e Identity ~ Authentication Policy Authorization Policy Ise Node Network Device N
Apr 20, 2023 10:14:42.4.., F APIC_ROUser Authorizat... APIC => APIC Admin RO PAN32 APIC-LAB
Apr 20, 2023 10:14:42.2... a APIC_ROUser Authentic... APIC > AFIC Authentication Pa... PANIZ APIC-LAB

Last Updated: Fri Apr 21 2023 00:14:53 GMT+0200 (Central European Summer Time)

TACACS+ EIO|H 21
=X &

1 El' 7=|| E§>Operations > Troubleshoot > Debug WizardO | = |%=|I' L—| l:-|'. % An_'i E—hl 6|'__’I_TACACS% = E—! %ul' L—| E—" Debug Nodes.



Debug Profile Configuration

Debug Wizard contains predefined debug templates with the help of which you can troubleshoot issues on ISl

% Add = Debug Nodes
[ Name Description Status
[0 802.1X/MAB 802.1X/MAB DISABLED
[ Active Directory Active Directory DISABLED
[[] Application Server Issues Application Server Issues DISABLED
[:| BYOD poertal/Onboarding BYOD portal/Onboarding DISABLED
[[J Context Visibility Context Visibility DISABLED
[[] Guest portal Guest portal DISABLED
[ Licensing Licensing DISABLED
[0 M™nT MnT DISABLED
[ Posture Posture DISABLED
[ Profiling Profiling DISABLED
D Replication Replication DISABLED
TACACS TACACS DISABLED
ClHO =2 & 7Hu|zeo|M
2B, EfElg SAlste L8 Mestn g B2



Operations - Troubleshoot

= Cisco ISE

Download Logs Debug Wizard

Diagnostic Tools

Debug Profile Configuration> Debug Nodes

Debug Nodes

Deabug Profile Configuration

Debug Log Configuration

Selected profile TACACS

Choose on which ISE nodes you want to enable this profile.

0S| ame 'arsona ole

[ Host N P Rol

PAN32 ciscoise.lab Administration, Monitoring, Policy Service PRI[A), PRI{M)
SEC(A), SEC(M)

E SPAN32.ciscoise.lab Administration, Monitoring, Policy Service, ...

Carlcel m

ClH == AMEH
3EHA. M EHIAEE &5t 0l 242t operations > Troubleshoot > Download logs 2 O] OF2H0l| RI= 21 E CI2

2L ghLC}.

AcslLogs,2023-04-20 22:17:16,866,DEBUG,0x7f93cabc7700,cntx=0004699242,sesn=PAN32/469596415/70,CPMSession
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