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Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deploy Q @ + @ adminv sthuils,

:::::

v ARA Server RADIUS Server Group Q. Fiter

RADIUS Server Group

RADIUS Server Group objects contain one or more references to RADIUS Servers. These AAA servers are used to authenticate users logging in

Single Sign-on Server -
gle Sig = through Remote Access VPN connections.

> Access List
2 Address Pools Name Vil
Application Filters

AS Path

Cipher Suite List
RADIUS M &
HES = QlzZet LHo M BeEfet Al g 2 stt{™ M AAA RADIUS M Z50f CHEh dF o|F

4.
S oladstL|C}.

5.3 79 LHolH MHst S M MENSHo4 M| RADIUS MEHE F7+EHLICHRADIUS

RADIUS Servers (Maximum 16 servers) ﬂ

IP Address/Hostname

MH.
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New RADIUS Server

IP Address/Hostname:*

| 10.4.23.21 I

o e A IS 5+ Thirs-e ff s . o e o o o = .
Confgure DNS at Threat Defense Platform Settings to resolve hostname

Authentication Port:*
1812
Key:*

Confirm Key:*

(1-65535)

Accounting Port: (1-65535)
1813

Timeout: (1-300) Seconds
10

Connect using:

® Routing Specific Interface

M RADIUS MH.

1o
-
0x
rot

7. RADIUS M M ALEH
LIC}.

= 23510 RADIUS M I &0 CiEh d8E 2&
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Add RADIUS Server Group (7

Enable authorize only

Enable interim account update

Enable dynamic authorization

RADIUS Servers (Maximum 16 servers) ~|—

IP Address/Hostname

10.4.23.21 s

[corce || IR

MH & M2 EE.

8. LIER{3 A0l A AAA M T4 S DtF E|st D F3Ist2{H [HiR]] HIF2 O|SE CHS [ZF Hi

Firewall Management Center

et (]

Overview  Analysis Policies Devices  Objects  Integration Deploy | @ @ £+ @ adminw -yl

eECLUR
eses SECUR

RADIUS Server Group @ At T _

FTD_O1 I Ready for Deployment Fad
RADIUS Server Group objects contain one or |
through Remote Access VPN connections.

Name

ISE




1. FMC GUIM| M Devices(C|HFO|A) > VPN > Remote Access(&Z3 HMA)Z2 0|S3t0{ VPN 711

agjlo|l/Md T2 MAE A|ZHEFLICH
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2. M VPN ¢34 =21}

Firewall Mar‘agér?ent Center Overview Analysis Policies Devices Objects Integration Deploy
Name Status Last Modified
Add a new configuration
VPN 1A Z2 ot
o A 2 AlHdSEF A OICE &2 = o st MO E S Ool24s
3. HESRZ M LM VPNS AlHdE = QI 5 VPNO| CHEt 1 R8t MY ol 2 =E
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4.SSLVPN ZZE 22 AIE5t0 2o A2 E&stedH sSL SMS MEELICH
2= EX = EHS
5. C|HtO|A& S50 £ FTD C|HO|AE ME4ELICE
Remote Access VPN Policy Wizard
o Policy Assignment 2  Connection Profile 1 AnyConnect i Access & Certificate 5  Summary
Access VPN policy with a new user-defined connection profile. elements to be in place 1o complets Remote Access
- VPN Policy.
MName:*
VPN_Remate Authentication Server
Description: Configure LOCAL or Realm or RADIUS Sarver Group
or S50 to authenticate VPN clients,
AnyConnect Client Package
VPN Protocols: Make sure you have AnyConnect package for VPN
Client downloaded or you have the relevant Cisco
S5 credentials to download it during the wizard.
IPsec-IKEV2 Device Interface
Targeted Devices: Interfaces should be already configured on targeted
devices so that they can be used as a security zone
Avallable Devices Selected Devices or Interface group to enable VPN access.
FTD_01

VPN A,

ol
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Remote Access VPN Policy Wizard

1 ) Policy Assignment o Connection Profile 3 AnyConnect 4  Access & Certificate 5  Summary

Authentication, Authorization & Accounting (AAA):

Specify the methed of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN

connections.

Authentication Method: AAA Only v

Authentication Server:* ISE v | 4+
DAL of Realm or RADIUS)

Fallback to LOCAL Authentication

Authorization Server: Use same authentication server v || -+
ATEST O Mo,

Accounting Server: v | <4
(RADIUS)

o4

[k

2o,

7. VPNO{| CHEt S IP FA &E 2 A™ELICH



Client Address Assignment;

Client |IP address can be assigned from A8A server, DHCP server and IF address pools. When multiple options are
selected, IP address assignment is tried in the order of AAA server, DHCP server and IP address pool.

LUse AAA Server (Realm or RADIUS anly) @

Use IP Address Pools

Pvd Address Pools: | Pool VPN #



Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Group Policy:* DMGrpPolicy |+

Edit Group Policy

iR

Rl
)

-}

Iju
il

9. 15 MM MHo|M SSL Z2EZ 0| M|

1
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Add Group Policy (7]

Name:*
I VPN_Remote_Policy ]

Description:

General AnyConnect Advanced

|
VPN Protocols VPN Tunnel Protocol;

Specify the VPN tunnel types that user can use. At least one tunneling mode

IP Address Pools must be configured for users to connect over a VPN tunnel.
Banner SSL
DNS/WINS IPsec-IKEv2

Split Tunneling

VPN ZEEZ
M VPN B8 4457 71E B8 M=istod VPN Z2HOIME] ALSE % 2l 1P F4 HS
X-I_Q_'%I-L_| |.
o =



Add Group Policy

Name:*
VPN_Remote_Policy

Description:

General AnyConnect Advanced

VPN Protocols IP Address Pools:

Name P Address Range
Banner
DNS/WINS

Split Tunneling

| Cancel

= VPN.

11. VPN 24Z0i CHEt DNS MHH MF HEE X|EgL .



Add Group Policy

Name:*

Jven_Rremote_Policy

Description:

General AnyConnect Advanced

S
VPN Protocols Primary DNS Server:
IP Address Pools | ¥
Banner secondary DNS Server:
DNS/WINS ¥ | L
Split Tunneling Primary WINS Server.
v | e
Secondary WINS Server:
- | +
DHCP Network Scope:
'r | B
Only network object with ipv4 address is allowed (Ex: 10.72.3.5
Default Domain:

Cancel Save

DNS A,
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Remote Access VPN Policy Wizard

1] Palicy Assigrment ) comnection Protie 1 AnyConnect :  Access & Certcate 5 Summasey

STAOLATNS, I SUSUITED O OO ERTNIL 53 U L D LSRR L PR GOSN, UTTLAT SON IS S B L RS .
Lige A8 Sarver (Realm or RADIUS only) @
Lizs DHCP Sanwis

Liga I Addngss Pocks

ihed Address Pools: | Pool_WPN i
b Addess Pools i
Group Policy:

A group policy is a collection of user-criented session attributes which are assigned to clent when a VPN
connection is established, Sslect or create a Group Policy object

Group Policy:® VPN_Remate_Policy - 4+

Edit Group Polic

a

R4 &H
[= R B}

I

13. VPN AF2 X}oi| A48t5t AnyConnect 7K MEHSLICH EE HF7|X|7F S50 gie™ of &
HolM 28t 7 |X|E FIHE 5+ U&LICH

Remote Access VPN Policy Wizard
1 | Policy Assignment 2 | Connection Profile e AnyConnect 4  Access & Certificate 5 Summary

The VPN gateway can automatically download the latest AnyConnect package to the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

I Download AnyConnect Client packages from Cisco Software Download Center. I

Select at least one AnyConnect Client image \
I © Show Re-order buttges

ACCDnncr.l File Object Name Ao T ame Operating System
D anycennect-win-4.10.08029-we... anyconnect-win-4.10.08029 -webdeploy-k9... Windows A

Cancel Back m

7| x| LI
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Remote Access VPN Policy Wizard

1 ) Policy Assignment

Remote
User

VPN QIE{H| 0| A

15. 22t VPN 4Z0] 523

2 | Connection Profile

L

3 | AnyConnect

QOutside VPN n

° Access & Certificate

rﬁ‘ﬁo

AnyConnect .
Client Internet Device
5
AAA

Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users

will access for VPN connections.
[-1+

Enable DTLS on member Interfaces

Interface group/Security Zone:* Qutside

A All the devices must have interfaces as part of the Interface Group/Security Zone selected.

E MEi5lo QIBAM S5 Z2MAE HYELCH

5  Summary

o
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Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certiicate Enrollment:® - —|— ]




Add Cert Enrollment

MName*

Description

CA Information

Enroliment Type:
Enrollment URL:*
Challenge Password:
Confirm Password:
Retry Period:

Retry Count:

Fingerprint:

Certificate Parameters Key Revocation

SCEP v
@glf Signed Certificate -\
EST

SCEP

Manual

1ﬂ :[:'C-.I!'l.gl.' 0 ':']:I:-



Remote Access VPN Policy Wizard

1 | Policy Assignment 2 | Connection Profile 3 AnyConnect ° Access & Certificate 5  Summary
T BUAEIE I VT WA e 13,
Interface group/Security Zone:* Outside v +

Enable DTLS on member interfaces

A\ All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients, Select a certificate which is used to authenticate the VPN gateway.

Certificate Enroliment:* Cert_Enrollment * +

Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Control Policy.

HM|A 2 MH|A QOF
= __l.LA'|O| (oXe] X=Nay L ;I. :l REtS | =i Je) ;I- O| St MX{=2 HEodstH | I.
Remote Access VPN Policy Wizard
1 | Policy Assignmant 2 | Connection Profile 3 | AnyConnect 4 | Access & Certificate e Summary
Firepower Management Center will configure an RA VPN Policy with the following settings Afsr the wkud compleles, he ollowh
Name: VPN_Remaote configuration needs to be completed for VPN to
Davics Targets: FTD_01 work on all dovice targets.
Connection Profile VPN_Remats ® Access Control Policy Update
Connection Alias: VPN_Remaote
AAA: An Access Confrol rube must be defined to allow
VPN traffie on all targeted dovices.
Authentication Method:  AAA Only
Authentication Server:  ISE (RADIUS) © NAT Exemption
AUthorization Server: ISE [RADILS) If NAT is anabled on the targated devices, you
X must define a NAT Policy to exempt VPN traffic,
Accounting Server ISE
© DNS Configuration
Address from AAA: - To resohw hostname spocified in AAA Sorvers
DHCP Servers: of CA Servers, configure DNS using FlaxConfig
S Policy on tha targated devices.
Address Poots (IPvE): - © Pont Configuration
Group Policy: VPN_Remate_Policy 551 will be enabled on port 443,
AnyConnoct Images: anyconnect-win-4_10 08039 webdeploy - k3 pkg Please ensure that thase ports are not used in
NAT Policy of other senices before deploying
nterface Objects Cutsice the configuration.
: Certificates: Cert_Envoliment
Jovien Gerifeate & Metwork Interface Configuration
Make sure to add interface from targeted
Cancel Back | Finish

18. VPN #Z4 AN A TS
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Firewall Management Center

i Owerview  Analysis  Policies  Devices  Objects  Integration a @ o @ adminvy lul o
VPN_Remote Q Advanced Deploy Deple m

Enter Description

FTD_0M I Ready for Deployment (1)
one
Connection Profile Access Interfaces Advanced
e
L
Name AAA
Authentication;
Default WEBVPNGroup Authorization:
Accounting:
Authentication: IS
VPN_Remote Authorization: ISt 1 device is available for deployment > )

Accounting: ISk

VPN 4E T,
ISE Zm| e 0]
DUOE 2|% Radius MHZE S&&Lct.

1. Cisco ISE &+2| QIE{H| 0| A 04| A Administration(Z2l) > Network Resources(HE 3 BlAA) >
External RADIUS Servers(2|5 RADIUS MHH)Z 0|S&LICt.

2. M 9|5 RADIUS MEE T A st 7} Chx2 Z 2| 8L}

= Cisco |SI Administration - Network Resources

Network Devices Network Device Groups Metwork Device Profiles Extarnal RADIUS Servers RADIUS Server Sequences NAC Managers Mare

External RADIUS Servers

[+~ ]

Name Description

Q|2 Radius AH{



MYs5ted™ 0] 37 HIEZ 71§ ZFAIDUO Aol T2 4d3Hok g L|CH.

HE2 7 248t £ [(H|E)12 22509 Ml Z=EA|DUO MHH TS MEEFLICH.

= = =
6.ZEAME HEE 2 =&l
Cisco Administration - Network Resources
t Ji « Dee ork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC

External RADIUS Server

[t
DUO_Server

10.31.126.207

7. Administration(Z2l) > RADIUS Server Sequences(RADIUS MH A|#A)Z O|S &Lt



8. Ml RADIUS MB{ A|RAE Hd5tE{H AddE 2 2l&LCt.

= Cisco ISI Administration - Network Resources

Metwork Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences MNAC Managers More

RADIUS Server Sequences

For Poicy Export go 1o

]

Name Description

RADIUS MB{ AlZHA
9. &l AHE &= U= F RADIUS M Al#HAS| 125 0|2 MSELICEH

10. O|™Mofl A= DUO RADIUS MEH(O| 7+0|= 04 M DUO_Server2tm &hHE 3ol @ EZ 0| MEH
ot EEo2 0|55t0 AlFHA| ZEELICH

11. Submit(M£)& 225101 RADIUS MH Al2A FTHE otFElstT MEFLICH

= Cisco ISk ation . Network Resources

o
g
o

RADMUS Server Sequences NAC Managers External MM puGrid Direct Connectors Mare

Radius M A|2A Zm|as|o|MdL]ct.

FTDE HIEQ3 HMA C|HIO|AZ S8HahLct.

1. A AE QIE{H 0| A Q| Administration(® 2]) MMO 2 0|58 CFS Network Resources(HIE 23
2la2)E MEisto] HIER A ClHtolA 9| ZAm| 2ol Wodol HMA g LICtH

2. Network Resources(HIE 23 2|4 A) MMM Add(F7H HES 22/5t0{ M| HIERIT HMA
C|HIO|AE F7I6tE Z2MAE A|ZFENLICE.



= Cisco ISk Administration - Network Resources

Metwork Devices Network Device Groups Network Device Profiles External RADIUS Servers

Notwork Devices

Network Devices

RADIUS Server Sequences

MAC Managers Mare

'f'|
HES3 HAMA CIHIO|A.
3. MBE ZEEo| HERT HMA EFX| O|FE =isto HEL T L] FX|E AlYELCt
4. FTD(Firepower Threat Defense) C|HFO|A Q] IP =AE KT LICH
5. FMC(Firepower Z 2| ME) 4 Sof o|T™o| dMFEH 7|18 Y=eLct. o] 7|= & x| 7+l Eot
S dlof| ot
6. ME HESZ 22/5t0{ ZENAE 2 =EFLICH
Metwork Devices Li st » FTD
Network Devices
Name FTD
Description
IP Address " IP : 10.4.23.53 ' 32

FTDE NADE &7}



RADIUS Authentication Settings

RADIUS UDP Settings
Fratocaol RADIUS

Shared Secret | (ITTIIT T I Show

—. Use Second Shared Secret ()

Second Shared

Show
Secrat

Col Port 1700 et To Default

RADIUS &%

DUO #4.

DUO Z S A| MX|.

CtS 83 & Z2/5104 DUO Proxy Download and Installation Guide0oll M| A EFL|C}

https://duo.com/docs/authproxy-reference

DUO ProxyE& ISE 2! DUO Cloud®} S & &Lt
1. DUO E 2t ¢l ALO|E (https://duo.com/)0ll Xt Z3 ZHE ALE3tod 201 L|Ct
2. O EE|7H0|d MMo 2 0|S35t0d H&5tE2{H o EE|7H0|MH ES & MEHFFLICH

Dashboard > Applications
Dashboard

Device Insight L App[lcatlons
Policies w
Applications .

Manage your update to the new Universal Prompt
Protect an Application . .
experience, all in one place.

Authentication Proxy

Single Sign-0On i See My Progress Get More Information
o I
Users W
Groups w 0 O
All Applications End of Support
Endpoints e
2FA Devices w

Export v Q Search


https://duo.com/docs/authproxy-reference
https://duo.com/

DUO o Z 2|7 0|

3. §50{ M "Cisco ISE RADIUS" &M AMst1 23 & Z2I6t0o4 o Z2|7| 0|0 FIHELICE.

e ~
Add an application that you'd like to protect with Duo two-facter authentication,
| Applications ~ You can start with a small "proof-of-concept” installation — it takes jusi a fow minutes, and you're the only one that will seo i, until you deckde to add
othars,
| Protect an Application
Documentation: Getting Started O

Authentication Proxy

Choose an application below to get started.

Single Sign-0n L
Users ~
Groups . Cisco ISE RADIUS
Endpolints w
Application Protection Type
2FA Devices w
Administrators w

2FA with S350 hosted by Duo
whiln Cisco ISE Administrative Web Login r " L

cisco
Trusted Endpoints
Trust Monitor ~
siliailin cumentation 07 i
Reports - riaen Clsco ISE RADIUS 2FA, Documentation Cf Protect
Settings
Billing w aluatlie 5 Tecumaentation
fisen Clsco RADIUS VPN 2FA Documantation Cf Protoct
ISE RADIUS &4

4. 8BMO 2 FIHE|M DUO OHEE|AO|Me| MEALE S 2fQIE = U&LICt olgf2 A3 &St
Save(XM&)E FEIgrLICt

5. MEE &g 71, HIZ 7] X API ZAE 0|&§E SAELICE ol &% B0l of? S & LCh

Application modified successfully.

Dashboard » Applicabions » Cisco ISE RADIUS

C isco ]S E RA D I U S Authentication Log "'j Remave Application

Follow the Cisco ISE RADIUS instructions 0.

r

i Resal Secral Kay
Details i
Secrel key srasasnsrassensayiil Copy

E:Dl'l'l write down your sacrat ICF_I',' or share it with anyona
APl hostname -n’c-'s.':i}:ur.'.';.- com Copy
ISE ME M8 HE

6. A|IAEI0| A DUO Proxy ManagerE &350

[k
o
1o
N
1>
el
r
ful



D

- Duo Security

. Duo Authentication Proxy Manager

DUO Z E A| 2| X}

7. (A= AHE) DUO Z & Al MEHoll M DUO @2t S0l 94735t 98 ZS Al 7422 olMo| B
B ZP O3 NS S YiELn

[main]
http_proxy_host=<Proxy IP Address or FQDN >
http_proxy_port=<port>



o & Z2(8) AA ZE A MFAIZ 22 WwAsHok gfLICt

T

8. OIA| O|oll At HEE AL8stod ST 7148 S 2= FLICH

[radius_server_auto]

ikey=<integration key>

skey=<secret key>

api_host=<API hostname>

radius_ip_1=<ISE IP address>

radius_secret_l=<secret key configured in the external RADIUS server section>
failmode=safe

port=1812

client=ad_client



El: client=ad_client &2 DUO Z 5 A|7} Active Directory A& 2 At&35t04 215
L|C}. Active Directory?t2| S7|8+E 2t=235t24™ 0| HE 7t SHIE K| = Ql5t 4

DUOZE Active Directory®} S8 &tL|CH.

1. DUO 215 Z E A|Z Active Directory2} S&&tL|CH.

[ad_cTlient]

host=<AD IP Address>
service_account_username=<service_account_username>
service_account_password=<service_account_password>
search_dn=DC=<domain>,DC=<TLD>



2. DUO 222 E AH|AZ Active Directoryol 7}
3."AFE X2 0|sst

Dashboaid > Users

Dashboard

Device Insight ' Users
Policies w

Applications o

Single Sign-0n

0 0

"CIMEE S7[3t"E M=isto] V(8 d

|&FLIC}. https://duo.com/0l 22918 L|C}.

He #elguoh

Directory Sync

Import Users | Bulk Enroll Users

n Meed 1o aclivale a replacement phone? Learn more about Reactivating Duo Mobile

0 0 0

Users ”~
Total Usars Mot Enrollad nactive Usars Trash Bypass Usars Lockad Out
Add User
Pending Enroliments Seloct (0)~ Export ¥ Q search
Bulk Enrcll Users
Import Users No users shown based on your search.
Directory Sync
Bypass Codes
Groups e
CI™E 2 S718
" = = 5 " n=2 S
MM S718E FIHE 286t M3 E M0 M "Active Directory"& MESEHLICEH
Dashboard > Users > Dweclory Syn
Dashboard
Device Insight w DII'ECtOI'y Sync A\ \ w
FEET N Directory Syncs Conneclions
Applications W
Single Sign-0 \ . . .
oo AR You don't have any directories yet.
Users -~
Add User

Pending Enrollments
Bulk Enroll Users
Import Users

I Directory Sync
Bypass Codos

Groups w
M &718F F7t

5.[M 4 F7HE M=st

W
N
W
mjo
y
i
o
C
ful


https://duo.com/

Dashboand » Sync > Mew Active Directory Sync
Dashboard
Device Insight y New Active Directory Sync
Policies £

Connection
Applications bt ol up a now connaclion using a new Authentication Proxy.
Single Sign-0On w Reuse existing connection
Users ~ ® Add new connection

You will be redraciod to @ row pagqe
Add User

Pending Enrollments

Bulk Enrall Users
Import Users )
Directory Sync Setup
Directory Sync
Wisting Tor Connaction 1o dingclony

Bypass Codes
Sync setup is disabled until a connection 1o the directory has boen esiablished

e

M Active Directory Z= 7}
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Authentication Proxy

Configuration metadata

1. To set up this diractory, you need to install the Duo Authentication Proxy software on a machine that Duo can

connect to and that can connect to your LDAP server. View instructions [

2. Configura your Authentication Proxy. Update the ikey, skey, and api_host antries in the [cloud] section of your
configuration, or L download a pre-configurad file.

iesrten ke DrD_ Cﬂp}r

Secret key assassansssssssiyfiPE Copy

Don't write down your secret key or share it with anyone

Reset Secret Key

APl hostname - [
-o‘uosecun!‘y. com Copy

. If you are using NTLM or plain authentication, update the [cloud] section of your configuration with the username

(%)

and password for the LDAP account that has read access for your LDAP directory.

olF T A M HE

Directory Sync Setup
O Connect 1o AD
@ Add groups
(&) Review synced atiributes

Complate Satup

17 Delete Connection No Changes

Status

Mot connected

O Add Authentication Proxy

O Configure Directory

Connected Directory Syncs

User Syncs

AD Sync

7.DUO 215 =S A| HI|ago|Me 2 E0t7t [cloud](E2HRE) MM M OH7iE# =2t Active

Directory Zt2|XHE I8t MH|A H™E x4 SHo 2 gLt

[cToud]

ikey=<integration key>

skey=<secret key>

api_host=<API hostname>

service_account_username=<your domain>\<service_account_username>
service_account_password=<service_account_password>
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Authentication Proxy is running Up since: 4/2002024, 5:43:21 PM Version: 6.3.0 Restart

Configure: authproxy.cfg Unsaved Changes Output

[main]

L wlywlM
.duoseécurity.com

3.21

de=safe
812
nt=ad_client

[ad_cLlient]
ost=10.4,23.42
=administrator

ro=4

ZEA| pUO x| oM

5101 % 74D 23| 0448 X{&5H T DUO 915 Z= Al MHIAE CHA| Alxtotod #78 ALE S X8

Authentication Proxy is running Up since: 4/20/2024, 5:43:21 PM Version: 6.3.0 Restart Service Stop Service

Validation passed

Configuration has passed validation and is ready to be saved

Configure: authproxy.cfg Unsaved Changes Output

st=cx]| Running The Duo Authentication Proxy Connectivity Teol. This may take
re=3128 several minutes...
[info] Testing section 'main' with configuration:
[radius_server_auto] [infa] {'http_proxy host': 'ecx

=DIX ‘http_proxy_peort': "3128%}

.duosecurity.com [info]

-4.23.21 [infe] Testing sectien 'radius_server_auto’ with configuration:
1=po linfo] {'api_host': L duosccurity.com',
‘client’: ‘ad_clicnt”®,
‘failmode®: "safe’,
ent=ad_client 'http_proxy_host': °
‘http_proxy port": "3128°,
[ad_client]) - : pod

Validate Save

Restart Service(MH|A RHAIZN) M

DN Ql2dgfLct.



Directory Configuration

Domain controller(s)

Hostname or IP address (1) *

Port (1) *

10.4.23.42

+ Add Domain controller

389

The pert is typically 389 for cleartext LDAP or STARTTLS, and 636 for LDAPS

Base DN *

DC=testlab,DC=local

Enter the full distinguished name (DN) of the directory location to search for users and groups

We recommend setting this to the directory root (example: DC=domain, DC=local)

If specifying the DN of an OU or container, ensure it is above both the users and groups to sync

CIEEEZ 8™

1

ro
oA
)

1

1. HINTLMv2 QIS & I3} A|ARIE 7

Authentication type

Integrated

A15tE{™ Plain S M

Performs Windows authentication from a domain-joined system

MTLMv2

Performs Windows NTLMvZ authentication.

® Plain

Performs username-password authentication

39
o

2. 7E0| LU0 EE=5 M HEE X



& Deleto Connection

Status

Mot connected

(O Add Authentication Proxy

O Configure Directory

Connected Directory Syncs

User Syncs

AD Sync

x.ng 22 A
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Authentication Proxy

1. To set up this directory, you need to install the Duo Authentication Proxy software on a machine that Duo can connect to and that can connect

to your LDAP server. View instructions f

2. Cenfigure your Authentication Proxy. Update the ikey, skey, and api_host entries in the [cloud] section of your configuration, or

L download a pre-configured file.

integration Koy | oo I Copy

Secret key ‘ rersssserersemt DI Copy

Don't write down your secret key or share it with anyone

Reset Secret Key

API hostname ‘ -uosecurffy.com Copy

3. If you are using NTLM or plain authentication, update the [cloud] section of your configuration with the username and password for the

LDAP account that has read access for your LDAP directory.

service_account_username=myusername

service_account_password=mypassword

4. Restart your Authentication Proxy.

5. Test Connection.

(9)

14 S M E|AE

= =

r

14. Active Directory & Eii7} "Connected"2 E A|Z|=X| &QIgLICE

Status

Connected

C
ful

HEN7L I3E

A
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DUO CloudZ &3 AD(Active Directory)lA AL AL AI™HE LHERLICEH



1. Duo Admin Panel(+2 & 2|X} m'd)0l| A Users(AH& X} > Directory Sync(CIEE 2| S7|3HZ 0|
S5104 Active Directory2t S| CIHE 2| S7|5tet #tHE MM S &Lt

as! L
Davice Insight ~ USEI’S Dhreciony Symc mpori LUisers B Enrcill Utsars
Policies b
Need 1o sctivabe 8 replacement phone? L
Applications W

Single Sign-0n

Add User

Pending Enroliments
Bulk Enroll Uiads
I Looks like you have no users, click Add User to add cne
Direclory Sync
Bypass Codes

Croups

Endpoints

2FA Devices

AMER FE.

2. BE|& Active Directory 7142 MEAEFLICE.

3. x| aio| ™ Mol M Active Directory LHOA Duo 22t ES S7IstE EM OES AT
MERFLICH M= S0 CHsll HE{R SM8E M8sts Aol E&LCH
4. 9 22 & Z={FLIcH
Dashboard ’ ’ ’
Device Insight b AD Sync o £ Duolote Dirochory Sym
Policies - mpor Duo user names and other nformaton deectly Ir I CHnl-paeT Acteve Dweciony
Applications
Singhe Sign-0n . Active Directory Connection Dirsctory $ync Setup
Users k. &) Connocted 1o Dua (v ]
Add User AD Syne Conmoctson G
Pending Enrollments HAZIAL I -
P
Bulk Enrgdl Users
Comploto Setup
Impert Users
Directory Syne
Groups

Bypass Codes

Groups

Endpoints

AD S715t

5 Al 87|13+ Alztsted™ [X|F S7I18HE 2 2IgLct. o|Z A 5t™ Active Directory2| X|'H &
&0l M Duo CloudZ AFE A A& 2 LHE LHE 2 Duo Security 87 LI Z2|E 4 Ql&Lch.



Dashboard » Users » Directory Syac » AD Sync

AD Syl'lc Rename

Import Duo user names and other information directly from your on-premises Active Directory.

Learn more about syncing users frem Active Directory

Sync Controls

Sync status

Scheduled to automatically synchronize every 12 hours, next around 2:00 AM UTC @ Pause automatic syncs

Sync Now

Troubleshooting s

S718F AlE

Cisco DUO Z2}E0]| AFZ2XIE SE¢&tct.

N8Rt E52 2= AHML, DUO Al SMS 2=, E2 S CHYsh ¢Hg

Ct.
1. Cisco Cloud CHA|2E 0| M AHE X Mo 2 O|SFLICE.

2. 55¢ afot

S8 MER AHE

Dashboard > Useds

Dashboard
Device Insight ~ USE rs
Palicies e
Need to activate a replacement phona? Leam mare about Reactivating Due
Applications b
Single Sign-0n w

A
Total Users Mot Enrolled Inactive Users Trash

Add User

Pending Enroliments Select (0)v

Bulk Enroll Users

isername Hame Ema Phanes

Import Users
Directory Sync
Bypass Codes

Groups L 1 total

Directory Sync

0

Bypass Usars

ol
=

&y Delete Directory Sync No Changes

Active Directory Connection
@ Connected to Duo

AD Sync Connection
10.4.23.42:389
¢ Edit connection

+ Change connection

sunenon vers | )

Impaont Users

0

Locked Out

- Q) 5
atus ast Login
Active Never authenticated



i3 ¥ adminisiraton

Daghboard > Lisgrs

Logs Send Enrollment Email

administrator

ﬂ This user has not anrolled yet. See our enrallment documentation . to learn more about anrolling users

n This user was synced from the directory AD Sync. Some fields are read-only

admimistrafor

Username

Username aliases

ymber for 3 spacific alas

S E 7}0|E: hitps://quide.duo.com/universal-enrollment
SE& 7}0|E: https://quide.duo.com/traditional-enroliment
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| Sync This User


https://guide.duo.com/universal-enrollment
https://guide.duo.com/traditional-enrollment

© Notsecure | hittps://10.4.23.53/+CSCOE+/logon.html#form _title_text

U Logon

Group | VPN_Remote v |
Username |

Password |

| Logon |

VPN 22

2.
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Are you logging in to Cisco ISE
RADIUSY

&

@ Linknown
() 3:13PMCST

2  administrator


https://help.duo.com/s/article/1126?language=en_US
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