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Ubuntu 22.04
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Ubuntu_Client Switch FTD-VPN-GW ISE
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3EH7|. 2 Objects > Object Management > VPN > Secure Client File O|S & LI} 2 2lAdd Secure Client File, 0|5 2124, MEHFile Name,

cisco-secure-client-linux64-5.1.3.62-webdeploy-k9.pkg= S CH2 =S 0| M B Secure Client Image File Type. 1 CtS 2 22IFLICH
Save.
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Firewal| Management Center Cverdien Anakysis Pobcios Devicos Insegration
Secure Client File
Fie cijects represent fles wsed for remote access VPN policy confgurations. Thay can contain Secure Cliert profile and image Sles.
Add Secure Client File (7]
chent_image Name:* 51,3 62-webdeploy- k3 0k Securs Glent Image A
Dieauki- Extomal- lrowser-package linux 5 1 3 62 85-webodoploy-k8 tip Sacur Chart Extemal Drowser Pa 8
hostscant_1_3_62 - 4.1.3. 6248, pieg Montscan Fackage P FE
[ File Name:* 85,1, 3 62-vsboteploy-ipky Swcurs Coort image LS
cisco-secure-client=linux64-5.1.3.62-w: Browse..
File Type:*
| Secure Client Image v
Description:
Cancel -
Displaying 1 - 4 of 4 rows: Page 1 o1 C
FMC_Upload_Secure_Client_Image
4EH7|. 2 Objects > Object Management > Network 0|5 & L|C}.
25t

4.1E+7|. DNS MHE 7HA|E BHELICH. 2 Add Object 225t O|F 1t A& 7I5EH DNSIPFAE L LICH &
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Network
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New Network Object

| [ DNS_

Dascription

any

anmyifned

Neatwork

ol pelicins,

Doy O, @ & @

A Mitwek

natwark variabios, intrusion nios, ety rukes, nolwot diseowy

Acd Group
[7] 0.0.0.000
B

00,000

® Host Range MNetwork FQDMN

Allow Overrides

FMC_Add_Object_DNS
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Firewall Management Center

Cremrviee Anaiysls Palicies Devices Integration

Depky O, @ & @  sdmn-

Netwaork Add Watwork v | [ Far
Show Unused Objects
A etk BB MEEOIERE Sk ¥ Mare D ROieSes. Nibwiik GEOCIS S0 Uled i viious plhees, in e Domer | O, 6 50 00,
Aod Group
s . Tve

MNew MNetwork Object [ 7] Py
- 0 Broip Roy.
gt LT et Hoam

Mame

ISE_PSN_

Description

Metwaork

#) Host Range Network FOQDM

| |

Allow Overrides

FMC_Add Object ISE

5EF7|. 2 Objects > Object Management > VPN > Group Policy O|S & LICt. & Add Group Policy 2 2!&LICt. & DNSWINS £2/5t1 9|

o oH
DNS Mt 7HA| & MEHEL|ClHPrimary DNS Server. 23 CHS € 228t LICtSave.

Firew; A ant Ca
Firewall Management Genter Overview Analysis Policies Deices Objects Integraticn -
Group Policy
EiGepPolicy Add Group Policy 1] s
sl
Description:
Genersl  Secure Clhent  Advanced
WP Protocols ary DN Sérver
B Addness Pool DAG: = T
F— Secondary DTG Serer
|+
Primary WiNG Server:
Spiit Tunneding ;
Sncondary WING Server
|+
DHCP Network Scope
-+

Drefauit Domain

FMC_Add_Group_Palicy
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6EF7|. 2 Objects > Object Management > Access List > Extended O|S & L|C}. £ Add Extended Access List 2 =2/8tLIC}.
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EtA. 2IC|ZM ACLS| O|F S MSELICE 0] O|F2 ISE HEt Fof Z2ut U SUsHok gLICH & Add E=IghLIcH

MNew Extended Access List Object

Name
l redirect

Entries (0}

Sequence  Action Source Source Port

No records to display

Allow Cverrides

FMC_Add Redirect ACL Part 1

Destination Destination Port Application Users sSGT

6.2EHAl. ZIC|Z Mol M A 2lE DNS E2HZ!, ISEPSN IP FA0 Cist Eci=l 4 2|0|C|oio]M ME{E RIEHEHLICH LIHX| EC=E &

gt 2c/#E Mol EE|HELICE & Save 22{FfLICH

Add Extended Access List Entry

Action:
© Block -

Logging:

Default hd
Log Level:

Informational g

Log Interval:
300 Sec.

Netwaork Port @ Application @ Users
I

Available Networks O =+

Q, Search by name or value

IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
IPvG-IPva-Mapped

IPvi-Link-Local
IPv6-Private-Unique-Local-Addresses
IPvE-to-IPvd-Relay-Anycast

ISE_PSN® ==

np_ise

FMC _Add Redirect ACL Part 2

(7]
© Security Group Tag
Source Networks (0) Destination Metworks (1)
any ISE_PSN_ .. v
Add to Source
Enter an IP address . Add Enter an |P address Add |

S



Name

rediract

Entries (4)

Block  any-ipvd ISE_PSH,
y=iF

& Block
3 @ Block FTP,
Al any-iped ary-ipwd

Allow Owverrides

Fa: o] 2lc|zM AcL ofl o] chet FTPE 2l0IC|olo]M M M2 AFS ELC




7EHAl. 2 Objects > Object Management > RADIUS Server Group O| S &fLICH. £ Add RADIUS Server Group 2 &g L|C}.

Ears F.lrewall Management Center Owerdew  Analysis  Policies  Devices | Objects |  Integrasion Depiy O, @ -

|
RADIUS Server Group

RADIUS Server Group Objects contain ane o mare references to RADIUS Servers. These AAA servers are used 1o authenticate users logging in through Remote Access VPN connections.

Hame

FMC_Add New_Radius Server_Group

7.1EH7|. 0|&, & QlEnable authorize only, £ 2lEnable interim account update, £ ©|Enable dynamic authorizationg 1248 L|C}.

Add RADIUS Server Group (7]

Name:*

rtpise

Description:

Group Accounting Mode:

Single v
Retry Interval:* (1-10) Seconds

10
Realms:

v

Enable authorize only
Enable interim account update
Interval:* (1-120) hours
|24
Enable dynamic authorization
Port:* (1024-65535)

f 1

Cancel Save



FMC_Add New Radius Server_Group Part_1

7.2EHA|. o}O|2 & Plus 2 2!5104 M RADIUS A{HH

Z7tgrLict ISEPSNE MBS &LICH. 1P AddressHostname, Key®1Z g & specific

=
= =
interface ME4 8 LICt. £ Redirect ACLAMEAEILICEH 7 CHE M SaveRADIUS MEHE XME 5t2{H S2ELICH O O3 CHA| 2216

04Save M| RADIUS Mt 2 &2 A&H&fLct.

Add RADIUS Server Group

®

Enable authorize only
Enable interim account update
Interval:*

24
Enable dynamic authorization
Port:*

1700

Merge Downloadable ACL with Cisco AV Pair ACL

e Afier Cisco AV Pair ACL Befere Cisco AV Pair ACL

RADIUS Servers (Maximum 16 servers)

IP Address/Hostname

FMC_Add_New_Radius Server_Group_Part 2

—© New RADIUS Server

1P Ay Hostname:*

Authentication Port:™
1812

Key:*

Confiern Kay®

Accounting Port:
1813
Timeout:

10

Connect using:

Routing (® Specific Interface

inside_zone

[ redirect

—

8EH7A|. 2 Objects > Object Management > Address Pools > |Pv4 Pools Ol S 8 LIC}. 2 Add IPv4 Pools 2 2|5t 11 2! € Name, IPv4 Address

RangeM| 3 gfLICMask. 13 C}S € Z2/gfLIC}Save.

Firewall Management Center

posture_pool 87,0

Pvd Address Range®

192.166.6.30-192.168.6.100

Allow Cverrides

maitiple devices

» Owerride (0)

FMC_Add_New_Pool

Overview Anabysis Poscies Devicas Comcts Impgragon
—
IPv4 Pools
IPvd pocd comaing Est of IPvE B30re3363, it IS wad for MBAAgEPENt/ BBpNOSEE interinee with chatenng, of 1or VPN remote scess prokles.
Add IPvd Pool

wmal: ipaddr-ipaddr e.g., 10.72.1.1=10.72.1.150

@ Contigure davice ovarrdes in the sddness pool obiest 1o
anvaid I address conflicts in case of object is shared across

Doy X @ 0@ e WX

Add IPvd Pools. @, Fitvar

Claplaning ¥ - 2 of 2 rovs Fage| 1 LA



9EF7|. 2 Certificate Objects > Object Management > PK| > Cert Enroliment O|S &LICt. 2 Add Cert Enrollment £ 215t 1 O|

CtZ Self Signed Certificateing Enroliment Type ME4 8 LICt. B2 Certificate Parameters 2 26t 1 2 &Common Name M3

Country Code. 2 Ct & & E2/&L|CtSave.

Firewall Management Cente
itowall Management Conter oo sgyus  posios  Dodess -

Cert Enroliment

A COMBesse ¢
your Private ¥

Barne®

Gh Information

Enroliment Type:

cerifcate tha ks veed in Remate Access

Commeon Name [CN) i mandatony for sail
i e Paramesers’ tad,

& P To conbgere N, please navatn 1o
&3 wsec Chant

S5L Sanar

aeaation Liage

Bbow Overrides

FMC_Add_New_Cert_Enroll

10EHA|. 2 Devices > Certificates O|S&HLICH 2 Add 225t

£ MENSIL|CtCert Enroliment. £ Add 2 2/ghL|C}.

Firgwall Management Center  ope  anaipis  poscies cb ntegeation

Al Cartitcates .

Filter

[iee— [ er— - Icbeenting Covtitec ate £ apiry A, Comibeane Expln

Add New Certificate (]
Add a new centificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device®:

| Posture-FTD-CML27 v

Cert Enrolliment*:

de mp__upli v

Cert Enroliment Details:

Mame: demao_vpn

Enrollment Type Self-Signed
Enrollment URL! MIA

FMC_Add New Cert To FTD

iy the Comfication Authority (GA) senws information and enrollmens pa

Add Cort Enroliment ]

O
o
(o]
u
rot

]ﬁ)‘I_l
r
jul

a ¢ oe

Doy oty

_m Cert Enroliment O, Filter
mtrs. that ane recuined for craating Cartiseatn Signing Ricarts (C5R3) sed oblining Kentity CaniScatis from e speciSed CA. Thase sctiitios octur in
Tis
Add Cert Enrallment @ e ra |
et 3
Nama -
dama.vpn ot Fa
Descripson
B - —
Inchude FOON: | Don'tuse FODN in contifcate  »
Inchuce Dervica's IP Address:
I Common Hame (CHI: | demo.exnmple com I
Owgarization Una (OU): |
S2ate (ST)
Country Goe (G | ©N
eI
st Dinieo's Sarial Nusibar
Mo Overrides
Exspirging 1 - 3543 rown Pagalt  |af1 c

ot2Holl M FTD O|& & Device MEHEF CHF of2Holl M O] M EI S5

Deploy ©, @ £ @  fangni -

11EHA|. 2 Devices > VPN > Remote Access O|S &t LICH £ Add E&2I&fLCt.

11157 O|E 2 =45t FTDE F 7t & LICtSelected Devices. & Next 2 218 LICt



r}, Firewall Management Center . An Polcies  Devices  Objects  nisgration Depoy O @ £ @  sdminw W cpeipe

Remote Access VPN Policy Wizard

@ Foscy Assignment 7 | Connection Frofie 3| Securs Clant 4| Access & Certificate 5 Summary
Targeted Devices and Protocols
Before You Start
This wizand wil guide you ihrough the required minimal sieps io conhgune ihe Aemote T T e I T
Acenss VPN peiey with & i User- gl connoesion probls. DHEGITS 10 e in pACH 10 ComEiats ROmats ASCITE
VP Policy

Authentication Server

P Coniuns LOCAL of Rl & FADIUS Senver
o 550 1o authenticate VPN clents.

Secure Client Package

VPM Protocols:
Make sure you hine Secure Chant package lor VPN
Glient downicadesd o you hove the relevant Gisco
@ sa credentials i download it during the wizard,
) Bac-aEa Davice Interface
Targeted Devices:
Intirtacas Should b already conbgured on targeted
Auninble Devices Selecied Devices devices 50 that they £an be used 05 2 security 2000
— of interface gross 10 onabke VPN sccoss.
@ Sewch Postwe-FTD-CARYY &

WFH-FTO-Posture-CML;

o i

FMC_New_RAVPN Wizard 1

11.2EH A ol M o] of A8 RADIUS AMH| 1 &S Authentication Server, Authorization Server, Accounting Server MEEfL|C} H O X|
E ofgHE A3 EELICT

o F-rewalll\_.-!anagememCenler . Anshysis  Polcies  Devices  Obgects Inlogration oepy Q @ & @ samav ik cecune

Remote Access VPN Policy Wizard

1) Poicy Assignmesn 1) connoction protse 3 Secur Cliont + | Accoss & Coreteatn 5 | Summary

A U 4 -FE

Famas
Uer

Connection Profie:

Connmetion Profiles specity the ios tor 0 WPN ion, These polici b Craating the
Bannl A, how AAA & accomplshed and how addresses ane assigred. Thay also mclude user atiribulis, which
ane defwed in group policies

Con

ction Peokle Mamec® | postune_vpn

I @ This name is conbgured &3 8 connaction sEag, i can B waad 19 SONNEST 13 the VPN gatewasy

& g (AL
Specity 2 . certificates or both], and the AAA servers that wil be used for VPN
Eonnactions
Authentication Method: | AAA Oinly v
I Auth ripise *| + |

Faltusck to LOCAL Authantication

I Aurthorization Server: ripise v +|

I Accounting Server, | msied - +|

Client Address Assigment:

Canced | pecr | T

FMC_New_RAVPN Wizard 2

11.3EHAH. ol A o]0l #4E E OIF 2 IPv4 Address Pools MR LICE 0l A o]0l & & E2E Group Policy ME{RILICH &

Next =& LIC}.



Deploy 0 eﬁo admin ~ ol ceeypy

Firewall Management Center Overdow  Analysis  Polcies  Devices  Objects Indogration
Remote Access VPN Policy Wizard
1) Policy Assignment °Cummh-oh 3 | Secure Clont 1 Ascoss & Corssicatn 5 Summary
| +

Accounting Server Apise

Cliant Agdrass Assignmant:

Elient IP ackdrass can be assigned from A serves, BHCE server and I address pools. When muliple opiions ar
sednctpa IP sdross assinment is tried i e orer of AR server, DHCP server and IP acdinss pool

s A Server (Realm or RADIUS only) @

Use DHCP Servers

Use I ra5 Pools

1Py Actdress Pooly: | posture_pool

1P Address Pools:

Group Policy:
A G Doly B Gobbctian o ik ekt S50 attributes which a6 a55ined 1o Snt whan a VPN

connection is established. Select of create a Group Pobc .
Growp Policy:™ [ Ronn_0p il b

Edit =

[ cancet | |

FMC_New RAVPN Wizard_3

11.4EHA. Linux o|0]X|o| & QIEt2 MEHFHLICEH & Next E=&LIC.

Beply O WP 1 @  adein - R cpcipe

3 Fnre.wall l\_.lanalgm_nlelnlCenler G Folcia  OelEs D [—

Remate Access VPN Policy Wizard

1] Paliey Assigrmant 2] Conneetion Prosly °5N|ncllanl 4 | Accoss & Comsieatn 5 Sumensey
L]
X ym| ‘ o o &=l
Famote VEN 2
Lo Sotuna Clhenl ton ’ 3

Secure Clignt Image

The VPN gateway can ssomatically downioad the latest Secure Clent package 10 the clant device when the VEN
initiated. ¥ chogsing the O far package.

(Doramioad Secure Clent packages from Ceco Software Dowrdoad ©

Secure Chant File Dbject Name Secwrs Client Packinge Name Operating Syssem
chant_image inos-sacun-chont-win-5.1.3.63 -wabdepio Windows -
Linux -

Bux_%_1_3_82 cinensncin - chon Gkl 5.1 383 -wabd. .

FMC_New_RAVPN Wizard 4

11.5EA. VPN 2IE{T| 0|4 9| QIE{H|O|A S MEEFLICE 9EFH|0| M FTDO| S5 2



rl Firewa:ll_h!ﬂapagefnent Center v Dualed PO Depiy O, @ £ @  sdmno  dd

oics SECURE

Remote Access VPN Policy Wizard

) v 2 Profike 1) Secure Clent OM&MM.»
° ) [
A - e~

MWetwork Interface for Incoming WPN Access

Sebst of crpte e nbiface Griop of & S0ty Zone that contsing the network Bbifeces wiers
i

Intrface groueSecurity Zone:* cutside _rone - I'|'

® Enable DTLS on member interaces

dh i the devices must have interfaces a5 part of the Interface Group) Security Zone selected.

Device Certificates

Duvica corsificatn (sl calied idontity cantifcate) identies the VPN gatewary 12 the remote sccess
clutnis. Sekect a ceriibcate which |s used fo authenticate the VPN gaimway.

[Ceﬂilxme Encgliment * demo_vpn b I'"

123 Envcll the selected certifcacs Gbiec: on I Wrgel devices
Access Control for VPN Trafhc

All decrypted traffc in the VPN tunned is subjecied to the Access Comnol Policy by default. Select
i3 option 16 bypass decrypted e from the Ascoss Control Py

[ iypass Access Controd polkcy for decrypted trafic (sysopt parmit-von]

| cancer | [ Back

FMC_New_RAVPN Wizard 5

11.6EHA. 29 Ho|X|olA 221 HEE CHA| #QlgtLCt 2 E Zd0| Eo™ 2264 A|2Finish. X5l 0F & AlEo| Qo™ g =&
gr|ctBack.

Firewall Management Center

Creenview Acualysls Policies Devices Objects Integration Doy 2 @ & @  admhe E secune

Remote Access VPN Policy Wizard

T Polcy Assigaren: 2 | Gonnection Profile 3 | Securn Glert 4 | Actess & Corcate .mv
i’y N
o e . T
Th:? Secue Chent il

—
Device
s
Remote Access VPN Policy Configuration Additional Configuration Requirements

Fleawall Maragiesnt Contor wil conbgurg an RA VPN Poliy with the fllowing settings:

Al the  wizard  complees, the  folowing

Mama: Eatun_vpn configuration reeds to b complated for VPN to
Denice Targuets: Posture-FID-CMLIT work on Bl Sevies tagets.
nbeuta it o @ Access Cantrol Palicy Update

Conneotion Allas: postum,_vpn

AAR: A Accpas Coniol ru mact B dahned 1 sk

VPH frafhc on all targeted devices.
Autherication Mathod:  AMA Only

ripise (RADILIS) @ NAT Exsmption
rigie H HAT is enabled on the targeled devices, you
Fipie st chees & AT Posicy 10 Sxeree VPN ramc,
Adress Assigrment @ DNS Configuration
Acdeiness trom ARA: - T e i A
DHMCP Sarvers: - or CA Servers. configure DNS using FlenCondg
Address Pools [Fyd);  BoaRune_posl Policy on the mrguind devices.
Address Pools [PYvE); - @ Pont Canfiguration
Growp Policy: IRk g5 S5L wil be erablod or port 443,
Secuns Chant Images Nu_%_1_3_62 Prac-IKEv usas port 500 and Cleet Saevices
ety cutslde_rone will be enabled on port 443 for Secure Clent
i T-Ti 1
oot B i o

Please ansus that thess poits are ot used
HAT Poficy of other services bufore deploying
Duevice identity Centificate Enroliment Ll s

& Metwork rf;
Certicate enrcilment object ‘demo_vpn’ s not instaled on one of more targesed BT ER L LR

| cancer | |

FMC_New_RAVPN_ Wizard 6

12EHA| FTDOI| A AT 2lo|ME #5350 74 MM A VPN I/ o|MS 2t2FFLICt.
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—
posture_vpn -1 Acvarecad Deploy | i [ Rnome mar-m-;a m
postur st |
Pusturu—l—'l‘ﬂ-CM'.2T | Ry for Dupkorment fena (1)
i None
Cosnaction Prodle  Access Imorfaces  Advanced
+
Nama ann o Poticy
Authenticaton
Dol WEENPAGrow g Autherizaton: i, OfmGmPoloy
Accoustiosg
Authentication: ripise (RADUS) )
posture_ven Authoruton:  ripise (RADUS) Fi portom_go ¥ selocied | @ 1 pending 3 &
Accouskiesy  ripise [RADUS)

FMC_Deploy FTD

ISEQ| AI|3o|M

13EHAH|. 2 Work Centers > Posture > Network Devices O|S&fLICH £ Add 2 2/gtL|c}.

Identity Work Centers / Posture

Client Pravisioning  Policy Elements  Posturs Policy  Policy Sets  Troubleshoot  Reports  Settings

Ml Backmarks Overview _

BE  Dashbosrd

Network Devices

i Context Visibility

A, Operations -
| n

Salested 0 Tawld |

Policy
Name -~ IP{Mask Profils Nams Location Typs Description
&, Administratisn

] To-cuLz,., a5 Cises Al Lacations Firawall
5 Work Cente:

TD-CML 3 .. & Cisco Al Locations Firawall
MLz . & Cisce Al Locations Firewall

Interactive Hel =
& C == Ciseo Al Locations Firawall

ISE_Add_New_Device

13.1EH7|. £ Name, IP Address®|235t 0 H|O|X|E ol2Z A3 E8tL|C}.



sl |dentity Services Engine Work Centers / Posture

c15€0

) Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
=
rk Dewvices List » New Network Device
1l
o

Network Devices

| MName posture-FTD
Description
2
Al
i IP Address - P . e I3z o
?
Device Profile &% Cisco ¥ O
Modal Name v
Software Version w

Network Device Group

Location All Locations ~ Set To Default

IPSEC Is IPSEC Device ~ Set To Default

ISE_Add_New Devices 1

13.2EHAH|. o] = Ql8HE RADIUS Authentication Settings ¢1E4 8 LICH & Shared Secret MIS & LICH & Submit 2 2IEHLICH

Werk Centers / Pegturs

sk Identity Services Engine

[ Jre—— Guerwiew  WetworkDevices  CdentBuovisioning  Poiley Blemests  Poatwe Poliey  Poiley Sets  Trowbieshoot  Repets  Semiings

£ Duhbend RADHLFS Rusth
"

| Conbexi Viekility
RADIFS UDF Settings

% operaiens
Protocel -

Walivactive Help

RADIUS DTLS Settigs

DTLE Requieed
S Secral  eacwnis
o Bert 2048

e CA of 15T
Camficates for Cak SECLE requieed (optonal)

OHS Mima

General Settings
Eratle Ny Wi

iy Eneryistish By

e
Buthanticater Cose
ey

Ky lngat Formut

© ASCH ) HEXADECIMAL

TAGAGS Authentication Sottings

TrustSoc Settings

ISE Add_New Devices 2

145+, Cisco Software Downl oadcisco-secure-client-linux64-4.3.3139.0-isecompliance-webdeploy-k9.pkgoll A THZ|X| 0| & CIRZ2 =38
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cisco-secure-client-linux64-5.1.3.62-webdeploy-k9.pkgO| 1EH A0 M MBS Mo 2 CHREEE|F&LICH

15EHA|. 2 Work Centers > Posture > Client Provisioning > Resources 0| S & LICt. & Add £ 2]&fLICt. & Agent resources from local
disk MBS L|C},
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Identity Services Engine

|} Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

- Client Provisioning Palicy

\ Client Provisioning Portal Sagted i Taisliid

‘ \f

i O g i R Sk sl Type ~  Wersion Last Update Description
O I Agent resources from local disk I WinSPWizard 3.2.0 2023/07/04 06:54:02  Supplicant Prov

il O Mathve Supplicant Profile Native Supplicant Pro... Not Applic... 2016/10/07 04:01:12  Pre-configurec
O Agent Configuration Native Supplicant Pro... Not Applic...  2023/07/04 07:55:16  Pre-configurec

g 0O Agent Posture Profile MacOsX5FWizard 2.7.0.1 2023/07/04 06:54:02  Supplicant Pror

0 AP Enstter Prefe 5.1.3.062 CiscoSecureClientDe... 5.1.3.62 2024/05/08 10:20:06  Cisco Secure ¢
O CiseoSecureClientDeskiopLinux 5.1.3.062 CiscoSecureClientDe... 5.1.3.62 2024/05/08 10:31:28  Cisco Secure (
O Ci ligntCi indows 4,.3.4015.8192 CiseoSecureClientCo... 4.3.4015.... 2024/05/08 10:26:57 Ciseo Securd
O Gi lient G oduleLinux 4.3.3139.0 CiscoSecureClientGo... 4.3.3139.0  2024/05/08 10:34:00  Cisco Secure (
O CiscoAgentiessWindows 5.0.03061 CiscoAgentiessWind... 5.0.3061.0  2023/07/04 06:54:10  With CM: 4.3.3
O CiscoAgentlessDSX 5.0.02061 CiscoAgaentlessOSX 5.0.3061.0  2023/07/04 06:54:14 With CM: 4.3.3
O CiscoTemporalAgentWindows 5.0.03061 CiscoTemporalAgent... 5.0.3061.0  2023/07/04 06:54:03  With CM: 4.3.3
| CiscoTemporalAgentQSX 5.0.03061 CiscoTemporalAgent...  5.0.3061.0  2023/07/04 06:54:07 With CM: 4.3.3

ISE_Upload_Resource

15.1E+7|. & Cisco Provided Packagetd =48 LIC}. cisco-secure-client-linux64-5.1.3.62-webdeploy-k9.pkg& LZ2 =524 S =2IFLICH

Choose File, £ Submit 2 2gtL|C}.
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J| Eockmarks

5% Dashbosrd Chent Pro

11 Context Visibility e

gt Pre

4, Operations
1} Policy
X, Administration

Al Work Canters

7 Interactive Help

ISE_Upload_Resources 1

rinning Policy

i Agent Rasowces From Local Disk

Agent Resources From Local Disk

Category

| Cisco Prowided Packge w |

[ Choose: Fie | cis SGCUNE t-|.~.-r-k-’u=.-l

~ Agent Uploaded Resources

Name

Type

Deskiopli., CiscoSecureCiomDe

Version

5.1.3.62

Description

Cisce Secure Cliont for B
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16EH7|. 2 Work Centers > Posture > Client Provisioning > Resources O|S &fLIC}. £ Add 2 2!8tLICt. £ Agent Posture ProfileAEi8hL|C}
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Client Provisioning Policy Elements

Clini Provisioning Policy

l I Resources

Clignt Provisioning Portal

Al

ISE_Add_Agent_Posture Profile

Resources

o Agent resources from Gisco sie
Agent resources from lacal disk
Mative Supplizant Profily

Agent Configuration

e

AMP Enablor Prafile

Work Centers / Posture

Posture Policy

oSecureClientDe...
ve Supplicant Pro...
oSecureClientCo...
ntProfile

ntPrafile

Policy Sets Troubleshoot Reports Settings

Version

5.1.3.62

Net Applic...

4.3.3139.0

Not Applic...

Not Applic...

Last Update Description

2024/05/08 10:31:28 Cisco Secure Client for Ii...
2016/10/07 04:01:12  Pre-configured Mative 5...
2024/05/08 10:34:00  Cisco Secure Client Linu...
2024/05/08 10:37:17

2024/05/16 15:15:49

16.1Et 7. & Name, Server namerules M35t LHHX|E 7B L2 SKIELICH & Save E2IFFLICH

O|&: linux_agent_profile

MHE O|& T#A!: *.example.com

Identity Services Engine

) Overview Network Devices
=

= Cligat Previsioning Policy

o | Resources

£

Cllent Provisioning Porisl

F
Al

Client Provisioning Policy Elements

SE Posture Agant Profile Settings 5 New Profile

Agent Posture Profile

Name *
linux_agent_profile

Deseription:

Agent Behavior
Paramater

Enable debug log

ISE_Add_Agent_Posture Profile 1

Work Centers / Posture

Posture Policy
Valus
No -

Policy Sets Troubleshoot Reports Settings

Déacription

Enables the debug leg on the agent

Selected 0 Total 16
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-

- Clignt Provigioning Policy

ol | Resourcos Posture Protocol

'S

Glient Provisioning Portal
- Parameter Vilue Description

This is the agent retry period if there is a Passive Reassessment

q PRA retransmission time 2 i communication failure
F 1 Retransmission Delay ED sees Tirme (in secondz) to wait before retrying.
rﬂ Retransmission Limit 4 Number of retries allowed for a message.
Enter any P address or FQDMN that Is routed through a NAD. The NAD
Discovary host detects and redirects that hitp traffic 1o the Glient Provisioning
) portal,

By default, AnyGonnect sends discovery probes to all the Gisco ISE
Discovery Backup Server List F— PSNs sequentially if the PSM is unreachable. Choose specific PSNs
e a5 the backup list and restrict the nodes to which AnyConnect sends
discovery probes.

A list of wildcarded, comma-separated names that defines the

- *mxample, =g -
Server name rules ple.con| sarvers that the agent can connect to. E.g.  *.cisco.com

A list of IP addresses, that defines the all the Policy service nodes
Call Home List that the agent will try to connect to if the PSN that authenticated the
endpoint doesn't respond for some reason.

Agent will continuously try to reach discovery targets (redirection
Back-off Timer 30 s06s targets and previously connected PSNs) by sending the discovery
packets till this max tirme limit is reached

ISE_Add_Agent_Posture Profile 2

17EHA|. 2 Work Centers > Posture > Client Provisioning > Resources O|S & LICt. & Add 22/gfL|Ct. £ Agent Configuration =4 L|CH.

Work Centers / Posture

] Overview Network Devices Client Provisioning Palicy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

= Client Provisioning Policy

| —— Resources

Cliant Provisioning Partal
Selected 0 Total 16

L Add All ol

(
| [ Version Last Update Description
2 — Agent resources from Cisco site
O Agent resources from local disk oSecureClientDe... 5.1.3.82 2024f05/08 10:31:28 Cisco Secure Client for li..
1
” a Mative Suppicant Profile we Supplicant Pro... Mot Applic... 2016/10/07 04:01:12 Pre-configured Native 5.,
a oSecureClientCo... 4.3.3139.0  2024/05/08 10:34:00  GCisco Secure Client Linu...
6 o T
: a Agent Posture Profile ntPrafile Mot Applic.. 2024/05/08 10:37:17
0 ARRP Eritiler Praofie MPrafile Mot Applic.. 2024/05/16 15:15:49

ISE_Add_Agent_Configuration

17.26HA|. M2 HEE FEELICH

of|o|ME mj7|X| MEH: CiscoSecureClientDesktopLinux 5.1.3.062
0|&: linux_agent_config

T8 &4 2 E: CiscoSecureClientComplianceModuleLinux 4.3.3139.0

o| #Holgtg MEHBHLICE VPN, Diagnostic and Reporting Tool

[H
tu
_El
e
x
il

SE &El: linux_agent_profile
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[ ] Overview Metwork Devices Client Provisioning Palicy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
=
- Cikgnt Provisiening Policy
3l | Resources * Select Agent Package: CiseoSecuraClientDeskiopLinuy 5.1.3.062 w
o
Client Provisioning Portal * Configuration

linux_sgant_config

\ Narna:
|

Description:

Description Value Notes

* Compliance .
Module

npliar inux 4.3,

Cisco Secure Client Module Selection

ISE Posture

Secure

Firawall O
Posture

Metwaork

Wisibility D

Diagnostic
and Reparting
Taal

Profile Selection

[‘ ISE Posture  linux_agent_profile hd I m
Cance!

ISE_Add_Agent_Configuration_1

18EHA|. 2 Work Centers > Posture > Client Provisioning > Client Provisioning Policy O|& &FL|C}. #&] O|&Edit | ZoM & E=IgLIct

. £ Insert new policy below &gt L|C}

Identity Ser Work Centers / Posture
] Ovarview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
= F — = "
|| Shant Provionhi Pellcy | Client Provisioning Policy
1 Resources
e

Cllant Provisioning Partal Defing the Client Provisioning Policy to determing what users will receive upon login and user
X For Agent Configuration: version of agent. agent profile, agent compliance module, and/for agent customization package:
For Native Supplicant Configuration: wizard profile andjor wizard. Drag and drop rules to ehange the order.

] Windows Agent, Mac Agent, Mac Temporal and Mac Agentiess polickes support ARMEL, Windows policies run separate packages for ARMA and
Intel architeetures. Mac policies run the same package for both architestures.
F For Windows Agent ARMES policies, configure Session: OS-Architecture EQUALS armB4 in the Other Conditions column,

Mac ARME4 policies require no Other Conditions armGd configurations.

W you configuie an ARMEA cliem provisioning palicy fod an OS5, ensure that the ARMEA palicy is 81 the 1og of the condilions lis1, ahead of policies

Al withaut an ARMB4 condition, This is because an endpeint is matchod sequentially with the policies listed in this window
w
0
Rule Nama Identity Groups Operating Systems Other Gonditions Rasults
B W5 Any Apgle 105 A1 Candition(s) t Clsco-1SE-NSP Edit
] Android Any Andid Conditian(s) t Clsco-1SE-NSP

Duplicate abave

Duplicate below

inser new policy above

ISE_Add_New_Provisioning_Policy



18.1EH. MR HEE A& LICH
%! O|&: Linux

249 AA: Linux All

ZA1}: linux_agent_config

andDone & Save= 2!8fLIC}
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] Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Cliant Prawisioning Policy i =11 H i

| aliccd Client Provisioning Policy

1 Resources

Cofing the Clant Provisioning Policy to datarming what usars will raceive upon logén and usar sassion initiation:

Far J\gen! Cenhgura'.uon: vergion of agent, agent profile, agant sompliance madule, and/or Agent CuIGMIZAton package.
For Native Supplicant Configuration; wizard profile andfor wizard, Drag and drop rules te change the arder,

Cliont Previsioning Paral

L] Windaws Agent, Mas Agent, Mac Temparal and Mac Agentless policies support ARMES, Windows policies run separate packages for ARMS and
Intgl architectures, Mas pedisies run the same package for both architectures.

F] Far Windows Agent ARMEd palicies, configure Session: OS-Architecture EQUALS armG4 in the Other Gonditions column.
Mac ARMB4 policies require no Other Conditians wd configurations.

If you configure an ARMES client provisioning policy for an 05, ansure that the ARME policy is at the top of the conditions list, ahead of policies

l'“ ‘without an ARMEG4 condition. This is because an endpoint is matched sequentially with the policies listed in this window.
~
i Ruls Name Identity Groups Operating Systems Other Conditions: Results
- | o5 Any Appile 105 A0 i Condigion(s) Chco-ISE-MIP Edit
i m Android Any Android Canditian(s) Cico-ISE-NSP
| Linux Any Linus All Condition(s) linux_sgant_config Edlit

ISE_Add_New_Provisioning_Policy 1

19EHA|. 2 Work Centers > Posture > Policy Elements > Conditions > File O|S & LICt. & Add 2 2!gfLICt.

[ ] Owerview Network Devices Client Provisioning Paosture Palicy Policy Sets Troubleshoot Reports Settings

=
— . . aps
File Conditions
o Anti-Matware
* PR Seloctad 0 Total 385
Ani
1 Appbesssn
Nama Dascription Filo namo Gandition Typa
1 Compurd
Dicsonary Compound O < NP 37 W51 Cieco Procdeflined Check:... SYSTEM_PROGRAMSAC.. Cisco-Defined
Al s -
DNy Spl ) WE_B4_KEII24275 MS..  Glsco Procefined Checic... SYSTEM_ROOT\sysnativ.. Gisco-Dafined
Disk Eneryption
o 304 uS13... Clsco Predefined Chesic... SYSTEM_3ZUmagehipdll  Ciaco-Dofined
External Dataora
| o M. Clsco Pragofined Chaci... SYSTEM_ROOT\sysnatlv.. Cisco-Defined
Finwurs O istaB4_KEEIS902_MS0.. Giseo Precelined Check,, SYSTEM_ROOT\winsxs\a,, Cico-Dofined
Haidwide AlFRales
0 W10_64_1709_K845803,.. Clco Prodefined Chesk:... SYSTEM_ROOT\sysaathv.. Cisco-Dafined
Pateh Masagiment
o WE1z0.. Cisto Praselined Chesic... SYSTEM_IZiWitrustdll  Cisca-Dafined
Regeaty
Scrign o < WK e Cieco Procefined Check:... SYSTEM_32\Scrrun.dil Ciaco-Dufined
O v CGisco Precefined Checic...  SYSTEM_ROOT\Syswo.. Cisco-Defined
vse
O eewrchzesisin_usiz.. Clico Prodefined Chasks,. SYSTEM_IZWIZEsys  Chcs-Difned
O oewio_eesossass Cisco Precefined Checic...  SYSTEM_3Z|Edgenimldll  Cisco-Defined
Remedistians
O W KB304 Cisto Procelined Check:,, SYSTEM_ROOT\sysnal Ciace-Defined
PR
! & daco-
A oS [ Glsco Prodefined Chec SYSTEM_ROOT\sysnativ...  Clsco-Defined
Authariration Profies O  sewa J2E11_ME...  Cised Precefined Chasic.. SYSTEM_RODT\Syssstiv.. Cice-Dafned
Bommisadsbin ALy [ eewr cnaomsor_wsis-., Glsco Prodefined Chesk:.. SYSTEM_32\Wind2esys  Gisco-Defined

ISE Add_New File Condition

19184 M8 HEE 7T H8hLCH

0|5 linux_demo _file exist



24 AMAl: Linux All

o}t R3: FileExistence

ot ZH2: &, Desktopltest.txt
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-
Epp— bl P Cizndition
i
" Antl-Malwarn Fike Condition
.;\ Amti-5pyware
Arti-Vins Namo * linux_domo_file_exist ]
{ pro—
Description
i Compound

Dictionary Gomesund
- I Gporating System Lirn Al }

l Dietionaey Simple

Gk e Compiance Modulo Ary version

Extemal DasaSicurce + Fila Typé Flotsisionce

I Fil

Fitmat

* Filg Path homa I Desiton/tost.isn '

Hardwarn Astributes
® File Opsorates Exists
Patch Management

Rotugiany.

Sergt
o

use

Ramadiariaas

Requiremants
ABywed Protecals
Autharization Profiles

Downioadable AGLE

ISE Add_New File Condition_1

cHA. ork Centers > Posture > Policy Elements > Requirements O|S & . T+=| O|&Edit 2| & 2 288 . & Insert new
20EHA|. 2 Work C Po Policy El Requi O|SELICt 3| Ol&Edit o ZoAM & E=IFLICL &1

Requirement A48 L|C}.



ces En Work Centers / Posture

P! Doskmarks Overview  Metwork Devices  Client Provisioning | Polley Elements | Posture Policy  Polioy Sets  Troubleshoot  Reports  Sefiings

BashEpag

14 Context Visibliity

A Operatisas

wirerm
U Foliey Hama Dparating System Gompalance Medule Poaturs Type hetlons
Agpscation
— oy R _rocsliation_Wis for Wincow A1 unng Lu o mari ] Agest mat i AN _we_min_inat a0 MerLage Taar Oady
2. Administration al
Dhcisarary Compousd By M _DaNAGA WA Roe  Wisdews AN [P T g Agest mabd ANV midel  Ben  AmpVDelemedusodtie
Wark Centers
Al Bietionury Simple Ay AT lnsiaenion W lar  Wiscows A8 g %o warier wsing  Agent matd AN an win st  Gn  Meseage Tout iy
ik Erprypen
By KS_Defeiton Wi for  Wiadewns A8 wpng ko marber [ — mat San  AnpASDeMeredistiostin
Datatource
7 interactive Help . Ay MY sation_Mac  for  Mec 0% uwng dn o sarmer wig  Agest metd AN mec_iSal  Men  Meensage Test Ol 1
"
— Boy_Wi_Dafeion Msc  for  Mac DSX uEng  Txor marber g Agest metH  ANV_sv_mac_dsl  Swn  AmpéDetmemedissonbsc
Hastmam A5 bl Moy AS_lastaltion_Mad  fsr  Mae DU RO e wihg  Agust metH ANV ai WSSl Wen  Makssps Taxt Ol it
Paich Massgermet Ay _AS_Deafndicn._Risc tar Mac 0 g Eu o maripr Py Ageer i AN _as_reas_del man AnpASDeiRermaaist okl
Peghanry
By A _eatsbascn_Wn  for  Wiadewn A [P Te— g Agast matd ANV sm_win_isst  Sen  Wsssage Test Ol
Script
" Ay A Detrition Win  for  Wisdews A3 wny o e wing  Agest matd ANFamowgs Wen  AmpAMDsMemesmieien it
rete
8 By _AM_ieaishaion Mac  for  Mac D6 udng oo e wsng  Agest metd  ANY_sm_mac_leat  Swn  Msxeage Test Only
Avy_A_Detwtion ise  for  idse OBX [P sy Apemt matd  ANT_am_mat oo Wen  AmpklDefMememitissais:
By MM _ipislasicn Lin  for  Linex A g doxor e ning  Agesi matd  ANV_am i Gwen  Seleci Bemecatiens
By A Detnition U for [PV T— using  Agest — dsf  men  Sewet Bemecatons
use_moce [ — [RES T ep— g Agent matd  USH_Check men  US0_Bleck
Daliut_kooVia_Segurem  for  Wisdows A1 uEng oo e wng  Agest metd  Delssh_Apcin G Men  Selct Remecations
e refiion_Wn
Detsun_szovia_hegirem  tor  Mac OEX [P - uming  Agest matd  Delss_spsii_Go Sen  Sewct Bemecatiens et
e usc ety
Dalit_Harttwacs Al for Wit A1 g o ushy  Agest MR hactware_Alrtune men  Select Remeoation
P P
Dalssn_sinrcwers_Amrimt  dor e D g A o ey Ageer il e Skl 1 Revebaanont

3 Reairemest_Ma

MNote:

BT cludti o AT If AERIED Gubiebl (05 [feb GRBTAING KrATH Ard N1 HBITR MG MM

Bapma it oy AT B 08 SOOI B0 1 ADBEC AT CONGORY. [COMased b 1P Frirviaion By Caaegary o Proviaion By Even
Bpmaideitiing Al 0 SO0 bB0SLali b Airpelieds Posluie triv.

omarce CongEn.

ISE_Add_New_Posture Requirement
20.1EHA. MIE HE S F-ELICH
O|5: Test_exist_linux

2 AMA: Linux All

Compliance Module: 4.x 0|4
ZAM RE oO|ME

Z74: linux_demo_file exist

andDone £ Save= 2/gtL|C}.
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Any_A¥_Dafirition Mac  for  Mas 05X wling 3.t cariler uieg  Ages math ANT_sv_mit_oef  then  AmdDefsmediatonie:
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Any A5 Detinon Mas  for Mas 05X wHng 3 r eariier ukeg  Agens matH AN amac el then  AmphiDefRemedationkas
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Any_AM_tuesbstisn_Mse  for  Ma: OEX waing usng  Agert math  ANY_sm_msc_iewt  then  Massgs Taxt Oy
Any_AM_Dgfeition_Msg  for  Mas DSX [ wping  Agens matH  ANY_am_msc_del  then  AmpAMDeRemadistioiss
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Identity Services Engine Work Centers / Posture
) Ovearview Network Devices Client Provisioning Palicy Elements Posture Palicy Palicy Sets Troubleshoot Reports Settings
L Authorization Profile
Conditions w
ol
's Anti-Malware * Mame unknown_redirect
,\ ARti=Spyware
Dascription
Anti=Virus
' Application p.
2 Compound * Access Type ACCEPT e
Dictignary Compaund
"1 Dictionary Simple Network Device Profile S5 Cises @
Disk Encryption
Service Template 0
External DataSource :
6] Track Movement Om
Flle
Agentless Postur ]
Flrewaill 8 i [ }
Hardware Attributes Passive Identity Tracking [ (D)

Patch Management

Reglstry
Seript
~ Common Tasks
Service
ss ) veice Domain Permission
‘Weab Redirection (CWA, MDM, NSP. CPP)

AREERAnS : Client Frovisioning TFosture]  ~ ACL redirect ~ Value Client Provisioning Portal (defi
Roquirements I_ Static IP/Host name/FODN

Suppress Profiler CoA for endpoints in Logical Profile
Allowed Protosls

| Authorization Profiles

Downleadable AGLs

ISE_Add_New_Authorization Profile Redirect 1
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O|&: non_compliant_profile

DACL O|Z: DENY_ALL_IPv4 TRAFFIC
O|&: compliant_profile

DACL O|&: PERMIT_ALL_IPv4 TRAFFIC
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22CHA|. 2 Work Centers > Posture > Posture Policy O|& & LIC}. #&lEdit o] ol = & Z=IFLICH & Insert new policyMEHE LICH.
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ISE_ Add_New_Posture Policy
21 N8 HEE FELICH
2| 0|2: Demo_test_exist_linux
IDIE:2F

24 AA: Linux All
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QF AHE: Test exist linux
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<« > C O & | https://demo.example.com/

CSCOE+/logon.htmliztform_title text

") —
Grou
Username | |
Password | |
Logon

Ubuntu_Browser VPN_Log

25Et7|. £ Download for Linux 2 2/gtL|C}.

w

[«

1]



Cisco Secure Client Installati x - = i &=

&« C O & https:;//demo.example.com/CACHE/stc/2/index.html B s80% ¥ o=

alali
ey

[l

ecure lient

Download & Install

Jownload Cisco Secure Client and install it on your computer.

Download for Linux

© Instructions

Ubuntu_Browser_VPN_Download_1

CRREs oY 0|82 2L|Chcisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9.sh.



Cisco Secure Client Installat: x =~ +
“ &] O & https://demo.example.com/CACHE/stc/2/index.html B so% v @ & =
Library = &)
Organize~ Clear Downloads ' Search Downloads
» (O History
; cisco-secure-client-linux64-5.1.3.62-core-vpn-webdeploy-k9.sh
. (]
9.6 MB — example.com — 11:39
> © Tags
>  All Bo...
) nsTrucTuons

Ubuntu Browser VPN _Download 2
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=) demo.example.com/+CSC - 1 v -

= » O Ol&a ttps://demo.example.com/+CSCOE+/logon.html#form_title_text bk, @ @ 9

Page Info — https://demo.example.com/+CSCOE+flogon.html#form_title_text - O x

o B B

General Media Permissions IR

Website Identity
Website: demo.example.com
owner: This website does not supply ownership information.

Verified by: C=CN,CN=demo.example.com View Certificate

Privacy & History

Have | visited this website prior to today? No
Is this website storing information on my computer? Yes, cookies Clear Cookies and Site Data
Have | saved any passwords for this website? No View Saved Passwords

Technical Details

Connection Encrypted (TLS_AES_128_GCM_SHA256, 128 bit keys, TLS 1.3)

The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult For unauthorized people to view information traveling between computers. It is
therefore unlikely that anyone read this page as it traveled across the network.

Help

Untu Browser VPN_Cert_ Download

27%HAl. Ubuntu 22H0|HE ol M E{O|'d € JLIC}. Cisco Secure Clientpath homeluser/Downloads/S A x|5t24™ 2 0|S g LIC.

<#root>
user@ubuntu22-desktop: ~$

cd Downl oads/

user@ubuntu22-desktop:~/Downloads$

I's

ci sco-secure-client-1inux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

demo-example-com.crt

user@ubuntu22-desktop:~/Downloads$

chnod +x cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

user@ubuntu22-desktop:~/Downloads$




sudo ./cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9. sh

[sudo] password for user:

Installing Cisco Secure Client...

Migrating /opt/cisco/anyconnect directory to /opt/cisco/secureclient directory
Extracting installation files to /tmp/vpn.zaeAZd/vpninst959732303.tgz...
Unarchiving installation files to /tmp/vpn.zaeAZd...

Starting Cisco Secure Client Agent...

Done!

Exiting now.

user@ubuntu22-desktop:~/DownTloads$

28EHAl. Ubuntu £2+0|1E 0| VPN Z& QIS ME AlZ[ELICH

<#root>
user@ubuntu22-desktop:~$

cd Downl oads/

user@ubuntu22-desktop:~/DownTloads$

I's

cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdeploy-k9.sh

deno- exanpl e-com crt

user@ubuntu22-desktop:~/DownTloads$

openssl verify denp-exanpl e-comcrt

CN = demo.example.com, C = CN
error 18 at 0 depth lookup: self-signed certificate
Error demo-example-com.crt:

verification failed

user@ubuntu22-desktop:~/DownTloads$

sudo cp denp-exanpl e-comcrt /usr/local/share/ca-certificates/

user@ubuntu22-desktop:~/DownTloads$

sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL

1 added

, 0 removed; done.
Running hooks in /etc/ca-certificates/update.d...
done.



user@ubuntu22-desktop:~/Downloads$

openssl verify denp-exanpl e-comcrt

demo-example-com.crt: OK

29EHA|. Ubuntu £ 20|24 E 0f| M Cisco Secure ClientE €1 VPN demo.example.comoi| 9172



Cisco Secure Client = (= &

(@) AnyConnect VPN |~ Statistics @ About

TIr
CISCO

Connect to: | demo.example.com | 1t ‘
Group: posture _vpn
Username: | isetest

Password: teeseeREETY

¥, Disconnect

Connected to demo.example.com.

Ubuntu_Secure Client @12 E

30EHAH. EHEFRME ¥o{ ISECPP ZEEHZ 9| EIC|HME EB|HSHE & AFO|Eo| BMAFLICEH ISECPP ZRHMM QIS ME CIRE
C5tT 0 0|22 <certificate>.crit2 HFELICH O|= FirefoxE AR50 CHR 2 C 5t of lLCh.



) Device Security Check = @ + - B X
« C Ohttps:ffdemoisa.example.com:8443;’portal,fPortalSe-‘:up.action?portal:eeBQFd ity =

i i 3 e — x
WESRITILSE l°g n to this Page Info — https://demoise.example.com :8443/portal/PortalSetupaction?... - O X

M LG (=]
O kK s =
General Media Permissions BRI

Website Identity
Device Security Check Website: demoise.example.com

. Qwner: This website does not supply ownership information.
Your computer requires s in ) . -
Verified by: CN=demoise.example.com View Certificate
Start Privacy & History

Have | visited this website prior to today? No k

Is this website staring information on my Yes, . Clear Cookies and Site Data
computer? cookies

Have | saved any passwords for this website? No View Saved Passwords

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult For unauthorized people to view information traveling between
computers. It is therefore unlikely that anyone read this page as it traveled across the
network.

Help

Ubuntu_Browser CPP_Cert CIR2ZE

30.1EHA|. Ubuntu Z22H0|HE M ISE CPP 28 Q1B A E Al=ELCt

<tfroot>

user @ubuntu22-desktop:~/Downloads$ Is
cisco-secure-client-linux64-5.1.3.62-core-vpn-webdepl oy-k9.sh
demo-example-com.crt

ise-cert.crt

user@ubuntu22-desktop:~/Downloads$

sudo cp ise-cert.crt /usr/local/share/ca-certificates/

user@ubuntu22-desktop:~/Downloads$

sudo update-ca-certificates

Updating certificates in /etc/ssl/certs...
rehash: warning: skipping ca-certificates.crt,it does not contain exactly one certificate or CRL

1 added
, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d...
done.

31EHA|. ISE Start CPP ZEH2 Z2I8tLC}.



(L) Device Security Check % -+

« > C QO G https:;//demoise.example.com :8443/portal/PortalSetup.action?portal=ee39fdo ¥ =
©@ vou must log in to this network before you can access the Internet. X
Client Provisioning
Device Security Check
Your computer requires security software to be installed before you can connect to the network.
Start
Ubuntu_Browser CPP_A|X}
32E+A|. Click here to download and install Agent.
() Device Security Check % | + - g x
< » O https://demoise.example.com ::8443/portal/ClientProvisionstart.action?from=C ¥ =
X

©® vou must log in to this network before you can access the Internet.

e . - i
cisco Client Provisioning F

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Unable to detect Posture Agent

- + This is my first time here

1. You must install Agent to check your device before accessing the networlj Click here to download and install Agent
OTK.

2. After installation, Agent will automatically scan your device before allowin
3. You have 20 minutes to install and for the system scan to complete.

Note: With some browsers, when you click Download, the script is directly saved in the configured Downloads folder in your

sysiem.
Tip: Leave Agent running so it will automatically scan your device and connect you faster next time you access this network

K1

3

You have 20 minutes to install and for the compliance check to complete

T

+ Remind me what to do next

Ubuntu Browser  CPP_Download Posture

33EHA|. Ubuntu 20| ENM E{OI'EE LIC}. Posture 2 &2 home/user/Downloads/ A %|5t7| I8t Z2 2 o|S & LCt.

<#root>

user@ubuntu22-desktop:~/Downloads$ Is
ci sco-secure-client-ise-network-assistant-1inux64-5.1.3.62_denpi se. exanpl e. com 8443_0NcLgcMJRf yZmR6HoL



cisco-secure-client-1inux64-5.1.3.62-core-vpn-webdeploy-k9.sh
demo-example-com.crt
ise-cert.crt

user@ubuntu22-desktop:~/Downloads$

chnod +x cisco-secure-client-ise-network-assistant-1inux64-5.1.3.62_denoi se. exanpl e. com 8443 ONcLgcMJRf

user@ubuntu22-desktop:~/Downloads$
user@ubuntu22-desktop:~/Downloads$
user@ubuntu22-desktop:~/Downloads$

./ cisco-secure-client-ise-network-assistant-linux64-5.1.3.62_denpoi se. exanpl e. com 8443 _0NcLgcMJRf yZnR6Hol

Cisco Network Setup Assistant

(c) 2022-2024 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks
Cisco ISE Network Setup Assistant started. Version - 5.1.3.62

Trusted and Secure Connection

You are connected to

demoise.example.com

whose identity has been certified. Your connection to this website is encrypted.
Downloading Cisco Secure Client...

Downloading remote package...

Running Cisco Secure Client - Downloader...

Installation is completed.

34EHA|. Ubuntu £2+0|21E UIO| M Cisco Secure Client® S =235t CHA| QL|C} ISE Posture 20| Mx|E|1 Mo 2 ARHMELICH



Cisco Secure Client — 0 X

(@ AnyConnect VPN |~ Statistics @) ISE Posture ® ~bout

NI
CISCO

Connect to: v It

Conneckt

Ready to connect.
Ubuntu_Secure Client |SE Posture Installed
35EHA|. Ubuntu 22H0|HE0l|A E{OId S LIt ZAZhomeluser/DesktopZ 0|5 5104 ISEOtest.txt L HE IHYU ZHE S5 E 1t

Us Ydgrct

<#root>
user@ubuntu22-desktop:~$

cd Deskt op/

user@ubuntu22-desktop:~/Desktop$



echo test > test.txt

2 &Qlghict
T40| SHE2H B S =X| HQl5t2{H o] MME E8FHAAIL.
127, Ubuntu 2 2+0|HE 0|l MH VPNE demo.example.com0i| @372 gFL|C}.

Cisco Secure Client

(@) AnyConnect VPN |~ Statistics @) ISE Posture

I
CISCO

Connectto: | demo.example.com

Group: posture vpn
Username: isetest

Password: dsdedsanane

¥, Disconnect

‘ Connected to demo.example.com. \

© About

Verify_Ubuntu_Secure Client_Connected

2EHA|. Ubuntu 22HO0|AE 0| A ISE Posture & E{lE = QIEHLICEH



Cisco Secure Client - o x

(@ AnyConnect VPN |~/ Statistics @) ISE Posture \ @ About

NI
CISCO

A9

Compliant.

Network access allowed.

Verify_Ubuntu_Secure_Client_Compliance

3EtA|. ISE0| M Radius Live Log(RADIUS E2t0|E 2 1)& ME4FIL|CH 2 Operations> RADIUS Live Log O|S & LICt.

= lule Identity Services Engine Operations / RADIUS
|} Live Logs Live Sessions
s
1 Misconfigured Supplicants Mii figured Davi RADIUS Drops: Client Stopped Responding Repeat Counter

X 0 0 0 0 0
.

Refrash Show Within
i Mever w Latest 20 records -~ Last 24 hours
Al
Time Status Details Identity Endpoint ID Profile Status 1 Poliey Authorization Policy
w Idontity Endpein ID Endpairt Profile Posture S1atus Authentication Palicy Autharizatian Policy

Mpy 29, 2024 DR0E:4B, 798 PM satest 52:54:00:17:68:FA Uburitu-Warkstation Compliant * Firewall Posturs »> Dofault Firgwall Posture == Compliont

®
May 20, 2024 00:0R:48, 798 PM | a o 52:54:00:1 T:68:FA Complian! I ' Firewall Posture Firewall Postusa »» Campliant
[ o

Moy 29, 2024 09:08:13.570 PM 52:54:00:1T:68:FA Ubuntu-Warkstation Pending I © Firewall Posture =» Default Firgwall Posture »» Unknawn




Verify I1SE LivelLog

47| SSH EEE 248 S8 FTD CLIZ 0|S#LCh.

<tfroot>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

ftdv741>

enabl e

Password:
ftdv741#
ftdv741#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username : isetest Index : 33

Assigned IP : 192.168.6.30 Public IP : 192.168.10.13

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 51596 Bytes Rx : 17606

Pkts Tx : 107 Pkts Rx : 136

Pkts Tx Drop : 0 Pkts Rx Drop : 0O

Group Policy : posture_gp Tunnel Group : posture_vpn

Login Time : 14:02:25 UTC Fri May 31 2024

Duration : Oh:00m:55s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb007182000210006659d871

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 33.1

Public IP : 192.168.10.13

Encryption : none Hashing : none

TCP Src Port : 59180 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : 1inux-64

Client OS Ver: Ubuntu 22.04 LTS 22.04 (Jammy Jel |l yfish)



Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62

Bytes Tx : 6364 Bytes Rx : 0
Pkts Tx : 1 Pkts Rx : 0O
Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID : 33.2

Assigned IP :192.168.6.30 Public IP : 192.168.10.13
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS_AES_128_GCM_SHA256

Encapsulation: TLSv1l.3 TCP Src Port : 59182

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Linux_64

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62
Bytes Tx : 6364 Bytes Rx : 498

Pkts Tx : 1 Pkts Rx : 6

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nane : #ACSACL#-|P-PERM T_ALL_| PV4_TRAFFI C- 57f 6b0d3

DTLS-Tunnel:

Tunnel ID : 33.3

Assigned IP :192.168.6.30 Public IP : 192.168.10.13
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 56078

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Linux_64

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Linux 5.1.3.62
Bytes Tx : 38868 Bytes Rx : 17108

Pkts Tx : 105 Pkts Rx : 130

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nane : #ACSACL#-|P-PERM T_ALL_| PV4A_TRAFFI C- 57f 6b0d3
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