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—————— WPN Access (lkev2 or 55L)

———— Radius

» Traffic from PC/VPN client to WSUS

Internet j

VPN Pool IP:

\FZ 16.50.50-70/24
G0/0: 172.16.32.100/24
{outside)

G0/1:172.16.31. 100/ 24

linside) Cisco
Aryconnect
ASAL Mabile
e —— Security

Microsaft WSLIS
172.16,31.103

OS2 WER 3 Cholo{a 3ol ZAIE Eci= s &Lt

1. ¥4 ALEXt= ASAO CHEF VPN HMAE 2|3l Cisco AnyConnectE S35 214
AL X[ BRE|= 802.1x/MAB(MAC Authentlcatlon Bypass) M MM E&=
WLC(Wireless LAN Controller)0ilM S2E|E FM MM 22 ZE 80| S& HMATI &

= A&Lch

2.2EZ T2 MAS| UREENM, ISEE =
VPN_quarantine &t £04 &)}
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45HoF g L|Ct It 2FA WSUS 2| IP FAE ASAL| 2|C|344 ACL(Access Control List)0of| & 7t3H ok
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L Internet Information Senvices {11S) Manager
r{-J @ FOWIN-LTIRESCRFOL » Sites  » WSUS Admimistration w

File  Wiew  Help
Conneclions
L-R8 S NEal] -3
~-&5 Start Page : =
=] 1 - 20 T A H v |&8| T
42 WIN-LTB02KSCROU (EXAMPLE Administra | o e, Ares H
L Application Pools Site Bindings |L-
A-La Sikes
4 9 Default Web Site
boop-L] aspnet_client
4 g WEUE Adrninistration iR
(¥ ApiRemoting 30 Mt
'_"3' ChertebSenace
+| Contant
15F DssduthiebService
¥ Inventory
- ReportingWehSerdice
& | selfupdate
(¥ ServerSyncWebSerice
F SirplefuthWebService

@ WsUS Administration Home

Type  Host Name Port IP Address Eindil‘lg. | Add... |
8520
8331

e

L=L - - 8 - A - - -
i1
o

| Close

T oelof chEt 21§ =AU Microsoft Windows YC[0|EE /5 ~HEEIRIeH 2Z4 WSUS MHE
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File Action  Usew  Help

Group Policy Management Editor

| B = HE T o

Specify intranat Microsall upcate sernce |ocation

AR O
MU £=FE

o4

| Windows Update

Turn on recommended updates via
Automatic Updates

Edit policy setting

Reguirements:
At least Windows Vista

Description:

Specifies whether Automatic Updates
will deliver both important as well as
recommended updates from the
Windows Update update service,

When this palicy is enakled,
Autematic Updates will install
recommended updates as well as
important updates from Windows
Update update service.

When disabled or not configured
Automatic Updates will continue to
deliver important updates if it is
already configured to do se.

ZCIo|HE & EX3E =

I

o4
=

clol

setting

|=| Do not display 'Install Updates and Shut Down' option in Sh..,
iiz| Do not adjust default option to 'Install Updates and Shut Do...
liz| Enabling Windows Update Power Management to automati...
li2] Always automatically restart at the scheduled time

liz| Configure Automatic Updates

|=Z| Specify intranet Microsoft update service location

|==] Automatic Updates detection frequency

|==] Do not connect to any Windows Update Internet locations
|==] Allowe non-administrators to receive update notifications

|==| Turn on Software Motifications

|2 Allowe Sutornatic Updates immediate installation

5] Turn on recommended updates via Sutomatic Updates

li| Mo auto-restart with logged on users for scheduled automat...
iiz| Re-prompt for restart with scheduled installations

liz| Delay Restart for scheduled installations

liz| Reschedule Automatic Updates scheduled installations

|=Z| Enable client-side targeting

|=] Allowe sigred updates fror an intranet Microsoft update ser..

1 Security Center L ify itk Mic date sendce locati
S Server for NS H Specify irtanet Micrazaft update sensce locatinn Previous Setting | | Nest Sasting
_| Shutdoom Oplions
| Snart Card ) Mat Carfigured Carnment; #
| Saund Recakder
__I ® Ernahled
2| Sy wour setlings
I Tablet FC ) Diisahled -
= toat Fubvdul i Supmorted ani | arjoger Windows 1P Mrofessional Sandce Pack 1 or Windows 2000 Sandce Pack 3,
] Mind o Calendar ezt luding Windows RT
| W¥indowws Color Spste) il
7| Windoews Custarner E o
. w0 Helpx
pe L indoews Defender bt -
B YHindowws Error Keporl — - ——
1 Windawes Installer Set the intranez updats service for debecting specifies 3rintranst server o hoot vpdates from Microsofi Cal
. X 1 upsates: Updake. You c2n then wre thiz update service to sutometically
1 Windoas Logon Oprti ) update corpputers onyour netior
7 indows Mail hitka://172.16.91.10%:8550 | _ _
| W¥indowws bedia Cent ’ Thiz setking gtz y0u specify a senss On 0w nebaark 1o function
7 Windoees Modia Digit et the intranet statisthos sensan a3 an internal update 1endce. The Sutormetc Updetes clientwill
- . e search this rendice far updases that apphete the carmputers an -
o Media Plays https TR A3 1005520 | e i =
| Windows Messenger :
| Windaws Mability Ce [=arnale: httpfintranetpd 1) To uze thiz zetting, wou must et bog servername velues the
T Windows Paesihel server frommwhich the Sutarnatic Updates client detects and
| W¥indows Beliabaly & dnmaloads updates, and the serarto waich updated
b [ Windaws Remate Ma svorsstations upload statistics, You can set both values Lo be the
i 3AIMIE 12nver:
O Windowws Remote She
| Wind o Updats B I the statug i5 set bo Enabled, the Suetornatic Updates client
| WWork Falders = comaects 1o the specified intranet Micosoft update serdice,
1 Wadkplace Inin instead of Windaws Update, to search far and download
*al Settans updates. Enabling this setting means that end wsers in your
. " Al 2t g organization doa't hivae bo go through a fireaall to ger updates,
i [ ] Prefersnces ane i gives you the opportunity bo test updates before deploying |
4 8, User Canfigumtion
I- | Palicies: :
I | Prefsrences " H Iﬂl

EQluct,

State
Mot configured
Mot configured
Mt configured
Mot configured
Enabled
Enabled
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured

foidE M3 ELICHISEE CHE Microsoft AD(Active



Directory) A#E| ZIE|O|LHE 7|ghe 2 ot ZARX HHME MEE + U&LICLWSUSE O] 74
HAHE 7|gte 2 ot YOo|EE $2E + U&LICH

ASA

73 AL&Rtof| CH Bt SSL(Simple Secure Sockets Layer) VPN AAMA T AHS E LICHALAISH LIS 2
Ol EAM 2l HRIE BloiH).

ChtS2 Amaefol4Me] o Lct.

interface GigabitEthernet0/0

nameif outside

security-level 10

ip address 172.16.32.100 255.255.255.0

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 172.16.31.100 255.255.255.0

aaa-server ISE protocol radius
interim-accounting-update periodic 1
dynamic-authorization

aaa-server ISE (inside) host 172.16.31.202
key cisco

webvpn
enable outside
anyconnect-essentials
anyconnect image disk0:/anyconnect-win-4.0.00051-k9.pkg 1
anyconnect enable
tunnel-group-list enable
error-recovery disable

group-policy POLICY internal
group-policy POLICY attributes
vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-clientless

tunnel-group SSLVPN type remote-access
tunnel-group SSLVPN general-attributes
address-pool POOL-VPN
authentication-server-group ISE
accounting-server-group ISE
default-group-policy POLICY

ip local pool POOL-VEN 172.16.50.50-172.16.50.60 mask 255.255.255.0
ISEZ E[C|H|M[o{of st= EEHEE &QlstT| flei A El= ASANM AMA SFE Fdst=
[0| BLELICHOIE #EE E6tK| oL ALERIL] BR).

access-1list Posture-redirect extended deny udp any any eq domain
access-1list Posture-redirect extended deny ip any host 172.16.31.103
access-1list Posture-redirect extended deny ip any host 172.16.31.202
access-1list Posture-redirect extended deny icmp any any

access-1list Posture-redirect extended permit tcp any any eq www

DNS(Domain Name System), ISE, WSUS 2! ICMP(Internet Control Message Protocol) E 2{
HIE s AL X0l A A ELICHCHE 28 E2fE(HTTP)2 AnyConnect 4 Z2H|X{'F 2 |t

=0}



ISEZ 2|C|HMEH, ol 24X A 2[0|C|ofo[ME B EEfLICH

ISE

eIk AnyConnect4 ZZ2H|IXME L ZARE= Ol EAo| ¥ | Blo{tL|CIASAZE HEQI3
C|HFO|AZ F 44351 Cisco AnyConnect 7 OHZE2(71|0|M M x| & S RIS LI
AnyConnect 4.0 Integration with ISE Version 1.3 Configuration Example2 &= oP"AIC>

WsUSO| CHEt el 7H4
wsusol| CHEr el 7iME FdstedH Chs B AIE 2tz & LICH

1. M 722 431249 Policy > Conditions > Posture > Remediation Actions > Windows
Server Update Services Remediation2 2 O|S & L|C}.

2. Microsoft Windows Updates 4% 0| Severity Level2 M E|0o] =X| & QlgL|CE ol &2
nY ZENATH AREH EXIE FEELICH

13 ChZ Microsoft Windows Update 0| 0| ME = WSUSOI| ¢3Z45t0{ x| CH7| Q! PCoil CHEt &
2 Ho|o|E7F AUe=X| =elgLct.

X Authenlication |GJ Authorization |,a;.,!='|||ﬁ|i||:_| l?.Il_ Poshure | [ Client Provigioning | = Trustsec .-_E'P'qlll::y'
Diclionarias Conditions | EELIIE

Results Windows Server Update Services Hemediations List > WSUS-Remediation
. Windows Server Update Services Remediation
| L . NEI‘I'|E| WEUS-Remediation | £
EANE=R= - Dcsl:,riph'{:ln|
+ [ Authertcation Remediation Type | Automatic v
» [ Authonzeton interval| @
: - :srf: Retry Count| 0
S — Validate Windows updales using () Gisco Rules (8] Saverity Leval
_h-. P Windows Updales Severity Level| Critical -|
h‘. £ Rermedistion |: Updale 1o latest 05 Service Pack
Q) Fie Remadiation windows Updates Installation Source () Microsoll Server (8) Managed Server
!-r_ Launch Program Remediation Imstallation Wizard Interface 5E1Ijng|?! Show UL () Na LI
i3 Link Remediation Save Resel

H'. Paich Management Remediation
!,"._ Windows Server Update Services Remediation
i3 Windows Update Remediation

= Reguirements

WsUSOi| CHEH & Ef 27 ALY

M T2l2 4443t2{H Policy > Conditions > Posture > Requirements £ 0[S & L|Ch. =
pr_WSUSRuleO|Et= O] ZZ4E AFSELICH &, 10| Heg M 242 2 Qlst7|
WsuSsol| HZELICHEL HHI0lE).

<o

¢l
9

0l 70| S E|H WSUSE 3T PCOll Tl 744 ¢Clol=8 MxlgLICHolols 25 8


/content/en/us/support/docs/security/anyconnect-secure-mobility-client/118714-configure-ise-00.html

O HulO|ESt HZA Tt 2 HOlo|ETH Z&HE & JU&LICH

Requiremenis

Mama Dperaling Systeams Condilions Remadiation Actions
Any_AS_Definition_Mac Mac OSX ANY_as_mac_del AnyASDelRemediationi
ac
Any AN Installaton_Win Windows All AMNY _av_win_inst Message Text Only
Any_AV_Definition_Win Windows All AMNY _av_win_def AnvAvDefRemediationWi
n
Any_AS_Installalion_Win Windows All AMY_as_win_inst Message Text Only
Any_AS Definition_Win Windows All ANY_as_win_def AnyASDeMemediationii
n
Any_AV_Installaton_Mac Mac 05X AMNY_av_mac_inst Message Text Only
Any_&V_Definition_Mac Mac 05X ANY_av_mac_derl AnyavDefemediationk
ac
Any_AS_Installation_Mac Mac OSX AMY_as_mac_inst Message Text Only
Wsus Windows All pr_WSUSRule WS US-Remediation
AnyConnect Z 21} 2

AnyConnect 4.0 Integration with ISE Version 1.3 Configuration Example0fl A E CHE
AnyConnect 4 T2 It} 7 ZAX RE T2t US FMFLICEH



/content/en/us/support/docs/security/anyconnect-secure-mobility-client/118714-configure-ise-00.html

[2] Authentication [&] Authorization [ Prafiling [ Pesture [ client Provisioning [5] Trustzee ' Policy Elemanis
icionarias Gondibions

Besults
[ 2

=R Al
“F - -

b [ Aufbentication * Select AnyConnect Package: | AnyConnectDesktopWindows 4.1.2001.0 -
v [ Auttorization

¢+ [ Frofing = Configuration Mame: | AnyConnect Configuration [
¥ O] Pusture

| Cear Provisoning Drzgription:

(3 Trustsec

Anyionnect Configumbon = AnyConnect Condiguration

Description Value

* Compliance Module | AnyConnectComplianceModuleWindows 3.6.8+)

AryConnect Module Selection
IZE Poslure
YEN
Metwark hecess Manager ||
Web Secunty
AMP Enabler ||
AZA Pasture ]
Slart Before Logon |
Dimgnostic and Repering Tool ||

Profile Ssl=ction

* ISE Posture | AC4 profile -

VPN | -

Zclo|HE X2 H|X{L 73|

AnyConnect Z=2 1} 0| ZH|Z|H F2I0/HE ZZH[X S EHMo| M O|§ HXE =+ U&LICH

7 Home  operstions |+ Palicy | = Gunat dccess | v Admintsimadion | ‘

|2} Awilhanbcation | Awthorzation [4] Predling |7 Poslure [&] Trusizec s Falicy Elemnenls
Client Provisioning Policy
Diafing tha Clignl Provisiening Policy o debermme ahal aeens will receive upon kie ard wssr ssesion inidalivn:
For Agent Conhigurabion: versicn of agsnl, agenl predle, agent comphancs module, ardior agesni cuslomizabion package.
For Natws Supphcand Conbgurabon: wizard prohle andsor wizard. Urag and drop nules o change the order.
b4
Rule Mo Klgnlily Groups Ciparaling Syalema CHisar Carsditiong Fa=uille
ﬂ AT I Any [ Wiirsdones Al ] Condilieniah thar AnyCannael

Configuralion

ZAm|azl|o|Mot &M HA| ofZ2/AH 0| M0 A=EXQIE0| MX|E|H, Ol= ZEH0|¢UE Z2H|X{'d
2 HOo|X|Z BlC|=MHELICHAnyConnect 47} 4 8[0|EE|1 F7F ZE(MEHO| MXIE = U&
LICH
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Z2t0|ME T 2H|XME T2 0 UE 2[C[=MST| @Igh HEt o Z2ndg pHELICH

|*u Authendcation ||:||_‘ Authornzation |& Frofling |'_'."ill Posaurs El Client Prowisioning |_", Trusts=c
Diclionaries Condilicns Py I
Resulls Authorizatlon Profiles = Poshure
’ - Aunthorization Prafile

2]

- . * Rame |F‘cl'.|||r:'- |

v 5] Authsmicason Desesiption |

= | Authomzation
¢ [ Authorzaion Frofles
|5 Downicadabis ACLS
] Iniine: Posture Kode Frofles
) Proden

_.P!'I"J."l'.

*Acuwes Trpe [ ACCESS ACCERT

Service Tamplale

3

e ¥ Common Tasks

L | Clani Proviaioniag
o TrustSee

WLAM

“aloe Domaln Permisslion

¥ Web Redirection CEWA, MEM, MSE, TPF)

Client Prosisioning (Posture) = ACL - Poshure-redirect

et Hof 75

ol ZZoIME M3 Fof FAlg Hod FLCh

Authorization Policy

Dafne he Aulhorizalicn Palicy by configuiing rules basad on idenlity growps andfor othar condilions. Drag and drop
For Policy Expord go o Adminisiration = Sysbem = I pchup & Hestors = Policy Export Page
First Matched Rule Applies -
b Exceplions (0)
Standard
Statis Rule Mame Condiions (idenlity gréups and othar condiions)

Session PoslureSalus ECUALS Unknown
EQUALS NonCormplianl

Session:PostureStartus EQUALS Compliand

ASANPMN_guaranting

(%]

ASANPM_compliant

Sassion PogluieSiatus

walee | Cliemt Provisioning Portal =

ules o changs e order.

Parmisaions

Poslura

Permiticoess

et o ZZ=mo| ghetE(T

S22 ASA-VPN_quarantine T210| AAEEILICH.I2FM Posture
A= ZQIEE= AnyConnect 4(ZAX ZE X&) ZZH|[XLE I8t ECI0|ME T2 H|XL TRHZ

2|C|MELCE

T &7t 22 E|H ASA-VPN_compliant 7+ 210] AFE |0 A U

Ct== &elgfLCt.
o] MMof M= ZT|aRolMo| M2 &S sH=X| 2olste o AL
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PC7I = MH[Qlo 23218t & WSUS 70| /e EHQ! HAMES F Alsof & LICHOl= VPN M[MO|
AYE7| (oA QI) =22 ™ AE 7152 M83tE BR(802.1x RM/FM HMAM T AL
of e gt

a
8g = F) ol= = A&LIch

Mlcrosoft Windows 22+0|1EN| SHHE 74 0| M& E|™ Windows Update A%0i| A O|& Pt

| « System and Security » Windows Update » Change settings - | +3 | | Search Control Panel

Choose how Windows can install updates
iﬁl Some settings are managed by your system administrator. More information.

When your computer is onling, Windows can automatically check for important updates and install them
using these settings. When new updates are available, you can also install them before shutting down the
computer.

How does automatic updating help me?
Important updates

l:} Download updates but let me choose whether to install them

Install new updates: | Every day at |9:00 AM

Recommended updates

Give me recommended updates the sarme way [ receive important updates

Who can install updates

[¥] Allow all users to install updates on this computer

Mote: Windows Update might update itself automatically first when checking for other updates. Read our
privacy staternent cnline.

AL GPO(OE M JHx) M2 T & 2! Microsoft Windows Update 00| ME M ZAME
(@)

C:\Users\Administrator>gpupdate /force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

C:\Users\Administrator>wuauclt.exe /detectnow

C:\Users\Administrator>

WSUSOHIM &2 Hd|o|E &2l

52l Z2HA= 2EI0[2E AIOIE CHY X8 Al CHE1F 22 0[HE de & J&LC
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Update Services

@ File Action  iew  Window

Help

e nE BHE

F57 Update Services
4 F5) WAN-LTB0ZKSCFOU
4 5 Updates
5 &1l Updates
& Critical Updates
& Security Updates
& WSUS Updates
4 W Computers
4 & &l Computers
& Unassigned Corm
¢ Computer-Updat
55 Downstrearn Servers
4% Synchronizations
&l Reports
i Options

Security Updates (245 updates of %95 shown, 1085 tatal)

/5]
FO
ro
ox

Approval: Ary Except Declined = Status: Any ~ ( Refresh

[0 Title Ins... Approval
Security Update for Windows 7 forx6d-based Systems (KB3000485) 10004 Imstall (273
Security Update for Windows 7 (KBEI000483) 1003 Install (273

%

To approve an update, selectthe group from this list of groups, click the arrow, and ¢
of approwval,

Computer Group Approval Deadline
E vlﬁ«“ Computers Mot approwved  MAA

Unassigned Computers Install Mone

@ ~| Computer-Updated Install Mone

<]

|® The selected update does not suppart rernowal.

[ ok ]

WSUSOIX PC & Eff &0l

0| o|O|x|= WSUSOH M PC EIE & Qlst= EHES 2oiFLICt

< 271 ME Wuaucke £ RiF& gL ct.



Action

= 5=

31 File Wiews Window  Help

,ﬁ Update Services
4 3] WIN-LT802K5CFaU
4 E Updates
551 Al Updates
& Critical Updates
&) Security Updates
&1 WIS Updates
4 K Computers
4 & Al Cornputers
&4 Unassigned Comyg
£ Computer-Updat
@ Dowmnstreanm Servers
& Synchronzations
&l Reports
_Enl Options

All Com puters

skatus Ay = [} Refresh

IP Address
192.162.10.21

(1 Mame

A admin -pe-example com

admin-pc.example.com

Cperating Systemn

‘Windowes 7 Profes..,

i1 cornputers of 2 shown, 2 total)

Insta.. Last Status Report
Oe  BTA05 1241 A0

status
B Updates with errors: 0
1 Updates needed: 1
I Updates installed/not applicable: 1035
I Updates with no status: ¥

Group membership:

WSUSE AtE35to CHS MZ 1 X[24H stLto| Ao|o|EE MR|sHoF & LICt

VPN MM &H

Al -
Compuber
sf
Urnassigne
d
Computer

VPN M|Ad0| MHEE|H ASA-VPN_quarantine ISE T8t 204 72l0| A2 £, 0| #2&I2 Posture T
g Fo Z=u S gHErEfLICHEl M AEZQIEO| HTTP EEiE 2 AnyConnect 4 H|0|E A

EZAXM DE ZZH|IMEE @6l 2lCIRME LT
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|@' Device Security Check hEl

é_ a hitps .-'-'|;E1-1.|=_fi:ample.cnm.'ﬁ-l-'p:!,.-'pcrtal,.-'k_I|E’|Tl-'n:.- sionStart.action c - Google .-D E = "’ 'ﬁ‘
ciai]ua ; .,
ciSco Client Provisioni

Device Security Check

Your computer reguires secunty software fo be installed before you can connect to the network.

2 Detecting if AnyConnect is installed and running...

(s Y Cisco AnyConnect Secure Mobility Client =l ==

Cnmuxkﬂtnﬂﬂﬂﬁﬂlﬁh

SELVPN-ASA

O| A|Z0i M ASAL| MM AEE ISEE HTTP EBfZE 2IC|=/M5t04 M EHEl HMAE LIEFHLICEH

asav# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username : cisco Index : 69
Assigned IP : 172.16.50.50 Public IP : 192.168.10.21
<...some output omitted for clarity...>

ISE Posture:

Redirect URL : https://iseld4.example.com:8443/portal/gateway?sessionId=acl101£64000
45000556b6a3b&portal=283258a0-e96e-...

Redirect ACL : Posture-redirec

ZAX ZDES2 ISEOIM HHE sAlST Y £

EZAX DESISENM HAE = AELICtise-psc.log CIHIE AE ZEM MEEl= QT AHE
A IEP

2015-06-05 07:33:40,493 DEBUG |[portal-http-servicel2][] cisco.cpm.posture.runtime.
PostureHandlerImpl -:cisco:acl01£6400037000556b40cl:::- NAC agent xml

<?xml version="1.0" encoding="UTF-8"?><cleanmachines>
<version>2</version>
<encryption>0</encryption>
<package>
<id>10</id>

jo




<version/>

<description>This endpoint has failed check for any AS installation</description>
<type>10</type>

<optional>0</optional>

<remediation_type>l</remediation_type>
<remediation_retry>0</remediation_retry>
<remediation_delay>0</remediation_delay>
<action>10</action>

<check>

</check>
<criteria/>
</package>
</cleanmachines>

EZ AR 2E2 Microsoft Windows Update 0|O|ME 7} WSUSO| 4E5t= 5§ RIS 2 EE|7H5tD
WSUS H2Hof 72 E CHE YO0|EE CIR2EEFLICHAIS AL 7HY 10| 25 RS2 ).



@'U'l ¢ Control Panel » System and Security » Windows Update - | H| | Search Control Panel D .

2 MAC Agent WSUS Updste L7

3: The updates are being installed

Installation status: computer.

Initizizing installaton, .. dome! -
Instaliing Security Update for Windows 7 for x64-based Systems ($B3000433) (update 1of
1.

Views update history
Ern adrministrator
es from Windows Update

hility Client [ = [

Instaling:

(' System Scam:
Ipdating requirement 1of 1,

See also N - | 30%

Installed Updates
f; Windows Anytime Lpgrade

2@ —
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(= [@]=]

@le"-_i ¢ Control Panel » System and Security » Windows Update - | H| | Search Control Panel D .
£ MAC Agent WSUS Update = (7]
—

47 Installation complete
You must restart your computer for the updates to take effect.

computer.
Views update history

Ern adrinistrator

es from Windows Update

bility Client [ = |[==

(.  System Scam:
Ipdating requirement 1of 1,

See also i -——— | 30%
Installed Updates
4: Windows Anytime Lpgrade

A HIESIT HAMA

AE|0|M0| AnyConnect ZAX ZE0i o3 #HE &4 HEIZ B0 E|HH ChS0F 20| ZAIELICH



[ @]=]

©

@UT| Y » Control Panel » Systemn and Security » Windows Lipdate - | -Hrl | Learch Conirol Pane!

Contral Panel Home .
Windows Update

Check for updates
Change settings = g q
. ) 5 Windows is up to date
View update history P i
i There are no updates available for your computer.
Restore hidden updates
Updates: frequently asked
questions Mast recent check for updates:  Today at 310 PM
Updates were installed: /2572015 at 11:59 AM. View update history
You receve updates: Managed by your system administrator
Check online for updates from Windows Update
fy CiicuAn}rCnnnactS-eu.lm Muohility Client = E (e
l:umened b SELVPN-ASA,
SELVPMN-ASA
Complant.
Saa also # Metwork access allowed,
Instalied Updates
“; Windows Anytime Upgrade

HI1Me HME MEIHstD ASA-VPN_compliant HEt 04 &l0] £E 5= ISEEZ M&ELICHO|
=7 3tH M| HERXZ HMA(Radius CoAE S3H)7F MSELICH Operations(2 %) >
Authentications(2/&)2 0|S 504 & QIgHL|C}.

E-ﬂlllﬂn Fervices Engine < Home  Opsrabons | v Folicy | ¥ Guest Access T i siratan | * 1

' Suthsnicaions HE.". 1= mﬂu-ﬂl.“'."ﬂ: Meteork Coniro \ Iraubleshool
Misconfgured Supplicarss 7 Mizconfigurad Metwork Dewces RADILS Draps F
a a 0

[i] Show Live Sessions 58 Add o Remowvs Solernns = 9 Felresh  EF Resel Repast Counle

Status - d = F = ]
Tifid . Det.. |RepeatC.. llder'-.i:u |.-!-\J.I|:|"{} Eation Policy | Authorizatlon Profiles |E\ne-nt
201%06-05 11:13213... B a ParmitAccass ymames Authonzabon succeedad
2015408-05 111211, . n a 0 clsce Session Stata s Postured

201540805 11:11:33..

D
e
m
"
[

Default == &5ANPN_guarartine  Posture Suthartication succeeded

C|tH 2 (ise-psc.log)E =3 78 &4 AEl, CoA E2|7H & AEjof CHet %|F MX e &HelghLc.

DEBUG [portal-http-servicel7][] cisco.cpm.posture.runtime.PostureManager -:cisco:
acl01£6400039000556b4200:::- Posture report token for endpoint mac
08-00-27-DA-EF-AD is Healthy

DEBUG [portal-http-servicel7][] cisco.cpm.posture.runtime.PostureCoA -:cisco:
acl01£6400039000556b4200:::- entering triggerPostureCoA for session
acl01£6400039000556b4200

DEBUG [portal-http-servicel7][] cisco.cpm.posture.runtime.PostureCoA -:cisco:ac



101£6400039000556b4200: ::- Posture CoA is scheduled for session id
[ac101£6400039000556b4200]

DEBUG [portal-http-servicel7][] cisco.cpm.posture.runtime.PostureHandlerImpl -:cisco:
acl01£6400039000556b4200:::- DM_PKG report non-AUP:html = <!--X-Perfigo-DM-Error=0-->
<!--error=0--><!--X-Perfigo-DmLogoff-Exit=0--><!--X-Perfigo-Gp-Update=0-->
<!--X-Perfigo-Auto-Close-Login-Scr=0--><!--X-Perfigo-Auto-Close-Login-Scr-Time=0-->
<!--user role=--><!--X-Perfigo-OrigRole=--><!--X-Perfigo-UserKey=dummykey-->
<!--X-Perfigo-RedirectUrl=--><!--X-Perfigo-ShowInfo=--><!--X-Perfigo-Session=-->
<!--X-Perfigo-SSO-Done=1--><!--X-Perfigo-Provider=Device Filter-->
<!--X-Perfigo-UserName=cisco--><!--X-Perfigo-DHCP-Release-Delay=4-->

<! --X-Perfigo-DHCP-Renew-Delay=1--><!--X-Perfigo-Client-MAC=08:00:27 :DA:EF:AD-->

DEBUG [pool-183-thread-1][]cisco.cpm.posture.runtime.PostureCoA -:cisco:

acl01£6400036000556b3f52:::- Posture CoA is triggered for endpoint [08-00-27-da-ef-ad]
with session [acl101£6400039000556b4200]

EE 8t ISE Detailed Posture Assessment 2 1 M0 = AE|0|AM0| S Z48E &olgtL|ct.
Posture More Detail Assessment

Tirne Range: Fram O0S/E20/2015 12:00:00 AM to 0EF05/20L5 11:55:55 P
Generated Ak 2015-0&5-05 200500, 047

Client Details

Username: cisco

Mac Address: 08:00:27:DA:ERAD

IP address: 172.16.50.50

Session |D: acl01f6400036000556b3f52

Cliert Operating System: Windows 7 Professional 64-bit

Cliert WAL Agent: AnyConnect Posture Agent for Windows 4.1.02011
PRA Enforcement: 0

Cok: Received a posture report from an endpeint

FRA Grace Time: Q

FRA Interval: Q

FPRA Action: MfA

User Agreement Status: MotEnabled

System MName: ADMIM-PC

System Domain: e am ple.com

System User: Administrator

User Domairn: EXAMPLE

&y Installed: ClamWin Free antivirus: 0,98.5:55, 2061 5:06/26/201 5;
AS Installed: windows Defender;6.1.7600.16385;1.201.171.0; 06/26/2015;

Fosture Report
FPosture Status: Compliant
Logged At 2015-06-05 07:28:49.194

Posture Policy Details

Falicy Mame Enforcement Statu  Passed Failed Conditions
WSUS VSUS Mandatory Missing windows updates: 0



# 1:Microsoft Windows PC2| E2|X L E 2|3 IE{H| 0|A S| = Et MAC(Media Access
Control) 4= ACIDEX & o2 224X A&LICt

= e A

X of ol A8 E + = X sllE HE I &L

SR &1 M

ol MMOIAE o BAol ABE ol chet T JHR| B2 HEE MBEU

WsSUS n¥of CiEh &M MF HE

SLFEME ZHE ™Y FEStE W0l SLELICHAnyConnect= Validate Windows updates
using remediation “47301| [t} Microsoft Windows Update Agent7} 78 &+ QIS5 EZ|
7HgrLC.

Windows Server Update Services Remediation
* Name | WSUS-Remediation |

Description | |
Remediation T'_.rpe| Automatic - |
Inlerval| 0 | (in secs) (Valid Range 0 to 9999)
Ftetryl:n:uunt| 0 | (Valid Range 0 to 99)

Validate Windows updates using(_) Cisco Rules () Severity Level

Windows Updates Severity Leve|| Medium - |
[] Update to latest 05 Service Pack

Windows Updates Installation Source ':::' Microsoft Server @} Managed Server

Installation Wizard Interface Setting(®) Show Ul () No UI

0| 0|0l M= Severity LevelO| A EILICEE 2 M™EE AHE5HE Microsoft Windows 00| ETH E
F 52 52 HOHIOIET| UeX| &lgL|ch e Z2 nHo| AIZHELICE

o

2l0iC|ofolM ZEAAE WSUS T80l Mol et 2 35H H F28 2E Yool
g 4+ AALICKSH AlA=of Chsh 5 2E lolE).

Im

= ot
= M
= =

A jo

Validate Windows updates using set as Cisco Rules(Cisco TF&|2 2 AN AL&3510 Validate
Windows C|O/EE AEE B, 7 AHEol| RHAlS| LIt = =7H0| AH|0|Mo| Z R E
74 X415t L| |:_|._

=2oHd

Windows 2{C|0|E AMH|A

o2
o

kg

rin

WSUS M7t Qi 52| B Windows Update RemediationO|2t 1 & = Ql= Ct
A&LICE.



Windows Update REemediations List > New Windows L pﬂnﬂl' Hemediation
Windows Update Remediation

* Mame |Wiﬁﬂon~.‘5Llpda:e | i

Descriplion |
Remediation Type | Automatic vl
Interval | 4] | {in secs) (Valid Range O o 9959}
Relry Counl | 4] | Malid Range 0 o 95)

Windows Update Seting | Automatically do - |

Creerride Users Windows Updale
sehing with administralors

O] 1H SEE A2 3 Microsoft Windows Update M E AMo{g £ Qo FA| UO|0|EE

sist 2~ olAL|Cho| X L&D} B AFRE|= QX9 7<7'|_: pc_AutoUpdateCheck &/L|C}. 0|

= 3t = Z Q1 E of| A Microsoft Windows Update A4%40| &3t |o] Q=X| EOIE 4 U&L
CHOZEX| A2 A2 0|8 &H35etn YOHO|IEE & = A&LCH

SCCM 8%

ISE HM 1.49| M2 7|59l mx/ 2 /% A835tH BI2 EfAL SRt SEE & U&LICES

S0l ek 048] 7HX| SME T4 2 n™Ho| A8 E £ A&LICH

Microsofte| &< SMS(System Management Server) & SCCM(System Center Configuration
Manager)O| 25 x| ELICH.

o e

. Cisco ISE ZdI|ad|o|M 7lo|lEo] ZAX{ MH|A

. Cisco Identity Services Engine #2|A} 7I0|E, BIE|A 1.4

. Cisco |dentity Services Engine #2|Xl 710|E, &2|A 1.3

. Z%]0ojl Windows Server Update Services Hj. X

. 7|& X|® 2 £ A - Cisco Systems



/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
https://technet.microsoft.com/en-us/library/hh852340.aspx?f=255&MSPPError=-2147217396
//www.cisco.com/c/ko_kr/support/index.html
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