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10.0.0.100 is SXP listener SXP speaker
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aaa authentication dotlx default group ISE_mgarcarz

aaa authorization network default group ISE_mgarcarz

aaa authorization network ISE_mgarcarz group ISE_mgarcarz
aaa accounting dotlx default start-stop group ISE_mgarcarz
aaa accounting update newinfo

radius server ISE_mgarcarz
address ipv4 10.48.17.235 auth-port 1645 acct-port 1646
pac key cisco

aaa group server radius ISE_mgarcarz
server name ISE_mgarcarz

interface GigabitEthernetl/0/3
switchport mode trunk

interface GigabitEthernetl/0/5
description mgarcarz

switchport access vlan 100
switchport mode access

ip flow monitor F_MON input

ip flow monitor F_MON output
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
mab

dotlx pae authenticator

cts authorization list ISE_mgarcarz

cts role-based enforcement

cts role-based enforcement vlan-list 1-4094

cts sxp enable

cts sxp default password cisco

cts sxp connection peer 10.48.17.235 password default mode local listener hold-time 0

2 2{X| 3850-2

x|= SGT €Y 2 AF235I= 802.1x MM2 S26t1 ISEMM OHE S 7I K& SXP Z|AL{E

aaa authentication dotlx default group ISE_mgarcarz

aaa authorization network default group ISE_mgarcarz

aaa authorization network ISE_mgarcarz group ISE_mgarcarz
aaa accounting dotlx default start-stop group ISE_mgarcarz
aaa accounting update newinfo

radius server ISE_mgarcarz
address ipv4 10.48.17.235 auth-port 1645 acct-port 1646
pac key cisco

aaa group server radius ISE_mgarcarz
server name ISE_mgarcarz



interface GigabitEthernetl/0/3
switchport mode trunk

interface GigabitEthernetl/0/5
description mgarcarz

switchport access vlan 100
switchport mode access
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
mab

dotlx pae authenticator

cts authorization list ISE_mgarcarz

cts role-based enforcement

cts role-based enforcement vlan-list 1-4094

cts sxp enable

cts sxp default password cisco

cts sxp connection peer 10.48.17.235 password default mode local speaker hold-time 0
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ol |dentity Services Engine Home ¥ Oparations v Policy » Guest Access ¥ Administration = Work Centers

CIscn

F TruslSec * Davice Administraticn

Cheerviow ¥ |ldentitics User Identity Groups  Wetwork Resources Metawrork Device Groups ¥ Policy Condiions ¥ Policy Results

Network Devices List > KSEC-3850-1
Network Devices

Metwork Devicss

Default Devices

* Name |KSEC-3850-1 |

TACACS External Servers

Descriplion | |

TACACS Server Sequence

*IP Address: | 10.62.148.108 | /[ 32 |

* Device Profile )
&% Cisco | »| ¥

somare version [

* Metwork Device Group

Location [a)| Locations © | | Set To Default. |
E"

Devica Typa |AII Device Types | | Set To Default ]

& F RADIUS Authentication Settings
O F TACACS+ Authentication Seftings
L k SMMP Setings

F Advanced TrusiSec Setlings

267 Hot &

IT X OtAZE SGTE F7t5t2{™ Work Centers(2%] MIE{) > TrustSec > Components(T+4 24)
> Security Groups(= ¢t 2 8)Z 0|S &Ll



':_-I.',—,'élu'.' |dEﬂtit‘,-’ Services Engine Home ¢ Operations F Policy ¥ Guest Access

* TrustSec P Device Administration

P Ohverview Authentication Policy  Authorization Paolicy * Components F Policy P SXP

|
o

Security Groups SEC“ﬂtY GTD“PE

For Policy Export go to Administration > System > Backup &
Security Group ACLs
Network Devices r:? Edit C[:: Add ﬂ::llmpcnrt EbExpu:urt . XDelete
Trustsec AAA Servers Name ~  SGT (Dec / Hex)

[0 scT BYOD 15/000F

[] sSGT_Guest 6/0006

] seTT 16/0010

[] sSGT Marketing 9/0009

] uUnknown f0000

3EH. 2ot 18 ACL

Hot 3§ ACLE F7+5+24™ Work Centers(Z¢d MIE{) > TrustSec > Components(T+4 24) >
Security Group ACLs(:29 & ACL)Z O|S&Lich.

".',-I.';élu'.' Idemit'.&" Services Eﬂgiﬂe Home v Operations ¥ Policy v Guest Access P Admin

- TrustSec r Device Administration

F Dvendiew Authentication Policy  Authorization Policy * Components ¥ Paolicy P SXP Reports

Security Groups ACLs List = ICMP
Security Group ACLs

Security Groups

Security Group ACLs

* Mame “CMF“

MNetwork Devices

Description
Trustsec AL Servers

IPVersion (&) |pva () IPw6 () Agnostic

* Security Group ACL content permit icmp

ICMP EcH=ot 5{&FL|Ct.
AEtA|. TrustSec 43y

ITHM DtARESZE EBfEIZ Mofste HHMES F7I5t2{™ Work Centers(2] MIE]{) > TrustSec >
Components(Tt4 24) > Egress Policy(0| 124 %2Y) > Matrix(OHE 2|£A)Z o|S &Lt



wTrustSec b Device Administration

» Overview  Authentication Policy  Authorizalion Policy  » Components ~ vPolicy  » SXP  Reporis b Setiings
—

(]
~ Egress Policy
at Egress Policy (Matrix View)
atrix
/ Edit gpAdd | ) Clear Mapping v () Push (G Monitor Al - OF  @almport aBxport [ View v show[an |
Source Tree
Destination Tree 2
a § e
Network Device Authorization Destination » % " ‘%. £ 2 E‘
» Security Group Mappings '{é ; § 'g : §
Source ¥ @ @ @ 0
@) seT_BYoD
15/000F
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5EHAH|. SXP C|HFO|A

ST A@x[ol CHEF SXP 2lA L] & AL|ZHE ++495t2{™ Work Centers(2 & ME]) > TrustSec >
SXP Devices(SXP C|HIO|A)E O|S &Lt

Il [dentity Services Engine Home } Operations » Policy » Guest Access + Administration ~\Work Centers

cisco

wTrustSec » Device Administration

¥ Overview Authentication Policy  Authorization Policy » Components ¥ Policy v SXP Repaorts » Settings
—

(<]
SXP Devices SXP Devices o
~
RowsiPage|2  ~| 1o N Go | 2 Total Raws
Static SXP Mappings
~ = - . ¥
All SXP Mappings T Refresh 4 Add M Trashv @ Edit  Assign VPN T Filter v L.
Name IP Address Status Role(s) Password MNegotiated Ver. Connected To Duaration VPN
o Type Version [dd:hh:mm:ss]
KSEC-3850-1-... 10.62.148.108 ON LISTENER CUSTOM w4 V4 ise20 00:00:01:38 default
KSEC-3850-2-... 10.62.148.109 OM SPEAKER CUSTOM w4 V4 ise20 00:00:00:23 default
< )<>

HIZH S cisco(FEE A LIXI0|A] sxpoi| CHs & CHE HIZHE)E AFSELICH
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el Identity Services Engine Home v Operations i ¥ Guest Access + Administration ¥ Work Centers

Authentication Authaorization Profiling Posture Client Provisioning » Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration = System > Backup & Restore > Policy Export Page

First Matched Rule Applies v

» Exceptions (0)

Standard
Status Rule Name Conditions (identity groups and other conditions) Permissions
o IT example com:ExternalGroups EQUAL S example .com/Users/IT SGT_IT

ra Marketing example.com:ExternalGroups EQUALS example.com/Users/Marketing SGT_Marketing

CtSE &olgrL|Ch
=2 [ - .
=]
1E7. ctsoll CH3H ISEE =I5t Tet

2 E AQx|o|M TrustSec At ZH(ISE/Step10i M F44)2 MB350 PACE 7HX{SLICH.

KSEC-3850-2#cts credentials id KSEC-3850-2 password Krakowl23
CTS device ID and password have been inserted in the local keystore. Please make sure that the
same ID and password are configured in the server database.

PAC7} CI2ZEE|A= K| &lghL|ct.

KSEC-3850-2#show cts pacs
AID: 65D55BAF222BBC73362A7810A04A005B
PAC-Info:
PAC-type = Cisco Trustsec
AID: 65D55BAF222BBC73362A7810A04A005B
I-ID: KSEC-3850-2
A-ID-Info: Identity Services Engine
Credential Lifetime: 20:42:37 UTC Nov 13 2015
PAC-Opaque:
000200B8000300010004001065D55BAF222BBC73362A7810A04A005B0006009C00030100B26D8DDC125B6595067D64F9
17DA624C0000001355CB2E1C00093A800E567155E0DE76419D2F3B97D890F34F109C4C42F586B29050CEC7B441E0CA60
FC6684DAF6EB263FA2623A6E450927815A140CD3B9D68988E9SD8CLIE6S5544E222E187C647BI9F7F3F230F6DBAF80F3C20
1ACD623B309077E27688EDF7704740A1CD3F18CE8485788054C19909083ED303BB49A6975AC0395D41E1227B
Refresh timer is set for 12wi4d

2tE Yol M2 TAELICH

KSEC-3850-2#show cts environment-data
CTS Environment Data

Current state = COMPLETE
Last status = Successful
Local Device SGT:
SGT tag = 0-00:Unknown
Server List Info:
Installed list: CTSServerListl-0001, 1 server(s):
*Server: 10.48.17.235, port 1812, A-ID 65D55BAF222BBC73362A7810A04A005B
Status = ALIVE
auto-test = FALSE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs



Multicast Group SGT Table:
Security Group Name Table:
0-00:Unknown
6-00:SGT_Guest
9-00:SGT_Marketing
15-00:SGT_BYOD
16-00:SGT_IT
255-00:SGT_Quarantine
Environment Data Lifetime = 86400 secs
Last update time = 20:47:04 UTC Sat Aug 15 2015
Env-data expires in 0:08:09:13 (dd:hr:mm:sec)
Env-data refreshes in 0:08:09:13 (dd:hr:mm:sec)
Cache data applied = NONE
State Machine is running

3850-101 CHall S LS Z2MA HH=S
27| 802.1x M|4d

IT ASX7H QI E/H SHHE 7t EFElLICH

KSEC-3850-2#show authentication sessions interface gl/0/5 details

Interface: GigabitEthernetl/0/5
IIF-ID: 0x107E700000000C4
MAC Address: 0050.b611.ed31
IPv6 Address: Unknown
IPv4 Address: 10.0.0.100
User-Name: cisco
Status: Authorized
Domain: DATA
Oper host mode: single-host
Oper control dir: Dboth
Session timeout: N/A
Common Session ID: 0A3E946D00000FF214D18E36
Acct Session ID: 0x00000FDC
Handle: 0xA4000020
Current Policy: POLICY_Gil/0/5

Local Policies:

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE

Security Policy: Should Secure
Security Status: Link Unsecure

Server Policies:
SGT Value: 16

Method status list:
Method State
dotlx Authc Success

OHZ e 2Z SGT-IP H|o|E20of M x|E L|C}.

KSEC-3850-2#show cts role-based sgt-map all
Active IPv4-SGT Bindings Information

IP Address SGT Source

10.0.0.100 16 LOCAL

3E7|. SXP A X|#

mo
gl
op
[e]l]

3850-2+= ISEO] OHE! 10, cts sxpOi| CHE

22X ClHZ

(priority 150)



KSEC-3850-2 (config) #do show debug
CTS:
CTS SXP message debugging is on

*Aug 16 12:48:30.173: CTS-SXP-MSG:trp_send msg <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.173: CTS-SXP-MSG:trp_socket_write fd<l>, cdbp->ph_sock pending<l>,
<10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.226: CTS-SXP-MSG:trp_process_read_sock <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.226: CTS-SXP-MSG:trp_process_read_sock socket_recv result:-1 errno:11;
<10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.226: CTS-SXP-MSG:trp_process_read_sock socket_conn is accepted; <10.48.17.235,
10.62.148.109>

*Aug 16 12:48:30.226: CTS-SXP-MSG:trp_socket_write fd<l>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.226: CTS-SXP-MSG:trp_socket_write freeing tx_msgqg _entry, <10.48.17.235,
10.62.148.109>

*Aug 16 12:48:30.227: CTS-SXP-MSG:after socket_send, wlen=28, slen=0, tot_len=28, <10.48.17.235,
10.62.148.109>

*Aug 16 12:48:30.227: CTS-SXP-MSG:trp_socket_write freeing tx_buf, <10.48.17.235, 10.62.148.109>
*Aug 16 12:48:30.227: CTS-SXP-MSG:trp_socket_read <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.227: CTS-SXP-MSG:trp_socket_read readlen = -1; errno = 11, <10.48.17.235,
10.62.148.109>

*Aug 16 12:48:30.278: CTS-SXP-MSG:trp_process_read_sock <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.278: CTS-SXP-MSG:trp_socket_read <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.278: CTS-SXP-MSG:RCVD peer 10.48.17.235 readlen:32, datalen:0 remain:4096 bufp

*Aug 16 12:48:30.278: CTS-SXP-MSG:sxp_handle_rx msg_v2 <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.279: CTS-SXP-MSG:imu_sxp_conn_cr <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.279: CTS-SXP-MSG:wrt_sxp_opcode_info_v4 cdbp 0x3D541160

*Aug 16 12:48:30.279: CTS-SXP-MSG:trp_send msg <1>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.279: CTS-SXP-MSG:trp_socket_write fd<l>, <10.48.17.235, 10.62.148.109>

*Aug 16 12:48:30.279: CTS-SXP-MSG:trp_socket_write freeing tx _msgqg _entry, <10.48.17.235,
10.62.148.109>

*Aug 16 12:48:30.279: CTS-SXP-MSG:after socket_send, wlen=28, slen=0, tot_len=28, <10.48.17.235,
10.62.148.109>

*Aug 16 12:48:30.279: CTS-SXP-MSG:trp_socket_write freeing tx_buf, <10.48.17.235, 10.62.148.109>
*Aug 16 12:48:30.280: CTS-SXP-MSG:trp_socket_read readlen = 32; errno = 11, <10.48.17.235,
10.62.148.109>

ISE 2 11 M(sxp_appserver/sxp.log)

2015-08-16 14:44:07,029 INFO [nioEventLoopGroup-2-3]
opendaylight.sxp.core.behavior.Strategy:473 -
[ISE:10.48.17.235][10.48.17.235:21121/10.62.148.109:64999]1 [O|Lv4/Sv4 192.168.77.2] PURGEALL
processing

2015-08-16 14:44:07,029 WARN [nioEventLoopGroup-2-3]
opendaylight.sxp.core.handler.MessageDecoder:173 -
[ISE:10.48.17.235][10.48.17.235:21121/10.62.148.109:64999] Channel inactivation

2015-08-16 14:44:07,029 INFO [pool-3-thread-1] sxp.util.database.spi.MasterDatabaseProvider:721
- SXP_PERF:BINDINGS_PER_SXP_UPDATE_MESSAGE (CHUNK)=1, onlyChanged=true

2015-08-16 14:44:07,030 INFO [pool-3-thread-1] sxp.util.database.spi.MasterDatabaseProvider:725
- SXP_PERF:NUM_OF_CHUNKS=1, onlyChanged=true

2015-08-16 14:44:07,030 INFO [pool-3-thread-9]
opendaylight.sxp.core.service.UpdateExportTask:93 - SXP_PERF:SEND_UPDATE_BUFFER_SIZE=16
2015-08-16 14:44:07,030 INFO [pool-3-thread-9]
opendaylight.sxp.core.service.UpdateExportTask:119 - SENT UPDATE to
[ISE:10.48.17.235][10.48.17.235:57719/10.62.148.108:64999] [0]|Sv4]

2015-08-16 14:44:07,030 INFO [pool-3-thread-9]
opendaylight.sxp.core.service.UpdateExportTask:140 - SENT_UPDATE SUCCESSFUL to
[ISE:10.48.17.235][10.48.17.235:57719/10.62.148.108:64999]1 [0|Sv4]:false

2015-08-16 14:44:07,030 INFO [pool-3-thread-1]
opendaylight.sxp.core.service.BindingDispatcher:198 -

SXP_PERF :MDB_PARTITON_AND_SXP_DISPATCH:DURATION=1 milliseconds, NUM_CONNECTIONS=1



2015-08-16 14:44:07,031 INFO [pool-3-thread-1] sxp.util.database.spi.MasterDatabaseProvider:725
- SXP_PERF:NUM_OF_CHUNKS=0, onlyChanged=true

2015-08-16 14:44:12,534 INFO [nioEventLoopGroup-2-4]
opendaylight.sxp.core.behavior.Strategy:232 -
[ISE:10.48.17.235]1[10.48.17.235:64999/10.62.148.109:1035] [X|Lv4/Sv4 192.168.77.2] received
Message Open

2015-08-16 14:44:12,535 INFO [nioEventLoopGroup-2-4]
opendaylight.sxp.core.behavior.Strategy:358 -
[ISE:10.48.17.235]1[10.48.17.235:64999/10.62.148.109:1035] [0|Lv4/Sv4 192.168.77.2] Sent RESP 0 0
0320002 | 0004000280663 0201080°740 120 0 180

2015-08-16 14:44:12,585 INFO [nioEventLoopGroup-2-4]
opendaylight.sxp.core.behavior.Strategy:451 -
[ISE:10.48.17.235][10.48.17.235:64999/10.62.148.109:1035] [O|Lv4/Sv4 192.168.77.2] received
Message Update

2015-08-16 14:44:12,586 INFO [pool-3-thread-2]
opendaylight.sxp.core.service.SimpleBindingHandler:663 - PERF_SXP_PROCESS_UPDATE from
[ISE:10.48.17.2351[10.48.17.235:64999/10.62.148.109:1035] [0|Lv4/Sv4 192.168.77.2]

2015-08-16 14:44:12,586 INFO [pool-3-thread-2]
opendaylight.sxp.core.service.SimpleBindingHandler:666 - PERF_SXP_ PROCESS_UPDATE DONE from
[ISE:10.48.17.235][10.48.17.235:64999/10.62.148.109:1035] [O|Lv4/Sv4 192.168.77.2]

2015-08-16 14:44:12,586 INFO [pool-3-thread-1] sxp.util.database.spi.MasterDatabaseProvider:721
- SXP_PERF:BINDINGS_PER_SXP_UPDATE_MESSAGE (CHUNK) =1, onlyChanged=true

2015-08-16 14:44:12,587 INFO |[pool-3-thread-1] sxp.util.database.spi.MasterDatabaseProvider:725
- SXP_PERF:NUM_OF_CHUNKS=1, onlyChanged=true

2015-08-16 14:44:12,587 INFO [pool-3-thread-11]
opendaylight.sxp.core.service.UpdateExportTask:93 - SXP_PERF:SEND_UPDATE_BUFFER_SIZE=32
2015-08-16 14:44:12,587 INFO [pool-3-thread-11]
opendaylight.sxp.core.service.UpdateExportTask:119 - SENT_UPDATE to
[ISE:10.48.17.235]1[10.48.17.235:57719/10.62.148.108:64999]1[0]|Sv4]

2015-08-16 14:44:12,587 INFO [pool-3-thread-11]
opendaylight.sxp.core.service.UpdateExportTask:140 - SENT_UPDATE SUCCESSFUL to
[ISE:10.48.17.235]1[10.48.17.235:57719/10.62.148.108:64999] [0|Sv4]:false

2015-08-16 14:44:12,587 INFO [pool-3-thread-1]
opendaylight.sxp.core.service.BindingDispatcher:198 -

SXP_PERF :MDB_PARTITON_AND_ SXP_DISPATCH:DURATION=1 milliseconds, NUM_CONNECTIONS=1

a2|x o] o|olx|ofl EAIE CHE GUIE S8t 2 & D1&(3850-20i A1 &2 10.0.0.100 OHE Z &S
FE AR LICH

”:||I;¢Ilg“ |demif¥ Services Engine Home + Operations » Paolicy » Guest Access b Administration = Work Centers

~ TrustSec ¢ Device Administration

b Overview Authentication Palicy  Authorization Palicy » Components » Paolicy - SXP Reports b Settings

I
o
All SXP Mappings o
SXP Devices pping
Rows/Page

Static SXP Mappings

el
All SXP Mappings = Refresh

IP Address SGT Learned From Learned By

10.0.0.100/32 SGT_IT(16/0010) 192.168.77.2 SXP

192.166.1.203/32 SGT_IT(16/0010) 104817.235104867.250 Session

—_

192.168.77.22 3850-2(7I& =2 ip TA7I Ho|=) ol A SXP @1Z29| Algdx}tlL|C}.

KSEC-3850-2#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 unassigned YES unset down down
Vlanl unassigned YES NVRAM administratively down down
Vl1anl00 10.0.0.2 YES manual up up

V1an480 10.62.148.109 YES NVRAM up up



Vlan613 unassigned YES NVRAM administratively down down
Vlan666 192.168.66.2 YES NVRAM down down
V1ian777 192.168.77.2 YES NVRAM down down

4EtH. SXP 2l&L

17 ChE ISE= 3850-1, 22| CIHZ 2 2 DiE S AMESELICH

*Aug 16 05:42:54.199: CTS-SXP-MSG:trp_send_msg <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.199: CTS-SXP-MSG:trp_socket_write fd<l>, cdbp->ph_sock_pending<l>,
<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.248: CTS-SXP-MSG:trp_process_read_sock <l1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.248: CTS-SXP-MSG:trp_process_read_sock socket_recv result:-1 errno:11;
<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.248: CTS-SXP-MSG:trp_process_read_sock socket_conn is accepted; <10.48.17.235,
10.62.148.108>

*Aug 16 05:42:54.248: CTS-SXP-MSG:trp_socket_write fd<l>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.248: CTS-SXP-MSG:trp_socket_write freeing tx_msgg entry, <10.48.17.235,
10.62.148.108>

*Aug 16 05:42:54.248: CTS-SXP-MSG:after socket_send, wlen=32, slen=0, tot_len=32, <10.48.17.235,
10.62.148.108>

*Aug 16 05:42:54.248: CTS-SXP-MSG:trp_socket_write freeing tx_buf, <10.48.17.235, 10.62.148.108>
*Aug 16 05:42:54.249: CTS-SXP-MSG:trp_socket_read <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.249: CTS-SXP-MSG:trp_socket_read readlen = -1; errno = 11, <10.48.17.235,
10.62.148.108>

*Aug 16 05:42:54.300: CTS-SXP-MSG:trp_process_read_sock <l1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.300: CTS-SXP-MSG:trp_socket_read <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.300: CTS-SXP-MSG:RCVD peer 10.48.17.235 readlen:28, datalen:0 remain:4096 bufp

*Aug 16 05:42:54.301: CTS-SXP-MSG:sxp_handle_rx msg_v2 <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.301: CTS-SXP-MSG:imu_sxp_conn_cr ci<l> cdbp->ph_conn_state<2>, <10.48.17.235,
10.62.148.108>

*Aug 16 05:42:54.301: CTS-SXP-MSG:trp_socket_read readlen = 28; errno = 11, <10.48.17.235,
10.62.148.108>

*Aug 16 05:42:54.301: CTS-SXP-MSG:trp_process_read_sock <l1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:trp_socket_read <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:RCVD peer 10.48.17.235 readlen:52, datalen:0 remain:4096 bufp

*Aug 16 05:42:54.302: CTS-SXP-MSG:sxp_handle rx msg v2 <1>, <10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:sxp_ recv_update_v4 <1> peer ip: 10.48.17.235

*Aug 16 05:42:54.302: CTS-SXP-MSG:1. msg type:3, total len:52, payl len:44, opc_ptr:0x3DFC7308,
<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:1. msg type:3, total len:52, payl len:37, opc_ptr:0x3DFC730F,
<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:1. msg type:3, total len:52, payl len:32, opc_ptr:0x3DFC7314,
<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:1. msg type:3, total len:52, payl len:24, opc_ptr:0x3DFC731C,
<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:1. msg type:3, total len:52, payl len:13, opc_ptr:0x3DFC7327,
<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.302: CTS-SXP-MSG:1. msg type:3, total len:52, payl len:8, opc_ptr:0x3DFC732C,
<10.48.17.235, 10.62.148.108>

*Aug 16 05:42:54.303: CTS-SXP-MSG:1. msg type:3, total len:52, payl len:0, opc_ptr:0x3DFC7334,
<10.48.17.235, 10.62.148.108>
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Mo . Time Source Destination | Protocol | Lengthl Info

10 2015-08-16 21:57:50. 286053
11 2015-08-16 21:57:50. 286821

10.48.17.235
10.48.17.235

10.62.148.108 SMPP
10.62.148. 108 SMPP

102 SMPF Bind_transmi

126 SMPP Query_sm

- Frame 11: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits)

> Internet Protocol Wersion 4, Src: 10.48.17.235 (10.48.17.235), Dst: 10.62.148.108 (10.52.148.108)
> Transmission Control Protocol, Src Port: 64999 (64999), Dst Port: activesync (1034), Seq: 29, Ack: 33, Le
Short Message Peer to Peer, Command: Query_sm, Seq: 806480656, Len: 52
Length: 52
Operation: Query_sm (OxQ0000003)
Sequence #: 806480656
Message id.: \021,002
Type of number (originator): Unknown (9x10)
Mumbering plan indicator (originator): Unknown (0x10)
Originator address: ‘Ww\005 %300\2504001%313\ 02000204 b\ N0Y 0211 3534 3000 250M, 0021, 0204, 0214,002
0000 00 07 4F 1c eB 00 0D 50 56 99 29 cc 08 00 45 00 e e = P e =
D010 00 70 6a dB8 40 00 40 06 14 eb 0a 30 11 eb 0a 3e

0020 94 6c Td e7 04 0a dB8 2e 8f 8c 48 ¢5 el 1lb a0l 18
0030 39 08 bb 27 0O 00 01 01 13 12 bs 72 86 el 5a 6d

[
[* Ethernet II, Src: Vmware 99:29:cc (00:50:56:99:29:cc), Dst: Cisco 1c:e8:00 (00:07:4f:1c:e8:00)
I
I

0040 56 18 3c 5d 24 ba 00 98 85 (o]

0] al=10] 03 10 10 04 0 0 11 ]

0060

Qoyo

Wiresharke EZ& SMPP C|ZHE AMSELICLHO|IZEE & Ql5te{H

"c0 a8 01 cb"2| 10(SGT = 16)(192.168.1.203)
"0a 00 00 64"2| 10(SGT = 16)(10.0.0.100)

3850-12 ISEO|M &2 2= ofE 2 Mx|ghuct.

KSEC-3850-1# show cts sxp sgt-map

SXP Node ID(generated) :0xC0A84D01(192.168.77.1)
IP-SGT Mappings as follows:

IPv4,SGT: <10.0.0.100 , 16:SGT_IT>

source : SXP;

Peer IP : 10.48.17.235;

Ins Num : 2;

Status : Active;

Seq Num : 439

Peer Seqg: O0A3011EB,CO0A84D02,
IPv4,SGT: <192.168.1.203 , 16:SGT_IT>
source SXP;

Peer IP : 10.48.17.235;

Ins Num : 6;

Status : Active;

Seq Num : 21

Peer Seq: OA3011EB,

Total numb

KSEC-3850-

er of IP-SGT Mappings: 2

1# show cts role-based sgt-map all

Active IPv4-SGT Bindings Information

IP Address SGT Source
10.0.0.100 16 SXP
192.168.1.203 16 SXP



IP-SGT Active Bindings Summary

Total number of CLT bindings = 1
Total number of SXP bindings = 2
Total number of active bindings = 3

S5EAH. WM COR2E I AlY

ISEOIA SHIE HHME CIREZEFLICHSGT 160| Z & El Matrix

0%
\-/

KSEC-3850-1#show cts role-based permissions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 16:SGT_IT to group 9:SGT Marketing:
ICMP-10
Deny IP-00

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

10.0.0.100(SGT IT)0{|A{ 10.0.0.1(SGT Marketing)77t X| 2| ICMP E2{E 0| {& E|1T

gLk

KSEC-3850-1#show cts role-based counters from 16

Role-based IPv4 counters

#Hardware counters are not available for specific SGT/DGT
#Use this command without arguments to see hardware counters
From To SW-Denied SW-Permitted

16 9 0

0
Y LS S ST B 1 2 FIH U

ol

0
tH E& 7H2E7 S7HEf LT

KSEC-3850-1#show cts role-based counters from 16

Role-based IPv4 counters

#Hardware counters are not available for specific SGT/DGT

#Use this command without arguments to see hardware counters
From To SW-Denied SW-Permitted

16 9 3 0 11 0

3850-20l & YHMo| gleH 2 E Ei=o| s{&ELICH

rl

KSEC-3850-2#show cts role-based permissions
IPv4 Role-based permissions default:
Permit IP-00
RBACL Monitor All for Dynamic Policies : FALSE
RBACL Monitor All for Configured Policies : FALSE

ISEOI M SG ACLZ £’d3t 1, permit tcpE F7+5t 11, 3850-10 M cts refresh &32H

S EgfEo| 2 ELCH

EE &t Flexible Netflow(IOS-XE 3.7.25E{ SGT QlAl) 2 FHAIE ALE5to] SE 2
Ct.

flow record cts-v4

match ipv4 protocol

match ipv4 source address

match ipv4 destination address
match transport source-port
match transport destination-port

Ft2E7t E7t



match flow direction

match flow cts source group-tag
match flow cts destination group-tag
collect counter packets long

flow monitor F_MON
record cts-v4

interface GigabitEthernetl/0/3

ip flow monitor F_MON input
ip flow monitor F_MON output

ZAntE 3850-20 M = AIE EBf=IE HoiELICH #=AIE EZ=of SGT(cts &3 8i8)7I gleaz
AA SGTE 00|X[2F 2ZH DiE EO|ES 7|8t o 2 CH4 O F Efa7t AFS S 2 wA|E L ct

KSEC-3850-1#show flow monitor F_MON cache

Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 6
Flows added: 1978
Flows aged: 1972

- Active timeout (1800 secs) 30

- Inactive timeout ( 15 secs) 1942
IPV4 SRC ADDR IPV4 DST ADDR TRNS SRC PORT TRNS DST PORT FLOW DIRN FLOW CTS SRC GROUP
TAG FLOW CTS DST GROUP TAG IP PROT pkts long
150.1.7.1 224.0.0.10 0 0 Output
0 0 88 57
10.62.148.1 224.0.0.13 0 8192 Output
0 0 103 0
7.7.4.1 224.0.0.10 0 0 Output
0 0 88 56
10.0.0.1 10.0.0.100 0 0 Output
0 0 1 1388
150.1.7.105 224.0.0.5 0 0 Output
0 0 89 24
150.1.7.1 224.0.0.5 0 0 Output
0 0 89 24
10.0.0.100 10.0.0.1 0 2048 Input
0 9 1 1388
Netflow 22 FHAIZ AHS 5104 +AIEI EBHTIS 2OIg & UBLICHHT EHTO| 518 i 44X

=3 oil LEEH cts FHR E{ofl A ZHQIBtLICE

ISEE O] o|O|X|ofl ZAIE CHz SXP HIQIE X 44 HEnME e + &Lct



«luih - [dentity Services Engine Home ~ Operations

cisco

RADIUS Livelog TACACS Livelog Reports » Troubleshoot » Adaptive Network Control

Report Selector SXP Connection

Favorites
From 08/15/2015 12:00:00 AM to 08/15/2015 11:59:59 PM

» Audit
10 reports
» Device Administration Generated Time Peer IP Port SXP Node Ip WPN SXP Mode SXP Version Password Status Reason
4 reports Type
» Diacnosics 2015-0815 07:13:41.1 1q.4g,67.250 64999 10.48.17.235  default BOTH VERSION_4  CUSTOM Pendingon
10 reparts 2015-0815 07:11:41.1 10 4g.67250 64999 104817235  default BOTH VERSION_4  CUSTOM Pendingon
» deDDmF and Users 20150815 07:08:41.0 10 4g.67.250 64999 10.48.17.235  default BOTH VERSION_ 4 CUSTOM Fendingon
5 reports
b Guesticcss Raports 2015-08-15 07:07:40.7 10 48.67250 64999 104817235  default BOTH VERSION_4  CUSTOM Pendingon
5 reports 2015-08-15 07:05:40.4 104867250 64999 lo.48.17.035  dsfault BOTH VERSION_4  CUSTOM Pendingon
v SKe 2015-08-15 07:03:40.4 1¢. 4867250 64999 lo.4g.17.235  default BOTH VERSION_4  CUSTOM Pendingon
SXP Bind
itz 20150815 07:01:40.2 10 4857250 64999 10.48.17.235  default BOTH VERSION_4  CUSTOM Pendingon
SXP Cannection 2015-08-15 06:58:39.9 10.48.67.250 64999 10.48.17.235  default BOTH VERSION_4 CUSTOM Pendingon
Filt:
T Akers 0150845 05:57.305 10.48.67.250 64999 10.48.17.235  default BOTH VERSION_4  CUSTOM PendingOn
* Time Range N .
2015-08-15 06:55:39.3 1g.48,67.250 64999 lo.48.17.235  default BOTH VERSION.4  CUSTOM Pendingon
[Run | 2015-08-15 06:53:38.9 10.48.67.250 64999 lo.48.17.235  default BOTH VERSION_4  CUSTOM Pendingon

A=

- ASA B 9.2.1 VPN Posture with ISE 711|712 0[44 of

ASA 8! Catalyst 3750X Series Switch TrustSec Z1I|28|o|M of & EA Z 710|=
. Cisco TrustSec £ 2|%x| T4 7} O|=.:Cisco TrustSec O|3H

Cisco TrustSec 7= 3! 2= 9

Cisco Catalyst 3850 TrustSec 1I|1 80|44 7}0|=

Cisco TrustSec £ & OIEE|A

. 7|1& X 2 B M - Cisco Systems



//www.cisco.com/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
//www.cisco.com/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html
//www.cisco.com/en/US/partner/docs/switches/lan/trustsec/configuration/guide/arch_over.html
/content/en/us/td/docs/switches/lan/catalyst3850/software/release/3se/security/configuration_guide/b_sec_3se_3850_cg/b_sec_3se_3850_cg_chapter_010011.html
/content/en/us/solutions/enterprise-networks/trustsec/trustsec_matrix.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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