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Administration(#2l) > Identity Management(ID £ 2]) > Settings(4d%) > User Custom
Attributes(AFE X X|H EM)E O|SELICH O[0|X[ofl EAIE CHE + HES EEI5I04 M SHE F
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= Cisco

Settings

Mandatory Atiribute Name Data Type

Antribute Name Description Data Type Parameters Default Value Mandatory

dACL #+4

CIR2E 7hs8 ACLS F45t24™ Policy(3%) > Policy Elements("& & 2 4) > Results(Z1}) >
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= C(Cisco ISE Policy - Policy Elements

Results

Authentication % Downloadable ACL

Authorization
Authorization Profiles

Downloadable ACLs
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Administration(2 2|) > Identity Management(ID £ 2l) > Identities(ID) > Users(At& Xt) > Add(F 7+
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Identities Groups External Identity Sources dentity Source Sequences Settings

Users B v G New Network Access User

Latest Manual Network Scan Res...

Internal Users v

j wessesee bbb [':‘:Un&_‘l::llf.' Password

| Generate Password

> User Information

v

Account Options
> Account Disable Policy

~ User Custom Attributes

ACL =  NotMuchAccess
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T Active Directors Users and | testuserexternal Properties ? X — O
File Action View Help Published Certificates ~ Member Of  Password Replication  DiaHn ~ Object
4= = | # | ‘g B | j Security Environment Sessions Remote control
— - - General Address Accourt Profile Telephones COrganization
o Active Directory Users and Remote Desktop Services Profile COM= Attribute Editor -
| Saved Cueries re per
=2 Attributes:
v = rfrﬁsan’Fr.!ab nistrato...
~ Eu'lt'” . Attribute Walue & nd ser...
- Dnmplu ecrs I accournt Expires (never) llers ...
-~ Dm_am Dnt_m e.rs accountNameHistory  <not set
_| ForeignSecurityPring S SPabcy e NatMuchA
.—_ Keys adminCourt <not set> .
'—_ LostAndFound adminDescription <not set> pistrato...
| Managed Service Ac adminDisplayMame <not et group ...
_| Program Data alt Securityldentities <not sets qroup ...
“| System assistant <not sets roup c.
2| Test QU attributeCertficatetn... <not set or gUE..
| Users audio <not set> qroup ..
“| MTDS Quotas badPassword Time [never) enter ..
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Administration(Z 2l) > Identity Management(ID # 2|) > External Identity Sources(2|5 ID £&A) >
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Directory Attributes

Only attributes selected below will be available for use as policy conditions in policy rules.
* Sample User or Machine

P testuserexternal O]
Retrieve Attributes...
Name s Type Example Value

aCSPolicyName STRING NotMuchAccess

O accountExpires STRING 9223372036854775807

(]  badPasswordTime STRING 0

(]  badPwdCount STRING 0

(] cn STRING testuserexternal

[ codePage STRING 0

() countryCode STRING 0

Ij d5CorePropagationData STRING 16010101000000.0Z

[:] displayName STRING testuserexternal

O distinguishedName STRING CN=testuserexternal, CN=Users,DC=rinsantr,DC=lab
< P

Cancel “
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External Identity Sources fhit v h Adtributes

Hame Type Dafault Internal Name

Q0BG

RAUS Toker
ASA SecurlD
SAML W Providers

Social Login
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et 2o Z20tUS F445t24™ Policy(Z &) > Policy Elements(’82 2 &) > Results(Z1}) >
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= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

» New Authorization Profile

Authentication > Authorization Profile

Authorization W o -
nternalUserAttributeTest
Authorization Profiles

Descriptior

Downloadable ACLs

* Access Type

ACCESS_ACCEPT b

Profiling >

MNetwork Device Profile ks Cisco W
Posture >

Service Template |:|
Client Provisioning 5

Track Movement l:‘ .’;';.

Agentless Posture L] ©)

Passive ldentity Tracking |:| (',‘

v Common Tasks
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= Cisco ISE

Dictionaries

Authentication

Authorization
Authorization Profiles

Downloadable ACLs

Profiling
Posture

Client Provisioning

M R0f HA T

Conditions

Policy - Policy Elements

Results

Authorization Profiles » New Authorization Profile

> . ; .
Authorization Profile
''''' ExternalUserAttributeTest

Description

* Access Type
5 ACCESS_ACCEPT W
3 Network Device Profile @i Cisco W £
3 Service Template

[

Track Movement |:|
Agentless Posture D )

[

Passive ldentity Tracking

~ Common Tasks

DACL Name

RiniAD:aCSPolicyName| v
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“ Autharization Policy (3)

Results
Status  Rule Name Conditions Profiles Security Groups
~
b,
b Network
Access-AuthenticationStatus EQUALS AuthenticationPassed = & :
(] AND nternalUserAttributeTa Select from list
1  RadiusUser-Name EQUALS testuserinternal
I Network
= Access-AuthenticationStatus FQUALS AuthenticationPassed
Basic Authenticated - . - - =
] A Erail AND ExternalUserAttribute Select from list
reEcaRaTEXtaIm Sl er _ RinAD ExternalGroups EQUALS rinsantr.lab/Users/Test
pe
Group
(] Default DenyAccess Select from list
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Overview

Event 5200 Authentication succeeded
Username testuserinternal
Endpoint Id B4:96:91:26:E0:2B &
Endpoint Profile Intel-Device
Authentication Policy New Paolicy Set 1 »> Authentication Rule 1
Authorization Policy New Policy Set 1 »> Basic Authenticated Access Internal User
Authorization Result InternalUserAttribute Test
QIF AHERE:
Overview
Event 5200 Authentication succeeded
Username testuserexternal
Endpoint Id B4:96:91:26:E0:2B &
Endpoint Profile Intel-Device
Authentication Policy New Policy Set 1 >> Authentication Rule 1

New Policy Set 1 >> Basic Authenticated Access External

Authorization Policy User

Authorization Result ExternalUserAttributeTest
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EnableFlag Enabled

ACL NotMuchAccess

RADIUS Username testuserinternal
QF AHEXE

aCSPolicyName NotMuchAccess

RADIUS Username testuserexternal

AtAIE 2HO|E2 29| Result MM 2 &915+04 dACL £430| Access-Acceptl| UE 2 HEE=X|
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ACS:CiscoSecure-Defined-ACIL=#ACSACLH-IP-

Cisco-av-pair NotMuchAccess-60049cbb
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Overview

Event

Username

Endpoint Id

Endpoint Profile

Authorization Result
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