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bara@ubuntu:~$ sudo apt-get update

bara@ubuntu:~$ sudo apt-get install nfs-kernel-server
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bara@ubuntu:~$ sudo mkdir /var/nfs/general -p

. 280l nobody:nogroupZt L x|t E HA

bara@ubuntu:~$ sudo chown nobody:nogroup /var/nfs/general
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bara@ubuntu:~$ more /etc/exports

# directory_to_share client (share_optionl, ..., share_optionN)

# /etc/exports: the access control list for filesystems which may be exported

# to NFS clients. See exports(5).

# Example for NFSv2 and NFSv3:

# /srv/homes hostnamel (rw, sync,no_subtree_check) hostname?2 (ro, sync,no_subtree_check)

# Example for NFSv4:

# /srv/nfsd gss/krb51i (rw, sync, £s1d=0, crossmnt, no_subtree_check)

# /srv/nfsd4d/homes gss/krb5i(rw,sync,no_subtree_check)

. L= & A8 3109 Jetc/exportE LICEH.

bara@ubuntu:~$ sudo nano /etc/exports

- 20| OHE F S FIHELICHIPE ISE IPZ 'HE).

/var/nfs/general 10.48.85.249 (rw, sync,no_subtree_check)
/home 10.48.85.249 (rw, sync,no_root_squash,no_subtree_check)

- M = H7((Ctrl+x, MEstEt= HAIXI7E EAZIHYE S 21 Enterg F&LICH) O B

£ AE350{ NFS MHHE CHA| A[ZFEfLICH

bara@ubuntu:~$ sudo systemctl restart nfs-kernel-server
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ISE23S/admin (config)# repository NFS
ISE23S/admin (config-Repository)# url nfs://10.48.60.193:/home/bara
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GUIOI M Administration(2 2l) -> Maintenance(# k| #2l) -> Repository(M & £A)Z O|S&fLIC}.

Fepository List > Add Repository
Repository Configuration

* Repository Mame | NFS

* Protocol | NFS v

Location

*Server Name | 10.48.60.193

*Path | /fhome/barz

Credentials

*User Name | anyuser

*Password | sesseses|
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ISE23S/admin# show repository NFS
ise-support-bundle-przaise00l-a-hv11674-11-04-2019-08-25.tar.gpg
jcameron-key.asc

test. txt
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bara@ubuntu:~$ pwd

/home/bara

bara@ubuntu:~$ 1s

ise-support-bundle-przaise00l-a-hv11674-11-04-2019-08-25.tar.gpg Jjcameron-key.asc test.txt

el a8
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https://cdetsng.cisco.com/webui/#view=CSCvd73085

CSCvk61086: ISE 2.4 2.32.2 2.1 2.0:NFS XZE A A4 Z3HO| AFE|X| o2
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CSCvm41485: ISE 2.3:NFS E|ZX|EE|E AF85104 2 S5HX| ot = of|&FE E1 A 2 NFS 2|ZX|
E|o HMAE = A&LICE

22X &
. ISE0lA| BIE XIS 212 ClZetaied O S CIHIE ALSELICH

#debug copy 7
#debug transfer 7

- #show rep NFSO| 2 77} 2h st X & CIHT S > LICH CFE2 XY AlLtEl2e &
A BISFALICEH

' 98 4.404133 18.48.85.249 18.43.60.193 NFS 25¢ V4 Call (Reply In 91) SETCLIENTID
91 4.486119 18.48.68.193 18.48.85.249 HES 138 V4 Reply (Call In 98) SETCLIENTID
92 4.486172 18,48.85.249 18.48.58.193 HES 172 v4 Call (Reply In 93) SETCLIENTID_CONFIRM
93 4.488068 18.48.606.193 13.48.85.249 NFS 114 V4 Reply (Call In 92) SETCLIENTID COMFIRM
94 4.488144 10.48.85.249 19.48.608.193 NFS 182 V4 Call (Reply In 96) PUTRODOTFH | GETATTR
96 4.488813 10.48.68.193 10.48,85.249 HFS 286 V4 Reply (Call In 94) PUTROOTFH | GETATTR
97 4.488853 18,48 ,85,249 18,48 ,.6@8.193 NFS 186 V4 Call (Reply In 98) GETATTR FH: Ox62440c52
58 4.411316 18.43.68.193 18.48.85.249 NFS 162 V4 Reply (Call In 97) GETATTR
99 4.411371 10.48.85.249 10.48.60.193 NFS 199 V4 Call (Reply In 120) GETATTR FH: @x62d48c52
108 4.412407 18.48.68.193 18.48.85.249 NES 178 V4 Reply (Call In 99) GETATTR
181 4.412441 18.48,85.249 16.48.6@8.193 NFS 186 V4 Call (Reply In 182) GETATTR FH: @w62d48c52
182 4.414599 10.48.60.193 10.48.85.249 NFS 162 V4 Reply (Call In 181) GETATTR
103 4.414635 18.48.85.249 19.48,60,193 NFS 199 V4 Call (Reply In 184) GETATTR FH: @x62d448c52
184 4.414923 18.45.608.193 10.48.85,249 NES 178 V4 Reply (Call In 183) GETATTR
1AS 4 AtAGTA 14 AR RC IMa 18 AR FA 103 MES TRE UA a1l fRanle Te 10RY GETATTR CH: AvETAARACY

Frame 91: 138 bytes on wire (1840 bits), 138 bytes captured (1848 bits)
Ethernet II, Src: Cisco Ja:cd:ad (BO:@6:f6:2a:cd:a3), Dst: Vmware Bd:9a:B6 (B0:50:56:8d:9a:85)
Internet Protocol Version 4, Src: 10.48.60.193, Dst: 19.48.85.249
Transalssion Control Protocol, Src Port: 2049, Dst Port: 952, Seq: 29, Ack: 229, Len: b4
~ Remote Procedure Call, Type:Reply XID:8xfalls502
Fragment header: Last fragment, 60 bytes
XID: BxFallosel (4195575042)
Message Type: Reply (1)
[Program: NFS (100083)]
[Program Version: 4]
[Procedure: COMPOUND (1)]
Reply State: accepted (@)
[Thi r ¢ r i n fr:
[Time from request: ©.091986000 seconds)
w Verifier
Flavor: AUTH_NULL (@)
Length: @
Accept State: RPC executed successfully (@)
Hetwork File System, Ops(1): SETCLIENTID
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455 4.273621 19.235.139.48
45614.275895 10.240.239.68
463 4279409 18.235.139,48
455 4.2812231  10.235.139.48 18,240,239, 68
473 4.284947 10.248.239.68 10.235.139.48
475 4.2B6759 10.235.139.48 18, 240,239, 68
477 4,286834  18.240.235.68 18.235.139.48
478 4.288635 10.235.139.48 10.240.239.68
485 4.292429 10.240.739.68 10.235.139.48
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NFS
NFS
NFS
NFS
NF5

NFS

262 va Call (Reply In 456) SETCLIENTID
(€all In 455)

262 V4 call (Reply In 465) SETCLIENTID

90 v4 Reply (Call In 463)

262 va Call (Reply In 475) SETCLIEWTID

90 Va Reply (Call In 473)

262 V4 Call (Reply In 478) SETCLIENTID

90 va Reply (call In 477)

262 V4 Call (Reply In 487) SETCLIENTID

_oana panh foall 1o dgsd

Frame 456: 08 bytes on wire (728 bits), 90 bytes captured (720 bits)

Ethernet 1I, Sre: Cisco c7:04:40 (00:c1:64:c7:04:40), Dst: Cisco e7:76:84 (70:0f:6a:e7:76:84)

Internet Protocol Wersion 4, Srci 10.235.139.48, Dst: 19.240.239.68

Transmission Control Protocol, Src Port: 2849, Dst Port: 766, Seq: 29, Ack: 241, Len: 24

Remote Procedure Call, Type:Reply Xip:exida7bois
» Fragment header: Last fragment, 20 bytes
X10: exida7bois (49‘?5311'32}
Message Type: Reply (1)
[Program: WFS (100003)]
[Program version: 4]
[Procedure: COMPOUND (1)]
Reply state: denied (1)
[ 0] .
[Time from request: O.001874000 seconds]
Reject State: AUTH_ERROR (1)
Auth State: bad credential (seal broken) (1)
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