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External RESTful Services (ERS) Online SDK

+ Quick Reference Support Bundle Trigger Configuration

Overview
Resource definition

Idantity Group
Identity Sequence

Internal User = Revision Higtory
My Device Portal « Creats i_.
.

Native Supplicant Profle
Network Device

Metwork Device Grosp

Hode Details

PSH Winde Details with Radiss Sei
Partal .
ol Thass Overview
Prafiler Prafile

Pull Deployment Info
Prgrid Node

Prgrid Settings

Radius Server Sequence
ResuD Store

SMS. Server Please note that thess sxamples are nol meant to be used a3 is because they have references to DB dats.

SXP Connectians. You should treat it as a basie template and edit it before sending fo server.

SXP Local Bindings

SXP Vpng

Security Groups Back to top
Security Groups ACLs

Security Grougs to Vimual Netws Resource definition

Sedf Registened Portal

Sponsor Greup

Get Version

Support Bundle Trigger AP! allows clients to trigger support bundle provided the log settings are given using which the support needs to be generated.

Sponsor Group Member Attribute Type Required Default valua Description
Spenter Parual B

Sponsored Guest Porial name String Yes Resource name

Suppon Bundle Domnicad id String No Resource UUID, mandatory for update

Supparn Bundle Status

Suppest Burstle Trigger Confgur lif=thostrptrom—— String No

System Certificate

Tacacs Command Sets hastName String Yes This parameter is hostName only, X0 of xoocyyy.zz

s sl sonvars supportBundieOptions  SupportBundieOptions  Yes

Tacacs Server Sequence InchudeConfigDB Boolean Yes false Set to include Config DB in Support Bundle

;:::T::‘:‘::'::m" includeDebuglogs  Boolean Yes false Set to include Debug logs in Support Bundle
includelocallogs  Boolean Yes falsa Set to include Local logs in Support Bundle
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8. PostmanOf|A Headers(3lI) IS 2 0|53t SDKOI| ZA|E! CHE XML EE= JSONE AHE 5104
APl &0 8 SIHE 7 HELICE O] oflof M= JSONO| AFEELCt. 3] 71482 ChS 1t Zot
Of fLCt.

https:/10.201.230.99:9060/ersfconfig/networkdevice /name/Test Copy B Save e
o )
Authorization » Headars (12) Body e Pre-request Script Tests Settings Cookies
Headers 2 hidden
Key Value Deascription == Bulk Edit
Content-Type applicationfjson
Accept applicationfjson
ERS-Media-Type supportbundie.supportbundie..0

9. 2R 3|HZ 0|S 5t raw

=
= =
= Bl 2l Eo{ude A ola
Lol https://10,201,230.99:9060/ers/config/networkdevice/name/Test Copy [2) save

Fost ’

ation & Headers (11) Body Cookies

nane form-data w=www-form-urlencoded @ raw binary GraphQL XML - Beautify

10. Heof et gt #HEsto 28 MMoi XML EE= JSON HESE 20{g&Lnt
XML

<?xml version="1.0" encoding="UTF-8"?> <ns0:supportbundle xmlns:ns0="supportbundle.ers.ise.cisco.com”
xmins:xs="http://www.w3.0ra/2001/X ML Schema" xmins:nsl="ers.ise.cisco.com” xmins.ers="ers.ise.cisco.com" description="Support Bundle
Generation" name="supportBundle'> <hostName>Node hosthame the SB is being collected from </hostName>

<supportBundlel ncludeOptions> <fromDate>mm/dd/yyyy</fromDate> <includeConfigDB>tr uelfal se</includeConfigDB>
<includeCoreFiles>tr uejfal se</includeCoreFiles> <includeDebugL ogs>tr uelfal se</includeDebuglL ogs>

<includelL ocalLogs>tr uejfal se</includel ocalL ogs> <includeSystemL ogs>tr uejfal se</includeSystemL ogs> <mntL ogs>tr uejfal se</mntL ogs>
<policyXml>truelfalse</policy Xml> <toDate>mm/dd/yyyy</toDate> </supportBundl el ncludeOptions> </ns0:supportbundle>

JSON:

{ "SupportBundl€": { "name": "supportBundle", "description”: " Support Bundle Generation”, "hostName": "node hostname the SB is being
collected from", "supportBundlelncludeOptions': { "includeConfigDB": truelfalse, "includeDebuglLogs': truelfalse, "includel ocalLogs":
truelfalse, "includeCoreFiles": truelfalse, "mntLogs": truejfalse, "includeSystemLogs': truelfalse, "policyXml": trueffalse, "fromDate":
"mm/dd/yyyy", "toDate": "mm/dd/yyyy" } } }

11. o Z pOSTE MEYS| 1 https://{ | SE-ip}/ers/config/supportbundleE E0{'d2 £ Send(EL7)E S =2I&LICt 2E Zo| 24}
27 FYE FE2 "201 Created(201 A 4)" HIAIX|7t ZA|Z|T Z3t7} H|oq Qloqok &rLict.


http://www.w3.org/2001/XMLSchema
https://%7BISE-ip%7D/ers/config/support
https://%7BISE-ip%7D/ers/config/support

i Works hitps:/10.201,230.99:9080/ers/config/networkdevice/name,Test Copy
POST w https:/[10.201.230.99/ers/config/supportbundie Y
Params Authorization e Headers (13) Body * Pra-request Script Tests Settings
none form-dat, X form-url ded @ raw binary GraphQL  JSOMW
P SUPPULLBUNULYE I
3 “name": - “test
4 "description”: "Support Bundle Generation",
5 "hostName": "ise3-ltest",
& "supportBundleIncludeOptions":
7 *includeConfigDB”: tzue,
8 “includeDebuglogs™: true,
9 “includeLocallogs®: true,
10 “includeCoreFiles”: true,
11 “mntLogs": true,
12 “includeSystemLogs”: true,
13 “policy¥ml”: true,
14 “fromDate”: “09/25/2023%,
15 "toDate": "69/25/2023"
16 3
17 3
8 %
Body Cookies (2) Headers (19) Test Results
Pretty Raw Praview Visualize JSON  ~ =

1
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@ Status: 201 Created Time: 2065 Size: 119 KB
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[E) Save as Example e+
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External RESTful Services (ERS) Online SDK

* Quick Reference Support Bundle Status

= APl Documentation

- L Wentity Group 3
. dentity Sequence Request:
UToNEn T e
| My Device Portal |
| | Native Supplicant Profile | Method: GET
L Metwork Device H .
| j R URE https://10.201.230.99/ers/config/supportbundlestatus
_ | Mode Details i HTTP 'Content-Type' Header: application/xmi | application./json
L :».'5"..1'.“ prie it | HTTP "Accept’ Header: application/xmi | application/json
| 4 Poral T""':; | HTTP 'ERS-Media-Type' Header (Not Mandatary): supportbundie.supportbundiestatus. 1.0
. Prov iler e E
_| Pull Deployment Info i HTTP "X-CSRF-TOKEN' Header (Required Only if Enabled from GUI): fetch
| Pxgrid Node H

| Pxgrid Settings

_ | Radius Server Sequence
_ | ResuD Store

_ | 5M5 Server

_ | 5XP Connections

| Request Cantent:
Hin

" | 5%F Local Bindings
.| S%F Vpns

- | Security Groups
| Security Groups ACLs

| Security Groups to Virtual Netwo
| Self Reqistered Portal
© | Spensor Group

_ | Sponsor Group Member i

.| Spensor Pamal <7wml versios="1.0" encoding="UTF-8"7>
_ Sponsored Guest Partal

| Support Bundle Download “nalinextPage pel="next” heef="link-to-next-page”
. Support Bundle Status

" | Support Bundle Trigger Configur.
. System Certificate
Tasara Crammmand Cara

<na0:resourcess
“nsliresgarce description="descriptioni”
<link rel-"self”
</mslireBource>

dd="adl”
href="flt jurl to ressurce namel>"

e a ay g e

= 1a_masas

2. Headers(3lIH) S 2 oS35t

42 St Zotok gLt

SDKO| EAIEI CHE APl 550 22

i hitps:/{10.201.230.99:9060/ers/config/networkdevice/name/Test Copy
GET v
Params Authorization ® Headers (12) Body # Pre-request Script Tests Settings
Headers < 9 hidden
Key

Value

Content-Type
Accept

ERS-Media-Type

applicationfjsen

applicationfjsen

<mal:searchiesult ¥mlns:na0="vZ. ers.ise. cigco.con” wmlns:nsls"ers. ige cisco.com” wmlng:ers-vis"ara-vi

typo="application/xml™ />
iprovicousPage rel="previcus” href="link-to-previcus-page” type="application/x=l®/»>

T eotale"I%s

name="namel ">
type="application/xml® />

——a e

2t S E eIt of ool M= JSONO| AHSE LI &

) save v &

Coockies

Deseription = Bulk Edit Presets -

suppertbundie.suppertbundiestatus.1.0

3. o Z GETS ME4St 1 https://{ | SE-ip}/er Slconfig/supportbundlestatusE £0{€2 £ SendE €
FEE E<2, 0% I“—. E2|HE x| HED #HE HEIt 2EE "200 OK" HA|IX| Aot &
HEOl o

Zroz R EYER 02 E YBFX| el of

2lgtL|Ct 2 E Zdo| SHIZ2 A
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https://%7BISE-ip%7D/ers/config/supportbundlestatus
https://%7BISE-ip%7D/ers/config/supportbundlestatus

M Workspace | https:f/10.201.230.99:9080/ers/config/networkdevice/name/Test Copy Save v £ B

GET v hitps:/110.201.230.99/ersfconfigfsupportbundi us —-—-—._’.“

Params  Authorization e Headers (13) Bodye  Pre-request Script  Tests  Settings Cookies

Headers < 10hidden

Key Value Description === Bulk Edit Presets ~
Content-Type application/json
Accept application/json
ERS-Media-Type supportbundle.supportbundiestatus.1.0

Key

Body Cookies (2) Headers (18) Test Results @ Status: 200 OK  Time: 4.215 Size: 1.48KB  [3) Save as Example  ees
Pretty Raw Preview Visualize JSON = rD Q
1 I
2 “SearchResult": {
3 “total®: 1,
4 “resources": [
5 i
]
7 “name”: "ise3-ltest”,
g "description': "Support Bundle Status api”,
9 “link": {
10 ‘rel*: "self",
11 "href": "https://10.201.230.99/ers/config/supportbundlestatus/ise3-1test”,
12 “type": "application/json
13 3
14 ¥
15 ]
16 I
17 |

4.1D7t =E &M Support Bundle Statustab Ot2i2] SDKZ 0|5 5101 Get-By-1dE MEHBILICL. oM AT WXH, S5t 5=

ol 2t slieiet ofld SELICH

External RESTful Services (ERS) Online SDK

» Quick Reference Support Bundle Status
- APl Documentation Get-By-ld

1 _.liw n ]
| identity Sequence Request.
I S oo eaen e eoememeAnh e oM emRSA Aot £ttt A e e em £ A A A £ et m et e et e e e
| My Device Portal
- Mative Supplicant Profile Method: GET
- Ketwark Device )

= 3
L ] Netwerk Device Group L https:/#10.201.230.99/ers/confg/supportbundlestatus/ {id}
L Hode Details HTTP "Content-Type' Header: application/xmi | application/json
' || PSN Node Details with Radius S
L Portal HTTP 'Accept' Header: application/xmi | application/json
I &J Porta
| o8 Por P HTTP 'ERS-Media-Type! Header (Not Mandatory): TR AR e T Tt 0

il
| Pull Degloyment Info HTTP "%-CSRF-TOKEN' Header (Required Only if Enabled from GUIR:  fetch
' | Pxgrid Node
| | Pxgrid Settings .
| | Radius Server Sequence Request Content:
| RestlD Store LTS
L SMS Server 1
L optamections || e
|| S¥P Local Bindings
psr et Response: (SBStatus)
e i e S N R R R S R .
| Segurity Groups ACLs
|| Seurity Groups to Virtual Netwo HTTP Status: 200 (OK)
| Saif Registered Portal
- Sponsar Group

- .
- | Sponsor Group Member £ C;;ntem.
| |
| 8 Tpansr Coral i <ixml wersion="1.0" encodimg="UTE=8"7>

. Sponsored Guest Portal i <nso L " supp dle.ers, ine.cisco.com” xminsixe="httpi//www.wd.org/2001/MLGchena” xnlnginsl="ers, ise.cisco.con”™ minsers="ers.ise.cisco.com”
" | support Bundle Dawnload : <#11LeName>i pport-bundle-pk- dmin-05-31-2019-06=37. tar .gpg</f1ileHame>
| support Bundle Status <filesize=535703</f1lesize>
- support Bundle Trigger Configur <hostHame>Testhode</hostHame=
' | System Certificate ge>Support Bundla an completeds/ 7
L B camma it o <startTime>Fri May 31 06:37:31 UTC 2019</startTime>

. X <atatus>complete</statos>
</na0:sbatatus>

5. Headers(5l|Cl) 2 2 0|S3t0{ SDKO| EAIEI CHE APl 2 &0 HF sHHE 7 LICE O] oo A= JSONO| ALEELICt Sl

T4 ch3a Zotof gt



B save

HITP https://10.201.230.99:0060/ersfconfiginetworkdevice/name/Test Copy w
oFT N “
Params Authorization e Headers (12) Body Pre=ragquest Tasts Cookies
Headers < 9 hidden
Key Value Description =+ Bulk Edit Presets v
Content-Type application/json
Accept application/json
ERS-Media-Type supportbundle. suppertbundiestatus.1.0
6. Ao = GETE MEY5t 1 https.//{I SE-ip}/er sconfigisupportbundlestatus/{id} & 3EAH0IA =Z5 IDE E0{<2 & SendE 28
SLUCL 2E XWo| 2H2H FEE B2, IIXA 22 ECHE X HEL| 2t 8 o2 et 2Tl HE e &7 "200 OK" HIAIX|2 A
= = 1Ll | = B =
7t & Al=|ofok EFLICH PUT S3toll 2R8I 2 0| §3t2| fileNameS 7|58l SLICH
|.|.TF_ https:/f10.201.230.99:9080/ers/config/networkdevice /name/ Test Copy [a Save
GET ~ htips:/i10.201.230.99/ers/config/supporibundiestatus/fise 3-1test ‘— —————__*
Params Authorization = Headers {13} Body » Pre-request Script Tests Settings Cookles
Headers < 10 hidden
Key Value Description Bulk Edit  Presets
Content-Type application/json
Accept application/json
ERS-Media-Type supportbundle.supportbundlestatus1.0
Headers (19) Test Results '@L Status: 200 OK Time: 713 ms Size: 1.72 KB |—':,J Save as Example ses

F

Praview Visualize

Raw

JSOM =
“sBStatus”: §
“id": "ise3-1test",
"name": "ise3-ltest",
“description”: "Support Bundle Status api"
I 'fileName™: "ise-support-bundle-pk-ise3-1test-external-09-26-2023-81-26.tar.gpg", |
“tilebize™: 430200962,
“hostName*: “ise3-1test™,
"message”: “Support Bundle Removed successfully®,
"startTime™: "Tue Sep 26 81:26:44 UTC 2823",
H
"rel": "self",
“href®: "https://10.201.230.9%/ers/config/supportbundlestatus/ise3-1test",
“type”: "application/json”
E;
L
= (=)
= [f2E2E
= = = o = A A
E0| 2= E HEQX| EFQIE F CIREEFHA £ A&LICH
(=) = o o = o 2 S
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https://%7BISE-ip%7D/ers/config/supportbundlestatus

External RESTful Services (ERS) Online SDK

+ Quick Reference

ity Sequence
bnternal User

My Devige Portal

Mative Supplicant Profile
Matwork Davice

Bietwork Device Group
Bade Details

FSH Hode Details with Radius Sei
Portal

Portal Theme

Profifer Frofile

#ull Deglayment lnfs
Fxgrid Nede

Prgrid Settings

Radius Server Sequence
BestlD Siore

SMS Sarver

S¥F Connections

5P Logal Bindings

SXP Wpas

Security Croups

Security Groups ACLS
Security Croups to Virtual Netwo
Salf Regiitered Portal
Spoesor Group

Sponsor Group Member
Spoasor Portal
Spoasored Guest Portal
Suppart Bundle Downlosd
Support Bundle Satus
Support Bandle Trigger Configur
System Certificase

Tacaes Command Seis

2. Headers(3l) 2 2 0|5

T2 o3t Zotok

ﬁ https://10.201.230.99:9060/ers/config/networkdevice/name/Test Copy
GET v
Params Authorization e Headers [12) Body * Pre-request Script Tests
Headers » @ hidden
Key Valug
Content-Type applicationfjson
Accept applicationfjson

ERS-=Media-Type

Support Bundle Download

Methad:
o oUme
HTTP 'Content-Type' Header:
HTTP ‘Aceept’ Header:
HITP 'ERS-Media-Type' Header (Not Mandatory):

HTTP "K-CSRF-TOKEN' Header (Requined Oriy if Enabled from GUI):

Request Content:
e

<7xal versisn="1.0" encodings"UTF-4"1x

<z -uwﬂrhbﬂ:ﬂ!c salos:nad-"supporthundle. ors. fse.cisca.con® smlassxa='bttpsd sl org/ 288 /D0 Schonst
£ bundle file name to bo picked for dounlasde/?iledamed

“EraSupportBusdlebownload” =z {
ileNaze” :
Response: (MAA)

HTTP Status: 200 {0K)

Content:

https://10.201.230.99, i

B/5upp
application/xml | application/json
application/xmil | spplication/jsen
supportbundle supportburdiedawnlosd. 1.0

The Taken walue from the GET X-CSRF-TOKEN fetch request

"Support busdle file nase to be picked for download”

|Reeponss i returnod am an Octot Stream repressnting a TAR.GPO fils. |

gfuict.

5t SDKO| EAIEI CHE AP E&0f

o
=

Settings

supportbundle supportbundledownload. 1.0

[=] = = = St =Eo o =l = i
3. 2& SIHZ oS5t rawE MEL|CE o[ 7| 5t x| HES TR ZEStE Ol 2R
P
A& Lt
oW https://10.201,.230.99:9060/ers/config/networkdevice/mname/Test Copy
POST e
Params Authorization » Headers (11) Body Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL XML

4. 2o met gt HEstod 22 A

440{| XML EE= JSON

L

HE3g o0&t ot

C(ise-support-bundl e-pk-ise3- 1test-external -09-26-2023-01-26.tar.gpg).

XML

xalns:nel="ers.ise.cisco.con® alns:ecs="ars.ise.cisco.com™

2t SIHE FdELIc o] ofod M= JSoNO| AHSELICH. sl

B save

Cookies
Description Bulk Edit Presets -
Bh XML £ JSON ’IZ38 Bo{de +
Save v
Cookies
Beautify
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