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O|&= C1000 CLIS| %A ZAIm|8lo|MelLct.

aaa hew-model

radius server ISE33
address ipv4 1.x.x.191
key ciscol23

aaa group server radius AAASERVER
server name ISE33

aaa authentication dotlx default group AAASERVER

aaa authorization network default group AAASERVER

aaa accounting dotlx default start-stop group AAASERVER
dotlx system-auth-control

interface Vlanl2
ip address 192.168.10.254 255.255.255.0

interface Vlanl4
ip address 1.x.x.101 255.0.0.0

interface GigabitEthernetl/0/1
Switch port access vlan 14
Switch port mode access

interface GigabitEthernetl/0/3
Switch port access vlan 12
Switch port mode access

interface GigabitEthernetl/0/4
Switch port access vlan 12
Switch port mode access

interface GigabitEthernetl/0/2
Switch port access vlan 12

Switch port mode access
authentication host-mode multi-auth
authentication port-control auto
spanning-tree portfast edge

mab

// for packet capture
monitor session 1 source interface Gil/0/2
monitor session 1 destination interface Gil/0/3
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Authorizal F ¥
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Security Groups Hits Actions

Profiles

Conditions

HHES AR L|Chshow ip device tracking all.

IP C|HIO|A =X 7|s0| HIEEetE|R=X] = elste{H BHE
<ffroot>
Switch #

show i p device tracking all

Global IP Device Tracking for clients

Di sabl ed

MAB ZHI|2zjo|M =

124 MAB 215 H
AlEEFL|Chshow ip device tracking all.

IPC|HtOl& FX J7|50| #8350 UK &l

<#froot>

Switch #

show i p device tracking all

Global IP Device Tracking for clients

Enabl ed

Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0



IP Address MAC Address Vlan Interface Probe-Timeout State Source

Total number 1interfaces enabled: 1
Enabled interfaces:
Gil/0/2

2BHAH. MABQIZ &
Win10 PC10{A MAB Q&2 X 7|5t6t 1 BES A&l 5104 GigabitEthernetl/0/201 M 1P & x| =X 0| AEIE & QI8 L|Chshow ip device

tracking all.

<#root>
Switch #

show i p device tracking all

Global IP Device Tracking for clients

Enabl ed

Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0

192. 168. 10. 10
b496.9115.84cb 12 GigabitEthernetl/0/2 30
ACTI VE

ARP

Total number interfaces enabled: 1

Enabled interfaces:

Gil/0/2

3EA. 215 AM =l

2232 show authentication sessions interface GigabitEthernet1/0/2 details A4 5t04 MAB Q15 A4S &QIgHLICH.
<#root>

Switch #

show aut hentication sessions interface G gabitEthernet1l/0/2 details

Interface: GigabitEthernetl/0/2



MAC Address: b496.9115.84cb
IPv6 Address: Unknown

IPv4 Address: 192.168.10.10
User-Name: B4-96-91-15-84-CB
Status: Authorized

Domain: DATA

Oper host mode: multi-auth
Oper control dir: both

Session timeout: N/A

Restart timeout: N/A

Periodic Acct timeout: N/A
Session Uptime: 114s

Common Session ID: 01C200650000001D62945338
Acct Session ID: 0x0000000F
HandTe: OxBE000007

Current Policy: POLICY_Gil1l/0/2

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:

Method status Tist:
Method State

mab Authc Success

4%H7|. Radius 2+0|E 21 &0l

ISE GUIO| M Operations(2F) > RADIUS> LiveLog(Zt0|E 21)Z 0|55l0{ MAB 2152 <I$t 2tol2 2 & &lgtLch

Live Logs Live Sessions

Miscanfigurad Supplicants Misconfigunsd Notwark Devieos RADIVS Drogs Cllont S1eppad Respanding Ropest Gounter

0 0 0 0

Authorization Pollcy Authorization Profes 1P Addross Matwork Du.

. ] | | |
SCHA| IPCIHHOIA %0 THZ! Ml AHE 2ol

H-E show interfaces GigabitEthernet1/0/2 A& 5104 GigabitEthernet1/0/22| MAC A& EQIgFLICH

<tfroot>
Switch #

show i nterfaces G gabitEthernetl1/0/2

GigabitEthernetl/0/2 1is up, line protocol is up (connected)
Hardware is Gigabit Ethernet, address is 3c41.0e4f.1782 (bia 3c41.0e4f.1782)



IHZ! Z4x{o| M ARP Z 2 E 7} 300+ GigabitEthernet1/0/201 2fs &S L= K| = QI

74 81:26:01.357866 3c:41:@e:4F:17:82 IntelCor 15:84:ch ARP 6@ Who has 192.168.10.10? Tell 9.92.0.0
75 @1:26:81.357988 IntelCor_15:84:ch 3c:41:0e:4f:17:82 ARP 68 192.165.10.18 is at b4:96:91:15:84:cb
113 @1:26:30.825787 3ci4l:0e:4f:17:82 IntelCor_15:84:cb ARP 6@ Who has 192.168.10.187 Tell ©.0.9.0
114 @1:26:38.825919 IntelCor_15:84:cb 3c:41:0e:47:17:82 ARP 68 192.168.10.10 is at b4:96:91:15:84:ch
138 @1:26:59.688695 3c:41:0e:4f:17:82 IntelCor_15:84:cb ARP 68 Who has 192.168.10.18% Tell @.0.0.0
139 @1:26:59.688876 IntelCor_15:84:cb 3c:41:0e:4F:17:82 ARP 68 192.168.10.10 is at b4:96:91:15:84:cb
158 @1:27:28.392691 3c:41:0e:4F:17:82 IntelCor_15:84:ch ARP 68 Who has 192.168.10.167 Tell 9.0.0.0
159 @1:27:28.39291@ IntelCor_15:84:ch 3c:41:0e:4f:17:82 ARP 68 192.168.10.18 is at b4:96:91:15:84:ch
179 @1:27:57.827636 3ci4l:0e:4f:17:82 IntelCor_15:84:ch ARP 6@ Who has 192.168.10.187 Tell @.0.0.0
186 @1:27:57.827784 IntelCor_15:84:ch 3c:41:0e:4F:17:82 ARP 68 192.168.10.10@ is at b4:96:91:15:84:¢ch
ARP ZZ2H

o) &0l ARP ZZEH O| BHAIR} [P F AT} 0.0.0.0Q!X| &QlstLCt

,‘ Wireshark « Packet 74 . pciPassthru0

Frame 74: 68 bytes on wire (488 bits), &8 bytes captured (488 bits) on interface @
Ethernet II, Src: 3c:41:8e:47:17:82 (3c:41:8e:4f:17:82), Dst: IntelCor_15:84:cb (b4:96:91:15:84:ch)
¥ Address Resclution Protocol (regquest)

Hardware type: Ethernet (1)

Protocol type: IPwv4 (8x@588)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: 3c:41:8e:47:17:82 (3c:41:8e:4f:17:82)

Sender IP address: 8.8.8.8

Target MAC address: IntelCor 15:84:cb (b4:96:91:15:84:ch)

Target IP address: 192.168.18.18

ARP ZE2HO| ME ME

=

Catalyst Switch2| IP C|HFO|A F&| 7|52 YWAIKFIPFATL0.0.0.02 ARPEZZEHE MEE M WindowsPCOHIAM IPFA SES AU
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7ts 8t 31 W2 Troubleshoot Duplicate IP Address 0.0.0.0 Error Messages(35 1P £4 0.0.0.0 2 F HA|X| EMHERT)E FE 54
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RbMIEH LHE 2 Cisco LabOl M EIAESRH 2 £2M0| of & XS AAIR.
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https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#toc-hId-1801948000

Switch (config)#ip device tracking probe delay 10

PP E M50 X[ ™S =l LICHshow ip device tracking all.

<ffroot>

Switch #show ip device tracking all

Global 1P Device Tracking for clients = Enabled
Global 1P Device Tracking Probe Count = 3
Global 1P Device Tracking Probe Interval = 30

QA obal | P Device Tracking Probe Delay Interval = 10

192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP

Total number interfaces enabled: 1
Enabled interfaces:
Gil/0/2

2.ARPZZH0| CHt Rl & AA 7Y

ARP ip device tracking probe auto-source fallback <host-ip> <mask> [override] Z2E 9| AA [PFAE &
0| HAS AESIHARPZZEO| IPAAT}0.0.0.00] OtL|Et ZAE T} AFFSHE VLANO Q= SVI(Switch Virtual Interface)2| IP 3
20[|7HLE sviol 1P FATH MHEE|0] UX| fo™H RS2 2 HAHELICH

LS — 1—

o

<hogt-ip>E 0.0.0.2002 2 7 M5H= o iLct.

Switch (config)#ip device tracking probe auto-source fallback 0.0.0.200 255.255.255.0 override

e 1. svIQ| IP7F +EE

0| EMoiM= MAB Q152 s&5tE 2l -|IH|0|/\(G|gab|tEthernet1/O/2)01| CHaH SVI IP A (vian129| IP FA)E MMSIEE ARPEZER
He

[y o
HO| AA IPFEAT}192.168.10.2542 HZAE/L|C}.

show ip devicetracking all BEE M&A5to] At LA 0| MHE =telgLct.

<tfroot>

Switch #show ip device tracking all

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3
Global IP Device Tracking Probe Interval = 30



Global IP Device Tracking Probe Delay Interval =0
IP Device Tracking Probe Auto Source = Enabled

Probe source | P selection order: SVI, Fall back 0.0.0.200 255. 255.255.0

192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP

Total number interfaces enabled: 1
Enabled interfaces:
Gil/0/2

o=l Zix{ol M ARP Z 2 7} 30X 0}C} GigabitEthernet1/0/204] 0|5l M& = K| &QlghL|ct.

182 13:31:03.121397 3c:41:@e:4f:17:cl IntelCor_15:84:ch ARP 6@ Who has 192.168.18.107 Tell 192.168.18.254
163 13:31:03.121688 IntelCor_15:84:cb 3c:41:8e:4f:17:c1 ARP 60 192.168.10.10 is at b4:96:91:15:84:ch

123 13:31:33.886355 3c:41:0e:4f:17:cl IntelCor_15:84:cb ARP 6@ Who has 192.168.18.107 Tell 192.168.18.254
124 13:31:33.8865082 IntelCor_15:84:ch 3cid4li@er4fi17:cl ARP 60 192.168.10.10 is at b4:96:91:15:84:ch

144 13:32:01.534263 3c:41:0e:4F:17:c1 IntelCor_15:84:ch ARP 60 Who has 192.168.10.167? Tell 192.168.18.254
145 13:32:01.534377 IntelCor_15:84:cb 3c:41:8e:4f:17:c1 ARP 66 192.168.10.18 is at b4:96:91:15:84:ch

163 13:32:3@.386323 3c:41:0e:4f:17:cl IntelCor_15:84:ch ARP 68 Who has 192.168.18.187 Tell 192.168.18.254
164 13:32:3@.386325 IntelCor_15:84:ch 3cid4l:@e:4fi17:cl ARP 6@ 192.168.10.10 is at b4:96:91:15:84:ch

182 13:32:59.184148 3c:41:0e:4F:17:c1 IntelCor_15:84:cb ARP 60 Who has 192.168.10.187 Tell 192.168.16.254
183 13:32:59.184318 IntelCor_15:84:ch 3ci4l:Be:4f:17:cl ARP 6@ 192.168.10.18 is at b4:96:91:15:84:ch
ARP T2 H

mZ! oM ARP Z2E 0| 2 AR} P FAT} SVI(vian 12)2] 1P 192.168.10.254 1 X| & QI8 L|C}.

Wireshark - Packet 102 . pciPassthrul
; P

Frame 182: 6@ bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface @
Ethernet II, Src: 3c:4l:8e:4f:17:cl (3c:41:8e:4f:17:c1), Dst: IntelCor_15:84:chb (b4:96:91:15:84:ch)
v Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPw4 (8x@388)
Hardware size: 6

Protocol size: 4
Opcode: request (1)

ender MAC add ; ;4l:8e:af:17:c1 (3c:41l:@e:47:17:c1)

sender IP address: 192.168.18.254

Target MAC address: IntelCor_15:84:cb (b4:96:91:15:84:ch)
Target IP address: 192.168.18.18

ARP ZE2HO| ME ME

{E 2. sviQ| IP7F A EIR| oE S

o| EMoiMHE ARPZEZE 2| CHAI0] 192.168.10.10/240|2 2 SVI IP FAT} LHE|X| Ot AR AA IPFAE 192.168.10.200L]
Ct.

Switch (config)#int vlan 12



Switch (config-if)#no ip address

show ip device tracking all 2

<ffroot>

Switch #show ip device tracking all
Global 1P Device Tracking for clients = Enabled
Global 1P Device Tracking Probe Count = 3

Global 1P Device Tracking Probe Interval = 30
Global 1P Device Tracking Probe Delay Interval =0
IP Device Tracking Probe Auto Source = Enabled

Probe source I P selection order:

AL

5101 XtS LA 9

SVI, Fal | back 0.0.0.200 255. 255. 255.0

192.168.10.10 b496.9115.84cb 12 GigabitEthernetl/0/2 30 ACTIVE ARP

Total number interfaces enabled: 1
Enabled interfaces:
Gil/0/2

ozl Z4%{ol M ARP Z 2 E 7} 30X 0}C} GigabitEthernet1/0/204] 2|5l M& = K| &QlgtL|ct.

279

13

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

=50
39:
39:
39:
39:
39:
4a:
4a:
4
4
41:
41:

180.
8a.
290
29.
58.
58.
27.
27.
57.
57.
27.
27.

ARP ZZH

LA

‘ Wireshark - Packet 176 . pciPassthru

167788
167975
131512
131616
724683
724858
746620
746784
248571
248782
193284
193419

3c:4l:ge:af:17:
IntelCor_15:84:
182

3c:41:0e:47:17

IntelCor_15:84:
182

3c:4l:Be:41:17

IntelCor_15:84:
182

3c:41:8e:4T:17

IntelCor_15:84:
182

3c:4l:8e:47:17

IntelCor_15:84:
182

3ci4l:ge:af:l7

IntelCor_15:84:

82
cb

cb

ch

cb

cb

ch

IntelCor_15

3c:41:@e:4f:
IntelCor_15:
3c:4l:8e:4T:
IntelCor_15:
3ci4l:@e:af:
IntelCor_15:
3c:4l:@e:4T:
IntelCor_15:
3c:4l:@e:4f:
IntelCor_15:
3cid4l:@e:af:

184
17:
a4
17:
84
17:
84
17:
a4
17:
84
17:

chb
82
cb
82
ch
82
cb
82
cb
82
ch
82

HAOIM ARP ZZ2E 0| BEAIK}L IPFATE 192.168.10.2002 2 HHZA L]

ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

68 Who

68 192,

68 Who

68 192.

68 Who

68 192,

68 Who

68 192.

68 Who

68 192.

6@ Who

68 192,

has

168.

has
163
has

168.

has

168.

has

168.

has

192.168.18.182

18.18 is at b4:

192.168.10.187

.18.1@ is at b4:

192.168.18.182

10.18 is at b4:

192.165.1@.187

10.18 is at b4:

192.168.18.182

18.18 is at b4:

192.168.18.182

.18.18 is at b4:

Tell 192.168.1@.200

96:91:15:
Tell 1a2.
:84:ch
Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:
Tell 192.
96:91:15:

96:91:15

84:ch
168.1@. 280

168.18.2868
84:ch
168.1@.268
84:ch
168.18. 200
84:ch
168.1@.208
84:ch

Frame 176: 6@ bytes on wire (480 bits), 6@ bytes captured (488 bits) on interface @
Ethernet II, Src: 3c:41:8e:4f:17:82 (3c:41:@e:41:17:82), Dst: IntelCor 15:84:cb (b4:96:91:15:84:ch)

Hardware
Protocol
Hardware
Protocol

type:
type:
size: 6
size: 4
request (1)

Sender MAC address:

% Address Resolution Protocol (request)
Ethernet (1)
IPv4 (@x@308)

Sender IP address: 192.168.18.280

Target MAC address: IntelCor 15:84:cbhb (b4:96:91:15:84:cb)
Target IP address: 192.168.18.18

3c:41:@e:47:17:82 (3c:41:8e:47:17:82)



3IPEXI FXE T = HIFGstErLICt

IPip devicetracking maximum O C|HIO|A =g H|gd5tstoit HE S ML

10| BHE2 IpC|HOlA FXMg MN2 HIZHSt6tR|E AXIE FHEE SAE 8 022 A EHELICH

Switch (config)#int gl1/0/2
Switch (config-if)#ip device tracking maximum O



GigabitEthernetshow ip device tracking all 1/0/204| A |P C|HFO|A FZX{ 9|

Switch #show ip device tracking all

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3

Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval =0

A E

IP Address MAC Address Vlan Interface Probe-Timeout State Source

Total number interfaces enabled: 1
Enabled interfaces:

Gil/o/2
Hx
EEIPFA0.00.02F HAIX| EB{EFE]

IPDT At x| EHQq &tO|


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ip/address-resolution-protocol-arp/118630-technote-ipdt-00.html
https://www.cisco.com/c/en/us/support/docs/ip/address-resolution-protocol-arp/118630-technote-ipdt-00.html
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