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cts sxp AFHZ
cts sxp 7|2 HIHHZ cisco

cts sxp @122 I|0{ 10.127.197.53 H]

cts sxp default source-ip 10.127.213.27

UHE 7|2 2E m|of AI|7 EF/ A[ZH0 0 vif Mgmt-vrf

ISE 743

1EHA. ISEXIA SXP MH|A &%

SEt

Administration(& 2l) > System(A|AE]) > Deployment(7 %) > Edit the node(cE HENZ 0|55t
Policy Service(&2 MH|A)0| M Enable SXP Service(SXP MH|A &E4sHE MENELICH

Deployment icensing Certificates Logging

Administration - System

Maintenance Upgrade Health Checks Backup & astore

@) Administration

-

o
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Monitoring

Enable Session Services

Enable Profiling Service
Enabla Threat Centric NAC Sarvica
Service

Enable

GlgabitEthernet 0

Enable Device Admin Service

Enable Passive Identity Service

< pxGrid

2EH7|. SXP C|HIO|A FE7}

A Q| %0 CHEH SXP £=4Al7| &l

Enable pxGrid Cloud

AT|FHE 7524 Workcenters(2Fe] MIE]) > Trustsec >



SXP > SXP Devices(SXP C|HIO|A)Z 0|5 &fLC}.
|0 Y& 0| UE ARIXKIE ElAHE FItstT 7|2 THQlol g gilct

Work Centers - TrustSec

Components TrustSec Policy Policy Sets SXP ACI Troubleshoot

, . Input fields marked with an asterisk (*) are required.
SXP Devices

All £ Mappings Nama
c93008

1P ]
10.127.213.27

Status

Enabled

Advanced Settings

3EHA|. SXP A

Add radius mappings into SXP IP SGT mapping table(SXP IP SGT O{%& E{|0|£ 0{l RADIUS OH&
Z7}o| Mefz|o] QEX| &Ql5t0od ISE7| Radius 2152 Sl SX IPo| SGT OHEE &S
gt



Work Centers - TrustSec

Components TrustS Policy Policy Sets SXP ACI Troubleshoot Reports Settings

SXP Settings

Publish SXP bindings on PxGrid 88 Add radius mappings into SXP IP SGT mapping table

Global Password

1EHAH|. AQ|%|2| SXP ¢4

C9300B#show cts sxp connections vrf Mgmt-vrf

SXP: &3 E

XHElE =1 HT: 4

7|2 HIZHS: 4

7|12 71 Ml dHEEXK| §f S

7|2 7l Ml ol&: T eiad

7|8 &AAIP: 10.127.213.27

A CHAl Al 7] 712t 120%

Z=d 717k 120%

L7| "HAlz EtO|H7F M- QUK| ek&LICH
LHELHZ (o] CHEF T|of A|A STF M3 MEEX| A S
7tx{27(oi cHEr m|of A[EA Sk AgH MEEX| S

1|04 IP: 10.127.197.53

AP 10.127.213.27

1A HE: HE

Conn H{&: 4

Conn 7|5: IPv4-IPv6-AMEY!

Conn 25 AlZF 120%

2 P SXP 417

Q14 inst#: 1

TCP conn fd: 1

TCP HZ H|ZHS: 7|2 SXP H|EHE
27 EfOo|H7t A~ SLCE

OFX|2F &fEf #4FE o|= 2| 7|zt 0:00:23:36(dd:hr:mm:X)

0x7F128DF555E0 VRF:Mgmt-vrf, fd: 1, I|01ip: 10.127.197.53
cdbp:0x7F128DF555E0 Mgmt-vrf <10.127.197.53, 10.127.213.27> tableid:0x1




2CHA|. ISE SXP &0l

Workcenters(XF 4 MEq) > Trustsec > SXP > SXP Devices(SXP C|HIO|A) of2Holl A A Q| x|of| CHEH
SXP &EH7F ON(ZAR) I K| & elgfLct.

Policy Sets

SXP Devices

Account Status Type dantity Endpoint 1D Endpoint IP Ad... Account Authentication

4T, ISE SXP O{Z

Workcenters(Z 4 MIE) > Trustsec > SXP > All SXP Mappings(2-S SXP Oi&)£ 0|5 35t04
Radius MMM SMo 2 st&E PO SGT HE S & QIgLCh

Learned By SXP Domaln PSNs Involved
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Local - ISEMIAM HXMo 2 &2E IP-SGT HFQIZ IL|Ct.
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C9300B#show cts sxp sgt-map vrf Mgmt-vrf brief
SXP = E |ID(+444%E)):0x03030303(3.3.3.3)
Ct=0t 22 IP-SGT THE:

IPv4, SGT: <2.2.2.2, 9>

IPv4, SGT: <10.197.213.23 , 5>

& |P-SGT OH& £=: 2




sxp_bnd_exp_conn_list2| conn(total:0):
C9300B#

C9300B#show cts role-based sgt-map vrf Mgmt-vrf all
M IPv4-SGT HiRld HE

IP =4 SGT A4

2.2.2.29 SXP
10.197.213.23 5 SXP
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ISE 2 11 A
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show logging application localStore/iseLocalStore.log:

2024-07-18 09:55:55.051 +05:30 0000017592 3002 NOTICE Radius-Accounting: RADIUS
Accounting watchdog 4Gl O| £, ConfigVersionld=129, Device IP Address=10.197.213.22,
UserName=cisco, NetworkDeviceName=pk, User-Name=cisco, NAS-IP-Address=10.197.23.2,
NAS-Port=50124 Framed-IP-Address=10.197.213.23,
Class=CACS:16D5C50A00000017C425E3C6:pk3-1a/510648097/25, Called-Station-ID=C4-B2-
39-ED-AB-18, Calling-Station-ID=B4-96-91-F9-56-8B, Acct-Status-Type=Interim-Update, Acct-
Delay-Time=0, Acct-Input-Octets=413, acct-Output-Octets=0, Acct-Session-Id=00000007, Acct-
Authentic=Remote, Acct-Input-Packets=4, Acct-Output-Packets=0, Event-
Timestamp=1721277745, NAS-Port-Type=Ethernet, NAS-Port-ld=TenGigabitEthernet1/0/24,
cisco-av-pair=audit-session-id=16D5C50A00000017C425E3C6, cisco-av-pair=dot1x, cisco-av-
pair=cts:security-group-tag=000, Acs SessionlD=3 -1a/510648097/28, SelectedAccessService=7|
E HE 3 HM A, RequestLatency=6, Step=11004, Step=11017, Step=15049, Step=15008,
Step=22085, Step=11005, NetworkDeviceGroups=IPSEC#Is IPSEC Device#No,
NetworkDeviceGroups=Location#All Locations, NetworkDeviceGroups=Device Type#All Device
Types, CPMSessionID=16D5C50A00000017C425E3C6, TotalAuthenLatency=6,
ClientLatency=0, HE®|3 & x| L2 E=Cisco, Location=Location#ZE ||, Device
Type=Device Type#Z & C|HIO|A &, IPSEC=IPSEC#ls IPSEC Device#No,

show logging application ise-psc.log:

2024-07-18 09:55:55,054 C|H{1 [SxpSessionNotifierThread][]
ise.sxp.sessionbinding.util.SxpBindingUtil -:::-

prrtCpmBridge0i| M EF2 MM 7t 2Z:

21 8% ==>ADD, sessionld ==> 16D5C50A00000017C425E3C6, sessionState ==>
ACCEPTED, inputlp ==> 10.197.213.23, inputSgTag ==> 0005-00, naslp ==> 10.197.213.22null,
vn ==> null

SXP === H2DB H|O|20] IP + SGT & & MY 3t O|F PAN =& O| IP SGT 0HEE +Est L ISEGUIS ZE
SXP Of&of Bt gtL|CH(Workcenters ->Trustsec ->SXP->All SXP Mappings).

show logging application sxp_appserver/sxp.log:

2024-07-18 10:01:01,312 & [sxpservice-http-96441] cisco.ise.sxp.rest.SxpGlueRestAPI:147 -
SXP-PEERF A|4d HtRIE &7 HHX| Z71: 1

2024-07-18 10:01:01,317 DEBUG [SxpNotificationSerializer-Thread]
cpm.sxp.engine.services.NotificationSerializerimpl:202 - 2| ¢4 [add=true,
notification=RestSxpLocalBinding(tag=5, groupName=null, ipAddress=10.197.213.23/32,
naslp=10.197.213.22, sessionld=16D5C50A00000017C425E3C6, peerSequence=null,
sxpBindingOpOp type=null, sessionExpiryTimelnMillis=0, apic=false, routable=true, vns=[])]




2024-07-18 10:01:01,344 C|H{ 1 [SxpNotificationSerializer-Thread]
cisco.cpm.sxp.engine.SxpEngine:1543 - [VPN: 'default’] M HF1Z! F7}: MasterBindingldentity
[i(p=10.197.213.23/32, peerSequence=10.127.197.53,10.197.213.22, tag=>5, isLocal=true,
sessionld=16D5C50A00000017C42 E3C6, vn=DEFAULT_VN]

2024-07-18 10:01:01,344 C|H 1 [SxpNotificationSerializer-Thread]
cisco.cpm.sxp.engine.SxpEngine:1581 - HFQIE! 174 F7}

2024-07-18 10:01:01,344 DEBUG [SxpNotificationSerializer-Thread]
cisco.cpm.sxp.engine.MasterDbListener:251 - H2 X{Z|7|0f| HIQIE F7}E I8 2 XM E, HIQIY
1

2024-07-18 10:01:01,344 C|H{1 [H2_HANDLER] cisco.cpm.sxp.engine.MasterDbListener:256 -
MasterDbListener Processing onAdded - bindingsCount: 1

(o)

SXP-E&= %A IP-SGT HIQIZ o 2 T|o] AL|%|E YO|o|EgtLICt.

2024-07-18 10:01:01,346 C|EHH1 [pool-7-thread-4]
opendaylight.sxp.core.service.UpdateExportTask:93 -
SXP_PERF:SEND_UPDATE_BUFFER_SIZE=32

2024-07-18 10:01:01,346 C|H{1 [pool-7-thread-4]
opendaylight.sxp.core.service.UpdateExportTask:116 -
[ISE:10.127.197.53][10.127.197.53:64999/10.127.213.27:31025][O|Sv4](2)= SENT_UPDATE
2024-07-18 10:01:01,346 DEBUG [pool-7-thread-4]
opendaylight.sxp.core.service.UpdateExportTask:137 - SENT_UPDATE SUCCESSFUL to
[ISE:10.127.197.53][10.127.197.53:64999/10.127.213.27:31025][O|Sv4]

AQx|e ClH{a

SXPiZd &l HClo|E EXE sidstzdH AQAR|0IM Ol24Et CIHE & d=tEfLict.

cts sxp conn C|H{2

ctssxp Ll 2F

cts sxp mdb C[H{ 2

ctssxp MIA|X| |2

Switch7t SXP Speaker "ISE"0| M SGT-IP OHE & IR &LICE

ct

Ol

238 2249 Show logging2 ME4gFLICH.

78 182 04:23:04.324: CTS-SXP-MSG:sxp_recv_update_v4 <1> I|0{ ip: 10.127.197.53

72 182 04:23:04.324: CTS-SXP-MDB:IMU I|04 10.127.197.5304| A HI RIS F7}:- <conn_index
=1>

72 182 04:23:04.324: CTS-SXP-MDB:mdb_send_msg <IMU_ADD_IPSGT_DEVID>




72 182 04:23:04.324: CTS-SXP-INTNL:mdb_send_msg_process_add_ipsgt_devid Start
Jul 18 04:23:04.324: CTS-SXP-MDB:sxp_mdb_inform_rbm tableid:0x1 sense:1 sgt:5

peer:10.127.197.53
72 18L 04:23:04.324: CTS-SXP-MDB:SXP MDB: &= F7} ip 10.197.213.23 sgt 0x0005

72 182 04:23:04.324: CTS-SXP-INTNL:mdb_send_msg_process_add_ipsgt_devid 2=

bed xde
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_segmentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_segmentation.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
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