Insominiag AI23t= ISE 3.30{|A{ JSON EE=
XML 2 API S E£2 Salf LHE AFSAF 714

=R

)|

ol EMoME API =1t &7 JSON EE= XML Cl|O|E| &€ A2 &25104 Cisco ISEL| LHE A2 X}
T30 CHaH AHEEFL|CE

AN T A

« ISE 3.0 0|4t
- API 22}0|01E AZ EQ|of.

ANBEE T4 2

ol 2ol MEE S5 B #o| ClufolAE EC2 HAEIUALICH of 2Mof A8E B E Clut
olat Z7ISHEI(7IR) T TBI0MoE AR EIGALICH S UEATTL &S 591 39 BE

FHo| FMXHQ B E OI2| SKISHAIZ| HFEfLICE



D POST (Sending new Internal User settings)

—
i

Client ISE

200 (New configuration has been
created successfully)

GET (Requesting information)

200 (Information provided)
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1. Administration(Z2l) > System(A|AE]) > Settings(A ) > API Settings(API A4H) > API Service
Settings(API MH|A M%) E O|SELICt

2. ERS(2171/47|) Mg &5ttt

= el Identity Services Engine Administration / System

J Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Gliont Pravisioning

FIPE Mode API Settings

Security Settings

¥ Ovarview API Service Settings AP| Gateway Sellings
Al. 1tin
General MDM | UEM Settings
' ~  AP| Service Sottings for Administration Nodo
‘ Posture »
@) ERS (Read/Write)
r Frofiling Open API (Read/Write)
Pratocals
- ~ CSRF Check ( only for ERS Settings )

Endpoint Seripls

Proxy () Enable CSRF Check for Enhanced Security (Not compatible with pre ISE 2.3 Clients)

SMTP Sarver © Disable CSRE For ERS Request (compatible with ERS clients older than ISE 2.3)

SMS Gatewiy

System Time

| API Settings
Heset
Data Connect




B New Folder
© HTTP Request
© Event Stream Request (SSE)

© GraphQL Request

© gRPC Request

© WebSocket Request

2— From Curl

B From File

JSON 2H

URL: https://x.x.x.x/ers/config/internaluser
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v https://127.0.0.1/ers/config/internaluser

Body

No Body =

Form Data
Form URL Encoded

GraphQL

JSON
XML
YAML
EDN

Plain Text

Other




v https://127.0.0.1/ers/config/internaluser

Params Body Autl Headers L4 Scripts

InternalUser™: {
"name”: "User@l”,
"description™: "this is the first user account”,
"enabled": true,
"email"”: "userl@local.com”,
"accountNameAlias": "User 001",
"password”: "bWndhehq8ZCVirk™,
"firstName”: “User™,
"lastName": "Cisco”™,
"changePassword”: true,
"identityGroups"”: "al740510-8c01-11e6-996c-525460b48521",
"passwordNeverExpires”: false,
"daysForPasswordExpiration™: 68,
"expiryDateEnabled”: false,
"expiryDate™: "2026-12-11",
"enablePassword”: “bWndhehq87CV22k",
"dateModified™: "2024-7-18",
"dateCreated”: "2024-7-18",
"passwordIDStore”: "Internal Users™

JSON 1 2

JSON # &

"InternalUser": {
"name": "name",
"description": "description",
"enabled": true,
"email": "email@domain.com",

"accountNameAlias": "accountNameAlias",




"password": "password",
"firstName": "firstName",
"TastName": "TastName",
"changePassword": true,
"identityGroups": "identityGroups",
"passwordNeverExpires": false,
"daysForPasswordExpiration": 60,
"expiryDateEnabled": false,
"expiryDate": "2016-12-11",
"enablePassword": "enablePassword",
"dateModified": "2015-12-20",
"dateCreated": "2015-12-15",
"customAttributes": {

"keyl": "valuel",

"key2": "value3"
3,

"passwordIDStore": "Internal Users"



v https://127.0.0.1/ers/config/internaluser

Auth

Inherit from parent

Inherit from parent

MNone

API Key
Basic
Digest
NILM
OAuth 1.0
OAuth 2.0
AWS |AM

Bearer Token

Hawk

JSON 215
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v https://127.0.0.1/ers/config/internaluser

Body Auth Headers

admin
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8. Headers(3Il)& 22/5t04 OIS WS FIHELICH
« Content-Type(2EI= S &): application/json
« =2} application/json



v https://127.0.0.1/ers/config/internaluser

Headers | 4

+ Add m Delete all &) Description
Accept */*
Host <calculated at runtime>

Content-Type application/json

Accept application/json

JSON 3|
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v hittps://127.0.0.1/ers/config/internaluser

2. ISE GUIE €11 Administration > Identity Management > Identities > Users > Network
Access UsersZ O|S & L|Ct



= b |dentity Services Engine Administration / Identity Management

) Identities Groups External Identity Sources Identity Source Sequences Settings

| Users

Network Access Users

1 Latest Manual Network Scan Res

Status Username Description First Name  Last Name Email Address User Identity Groups  Admin
|
O B Enabled User01 this is the firs... User Cisco useri@local.... Employee

n
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URL: https://x.x.x.x/ers/config/internaluser

27.0.0.1/ers/config/internaluser
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https://x.x.x.x/ers/config/internaluser

Body

No Body =

Form Data

Form URL Encoded

GraphQL

JSON
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EDN
Plain Text

Other




v https://127.0.0.1:44421/ers/config/internaluser

Params Body Auth H

XML

<?xml version="1.8" encoding="UTF-8"?>
xmlns:ns@="identity.ers.ise.cisco.com”
xmlns:xs="http://ww_w3_org/2001/XMLSchema™
xmlns:nsl="ers.ise.cisco.com” xmlns:ers="ers.ise.cisco.com”
description="description™ name="User82™
Userd2
true

2024-7-18
22024-7-18
Jee
user2flocal . com
blndhehq87CV22k
true
2026-12-11
false
User2

al7A8510-8c01-11e6-996c-
525400b48521

Cisco
blindhehq87CVirk
Internal Users
false

XML HAIE

XML &

<?xm1 version="1.0" encoding="UTF-8"7>

<nsO:internaluser xmlns:nsO="identity.ers.ise.cisco.com" xmlns:xs="http://www.w3.0rg/2001/XMLSchema" xm
<accountNameAlias>accountNameAlias</accountNameAlias>
<changePassword>true</changePassword>

<customAttributes>




<entry>
<key>keyl</key>
<value>valuel</value>
</entry>
<entry>
<key>key2</key>
<value>value3</value>
</entry>
</customAttributes>
<dateCreated>2015-12-15</dateCreated>
<dateModified>2015-12-20</dateModified>
<daysForPasswordExpiration>60</daysForPasswordExpiration>
<email>email@domain.com</email>
<enabTlePassword>enablePassword</enablePassword>
<enabled>true</enabled>
<expiryDate>2016-12-11</expiryDate>
<expiryDateEnabled>false</expiryDateEnabled>
<firstName>firstName</firstName>
<identityGroups>identityGroups</identityGroups>
<lastName>TastName</lastName>
<password>password</password>
<passwordIDStore>Internal Users</passwordIDStore>
<passwordNeverExpires>false</passwordNeverExpires>

</ns0:1internaluser>



v https://127.0.0.1/ers/config/internaluser

Auth

Inherit from parent

Inherit from parent

MNone

API Key
Basic
Digest
NILM
OAuth 1.0
OAuth 2.0
AWS |AM

Bearer Token
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v https://127.0.0.1/ers/config/internaluser

ETE S Boay Auth Headers

Basic

admin
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8. Headers(5IH)& 22504 Ot S WS F7tEHLCH.
« Content-Type(2&HIZ= | &): application/xml
- =2 gpplication/xml

OST = https://127.0.0.1:44420/ers/config/internaluser
Params Body Auth Headers | 4
4+ Add i Delete all & Description
Accept e
Host <calculated at runtime>

Content-Type application/xml

User-Agent application/xml

XML &l




9. O}X|2f S 2 Send(ELH7|)E E=IErLICY.
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« https://127.0.0.1/ers/config/internaluser

2. ISE GUIE ¥ Administration > Identity Management > Identities > Users > Network
Access UsersZ 0|5 &FL|Ct



Network Access Users

Status Username Description First Name LastName Email Address User ldentity Groups Admin

@ Enabled User01 this is the firs... User Cisco userl@local... Employee User Account created by JSON

B Enabled Usar0? description User2 Ciseo user2@local Employee — User Account created by XML

1.1D 22| IDE AlgEgtL|Ct.

GET ! https://X.X.X.X/ers/config/identitygroup #Z|E AtS g LICt.

GET w https://127.0.0.1/ers/config/identitygroup

description="Default Employee User Group"
1d="al1740510-8c01-11e6-996c-525400b48521" name="Employee"
rel="selt"
href= "httpq [/127.6.06.1: 44421, rs/config/identitygroup/al74e
510-8cP1-11e6-996c-525400b4A8521" type="application/xml"



https://127.0.0.1:44420/ers/config/identitygroup

"1d": "al748518-8cP1-11e6-996c-525400b48521" ,
“name” : "Employee”,

"description”: "Default Employee User Group”,

“link™: {
"rel™: "self",
“href":
"hitps://127.6.0.1:44421/ers/config/identityproup/al746510-
8cP1-11e6-996c-525400b48521",

IDID & 02

2.401 FH 2R,

v https://127.0.0.1L/ers/config,/internaIuser

Just Now =

Error: Couldn't connect to server
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5. 25 : SSL I|o] QI&EAM E= SSH &4 7|7t 2HI2X| el&LCt

Error 614 ms 0B 3 Minutes Ago =

Error: SSL peer certificate or SSH remote key was not OK

yme additional things that may help.

Disable SSL Validation Contact Support

SSLRIBEM 2

1. Disable SSL Valldatlon% =gfict
Eholl M Validate Certificates(2/5 M AE) S M2 HIF HSH &L
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Request / Response

B Validate certificates @ B Disable JS in HTML preview

¥ Follow redirects B Disable links in response viewer

B Filter responses by environment @ B Disable default User-Agent on new requests @

Preferred HTTP version @

Default

QI5 M 7
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6. CSCwh71435



https://tools.cisco.com/bugsearch/bug/CSCwh71435
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https://tools.cisco.com/bugsearch/bug/CSCwh71435

Administration / System

) Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
DELUIY DELNIYE f—
'e
= Alarm Settings
7] General MDM / UEM Settings API Settlngs
.\ Posture > Overview APl Service Settings AP| Gateway Settings
( Profiling . -
APl Services Querview
¥ Pratocols » You can manage Cisco ISE nodes through two sets of API formats—External Restiul Services (ERS) and Openafi,
Starting Cisco ISE Release 3.1, now APls are available in the OpenAPl format.
3 Endpoint Seripts 5 The ERS and OpenAP| services are HTTPS-only REST APls that operate over port 443,
" Currently, ERS APls also operate over port 9060. Howaver, port 9060 might not be supported for ERS APl in later
Cisco ISE reloasas. We recommaend that you only use port 443 for ERS APIs.
Prooy Both the API services are disabled by defauli, Enable the AP| services by clicking the corresponding toggle buttons
SMTP Server in the AF‘.i Service Sell.ums tab. _ ) ] )
) To use either AP| service, you must have the ERS-Admin or ERS-Operator user group assignment,
SMS Gateway
For more information on ISE ERS AP, please visit:
Sysiam:Tims https: /{127 .0.0.1:4442 1 fers/sdk
AP Settings : . =
For openapi documention for ERS, click below:
Data Connect ERS_V1
For more information on ISE Open AP, please visit:
Sl St Dibiniustte ? hittps: [J127.0.0.1 :44421/api/swagger-uifindex. html
AP A X
=o
3. APl AHME Z2lghL|Ct
. = O = =2 " 1-d .
External RESTiul Services (ERS) Online SDK
»  Quick Reference ISE 3.3 Release Notes
~_API Documentation + New | Modified Resources
| L I5E 2.0 Release Notes
- ISE 2.1 Releass Notes
|- L 1SE 2.2 Releass Notes New / Modified Resources
I I15E 2.3 Release Motes
[ ISE 2.4 Release Notes
!
[(EEzshsniekaies Resource ISE Resource Deseription
RAISE 2.7 Babwasa Hotes Name Version Version
I 15E 3.0 Release Notes
| 15K 3.1 Releass Notes InternalUser 3.3 1.5 Added user creation date and last modification date attributes
! = -
L3 :: :'; ::l::: ::::: Ldap 3 20 Ldap AP allows clients to create, get, update and delete Ldaps and get rootca certficates, get issuerca certficates, get hosts,
| t' ANC Endpoint test Connection
ll _ ANC Policy Guest Type 33 20 Added the dynamic group option for LDAP groups
i Bindi 3 ; : E N 5
LG :Ei 5,','“,,“;’ Network 33 1.4 The password (Show Password in Plaintext) of the network device shared secret and second shared secret will be either in plain
| B e Davica text or will be masked depending on the settings in Security Settings page

APl 4B A
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