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O| Mol M= ISE(Identity Services Engine)& &3l Cisco Secure Client NAM(Network Access
Manager) Z2EItUE F56t= Lof CHa ABELIC.

HiE HE

EAP-FAST Q152 5 EHHZ o|Fo{&Lct 3 Hml EtAH0d M EAP-FAST= TLS SHEMIO|ZLE At
& 7504 TLV(Type-Length-Values) ZiXE At&35t0{ 7| metE XS5t &5t ESE HES A
MetLich o|2{8t TLV Zix|= Zcto|HE S}t M Zholl 915 234 C|o|EE MY st= ol AFSElLCt
CE{HO| dYE|H F i Bl 2o o1F A HEt 2o HAME MHGY| 95 22to|E &
ISE = =7} Z7} chstof ZHodst= Zdo 2 A|AFStLCH

NAM Z1I|J80|M T2 L2 EAP-FASTE Q15 YWHOE MES & HYEE|0, 22lAt7 ol
HE|F0i Ar&E £ QU&LIC.

St NAM Aol Z2E LA HAl Y ME8X HE RS2 2F 788
3| At Windows & X|&= NAM with Posture ZALE A& 3+0] 2t Z|A HMA HEHS
7421 Windows H x|= S8 NAM T2 AL85t0{ AEHE HER(Z o AMAE

-

I
mo
30
>
r
o

o] EMolME ¢l HiZE AFE3H0q ISE(Identity Services Engine) Posture Portal€ S3H| Cisco
Secure Client NAM(Network Access Manager) ZZZ 2 HiZ3t= &0t &7 Posture
Compliance CheckE M3 & LICt.
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Identity Services Engine(ISE)
AnyConnect NAM & Z 2 1}l HE|7|
Aeq

« 802.1x MH|AE 2|8t Cisco Catalyst 773

Ol EMe| HE= OIS AZEQ0] L FHEQ0{ HAE 7[Et2 2 T L|CT

« Cisco ISE, & 2|4 3.3 0|4

+ Windows 10(Cisco Secure Mobility Client 5.1.4.74 O| &)

« Cisco Catalyst 9200 A 2| x|(~ZES0{ Cisco IOS® XE 17.6.5 O|4f)
 Active Directory 2016
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HE i3 coloja

P switch ISE Active Directory

GOl 55
PC7t HERIZ0| HEEIH ISEE ZAX ZHZ E|C[AMHT| QI HE F0o HH S MSELICH

PCO| http EEHEI2 ISE 22t0|ME Z2H|XM'Y H O|X|2 2|C|2ME|H, 097|A NSA o Z 2|71 0]
MOl ISE0IM Ct2 2 EFEL|Ct

13 C}2 NSAE PCOl| E9F 2210|Y1E of|o|FE BRES Mx|&L|C}.

o O|ME MX[7} &t 2E[H of|O|ME = ISEO]| + M & Postur Z20l U NAM Z20IUS CI2
=4l i

NAM 2 &2 Mx|stH PCo|M R A|ZHO| E2|HELICEH

CHA] A|ZEHSH £ NAM 2E2 NAM Z2 LI J|H o 2 EAP-FAST @l
13 C}2 Posture é?’_HOI EEI7—IEI" ISE Posture Policyd] it HAE

k 0I>|
X 1o
S 4
< o
7 o
= o
_I"I_

dot1x 215 & 2IC|HMEE 2T HMA AL{XIE FEELICH

aaa M| 2 &

aaa 215 dot1x 7|2 1 & B4

aaa 2185 WEQ3 7|8 I & radius

aaa accounting dot1x default start-stop group radius
aaa A radius S% ZHA%t

Z22}0|ME 10.127.197.53 MH{ 7| Qwerty123
2lE RE any

aaa session-id common

ip radius &4 2IE{H 0|A VIan1000
radius-server ‘4 6 on-for-login-auth
radius-server £ 8 include-in-access-req
radius-server & 25 access-request &
radius-server £ 31 mac &4 ietf CHE X}
radius A RAD1




F 4 ipv4 <ISE MH{ IP> auth-port 1812 acct-port 1813
7| <H|& Z|>

dot1x A|AHE 215 X0

AERE7}ISE 2EI0|ME Z2H|X{'Y E 2C|™ME| =5 2C|=M ACLE

ip access-list extended redirect-acl

10 deny udp any any eq domain

20 deny tcp any any eq domain

30 deny udp any eq bootpc any eq bootps
40 deny ip any host <ISE server IP>

50 31& tcp any eq www

60 permit tcp any eq 443

A Q|{X[0l| M ClHtO|A FX S hitp EIC[EMEES &GS ELICH

device-tracking policy <device tracking policy name>
FXAS

QIE{H| O|A <QIE{H|O|A O|E>

device-tracking attach-policy <device tracking policy name>

ip http A{EH
ip http £ 2F A

Hot Zeto|ME W7 |X| T2EE

Z2u WA 7|, Secure Client & 4! Compliance Module webdeploy It &
software.cisco.comO|lM =852 CIRE

MZE 0|2 M E A|Z 0] Secure Client 58 &l248tL|C}.

gL

Downloads Home(&) > Security(= ¢t > Endpoint Security(QIE X Q1E 2 0ot) > Secure
Client(AnyConnect Z &) > Secure Client 5(22t Z2+0|2E 5) > AnyConnect VPN Client

Software(AnyConnect VPN ZC}0|HE A X E J|09)

* cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg

* cisco secure-client-win-4.3.4164.8192-isecompliance-webdeploy-k9.pkg

» £ +l-cisco-secure-client-win-5.1.4.74-profileeditor-k9.msi
ISE 74

1EHA| ISEO]| THZ|X| Y2 E


https://software.cisco.com/download/home/286330811/type/282364313/release/5.1.4.74

ISE0| A Secure Client and Compliance Module webdeploy I 7| X|& 212 =324 Workcenter >
Posture > Client Provisioning > Resources > Add > Agent Resources from Local Disk2 O|&S & L

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Agent Resources From Local Disk

Agent Resources From Local Disk

Cisco Provided Packages

ChooseFile) cisco-secure-.. deploy-k9.pkg

~ Agent Uploaded Resources

Name Type Version Description

CiscoSecureClientDesktopWindows 5.1... CiscoSecureClientDesktopWindows 5.1.4.74 Cisco Secure Client for ...

Ovarview Network Devices Cliant Provisloning Palicy Elemeants Pasture Policy Poliey Sets Troubleshoot Reports Settings

Resources

Mame Verslon Last Update Description

Lab Profile Mot Applicable 2024/07/26 17:23:41

Agent Configuration

Mot Applicable  2024/07/26 16:00:49

NAM Profile Not Applicable 2024/07/26 16:00:00

CiscoSecureClientComplianceModuleWindows 4.3.4164.... Cis Cisco Secure Client Win...
CiscoSecureClientDesktopWindows 5.1.4.074 CiscoSecureClientDe... 5.1.4.74 2024/07/26 15:56:27  Cisco Secure Client for ...
Native Supplicant Pro Not Applicable 2023/07/04 05:25:16  Pre-configured N

5.0.3061.0 2023/07/04 04:24:14  With CM: 4.3.30

U WE7| EF0MH NAM Z2 0} Y OHE 7|

A

ot Yol CHEt REA[EH LHE 2 Of QFLHA{Q! EoF Z2tO|E NAM Z 2 E

3CHA ISEO| NAM Z2Zl 2 =

ISEC| NAM I 2 Z! "Configuration.xml|"2 OJ0|ME Z 2 EZ 2 E352{™ Client Provisioning(£
EHO|ME Z Z H|X{'d) > Resources(2l4 ) > Agent Resources From Local Disk(2Z C|A 39| of



https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html

O|ME Z|AA)Z2 o|SEfLC).

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Agent Ressurces From Local Disk
Agent Resources From Local Disk
Customer Created Packa
Agent Profile
New Profile

Description

Choose Flle) configuration. xml

4THA|. Posture Z 21}

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Se

Client Provisioning Policy
Resources Resources

Client Provisioning Portal
. : -
1] Duplicate W Delete

~ : Version
Agent resources from Cisco site

Agent resources from local disk aSecureClientCo... 4.3.4164....
Native Supplicant Profile 1tConfig Mot Applic...

re Supplicant Pro... Mot Applic...

Agent Posture Profile JAgentlessWind... 5.0.3061.0

AMP Enabler Profile
JsXSPWizard 2.7.0.1

NAM Profile AgentProfile Mot Applic...




Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets

Client Provisioning Policy

Resources

: - Agent Posture Profile
Client Provisioning Portal

Mame
Posture Profile

Description:

Agent Behavior

Parametear

Enable debug log
Operate on non-802.1X wireless

Enable signature check

Posture Protocol AlM0{|A O|O|HE T 2 E Mu{ol 1Z2E
Al2.

5CHA|. ofo|HE 74 MY

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy

Client Provisioning Policy
e Resources

Client Provisioning Portal
{] Duplicate il Delats

Agent resources from Cisco site
Agent resources from local disk asecureClientCo...
Mative Supplicant Profile 1wConfig

Agent Configuration e Supplicant Pro...

Agent Posture Profile -
9 aAgentlessWind...

AMP Enabler Profile L .
JsXSPWizard

AgentProfile




UZCEE HOF SRlo|YE L A &4 2 E If7|X|E MEfstn 2 E MEH of2iof| A ISE Posture,
NAM Z! DART 2 E& MEistL|Ct

Engine Work Centers / Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets

Client Provis ) .
New Agent Configuration
Resources

Client Provisioning Porta

ct Agent Package: CiscoSecureClientDesktopWindows 5.1 v

* Configuration Name: Agent Configuration

Description:

Description Value Notes

;ompliance Module CiscoSecureClientComplianceModuleW v

Cisco Secure Client Module Selection
ISE Posture

VPN

Zero Trust Acc

Network Acc

Secure Fir | Posture

Network Visibility




Overview Network Devices Client Provisioning Policy Elements Posture Policy

Umbrella
Client Provisioning Policy Start Before

Logon
Resources g

Diagnostic
and Reporting &8
Tool

Client Provisioning Porta

Profile Selection

* |SE Posture Paosture Profile

VPN

Network
Access NAM Profile
Manager

Network
Visibility

Umbrella

Customer
Feedback

6CHAl. 22I0|E T 2 H|X{L! A=

Windows 24 A|AN|& Zct0|¢HE T2 H|X ‘435t O|F EtA[o A M-St ofo|HE 74
I|8o|Me MEdSL|CE.

Overview Network Devices Gllent Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Cilgnt Provisloning Pollcy . - . .
Client Provisioning Policy

Rule Namo Identity Groups Operating Systems Othor Conditions Rosults




7EHA|. AEf

12

EZAN GM U zHS Wdsts Lol CHEr REMIEH LHE2 Ol dBM ISE ZAX F™ 715 M
S

Administration / Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server S¢

Network Devices

Network Devices

Name

IP Address

10.197.213.22

e Profile &%

Model Name



https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273

Engine Administration / Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Device Type All Device Types b
Network Devices

Default Device

Device Security Settings

RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS
Shared Secret

Use Second Shared Secret

Second Shared Secret

CoA Port

othH|. Tet &

ZAXN Z|C[HM M A45+24H Policy(ZH2H) > Policy Elements(&2 2 4) > Results(Z 2}

.y
)2 oS ELICh

Engine Policy / Policy Elements

Dictionaries Conditions Results

Authentication

Standard Authorization Profiles

Authorization
For Policy Export go to

Authorization Profilas
LUOWNoaadone ALLs
£/ Edit {] Duplicate @il Delets

Profiling Profile

% Cisco
Posture =

&% Cisco
Client Provisioning

d Cisco

T 2] ol2io M 2IC|=4 ACLO| /= 2EI0|ME Z2H|X 'Y XH




Dictionaries Conditions Results

Authentication % Redirection

Authorization Profile

Authorization

Authorization Profiles * Name
il Redirection

Downloadable ACLs
Description
Profiling

* Access Type
Posture 1 ACCESS_ACCEPT

Cliant Provisloning » Metwork Device Profile #2kCisco ~@
Service Template
Track Movement
Agentless Posture

Passive Identity Tracking

v Common Tasks
Web Redirection (CWA, MDM, NSP, CPP)
Client Provisioning (Posture)  w ACL redirect-acl ~  Value Client Provisioning Portal (defi ~

Static IP/Host name/FODN

Suppress Profiler CoA for endpoints in Logical Profile

10CHH. S8 Z2EE

Policy(3#) > Policy elements(Z2 Q &) > Results(Z22}) > Authentication(2!

Protocols(318 /= Z 2 E Z)2 0|53t EAP Chaining(EAP ®Ql) Mxg

Dictionaries Conditions Results

Authantication Default Network Access

Allowed Protocols Allowed Protocols

MName )
Authorization Default Network Access

. Description | pefault Allowed Protocol Service
Profiling

Postura




Dictionaries Conditions Results

Authentication
Allowed Protocols
LY

Authorization

Proflling

Posture

Cliant Provisioning

A

11EHA|. HE|E C|HEZ|

SE7} Active Directory =H|2!

22| > QIF ID &

Identities Groups

External Identity Sources
<
Certificate Authenticat...
Active Directory
<y PRAD

LDAP

ODBC

RADIUS Token

RSA SecurlD

SAML Id Providers

Social Login

External Identity Sources

Connection

Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy
Require cryptobinding TLV

Allow PEAPv0 anlv for legacy clients
M Allow EAP-FAST

EAP-FAST Inner Methods
8 Allow EAP-MS-CHAPv2

Allow Password Change Retries 3 (Valid Range 0 to 3)

= Allow EAP-GTC

Allow Password Change Retries 3 (Valid Range 0 to 3)
= Allow EAP-TLS

Allow Authentication of expired cenificates to allow cenificate renewal in Authorization Policy

Use PACs Don't Use PACs

Tunnel PAC Time To Live
90

Proactive PAC update will occur after 90 % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning
Allow Authenticated In-Band PAC Provisioning
~ Server Returns Access Accept After Authenticated Provisioning
Accept Client Certificate For Provisioning
Allow Machine Authentication

Machine PAC Time To Live

Enable Stateless Session Resume

Authorization PAC Time To Live
® Enable EAP Chaining

& Allow EAP-TTLS

ol

ot =0l

A > Active Directory

Administration / Identity Management

Identity Source Sequences Settings

Allowed Domains PassivelD Groups Attributes

Advanced Settings

Join Point Name

* Active Directory

Domain

-+ Leave

ISE Node ISE Nede R... Status Domain Controller Site

pk3-3.a8a.prad.com PRIMARY E Operational CXLabs-WIN2022.aaa.pr... Default-First-Site-Ma...
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dotix LHE QB 57| YIdH ISEo HAH Zgt2 MAEHLICE Policy(Z2H) > Policy sets(&2H &l&f
)2 O|SELIcH

Engine Policy / Policy Sets

Policy Sets

Active DirectoryE Q1& HAo[ID ~A 2 MESFFL|CE

dEf L = QIS HI A U AE EFE 7IHSZ O E HE R0 73S 74 FLICH
ol &8 AtzflolM=

o TIJ| HMA: ISE 2CI0|HE T2 H|XY THZ 2|C|2M5t0{ 2ot EEI0|ME of|0|ME &
NAM I 2Tl M x|
2= Q= %UHI/\ ZlC|EM 7|8 ZAX AME 28t Z2I0|HE T2 H|X{E ZEof MA

« TE EF AMHA: MA| HERT HMA
« Non-Compliant: A& 7




1EtA|. ISEO| M Secure Client Posture/NAM 2 &€ CIREZE 4l Mx|

dot1x aff CIE El ¢l=E ZQIEE MEH 5t "X 7| HMA" HEE 2o p=Elg MF FLch.
Operations(2 ) > Radius > Live Logs(2t0|2 21)Z O|S&fLCt.

Authentication Policy Authorization Polic

A L{R[0|M A= ZRIE N HEE|= 2[C|EME URL X ACLE X|™HELICH

Switch#show authentication session interface te1/0/24 details
QIE{H| O|A: TenGigabitEthernet1/0/24

[IF-1D: 0x19262768

MAC =41 X4X6.XXXX.XXXX

Pv6 4 9 4 @13

IPv4 5= 2~: <client-IP>
A& X} O|&: host/DESKTOP-xxxxxx.aaa.prad.com
ALEH: HEF Eo{=
T el ololH
Oper host mode(2& EAE FE): single-host
KI-O-I X‘”O‘I |_-_|E-II§E|_ = |.
Ml Alzt =3t sHE @i
& M| ID: 16D5C50A0000002CF067366B
A M4 1D: 0x0000001f
$HE: 0x7a000017
34X Z2: POLICY_Te1/0/24

EEZR <L E
JHIA SZ 21 DEFAULT LINKSEC_POLICY_SHOULD_SECURE(S 412 $] 150)
ot BA: Kot 9|

Hot el 213 EotE[X| S

NERsL
URL 2|C|&M ACL: redirect-acl

URL Z|C|&M:
https://ise33.aaa.prad.com:8443/portal/gateway?sessionld=16D5C50A0000002CF067366A&portal=ee39
7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2

ACS ACL: xACSACLx-IP-PERMIT_ALL_IPV4_TRAFFIC-57f6b0d3



https://pk3-3.aaa.prad.com:8443/portal/gateway?sessionId=16D5C50A0000002CF067366B&portal=ee39fd08-7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2
https://pk3-3.aaa.prad.com:8443/portal/gateway?sessionId=16D5C50A0000002CF067366B&portal=ee39fd08-7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2

HME HdEH S5
HME &E}
dot1x 218 HE

Switch#sh C|HFO|A& F%] H|O|E{H|O|A QIE{TH[O|A te1/0/24

HERI3 gilo]o] FA 23 B0]o] FA RUE{H|O|A vian privl 7|2+ & EH AlZH S
ARP X.X.X.X b496.91f9.568b Te1/0/24 1000 005 4mn 914 7ts 39% A= 0

A= x QIE 0| M ISE Posture Posture 2 2|C|EMEl EEfES 2 Q151 Start(A|ZH)E 2 2l5+04 ¢
= Z QIE 0| M Network Setup AssistantE Ct2Z = §tL|C}.

Google Chrome isn't your default browser

cI1Sco Client Provisioning Portal

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Start

Recent download history ®
Client Provisioning Portal _ —
@ cisco-secure-client-ise-network-
= assistant-
win-5.1.4.74_pk3-3.aaa.prad.com_8443_
Device Security Check WPTsDtDOROSunsnMYBIglg.exe
Your computer requires security software to be installed before you can connect 1o the network. 3.0 M8 + Done

O

Unable to detect Posture Agent Full download history
- + This s my first time here

1. You must install Agent -
accessing the networkd Click here 1o download and install
Agent

2. After installation, Agent will automatically scan your device
before aliowing you access to the network

3. You have 4 minutes to install and for the system scan to
complete

Tip: Leave Agent running so it will automatically scan your
device and connect you faster next time you access this
network,

""0 You have 4 minutes 1o install and for the comphlance
check to complete

+ Remind me what to do next

NSA OHE 2|7 0|4 S dX[etc{H S S =IFLICH



i
IO. Client Provisioning P

SmartScreen can't be reached right now

Device Security Check
Your computer requires security software to

App:

O|X| NSAE= ISE0!| A Secure Client Agent CHR 2EEE £ &35t Posture, NAM 2 2! NAM
Profile configuration.xml2 M x|&L|C}.



rovisioning ® Cisco Secure Client - Downloader

- The Cisco Secure Client - Downloader is installing Cisco Secure
Client - Network Access Manager 5. 1.4.74. Please wait...

etwork Setup Assistant

Running Cisco Secure Client - Downloader...

() 2022-2024 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems
kogo are registered trademarks of Cisco Systems, Inc and/or its affiliates in the
U.S. and certain other countries,

NAM Ex| = A2 ZEZET EB[HE/RELICE Yes(o)E 2= LICH



I L ___iS.
o Client Provisioning ————

The Cisco Secure Client - Downloader update checks have
\ been completed.

evice Security Check
ur computer requires security software ta

B " Cisco Secure Client

o You must restart the system for the configuration changes to take effect
for:
Cisco Secure Client - Network Access Manager 5.1.4.74

Do you want to restart your computer now?

Yes No
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"% Cisco Secure Client = >

AnyConnect VPN:
Ready to connect.

_ﬁ m alnaalns

ISE Live Logs(2t0|E 23)0{|M AME=EEZQIE T} O|A| Unknown Access Rule( &= e HMA 3
)oil ==&t

O|M 215 ZEEZE2 NAM Z 2 E AL|3g 0|2 7|8t 2 EAP-FASTO|04 EAP-Chaining 221

EREXINEY



pk3-3/511201330/230
user
host/DESKTOP-OSCE4APT
PRAD
MuthentcationPaksed

Dt sl

Unknoean Access

Issued PAC type=Machine Aanhorization with axpiration timas:
=i Gl 2 07006 024

Usar ard mascking both succesded

Dot1x Policy -

Charf sy

usar 1 @asn pred com

usar 1 @aaa prad com

DESKTOR-QSCEAPIS@ana. prad com

DESKTOR-SCEA F-'f'-|-$ﬁl-:|:|.=| prad oom

SEFA|. &Ei HAt

Secure Client Posture Module Posture Scang E 2|73 ISE Posture Policyod| [th2}
Complaint2 & A|EL|C}.




AnyConnect VPh:
n Use a browser to gain access.
@ | W Connect
Web Authentication Required
Network:
-4:2 Connected { p
Nl |
ISE Posture:
Compliant.
Metwork access allowed. Scan Again
[ |
X0
e
CoA= AR A & EB|HE|H O|A A IE 7} Complaint Access Policy0ll =g & L|Ct.
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sto|st
[—

1EtHl. NAM Z2E
NAM 2 & M x| & PC2| 0| ZZ0i NAM Z 21} configuration.xmlO| R=X| &
C:\ProgramData\Cisco\Cisco Secure Client\Network Access Manager\system
» ThisPC » Local Disk (C:) » ProgramData » Cisco » Cisco Secure Client » Network Access Manager » system
Name : Date modified Type Size
7/26/2024 4:33 PM XML Document TKB
7/27/2024 12:27T AM XML Document 3 KB
7/27/2024 12:27T AM XML Document 1 KB

|2 configuration
internalCo nfiguration

|2 userConfiguration

2CHAH. NAM & 2
Xt EAIS0AM EOF 2E10|YE ofo|2 8 2 2l5tm "MA" 0}0|2 S MEEHL|CY.



AnyConnect VPN:
Ready to connect.

stlnaalln;
kgD
e——

Network(HIE.23) > Log Settings(21 ) e Z 0|5 & LIC}. Enable Extended Logging(& %
ZZ g5 golgts MeEshct

=2 -"1-d

7! 4% oY 37|12 100MBE2 A& fL|ct.

=M & AF48t ¥ Diagnostics(TIEH)E 22/5t0{ A= ZQIE0| A DART HES MFLICH.



asco Oecure Client

Status Overview Network Access Manager
Configuration | Log Settings | Statistics Message History
AnyConnect VPN
Use extended logging to collect additional information about product operations.
Network
[*]Enable Extended Logging

ISE Posture IHv: | off v|

Filter Driver: l off v ‘

[J credential Provider

B Packet Capture
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https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
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