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SSPT33A/admin#show logging system 5105179 Jul 17 2024 20:09:49 ade/ADE.log 29542 Jan
02 2024 16:36:28 anaconda/anaconda.log 1012889 Jan 02 2024 16:36:28 anaconda/syslog 564

Jan 02 2 2024 17:07:06 boot.log 1416192 Jul 06 2024 13:57:25 btmp 292292 Jul 17 2024
20:09:07 lastlog 0 Jan 022222441:3:36 1:58 maillog 4623022 Jul 17 2024 20:11:43 messages

548756 Jul 01 2024 23:50:00 sa/sa01 4173362 Jul 17 2024 20:11:11 secure 0 Jan 0 2024
16:31:58 spooler 16896 Jul 17 2024 19:38:55 wtmp SSPT33A/admin#
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¢ Identity Services Engine (ISE).

e CLI(Command Line Interface)

F 0 show logging L B &
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ISEE Ol 2ol AHAIS| MHEIo] 2l 2 THUS K sty| I3 S5 TEE HRELICH 018 2I3H CLIB AS30] BUS A

504 AA|ZE 27 EFX|E show logging <=8 &f L|C}.
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A8 7hset Al2™ 22 of:

SSPT33A/admin#show logging system 5105179 Jul 17 2024 20:09:49 ade/ADE.log 29542 Jan 02 2024 16:36:28 anaconda/anaconda.log
1012889 Jan 02 2024 16:36:28 anaconda/syslog 564 Jan 02 2024 17:07:06 boot.log 1416192 Jul 06 2024 13:57:25 btmp 292292 Jul 17 2024
20:09:07 lastlog 0 Jan 02 2024 16:31:58 maillog 4623022 Jul 17 2024 20:11:43 messages 548756 Jul 01 2024 23:50:00 sa/sa01 4173362 Jul 17
2024 20:11:11 secure 0 Jan 02 2024 16:31:58 spooler 16896 Jul 17 2024 19:38:55 wtmp SSPT33A/admin#

0f: ISE OHZ 2|7 0| A{H|A0f CHEF & - show logging system ade/ADE.log tail
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Logging Folder(2Z ZH)0l= o Z2(710|M sydogs(sysog)7t ZAIEI2Z Blo|E QFE 2 £ &L ol 22 7|52 A835HH
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|8 SRIshH BIA Tl s £5 ol M S8t 74 @48 W0k BLICH Operation(SHed) >

Troubleshoot(2 | 31Z) > Debug Wizard(C|EHH 2 084 AL > Debug Log Configuration(C|H{2 23 AI|380|M)2 2 0|85t L EE
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t 2 Component Name(7+d 24~ O|F) oteliel =21 Bl 2|8t ot s =21 BfHWe M O3 Save(XHE)E S =L

‘seb’ Identity Services Engine Operations / Troubleshoot

o

o

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Profile Configuration
> SSPT33A luisagar.com

Context Visi Debug Log Configuration

Debug Level Configuration

‘Operations

Policy
og Filter Enable

Administration
Component Name - Log Level Description Log file Name Log Filter

Work Centers
liter R ur 0 Disabled

Active Directory popy Active Directory client internal messages ad_agent.log

Interactive Help admin-ca CA Service admin messages Ise-psc.log Disabled

admin-infra ERROR Infrastructure action messages ise-psc.log Disabled

admin-license WARN License admin messages ise-psc.log Disabled

al-analytics INFO Al Analytics al-analytics.log Disabled
DEBUG Adaptive Network Gontrol (ANG) debug... ise-psc.log Disabled
TRACE

api-gateway API Gateway native objects logs api-gateway.log Disabled

apiservice ISE API Service logs api-service.log Disabled

Setting Component(T+ 4 24 M)

ct
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Debug Wizard(CIHZ OHANOI= ISEE0| EXME siiEE + e AP Yol ClHa HMEF!0] L& E|o] AU&LIcH RES! LY
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HZ2Ig A&st7LE 74612484 Operation(Ed) > Troubleshoot(E A 51Z) > Debug Wizard(E| {1 OHHA}) > Debug Profile
Conflguratlon(EIH'|:l Z2E Ao ayo|M)e=E o|sE £ U&LICH

= -l Identity Services Engine Operations / Troubleshoot

Backmarks Diagnostic Tools  Download Logs | Debug Wizard

Dashboard Debug Profile Cor

Debug Profile Configuration

Context Visibility Debug

Debug Wizard contains pradefined debug templates with the help of which you can troubleshoot issues on ISE nodes. You can configure the debug | fity lavel for individual components inside the template.
%, Operations
Policy
Administration
Description Status Node Applied
Work Canters
DISABLED
Interactive Help S
Apl DISABLED

BYOD portal/Onboarding DISABLED

DISABLED

DISABLED
DISABLED
DISABLED
DISABLED
DISABLED

DISABLED
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=yl Identity Services Engine Operations / Troubleshoot

Bookmarks Download Logs Debug Wizard

Caslibosrd Dsbug Profila Gonig

Context Visibility

Add New Profila
Oparations

Policy

AD Troubleshooting

Administration

Wark Centers

Intaractive Help

drop-d

Component Name Description Log file Name

accessfiiter RBAGC resoun Ise-psc.log
wo Diractory TRACE tiog
INFO

NG

INFO

INFO

INFO

apl-sa
[

INFO ico.log

INFO

ARN

INFO - Celk d log messages

INFO

INFO

orlog

clacosmnt Debug MET
cliant-wobapp INFO nt Pro T vor dobup mas
WARN ; or an M&T nodes

INFO

INFO

INFO

WE B
HE3S FAsioln £33 HEUE Yol M EL BESIES M5 T Debug Nodes('= & CIH1)E S ct BE3I
8Y =CB ME 08 Save(E)E 228



I |dentity Services Engine

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Profile Configuration
> Debug Modes

Context Visibility Debug Log Configuration

Debug Nodes

Operations

Palicy AD Troubleshooting
Choose on which ISE nodes you want to enable this proflla
Administration
Work Centers
Ed Host Name Persona Role

~ SSPT33A.luisagar.com Administration, Monitering, Policy Se STANDALONE
Interactive Help

ClHHa =
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‘#ik’ Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Prafila Canfiguratian

Debug Profile Configuration

Context Visibility

Del Wizard contains predefined debug templates with the heip o ch you ca u ot Issues on ISE nodes. You can configure th 0 log severity leve d o s Inside the template.
Operations
Policy
Administration

i
Work Cantars Description Status Node Applied

Intaractive Halp Actlva Dirsctory

sto| =
i N Y - ]

ENABLED
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ulyh Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashbeard Debug Profile Configuration :
> Debug Nodes

Context Visibility

Debug Nodes

', Operations

Palicy AD Troubleshooting

le this profile.
Administration

‘Work Centers

Host Name Persona Rale

SSPTI34 luisagar.com Administration, Manltaring, P STANDALONE
Intaractiva Help

7Y 24 $78 J|EUOR T 4%

Operation(ZH) > Troubleshoot(2 M| 81 Z) > Debug Wizard(E|H{ 1 OF#H A} > Debug L og Configuration(CIH{ 1 21 T a|o]M)2
2 0| SELICt =8 MEIBILICH Resetto Default(Z| 2222 X EH)E 2T OIS Yes(Ol)E ST LICEL

‘dul Identity Services Engine Operations / Troubleshoot

Bookmarks Diagnostic Tools Download Logs Debug Wizard

Dashboard Debug Profile Configuration

Debug Log Configuration N Ode LiSt

Context Visibility
Operations

Policy
Node Name ~ Replication Role
Administration
STANDALONE
Work Centers

Interactive Help
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
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« show logging application <logfile>

UL AL THsE AR

—

g

2

SSPT33A/admin#show logging application 11947 Jul 18 2024 12:20:28 ad_agent.log 96501 Jul 18 2024 13:29:33 collector.log 116751 Jul 18
2024 13:30:00 guest.log 196958 Jul 18 2024 13:01:20 ise-elasticsearch.log 5136021 Jul 18 2024 13:31:24 ise-psc.log 172755 Jul 18 2024
13:29:04 profiler.log 10596813 Jul 18 2024 13:31:10 prrt-server.log 28496 Jul 18 2024 12:37:04 redis.log 3489 Jul 18 2024 12:36:44
replication.log

0i: ISE HIAE MH|Ao0f| CHEt HE - show logging application profiler.log tail

0i: ISE HIAE MH|Ao0| CHEt HE - show logging application guest.log tail

EY HAIXIE &= X 2lof, Al HHo{E AF835o{ 22 MA|2. ofl: ISE HE - show logging application local Store/iselocal Store.log |
include 70000\ NOTICE\



SSPT33A/admin#show logging application local Stor efisel ocal Store.log | include 70000\ NOTI CE\ 2024-07-18 00:03:28.668 -
05:00 0000423187 70000 NOTICE System-Stats: | SE Utilization, ConfigVersionld=14667, SysStatsUtilizationCpu=5.41%,
SysStatsUtilizationNetwork=ethO: rcvd = 2052\; sent = 4062 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=cni-podmanl:
revd = 1577511\; sent = 115782 \;rcvd_dropped = O\; sent_dropped = 0, SysStatsUtilizationNetwork=veth2f590ala: rcvd = 2024-07-18
00:08:46.369 -05:00 0000423194 70000 NOTICE System-Stats: | SE Utilization, ConfigVersionl d=14667, SysStatsUtilizationCpu=1.36%,
SysStatsUtilizationNetwork=ethO: rcvd = 1959\; sent = 3012 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=cni-podmanl:
revd = 1576019\; sent = 114411 \;rcvd_dropped = 0\; sent_dropped = 0, SysStatsUtilizationNetwork=veth2f590ala: rcvd =
SysStatsUtilizationDi sk Space=8% /opt, SysStatsUtilizationDiskSpace=1% /mnt/encpart, SysStatsUtilizationDiskSpace=8%
/opt/podman/containers/storage/overlay, AverageRadiusRequestL atency=0, AverageT acacsRequestL atency=0, DeltaRadiusRequestCount=0,

DeltaT acacsRequestCount=0, SysStatsUtilizationL oadAvg=0.40, SysStatsCpuCount=16, SysStatsProcessM emoryMB=18082,
ActiveSessionCount=0,

0| HY¥e 22 88 TR localStoreliseL ocalStorelogS EA| LI CL. | include 70000\ NOTICE\&= THx| 2l &
£ ISE 2 2l&(0o|™)of et ZHS 8 K| ob&LICh &= show logging application local Storefisel ocal Store.log H S 4
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Breakdown &

SSPT33A/admin#show logging application guest.log | include portalwebaction
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ise3-3a/admin#show logging application | include pxgrid 14059847 Jul 18 2024 20:46:09 pxgrid/pxgrid-server.log 5367398 Jul 12
2024 23:59:39 pxgrid/pxgrid-server.l0g.2024-07-12-1 16261440 Jul 13 2024 23:59:44 pxgrid/pxgrid-server.l0g.2024-07-13-1 16261440 Jul 14
2024 23:59:49 pxgrid/pxgrid-server.log.2024-07-14-1 16261794 Jul 15 2024 23:59:53 pxgrid/pxgrid-server.log.2024-07-15-1 16261625 Jul 16
2024 23:59:58 pxgrid/pxgrid-server.l0g.2024-07-16-1 16261479 Jul 17 2024 23:59:45 pxgrid/pxgrid-server.l0g.2024-07-17-1 0 Jul 12 2024
15:42:36 pxgrid/pxgrid_dbsync_summary.log 0 Jul 12 2024 15:42:36 pxgrid/pxgrid_internal_dbsync_summary.log 16744 Jul 15 2024 20:45:49
pxgriddirect-connector.log 2841 Jul 15 2024 20:45:44 pxgriddirect-service.log 6277 Jul 12 2024 16:33:53 pxgriddirect-service.log.2024-07-12-1
ise3-3aladmin#
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