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Current configuration : 906 bytes
!

version 12.2

service timestamps debug uptime
service timestamps log uptime

no service password-encryption



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

1
hostname light
!
enable password cisco
!
username cisco password 0 cisco
ip subnet-zero
!
1
!
ip ssh time-out 120
ip ssh authentication-retries 3
!
call rsvp-sync
1
1
!
fax interface-type modem
mta receive maximum-recipients 0
!
controller E1 2/0
!
1
!
interface FastEthernet0/0
ip address 100.100.100.2 255.255.255.0
duplex auto
speed auto
!
interface FastEthernet0/1
ip address 1.1.1.1 255.255.255.0
duplex auto
speed auto
!
ip classless
ip route 0.0.0.0 0.0.0.0 100.100.100.1
ip http server
ip pim bidir-enable
1
!
dial-peer cor custom
1
!
line con 0
line 97 108
line aux 0
line vty 0 4
login
1

end

ZHeE el

Current configuration : 2187 bytes
!

version 12.2

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

!

hostname house

1

enable password cisco




1
1
!
ip subnet-zero
!
!
fax interface-type modem
mta receive maximum-recipients 0
1
1
1
!
interface FastEthernet0/0
ip address 100.100.100.1 255.255.255.0
!--- After you configure shunning, IDS Sensor puts this
line in. ip access-group IDS_FastEthernet0/0_in 1 in

duplex auto
speed auto
!
interface FastEthernet0/1
ip address 10.64.10.45 255.255.255.224
duplex auto
speed auto
!
1
!
interface FastEthernet4/0
no ip address
shutdown
duplex auto
speed auto

ip classless

ip route 0.0.0.0 0.0.0.0 10.64.10.33

ip route 1.1.1.0 255.255.255.0 100.100.100.2
ip http server

ip pim bidir-enable

!--- After you configure shunning, IDS Sensor puts these
lines in. ip access-list extended IDS_FastEthernet0/0_in
deny ip host 100.100.100.2 any

permit ip host 10.64.10.49 any

permit ip any any

1

snmp-server manager
!

call RSVP-sync

!

!

mgcp profile default
!

dial-peer cor custom
!

1

1

!

line con 0

line aux 0

line vty 0 4
password cisco




login
!
1

end

house#
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1 - IP Address: 10.64.10.49

2 - IP Netmask: 255.255.255.224

3 - IP Host Name: sensor-2

4 - Default Route 10.64.10.33

5 - Network Access Control

64.
10.

6 - Communications Infrastructure

Sensor Host ID: 49

Sensor Organization ID: 900

Sensor Host Name: sensor-2

Sensor Organization Name: cisco

Sensor IP Address: 10.64.10.49

IDS Manager Host ID: 50

IDS Manager Organization ID: 900

IDS Manager Host Name: dir3

IDS Manager Organization Name: cisco

IDS Manager IP Address: 10.64.21.50
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organization, click Create,

Organization name  ciszco
Organization ID 300
Host name senzor-2
Host 1D 45

Host IP Address 10,64,10,49

[ Secondary Directaor
[ 105 IDS

[X Sensor / IDSH

lze thi=z panel to specify the remote machine to which you
wizh to establizh connectivity, If you rneed to add a new
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thiz Director,
by running syszconfig-senszor,

Uze thisz dialog box to define the type of machine you are adding,

Fleaze remember that in order for connectivity to be established,
the remote machine must already know the IDs and IP addressz of
For Sensors, this iz accomplished at install time
For remote {secondary? Directors,
thiz iz accomplished by running nrConfigure on the remote machine
and modifying the hosts and routes System Files accordingly,

W IJnitialize a newly installed Sensar

[ Comnect to a previously configured Sensar
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Shunning Servers
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house#show access-list

Extended IP access list IDS_FastEthernet0/0_in_1
permit ip host 10.64.10.49 any
permit ip any any (12 matches)

house#

light#ping 10.64.10.45

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.64.10.45, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
light#
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light#ping

Protocol [ip]:

Target IP address: 10.64.10.45
Repeat count [5]: 1000000
Datagram size [100]: 18000
Timeout in seconds [2]:
Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Ej
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Sending 1000000, 18000-byte ICMP Echos to 10.64.10.45, timeout is 2 seconds:

M7t 3 L XIStT ACLE CH2EE6HH 0| £230| "House"ofl A|ELICH

house#show access-list

Extended IP access list IDS_FastEthernet0/0_in_0
permit ip host 10.64.10.49 any
deny ip host 100.100.100.2 any (459 matches)
permit ip any any

O| oflet Zo| AZEIX| &2 W2 "Light"oll EA|ELICH

Light#ping 10.64.10.45

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.64.10.45, timeout is 2 seconds:
U.U0.U

Success rate is 0 percent (0/5)
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House#show access-list

Extended IP access list IDS_FastEthernet0/0_in_1
permit ip host 10.64.10.49 any
permit ip any any (12 matches)
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house#
"EH'2 "SRA"E pinge = USLIC.

Light#ping 10.64.10.45
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.64.10.45, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
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