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!|--- This command is used to allow access access for devices with IP
. . access-list 10 permit

| --- addresses in the range from 192.168.146.0 to 192.168.147.254

192.168.146.0 0.0.1.255

!|--- This command is used to allow access access for devices with IP

|-—- addresses in the range from 192.168.148.0 to 192.168.149.254 access-1list 10 permit

192.168.148.0 0.0.1.255
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!|--- This command is used to permit IP traffic from 10.1.1.0

!-—— network to 172.16.1.0 network. All packets with a source
!|-—- address not in this range will be rejected. access-list 101 permit ip 10.1.1.0 0.0.0.255

172.16.1.0 0.0.0.255

!|--- This command is used to permit IP traffic from 10.1.1.0

!-—— network to 172.16.1.0 network. All packets with a source
| --- address not in this range will be rejected. access-list 102 permit ip 10.1.1.0 0.0.0.255

172.16.1.0 0.0.0.255
access-list 102 deny ip any any

CHZ ol MeE OFX|2 &S o2 SE8FLICt IPoE TCP, UDP(User Datagram Protocol) &
ICMP(Internet Control Message Protocol)7t ZE E|Z 2 MZ M & =2 ER3X| &Lt

!--- This command is used to permit Telnet traffic
| --- from machine 10.1.1.2 to machine 172.16.1.1. access-1list 101 permit tcp host 10.1.1.2 host

172.16.1.1 eq telnet

This command 1is used to permit tcp traffic from
10.1.1.2 host machine to 172.16.1.1 host machine. access-list 101 permit tcp host 10.1.1.2

| ———

| ———

host 172.16.1.1

This command 1is used to permit udp traffic from
10.1.1.2 host machine to 172.16.1.1 host machine. access-list 101 permit udp host 10.1.1.2

| ———

| ———

host 172.16.1.1

This command 1s used to permit ip traffic from
10.1.1.0 network to 172.16.1.10 network. access-list 101 permit ip 10.1.1.0 0.0.0.255

| ———

| ———

172.16.1.0 0.0.0.255
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access-list 102 permit tcp host 10.1.1.1 host 172.16.1.1 eq ?

bgp Bor der Gateway Protocol (179)
char gen Char acter generator (19)
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access-list 102 permit icmp host 10.1.1.1 host 172.16.1.1 14
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access-1list 102 permit icmp host 10.1.1.1 host 172.16.1.1 timestamp-reply
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!--- The access-1list 101 denies icmp from any to any network
!-—- but permits IP traffic from any to any network. router#configure terminal
Enter configuration conmands, one per line. End with CNTL/Z.
router(confi g)#access-1list 101 deny icmp any any
router(confi g)#access-1list 101 permit ip any any
router(config)#+z

rout er #show access-list
Extended | P access list 101
deny icnp any any
pernmit ip any any
router#
*Mar 9 00:43:12.784: %SYS-5-CONFI G I: Configured from consol e by consol e

rout er #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
router(confi g)#no access-list 101 deny icmp any any
router(config)#+z

rout er #show access-list
router#
*Mar 9 00:43:29.832: %B8YS-5-CONFI G I: Configured from consol e by consol e
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router#fconfigure terminal
Enter configuration conmmands, one per line.
router(config)#ip access-list extended test

!--- Permits IP traffic from 10.2.2.2 host machine to 10.3.3.3 host machine. router(config-ext-
nacl ) #permit ip host 10.2.2.2 host 10.3.3.3



!--- Permits www traffic from 10.1.1.1 host machine to 10.5.5.5 host machine. router(config-ext-
nacl ) #permit tcp host 10.1.1.1 host 10.5.5.5 eq www

!--- Permits icmp traffic from any to any network. router(config-ext-nacl)#permit icmp any any

!--- Permits dns traffic from 10.6.6.6 host machine to 10.10.10.0 network. router(config-ext-
nacl ) #permit udp host 10.6.6.6 10.10.10.0 0.0.0.255 eq domain

rout er (confi g-ext-nacl)#"z

1d00h: %8YS-5-CONFI G I: Configured from consol e by consol es-|

rout er #show access-1list
Extended | P access |ist test
permit ip host 10.2.2.2 host 10.3.3.3
permit tcp host 10.1.1.1 host 10.5.5.5 eq www
pernmit icnp any any
permt udp host 10.6.6.6 10.10.10.0 0.0.0.255 eq domain
MM 852 ACLHIM MHEZ, F71 52 ACLL| Zof M-EL|CH

rout er #configure terminal
Enter configuration commands, one per line. End with CNTL/Z
router(config)#ip access-list extended test

!--- ACL entry deleted. router(config-ext-nacl)#no permit icmp any any

!--- ACL entry added. router(config-ext-nacl)#permit gre host 10.4.4.4 host 10.8.8.8
rout er (confi g-ext-nacl)#+z
1d00h: %8YS-5-CONFI G I: Configured fromconsole by consol es-|

rout er #show access-list
Extended | P access list test
permit ip host 10.2.2.2 host 10.3.3.3
pernmit tcp host 10.1.1.1 host 10.5.5.5 eq ww
permt udp host 10.6.6.6 10.10.10.0 0.0.0.255 eq donmin
permit gre host 10.4.4.4 host 10.8.8.8
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Rout er (confi g) #access-1list 101 permit tcp any any
Rout er (confi g) #access-1list 101 permit udp any any
Rout er (confi g) #access-1list 101 permit icmp any any
Rout er (confi g) #exit

Rout er #

ACL QIEB|E& = 24™ theshow access-listcommandE A& gfL|Ct 10, 20, 300 Z2 UM HE =
0470 LIEFELCY.

Rout er #show access-1list

Extended | P access list 101
10 permit tcp any any
20 permt udp any any
30 permt icnp any any

MM A =5 10101 L2 HS 58 AL sto =S FIHEHLICH
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Rout er #configure terminal

Enter configuration comrands, one per line. End with CNTL/Z
Rout er (confi g) #ip access-1list extended 101

Rout er (confi g-ext-nacl )#5 deny tcp any any eq telnet

Rout er (confi g- ext - nacl ) #exit

Rout er (confi g) #exit

Rout er #

show access-listcommand S230{|A{ A|RA 815 5 ACLO| access-list 1012] & &4
EEH_JEP
= .

Rout er #show access-1list
Extended | P access list 101
5 deny tcp any any eq telnet
10 permt tcp any any
20 pernit udp any any
30 pernmit icnp any any
Rout er #

of 2:

i nternetrout er #show access-lists
Extended I P access |ist 101
10 permit tcp any any
15 permit tcp any host 172.16.2.9
20 permit udp host 172.16.1.21 any
30 permit udp host 172.16.1.22 any

i nt er net rout er #configure terminal

Enter configuration comrands, one per line. End with CNTL/Z
internetrouter(config)#ip access-list extended 101
internetrouter(config-ext-nacl)#18 per tcp any host 172.16.2.11
internetrouter(config-ext-nacl)#+z

i nternetrout er #show access-lists
Extended I P access |ist 101
10 permit tcp any any
15 permit tcp any host 172.16.2.9
18 permt tcp any host 172.16.2.11
20 permit udp host 172.16.1.21 any
30 permit udp host 172.16.1.22 any
internetrouter#

EZ HHA SST 0|9 Zo| T £ AsLICH

internetrouter(config)#access-1list 2 permit 172.16.1.2
internetrouter(config)#access-1list 2 permit 172.16.1.10
internetrouter(config)#access-1list 2 permit 172.16.1.11

i nternetrout er #show access-lists
Standard | P access list 2

30 pernmit 172.16.1.11

20 pernmit 172.16.1.10

10 permt 172.16.1.2

internetrouter(config)#ip access-list standard 2
i nternetrouter(config-std-nacl)#25 per 172.16.1.7
i nternetrouter(config-std-nacl)#15 per 172.16.1.16

i nt ernetrout er #show access-lists



Standard I P access list 2
15 permit 172.16.1.16
30 permt 172.16.1.11
20 permt 172.16.1.10
25 permit 172.16.1.7
10 permit 172.16.1.2
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i nternetrout er#show access-lists

Standard | P access list 19
10 permit 192.168.100.0
15 permt 10.10.10.0, wildcard bits 0.0.0.255
19 permt 10.101.110.0, wildcard bits 0.0.0.255
25 deny any
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internetrouter(config)#ip access-list standard 2
internetrouter(config-std-nacl)#18 permit 172.22.1.1
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i nternetrout er #show access-lists

Standard I P access list 19
10 pernmit 192.168.100.0
18 permit 172.22.1.1
15 pernmit 10.10.10.0, wildcard bits 0.0.0.255
19 permt 10.101.110.0, wildcard bits 0.0.0.255
25 deny any
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interface <interface-name> no ip access-group <acl-number> {in|out}

42 B2 E21E0| MR E mi oI%A siot ELi7H?

HF B2 EgEo| HEElE A2, S8 2A|g &QIstHL FII2 o FHLRUEH 5
0 M3l & A AI2. show ip access-lists HE2 0{fH ACL &S 0| M B s=X|E &0
SEE M3t 71 ACL 8529 2ol U= log 7IHEE ZEHE HEQ &M AC
20| 318 = HREEIR=X| LE{F Lt
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21 log-input 7|2/ E £ Cisco [0S AZE Q0] ZZ|A 11.2 0|4 & SAI AFAXF A S
e El £ Cisco I0S 2 Z EQfof 22|A 11.1 7|8 AZ EQ0{0i| U&LICH LEfE AZE
glo{= o] Z|HEE XI%oPXI oi&LICH O] Z|/IEE AMEE M &3 QIFmolA I A4
MAC FA(HE El= d<)7t ZEELICH

Cisco 2HPE|& At ste A oA CltHZst2d™ oAl afok &rLI7t?

O| MRl CIHHE T2 MAE MHESHL|CH A|ZHSHZ| 0o 34K 0{FH ACLE M L] K| etk
ACLO| /oM, tihE A2/H0| HIZ M3t E|X| kS S AFfLICH

& ECiEO| B2 AARE CIHZY e Z'Ys| FolgfLict §H EciE 2 ClHZ sted
T ACLE AFSELICH J2{L Z2 M4 EBfE S &S FHQIFLICH

1. 2I5= C|o|E{8 ZH#{5t24™ access-listcommand=S AI2gfLICH. 0| ofofl M= CHA =4

10266 = AA F410.2.6.601 CHSH C|O|E] A7 M E|o] U&LICEH
access-1list 101 permit ip any host 10.2.6.6
access-list 101 permit ip host 10.2.6.6 any

2. MY QIEAH| O| A0 A W E ARIEE HIFMESIELICH W& ARE 0| HIEMSHE|X| otomd A
HHm ZHZ!I0F E Al L|CH
configure terminal
interface

3. & 43l 2 =04 A terminal monitor B S A& sto{ 2 EHO|'E ! AlMH0d| CHEt debug B

£3 U AAH” 2F HAIX|IE EAIRLICEH
4. CIHO Z2 MHAE AlEHS24™ debug ip packet 101 5= debug ip packet 101 detail HE &
At gL,

5. 2%} 2 =0i A no debug all B A# 51 interface configuration B2 AE&tod C[H
a1 Z2MAE SX[gLCE

6. 7H&l2 ChA| A|ZFEHLICH
configure terminal
interface
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ATH

ol Aol M= ACL RS dEsLIC



HIES3 Clojo{ 2=

EDAM E0/D
172.16.1.2 10.1.1.1

kat reid sam
172.16.1.1 10.1.1.2
[outside) {inside)
E& ACL

EZ ACL2 7+% @2lE ACL S8 lL]Ct. Cisco I0S Software Release 8.32 2 H&dd 222U
Ct T& ACL2 IP IHZIQ| AA FAQ ACLO| T MHEI FAE H|WSlod EEfZ S Mo{EL|Ct.

access-list <access-list-number> {permit|deny} {host|source source—wildcard|any}

DE AZEQ0] EE|A0AM access-list-numbere 182 E 997H R | &= QU&LICH Cisco I0S AZE
Qo4 ZIZ|A 12.0.100E EF ACLAHIM F7| H135(1300~1999)E APQ 57| AlZFgfLCt. OI F=IHE
Hd—% &3 IP ACLO|2FT §LIC}. Cisco I0S AZ E Qo] 2IZ|A 11.28E E& ACLO| & 0/8

2 A28 £ /A E|i&L/CH.

£ M% 0.0.0.0/255.255.255.2552 anyZ X|HE £ U&LICH 25 00|2HH o
FtEE MaFst £ QlaLCh et 3AE 10.1.1.20.0.0.02 3AE 10.1.1.29 SLUgLICH

ACLO| Ho|x|H °._|E-|E1|0|*(°|HF~8- £ OFRHI2E)0l| M Sslfor BfLICE =7 AZE| o] 2|
A0|ME 7|E out = inO] X|H | | &t 2™ outO| 7|22t OIUELICE LIS LI 2 AZ EQ 0
22|20 ME Ol E'!%Fé x| i oF BfLICt.

interface <interface-name>
ip access-group number {in|out}

S2 22101100 2 ESfEHE HMelstt 2ZE EciEE
il Ll

rr 1

_

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0
ip access-group 1 in

1

access-list 1 permit 10.1.1.0 0.0.0.255

&3 E ACL

& ZF ACL2 Cisco 10S Software Release 8.30 T U E|&LICH & X ACLE IP I{Z!o| AA I CH
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OS2 H ACLe| BHEE FAULICH SHof Cigt 124E 2lsl £0] o070l EAELICH
IP

access-list access-|i st-nunber

[dynamic dynami c-nane [timeout mi nutes]]

{deny|permit} protocol source source-w | dcard destination destination-wldcard [precedence
precedence]

[tos t OS] [1og|1og—input] [time-range ti ne-range- nane]

ICMP

access-1list access-|i st-nunber
[dynamic dynani c- name [timeout N nutes]]
{deny|permit} icmp source source-w | dcard destination destination-wildcard
[icmp-type [icmp-code] |icmp-message] [precedence precedence] [tos to0s] [log|log-input]
[time-range ti ne-range- nanel

TCP

access-list access-|i st-nunber
[dynamic dynam c-nane [timeout mi nutes]]
{deny|permit} tcp source source-wildcard [operator [port]]
destination destination-wldcard [operator [port]]
[established] [precedence precedence] [tos tO0S]
[1og|1og—input] [time-range ti ne-range- nane]

UDP

access-list access-|i st-nunber
[dynamic dynani c- nane [timeout ni nutes]]
{deny|permit} udp source source-wi | dcard [operator [port]]
destination destination-w |dcard [operator [port]]
[precedence precedence] [tos t0S] [log|log-input]
[time-range ti ne-range- nanel

DE AZEQ| o] ZE|A0|M access-list-number= 100~199& &= U&LICE. Cisco 10S Software
Release 12.0.10| M= & & ACLOIM F7F H15(2000~2699)E A& 35t7| A|&HEFLICE O] F7HE!
S E &% IPACLO|Zt ELICE Cisco I0S AZE 0 ZZ2|A 11.28E &H ACLOM| S8 0/§=
S & = A E|UELICH

>.

£ 0.0.0.0/255.255.255.255= any 2 X|&8E = U&LICE ACLO| Ho|x|H QIE{H|0|A(QIHIRE EE
E orxuro E)ofl M3aHof gLict =7 AZEQ|o] EZ|AHME 7IHE out £= in0| XIEEX|
oo™ outO| 7|2 ZL0IRAELICEH LB LR AZEQ| o] 2E|A0ME o] &S X5 5HofF gLt

interface <interface-nane>
ip access-group {nunber|nanme} {in|out}



ol 2 10.1.1.x HIE-?—JE—L(LHT)OI EzfEE 5{8stn 2F 25 ping
ANEEIH, 2F AISXIZRE{Q| #R| f = ping2 AtEHSI0{ CHE EE EHE% EE

interface Ethernet0/1
ip address 172.16.1.2 255.255.255.0
ip access-group 101 in
1
access-list 101 deny icmp any 10.1.1.0 0.0.0.255 echo access-list 101 permit ip any 10.1.1.0
0.0.0.255

o HERXT B2t 22 LE ofZ2[FH o] Mol M= keepalive 71501 ping0| E L grL|Ct
o| & 7='° RHEHE|HLE 318/HE | IPHIM H MEsHE 2IHIR E ping2 AMEHe = &Lt

= % FI(SHACL)

=X ACLO|E}TE 5}
22 5=

Zr=2 2 7|7} Cisco 10S Software & 2|A 11.10] EUERA&LICE 0] 7|5
479) 9l =5k AcLof ek Sk ELic.

= 4 7| H|2zlo|lM2 BHREE XLt ECEIE xHEHSHY| 2I5H & x*%ﬁk“ o2
ZHEfLICt BHREE STH5tD A2 AFEAE BHREo| EU5lod 215 ™ = ACLO 9
RIEHEILICH O™ "yl 40| 7|1 23 ?J% s ACLOI Zxste &5 ACLOl FIHEIL
Ch. O™ L™ 7|7t St Eci=Elo| 3{EELICH 7% Alzh =0 & Mo AlZt =07t 7ts & LICt

Chee 27 Q150 33 U 7| HulaslolMe 9IE HHE AL

username <user-nane> password <password>
!

interface <interface-name>

ip access-group {nunber|nane} {in|out}

ol WOl B B2 ACLE 915 ¥ 7IZ ACLOl SXo2 FIHELICH

access-1list access-|ist-nunber dynamic nane {permit|deny} [protocoll]
{source source-wi | dcard|any} {destination destination-wildcard|any}
[precedence precedence] [tos t0S] [established] [log|log-input]
[operat or destination-port|destination port]

line vty <line_range>
login local

OhE2 &3 A 710l 72X of L.

ajo

username test password 0 test

!-—- Ten (minutes) is the idle timeout. username test autocommand access-enable host timeout 10
!
interface Ethernet0/0
ip address 10.1.1.1 255.255.255.0
ip access-group 101 in
1

access-list 101 permit tcp any host 10.1.1.1 eq telnet



!-—- 15 (minutes) is the absolute timeout. access-list 101 dynamic testlist timeout 15 permit ip
10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255

1

line vty 0 4

login local

10.1.1.22] AFEXI7F 10.1.1.10] &l 4ASHH S2 ACLO| MEELICH O Chg 20|
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IP HHE ACLE Cisco I0S Software Release 11.201 ZE|i&LICH O|E S5 E& &
ACL01| =Xt CHAl O|& & XIHE == A&LICH

CHE2 IP BEE ACLL| HHEE AL

ip access-list {extended|standard} name

Ct&2 TCP2| 0d &ILCt.

{permit|deny} tcp source source-wildcard [operator [port]] destination destination-wildcard
[operator [port]] [established] [precedence precedence] [tos tos] [log] [time-range time-range-

E 10.1.1.200M EA2E 172.16.1120| Y 424 N5t 2 E EEf=E RIEHEH7|
ACLE AF23HE ol LICH

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0
ip access-group in_ to_out in

1

ip access-list extended in_to_out
permit tcp host 10.1.1.2 host 172.16.1.1 eq telnet

A7 ACL

IC}. Reflective ACLS A2 5HH
Ch EtMo 2 B2 E LIF oM
lHte = EHZlg AEtst7| Qs

Reflective ACL Cisco 10S Software Release 11.30| &
ARl Bjlo]o MM HEE J|Hto 2 |P IiZ!S ZE{2E £ &L
g dlst= Mol CHet SEH o2 ol RHRE EBlEE §85t
AtE 7t
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AT ACLS @EX| &5 HHE |P ACLE AF235104 30|88t 2= Q& LICH S 7 X|MHEI E= ES
HHE |P ACLE AIRSH7HLICIE T2 EZ ACLE AF235104 Xo|& 4 iaL|ct AT ACLL C}
EEZE Y EH™ EHE ACLY <=+771| A% £ laLct

CtE2 CheFsh A7 ACL BB E &Lct

interface <interface-nane>
ip access-group {nunber|nane} {in|out}
1

ip access-list extended <nane>



permit protocol any any reflect nane [ti meoutseconds]
!

ip access-list extended <name>

evaluate <nane>
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O|= ICMP O}RHI2E 2l QlHI2E EffE 5{89| 0i0|0, LI 0| AIZHEl TCP E&Y
X|gkCHE EciE2 HEELICH

ip reflexive-list timeout 120

!

interface Ethernet0/1

ip address 172.16.1.2 255.255.255.0

ip access-group inboundfilters in

ip access-group outboundfilters out

1

ip access-list extended inboundfilters

permit icmp 172.16.1.0 0.0.0.255 10.1.1.0 0.0.0.255
evaluate tcptraffic

!--- This ties the reflexive ACL part of the outboundfilters ACL,

!-—-- called tcptraffic, to the inboundfilters ACL. ip access-list extended outboundfilters
permit icmp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255

permit tcp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255 reflect tcptraffic

Azt HLE AF8 3= AlZh 71& ACL

AlZh 7|1& ACL2 Cisco I0S &AZEQ|of 2IE[A 12.01.TRE ZM&LICH
ot R[BH AZEE 7|E2 2 §F HMA XMo{7} ZHSEFLICE AlZE Z1&E A % Tedst7| 2
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CHE2 AlZh 71& ACL B Lct

!--- Defines a named time range. time-range time-range-name
!--- Defines the periodic times. periodic days-of-the-week hh:mm to [days-of-the-week] hh:mm
!-—-- Or, defines the absolute times. absolute [start time date] [end time date]

!--- The time range used in the actual ACL. ip access-list name|number time-rangename of_ time-
range

Ol doiME EHed, +2d, 22U UF Azt IR HELZNM F HEIZol AU HZ
o oi%E'I—IEP.

interface Ethernet0/0
ip address 10.1.1.1 255.255.255.0
ip access-group 101 in
1
access-list 101 permit tcp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255 eq telnet time-range
EVERYOTHERDAY
1

time-range EVERYOTHERDAY



periodic Monday Wednesday Friday 8:00 to 17:00
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access-list <access-list-number> remark remark

i

ok

7t XI'GE ACL Lol ZHE o 2iLC.

interface Ethernet0/0
ip address 10.1.1.1 255.255.255.0

ip access-group 101 in
1

access-list 101 remark permit_telnet
access-list 101 permit tcp host 10.1.1.2 host 172.16.1.1 eq telnet

¥ 7| HAMA x|od

CBAC(Context-Based Access Control)E Cisco I0S AZE Qo] 2I2|A 12.0.5.TRE TFH&L
C}. Cisco 10S Firewall 7|5 ME7} 23ELICI CBACE ¥l X|Lt= ECEE ZHAISHo{ TCP
2 UDP Mol CHEt 4Ef HEE &t1 #a|gfLict o el HEE AH85to] Ut o| HAA =5

ol UAIZ BAME BHE 4 2SLICH 0|2 I3k 518 7Hs ot M, 5 228 g WEXIZ Lo
M AISHEL Mol sl et =2 3l 201 clolef eizig 518ty Sish Saiel Al =8l wy
o= ip A= EE TAE UL

CHS 2 CBAC BAHELICH.

ip inspect name inspection-name protocol [timeoutseconds]

CIS2 ol RHI2E EEfEE HASHT| 2/51 CBACE AFE5ts o &LICH YRHAo = &3 ACL
1112 CBACO| A EEH EE ‘_il% fl8 EME BtE= & gl0| ICMPE 2|3 ghet EcfEE JIE
LICE.

d
o

ip inspect name myfw ftp timeout 3600

ip inspect name myfw http timeout 3600

ip inspect name myfw tcp timeout 3600

ip inspect name myfw udp timeout 3600

ip inspect name myfw tftp timeout 3600

! interface Ethernet0/1 ip address 172.16.1.2 255.255.255.0 ip access-group 111 in ip inspect
myfw out !

access-list 111 deny icmp any 10.1.1.0 0.0.0.255 echo access-list 111 permit icmp any 10.1.1.0
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Q& Z E Al9| of = Cisco Secure Integrated Software ZAI|18|0|M 25

E{E ACLE Cisco I0S AZEQ|o{ 2E|A 12 1.5.TEE TS, 7200, 7500, 7|E} 50| =
EHENMEE & = U&LICH HHE ACL 7|s2  £8XMo 2 ACLE X 2|5l04 EIRE M52 =0
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E{2 ACLO|= access-list compiled HE& AFEELICH CIS2

access-list 101 permit tcp host 10.1.1.2 host 172.16.1.1 eq telnet
access-list 101 permit tcp host 10.1.1.2 host 172.16.1.1 eq ftp
access-list 101 permit udp host 10.1.1.2 host 172.16.1.1 eq syslog
access-list 101 permit udp host 10.1.1.2 host 172.16.1.1 eq tftp
access-list 101 permit udp host 10.1.1.2 host 172.16.1.1 eq ntp

EZ = &% ACLO| HO|z|™ global configuration &

!--- Tells the router to compile. access-list compiled
1

interface Ethernet0/1
ip address 172.16.1.2 255.255.255.0

!--- Applies to the interface. 1ip access-group 101 in

show access-list compiled @2 ACLOl| & &t SHE EAIELICE
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ACLE 48 32, QIElH0L0] A9IBE H2IE 20l 78 So w4 A9/8eix| o1 B2
ZZMME ™ME 350 M2l &LICE.

4 AlZh 7|8 ACLS| T2 2 2P E T2 M A2t 2tQl 7tE 7HO] IPC(Inter Processor
Communication) HIA|X| 2t Efet 2450 HZO| F7HE[0{ AlZh Z|EF ACLe| #E21F S YUELICH

debug time-range ipc
show time-range ipc
clear time-range ipc

=&l ACL
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