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Ol EMo| HE= OIS AZEQ0] A st=f0{ HEE 7[gte = gLt

- IDS Appliance HHZ1 3 & 4

- IPS Appliance H{X 5 21 6

. IDSM(IDS Module) 7! 3 2! IDSM-2 B 4
Ol EMo| HMEE= §Y # #7392  C|Ho|AE EONE HYEIR&LICE Ol EAM0| AHEE 2E C
OlA= Z7ISHEI(Z|2) ZI|ado|Me 2 AR E[JIELICH M HIERII 58 52l 3, &2
BHo{o| MR FE S 0|2l = K|stA|Z| "hEFLCt
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EM E7| &0l ik RhMIEH LHE 2 Cisco 7= B E7| 7]

IDS Appliance HH& 3

HZ 3 o{E2to|dA 0 CHH F 7R SME MEE = U&LICH HIZHE SF T2 MAE AEF
ALt H™ 3 =7 CDE ME3t=_0|0|X|E AMHE = JU&LICE Mo|OlXIMe 2 HEI &
AEILICH HIZHE 27 HRl= 712X 2 Solaris HIZHE SFQILICH HI|ago|Me SAE
£ Qe TtE| AE|0|M(Cisco CSPM(Secure Policy Manager), VPN/VMS(Security Management
Solution), UNIX Director)O| 8= A0t 0| SME AFSELICEH

IDS Appliance HHZ 3 O|3t0| A= 'netrangr’ ! 'root'2t= F 7HC| AL& X} 0| 0| U&LICt & Cho
7|8 H|YUH S = "attack' R LICH.

7 38 4SHE IDS o{&2t0|HA O HIEHE =

. Solaris Device Configuration Assistant C|AZ (£ E C|A3). Sun X[ ¢ AIO|E0M TS
CIRECE = A&Lct 31: o 2137t 21S5HX| 282 Sun X[ & ALOIE Q| %[44 ¢ ol
2 0|5 35t04 Drivers(=20|H{) of2H0oi A Device Configuration Assistant Boot Diskette Solaris
Driver Downloads(LC/HF O/ Z1Z[Z2/0/4 2 = At 2 E! C|AZ! Solaris EEIO|H CIR22E)E
HASH 2 &lAI2. Cisco Systems, Inc.& Sun X[ ¥ MO|E & |X[5HX| toH 2HE9| 2
x|E Mo{g = gi&Lict

- Solaris for Intel (x86) CD-ROM.

. I AE|O|Mo CHEF 2& AMA

HZEHS E ST 5t2{H Chs THHE 225 AAIL.

1. 22l C|ATE M4UFLICH

2. CD-ROM E2}o|=0f CDE Z&LCh.

3. {3 AHOME I 10X &
UL ZHm|3ef|o|MH & 7| Configuration Assistant 3tHO0| ZE A|E L|C}.

4. NAHIM 2& CIHIO|AE B8 AHSE{H F32 FELICL AL t2E|[H ClHIO|A S5
O EA|ELIC.

5. CD-ROM C[HIO|A 7} C|HFO|A SFo0f| LIEtLI=X| 2 QI8 CHF F28 =2 AISELUCHER
ClHtO|A S 50| 3tHoi| EA|ELCY.
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6. CD-ROM E2I0|E & MEHE O+ AH|0|A HFE F+&LICHCD-ROM C|HHO|A Q3o 'X'7t U

&L|CtH

7. 74|Ao|-E=|D=1F E SEL|ct.o|d =3 AH|0|M0| CD-ROMOM BEI=L|C},

8. MX| R8e MEistE O AR &= StHUIM &M 2, JumpstartE MEHEFLICH A|AEIO| A&
=HEl=] |C}.

9. 101 MEHSIEt= HIAIXI7H E AIZ|™ Option 0 for English& MEHELICH.

10. 21012| CtZ 3HOIAM Qo ANSIC| M 0= CHA| MEHFILICH A|ARIO| A& REIE|T
Solaris Installation 28 0| LIEFFL|CF.

11. dX| AT EEE BX|5tT ZEZE0| HMAE 5= UES Control 7|1E ZH FED CE &
=248t

12. mount -F ufs /dev/dsk/c0t0d0s0 /mnt & &J=FLICt., TtE|M 0| O[A]| /mnt' OFR E X|&of| Ot
2EELICH 0{7]0{| M Yetc/shadow' THU 2 HESIT FE S E MHE = JU&LICH

13. cd /mntletc & RI=4grLICH.

14. CIO|E{E SHIEH 212 = UL F A 23S Y LICLTERM=ansi§ =& LICt.export
TERMZ 2/=2gLCt

15. vi shadow® RIZ{BLICL O MT mtelol leH &3 & MHE = A&LICH SF2 03
o Zrofof ghuct.

root :gNygp8ohdfxPI:10598::::::

"2 EHE AR VIEE, 45§

16. & B HEE AX|ELIC of
r oot : gNygp8ohdf xPI : 10598: ::: ::
ClSoz Y

root::10598::::::.

0|l

S E AZXte| ”HIYH S 7t M7 E LICEH
17. R8:wq! It LS 2Est0 S=EFLICE
18. EEIO|E 0| M C|A 32t CD-ROME M 7{EFLIC}.
19. A|lAEIS KR EISIE{H init 62 248tL|CH.
20. 29101 rootE Q2dstLICH TETEE E A CFS EnterE S&LUC}H
21. HZHH3S T = E 0| M Enter® S+EL|C} O|A| Cisco Secure IDS Sensor0l 2 1Q18tHL|C}.

H™ 38 al#ste IDS o{Z 210|214 0] 0|0|X| A X|H

HZ 32 A&st= IDS 0{Z2t0|HAE CHA| O|0|EstE2{™ CFS B HE 2tz st MAIR.
& Al&st 7| ©of oA 7F Aol AZEE(of UX| ef 2| FHlstMA|2.

1. ™ 3 55 CDE IDS o{E2t0|dA0l E1 RS LCt.

2. 570 3¢ Wintx| Ao et ZFZEE WHELICH

3. 'root/attack'C| 7|2 AFE Xt O|S/H|LHS E AL 504 22018 L|CH
4. O1ZC0|AE AHT 524 sysconfig-sensorE A& ELICEH

IDS Appliance HH% 4

Z2|X ASXL O|SE/H|EHEE 0 e 2 57 Wil




TER AEH S E ST U B Ol AASK HHE ALZ5t0{ CHE AR & AMEYE =
olaL|ct
AA EH .

0E £04, F 7H2| AL X} 0|F 0] 'cisco' L 'adminuser'2tE IDS 0{Z2}0|iA0f A E[LICEH
'cisco' AF2Xo| H|YHS E XA x5l of oP‘:'E ‘adminuser'7t 210215t H|HHS E AHAA-HE L
Ct.

sv8-4-ids4250 | ogi n: adm nuser Password: !--- Output is suppressed. idsnR-sv-rack#configure
terminal

i dsm2- sv-rack(confi g) #no username cisco

i dsnm2- sv-rack(confi g) #username cisco priv admin password 123ciscol23

i dsnm2-sv-rack(confi g) #exit

i dsmR- sv-rack#exit

sv8-4-ids4250 | ogin: cisco
Passwor d:
!--- Output 1is suppressed. SV8-4-ids4250#

MHIA NS} O|B/HILHE B 91 = 72 27 Fat

MHIA AEe| S E 4T Ues B Ol ALEX HHE AL85t0{ CHE AL 8K S & AEYE =
ola|ch
AAEH .

0 € £01, IDS Appliance0i 'cisco’, 'adminuser' ! 'serviceuser'ct= Al 72| AH& Xt 0| 0| —_r“HEI
LICF. 'cisco' AL Xt2| H|XUEH S E KA Z{5HOF 52 2 'serviceuser' 7} 21215t 10 H|ZUHS E RHM
xi%FLJE+
oH .

sv8-4-ids4250 | ogi n: tacPassword:

!--- Output is suppressed. bash-2.05a$ su root Password: [root @v8-4-ids4250 serviceuser] #passwd
cisco

Changi ng password for user cisco.

New passwor d:

Ret ype new password:

passwd: all authentication tokens updated successfully.
[root @v8-4-ids4250 servi ceuser] #exit

exit

bash-2. 05a$ exit

| ogout

sv8-4-ids4250 | ogin: cisco
Passwor d:
I-—- Output is suppressed. Sv8-4-ids4250#

I FE HZHS = MH|A AH™Ho| HZFHEt SLUELICE.

T 48 A5t IDS o{& 20|14 O|0|X| R X|H

IDS O1Z2t0|AAE CHA| o|O|EetedH ChE HAHE 2R stAA2.
&3 ASs 7| Tof| oA T7E Aol AZAE[of UX| §E2X| E st M A2,

1. H™ 4 53 CDE IDS 0{E20|dA0l 1 MERELCY.
2. 230 MBE Wt x| A™of wet =& _E% [h2 L},
3. 'cisco/cisco'@| 7|2 ALt O|&/HIZHES E

4. 0{Zc}to|HAE RT3 5tE{™ setup
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>
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IPS Appliance H& 5 8! HHE 6

AIP-SSMLCIA| 2E, 52, AijAd% ol =7

ChS WS A& 3504 Adaptive Security Appliance0l| A 1% AIP-SSM(Advanced Inspection and
Prevention Security Services Module)2 CtA| Z2E, 2, MAY, S350 578 & QY&LCH.

B3 S et EXEC 2E EE §o 2412804 Z=0M hw-module BB U{E 4 AUSL
of 0 19 E B U CrYl 50 BEold WS U & ASLIL OHF BE@EIPY EE £
W ChE mE)ofl M A Sate Mes 2ot Clholao] B AlAH A @R £ 7
=2 £7} of )0l A hw-module H2BH Algtgr & QlarLich

0%
ol
Ral
hQ
d
>
0

- hw-module module slot_number reload—O0| B2 =90 AMHHE £
SSMOIM AZEQ0{E CIA| ZEELICH AIP-SSMO| 2t 5 AEfQI FHR0Bt R F &LICH.

- hw-module module slot_number shutdown - O] BZH 2 AIP-SSMOM AZEQ|0{E F=2& L
Ch AIP-SSMO| & & EfRI ZALoigt REELICH

- hw-module module slot_numberreset - O] W2 AIP-SSM2| St=E9fo] RHMEHE &gt
7t =7} Up/Down/Unresponsive/Recover & EH [ & E L|C}.

- hw-module module slot_number password-reset—O0| B2 C|HIO|AE CIA| O|O|X|3HE &
230| Cisco ASA 5500 Series CSC-SSM(Content Security and Control Security Services
Module) EE= AIP-SSMO|M H|YHS & S 7 L|CHED: 0] BHE2 IPS 6.0(ASA 7.2 H{ZT)0f|
M x| A3t Cisco CLI HHE HIYUHS E 7| cisco2 S ¢5t= ol AFSELICh

- hw-module module slot_number recover [bootf] | & X| | configure]—recover B&E2 = 0474
HeE A™SHHU wEs 7| fEt chEtE SM 22 EAIRLICH Enter 7|1& =20 O{7HH
=& HAE5HL 7|E HEE /X[ = JGgLICHAIP-SSME =7 5t= O AA835t= Hite
AIP-SSM A|AHE o|0|X| Mx|E & X5t A2 .hw-module module slot_number recover
boot—O| HH AIP-SSMO| 57 & A|EELICE AIP-SSMO| & AEfQ! B2t M EL
Ct.hw-module module slot_number recover stop—O| B2 AIP-SSMQ| S 7 & ZX|FLICt.
AIP-SSMO| =7 & EfQl ZAL0iBt MZEL|CH R AIP-SSM ST & SX[alioF 5t= Z< AIP-
SSM S E A|% 8t £ 30~45% O|LH0{l hw-module module 1 recover stop B2dS AI&isHoF &
LICH 228 H 7|ct2|M of 7| x| et 2 Ao E Zefe = U&LICH 6l E 0] AIP-SSMO|
Unresponsive(S &5t X| 2% &) & Ef7} E = U &LICH.hw-module module 1 recover configure -

E ST E et 7B F-5t2{™ o] HHE AFSELICH E oi7fHs= IP 4 &
=31 0|0|X| TFTP URL {I&|&ILICt.of:
ai p- ssmthardware-module module 1 recover configure
Image URL [tftp://10.89.146.1/1PS-SSM K9-sys-1.1-a-5.1-1.ing]:
Port | P Address [10.89.149.226]:

VLAN ID [O] :
Gateway | P Address [10.89.149. 254]:

0]

AIP-SSM A|A &l o|0|X| A o|0| %]

AIP-SSM A|AE O|0[X|E MR[etedH CHS HHIE 225t AIL,

1. ASAO| 2 218tLC}
2. 2dst R E Ql=ghLCt.
asa>enabl e

3. AIP-SsMoi| CiEr 57 dHEE FEFLich

asat#hw-module module 1 recover configure



1. 57 Hu|ag oMol 27 7+ 43124 hw-module module 1 recover stop &S At
5101 A|AE] R{O|O|X|3tE SXIE Ot AHu|ado|M2 =8 = JU&Lch
4. AM|AH"” o|O|X[e] TFTP URLE X|™gfL|Ct.
Image URL [tftp://0.0.0.0/]:
0q:

Image URL [tftp://0.0.0.0/]:
tftp://10.89.146. 1/ 1 PS- SSM K9-sys-1.1-a-5.0-1.ing

5. AIP-ssSMe| & 2 o] QIE{H|0|AE KI™ELICt
Port | P Address [0.0.0.0]:
of:
Port | P Address [0.0.0.0]: 10.89.149.231
6. VLAN IDE 02 2 SLC}.
VLAN I D [0]:
7. AIP-SSM2e| 7|2 H|O|ER|0|E X|ZgfLCt.
Gateway | P Address [0.0.0.0]
of:
Gateway | P Address [0.0.0.0]:10.89. 149. 254
8. ST E Al-FLICH
asa#hw-module module 1 recover boot

0. 577 AZE WK F7| M2 27 E &OolgtLch .’%l' ]
guest@localhost.localdomain#2 8111 O|O|X|2 CHA| A X(|E H

guest@localhost.localdomain#2 o1& LIC}.

asa#show module 1

Mod Card Type Mbdel Serial No.
0 ASA 5540 Adaptive Security Appliance ASA5540 P2B00000019
1 ASA 5500 Series Security Services Mdul e-20 ASA- SSM 20 P1D000004F4
Mod MAC Address Range Hw Ver si on Fw Ver si on Sw Ver si on
0 000b. fcf8.7blc to 000b.fcf8.7b20 0.2 1.0(7)2 7.0(0)82
1 000b. fcf8.011le to 000b.fcf8.011le 0.1 1.0(7)2 5.0(0.22)S129.0
Mbd St at us
0 Up Sys
1 Up
asa#

I ST Z2MA0M YUY 7 & C|tHZ 524 debug module-boot HHEE At
835t0{ A|AE Rfo|O|X|St ZEAMAS| C|HZ S &/ g5t ELIct.
10. AIP-SSMO]| CHEH MM 2 A|XHEE T setup W2 Z AIP-SSME X 7|s}HEHLC}.

H“ mw

IDSM

Ym|asioldo| RX|=l= St IDSMOM HIZHS |7 & sdst= Ol M8E = U LH2 o
&Lct
= -

3 ol MRlolME RX| &l THE[ME At&sHof ELCH fX| E TtE[ME &7 HEE(U|D 2
Q18 4 Ql= AR IDS M2 mxl|sHok ghL|Ct. o] B Cisco 7|& X|°401| o5t M A2,

LI O|E|E 10S(Integrated 10S) ZEE Al#3t= A XIF & 74 IDSM O|O|X| iAo

Native 10S(Integrated 10S) ZEE Ast= AL|X[Z ISDME CtA| o|0|&stE{H CHE HAHE 2
Zehct.
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1. switch 22 hw-module module module x reset hddE A& 604 IDSME Maintenance
Partition( x| 22| TtE[/M)S 2 EEFLICH 047|MH x= &€& HEE LIEtLCt
SV9- 1#show module 6

Mod Ports Card Type Mbdel Serial No.
6 2 Intrusion Detection System WB- X6381- | DS SADO63000CE

Mbd MAC addr esses Hw Fw Sw St at us
6 0002. 7e39.2b20 to 0002. 7e39. 2b21 1.2  4B4LZOXA 3.0(1)s4 Gk

SV9- 1#hw-module module 6 reset hdd:2
Devi ce BOOT variable for reset =
Warning: Device list is not verified.

Proceed with reload of nodule? [confirnmly
% reset issued for nodule 6
I --- Output suppressed.

2. switch 223 show module x2 At235l04 IDSMO| 222! AElZE MBE|IEX| & 2/8fL/CIDSM
AZEQ0o{ HTIO| Al 220 27} UEX| &QIgLICH ol K| 2| IHEIM AZEQ|o{7}
47 IDSMOIM ARl Qlomd AEN7F OKR)IE LIEFALICEH
SV9- 1#show module 6

Mod Ports Card Type Mbdel Serial No.

6 2 Intrusion Detection System WB- X6381- | DS SADO63000CE

Mbd MAC addr esses Hw Fw Sw St at us
6 0002. 7e39.2b20 to 0002. 7e39. 2b21 1.2  4B4LZOXA 2.5(0) Gk

3. switch BHE MM &R x Z2A|MH 1& AFE 3504 IDSM S X| &t 2| TtE|Mof 9IZELICH

.ciscoids/attack2| AtE X} O|&/HIYHS & AFSEILCE.

SV9- 1#session slot 6 proc 1

The default escape character is Crl-”~, then x.

You can also type 'exit' at the rembte pronpt to end the session
Trying 127.0.0.61 ... QOpen

I ogi n: ci scoi dsPasswor d:

nmai nt enance#

4. IDSM o Z 2|70 mtE|ME CHA| o|O|&stedH 7HAlE o|O|x|E MR[ErLICHFHAIE O|O|K]

7t UEX| 2215 7| 2I5H diagnostics HZ ids-installer system /cache /showZS AlSigtL|CH.
mai nt enance#diag

mai nt enance(di ag) #ids-installer system /cache /show

Details of the cached image:

Package Nane : | DSWk9- a- 3. 0-1-$4
Rel ease Info : 3.0-1-4

Total CAB Files in the package : 5

CAB Fil es present : 5

CAB Files nissing : 0

Li st of CAB Files m ssing

mai nt enance( di ag) #
FHAIEl o|OfX|7F @R 7HLE FHA|El 10| A X|StEd= O|O|X[7} otil B 5EAHE TS LICH
FHAIE O|O|X|E A+E3to] ISDME CHA| 0|0| &5l 24 diagnostics & ids-installer system

/cache finstall& At & LICH

mai nt enance(di ag) #ids-installer system /cache /install
Validating integrity of the inage... PASSED
Formatting drive C\....

Verifying 4016M

Format conpl eted successful ly.

4211310592 bytes total disk space.

4206780416 bytes avail abl e on di sk.

Vol urre Serial Nunber is E41E- 3608

Extracting the image...

!--- Output is suppressed. STATUS: |mage has been successfully installed on drive C\!



CAEE DN e T7F Q7L OV B & YR E BHE

Aolo|x|7} 22 x| 12EHH = Tl e L

. IDSMO]| IP 4Z 0| Q=X = IFLICH. ping ip_address @& A/&/gfL|Cf.

mai nt enance#diag

nmai nt enance(di ag) #ping 10.66.84.1

Pinging 10.66.84.1 with 32 bytes of data:

Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255
Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255
Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255
Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255

. IDSMO{| IP 20| /= B 1MEAHZ TI-ELICH IP 40| gl 32 7TEHHRH 9B AT K|

Tl=grLct

. Command and Control Interface(B& ! A0 QIE{H|O|A) 7} ALR{X|0l| SHIEH F4E|0f U

EX| & Qg LIC} show run interface Gix/2 B2 A& EFLICH.
SV9- 1#show run interface Gig6/2
Bui | di ng configuration...

Current configuration : 115 bytes
!

nt erface G gabitEthernet6/2
no i p address sw tchport
switchport access vlan 210
swi tchport node access

end

SV9- 1#

. S8 0774 IDSM R K| 22| ZE|M0| SHE2 A FEE[0] A=K] FH LI

diagnostics B3 ids-installer netconfig /viewE & & & LICH.
mai nt enance#diag

nmai nt enance(di ag) #ids-installer netconfig /view

I P Configuration for Control Port:

| P Address . 10.66.84.124
Subnet Mask . 255.255. 255,128
Def aul t Gat eway : 10.66.84.1
Donain Nane Server : 1.1.1.1

Dorai n Nane ;. cisco

Host Nane ;. idsmsv-rack

HoF 5t= 232 diagnostics B ids-

[o]]]

installer netconfig /configure Of7H B4~ AFSELIC}.

mai nt enance(di ag) #ids-installer netconfig /configure /
ip=10.66.84.124 /subnet=255.255.255.128 /gw=10.66.84.1 /
dns=1.1.1.1/domain=cisco /hostname=idsm-sv-rack

STATUS: Network paraneters for the config port have been configured
|

NOTE: Reset the nodule for the changes to take effect!

10. IDSME Z{EHer = IP HZES ChA| #Qlsto HE ALY S M ELICH IP 40| 03| &

11.

Mol 2« detdelip A4 EAof et =X E siZer chS 11EH E TI->goct.

IDSM O Z 2|71|0| M ZHE|ME CHA| o|O| &g LIct ZIEH B ids-installer AAE /nw /install
/server=ip_address Muser=account /save={yes/no} /dir=fip_path
Iprefix=file_prefixip_address= FTP M| IP A ILICH account= FTP Mol 23 Q1F
M AHSE ALERH EE AE O|FULICHXE2 CH2EEF 0|0|X|2] SAHE S FHAIE S A
EOE MY LX| iR E AHELICE "of"E MBSt EXSt= FHAIE! O|0|X|E HojesLICh
.noQl B¢ CI2E =8 O|0|X|7} HIE mE|Mol| DXIZ|X|2H FHAIE SAE2 MEEIX]
&LICt fip_path= O|O|X| ZtUO| = FTP M| CIRHEE|E X|'HEfLICt.file_prefixe CH2
23t o|0|X|of /U= .dat Lol mtd O|F LI CHR2EEF o|0|X|= #EEHHO| .dat@l
U StLtel EEHHO| .cab?l Tt 02 7HE FAELICE. file_prefix 2t .dat O|AIE Z &St
K| et = DAT m 9| o[Fo|o{of &L|ct.

mai nt enance#diag

mai nt enance(di ag) #ids-installer system /nw /install /server=10.66.64.10



12.

13.

14.

/user=cisco /save=yes /dir='/tftpboot/georgia' /
prefix=lI DSMk9-a- 3. 0-1- 4
Pl ease enter |ogin password: *****
Downl oadi ng the image.. File 05 of 05
FTP STATUS: Installation files have been downl oaded successfully
!
Validating integrity of the inage... PASSED!
Formatting drive C\....
Verifying 4016M
Format conpl eted successful ly.
4211310592 bytes total disk space.
4206780416 bytes avail abl e on di sk.
Vol ure Serial Nunber is 2407- F686
Extracting the inmage... /--- Output is suppressed. STATUS: |nage has been successfully
installed on drive C\!

switch @& hw-module module x reset hdd:12 A& 3504 IDSME OHEZZ|7|0|M TE|MS 2
EEIgLct.
SV9- 1#hw-module module 6 reset hdd:1

Devi ce BOOT variable for reset =
Warning: Device list is not verified.

Proceed with rel oad of nodul e? [confirmy!--- Output is suppressed.
St AR|X|7F IDSME OfE 2|7 0|M THE|Mo 2 BRIGIE & T |0 U=X] = lFLct.

0|E #2I5t24™ show bootvar device module x H& & A& L|C}
SV9- l#show bootvar device module 6

[mod: 6 ]:

SVO- 1#

IDSMO]| CHEt 2 & C|Hto|A BHE 352 switch configuration @2 boot device
module x hdd:1€ AFEErL|C}.

SV9- 1#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
SV9- 1(confi g) #boot device module 6 hdd:1l

Devi ce BOOT variable = hdd: 1

Warning: Device list is not verified.

SV9- 1(confi g) #endSV9- 1#show bootvar device module 6

[mod: 6 ]: hdd: 1

SVO- 1#

switch 2323 show module x= AF235104 IDSMO| 221Q! A El 2 MBEIEX| &/8fL/Ct
IDSM A Z EQ||o{ B{Z10| ofE2|7|0|M THE|M |:|-|7<|_-|(01|: 3.0(7)34)0|_T'_ AMEN7F OKQIX| & ¢l

gLk
SV9- l#show module 6
Mod Ports Card Type Model Serial No.
6 2 Intrusion Detection System WS- X6381- | DS SAD063000CE
Mbd MAC addr esses Hw Fw Sw St at us
6 0002. 7e39.2b20 to 0002. 7e39. 2b21 1.2  4B4LZOXA 3.0(1)s4 Ck

OfZ2[7o|M TtE|Mo 2 REIE|ISDZ IDSMO| 4451 C|HEQ S48 &= UEE 7
MUt B dEe ASELICC|2Eto| S410| MMEIH 742 IDSMO| CHRES E
£ &L|CH 23 915H24M ciscoids/attack2| AFE A} O|S/H|ZHEE AFSEFLICH.
SV9- 1#session slot 6 proc 1
The default escape character is Crl-", then x.
You can also type 'exit' at the renpte pronpt to end the session
Trying 127.0.0.61 ... Open
| ogi n: ciscoids
Passwor d: #setup
--- System Configuration Dialog ---
At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration diaglog at any pronpt.
Default settings are in square brackets '[]'.



Current Configuration:
Configuration | ast nodified Never

Sensor:

| P Address: 10.0.0.1
Net mask: 255.0.0.0
Def ault Gateway: Host Nanme: Not Set
Host | D: Not Set
Host Port: 45000
Organi zati on Nane: Not Set
Organi zation | D Not Set
Director:

| P Address: Not Set
Host Nane: Not Set
Host | D: Not Set
Host Port: 45000
Heart Beat Interval (secs): 5

Organi zati on Nane: Not Set
Organi zation | D Not Set

Direct Telnet access to |IDSM disabl ed
Continue with configuration dialog? [yes]:
Enter virtual terminal password[]:

Enter sensor |P address[10.0.0.1]: 10.66.84.124
Enter sensor netmask [255.0.0.0]: 255.255.255.128
Enter sensor default gateway []: 10.66.84.1
Enter sensor host name []: idsmsv-rack
Enter sensor host id []: 124

Enter sensor host post office port [45000]:
Ent er sensor organi zation nane []: cisco
Enter sensor organization id []: 100

Enter director |IP address[]: 10.66.79.249
Enter director host nane []: vnsl

Enter director host id []: 249

Enter director host post office port [45000]:
Enter director heart beat interval [5]:

Enter director organization name []: cisco
Enter director organization id []: 100

Enabl e direct Tel net access to |IDSM? [no]:
The followi ng configuration was entered:
Configuration | ast nodified Never

Sensor: | P Address: 10. 66. 84. 124
Net mask: 255. 255. 255. 128
Def aul t Gat eway: 10.66.84.1
Host Nane: i dsm sv-rack
Host | D: 124

Host Port: 45000

Organi zati on Nane: ci sco

Organi zation | D 100

Director:

| P Address: 10. 66. 79. 249
Host Nane: virs 1l

Host | D: 249

Host Port: 45000

Heart Beat Interval (secs): 5

Organi zati on Nane: ci sco

Organi zation | D 100

Direct Telnet access to | DSM disabl ed

WARNI NG Applying this configuration will cause all
configuration files

to be initialized and the card to be reboot ed.

Apply this configuation?: vyes

Configuration Saved. Resetting...!--- Output is suppressed.

5t0|EE|E(Cat0sS) ZEE Al&s = A %2t &74 IDSM 0|0]X| XY &}




5tO|EHE|E(CatOS) ZEE A#Mst= AQXIZ ISDMS CHA| o|0|&G2{H LIS HHAHE 2t2 35
A2,

23 ofB2AolM 1
HlYES 278 S s of A

B ol HRtoME RK| 22| TE[MEE ALESHok BFLICH /X 2o TtE|M &5 7 HELUD 2
a0lg = gle B2 IDSME W A|sliof ELICt o] B Cisco 7|& X[#of| EQ|StAAIL.

1. switch HZE AFE3}04 IDSME Maintenance Partition(& X| 22| THE|MH)o 2 B&lstL|C}

reset x hdd:2.
1td9-9> (enabl e) show module 4

Mod Sl ot Ports Modul e- Type Model Sub Status
4 4 2 Intrusion Detection Syste W5 X6381-1DS no ok

Mbd Modul e- Nare Seri al - Num

4 SAD063000CE

Mod MAC- Addr ess(es) Hw Fw Sw

4  00-02-7e-39-2b-20 to 00-02-7e-39-2b-21 1.2 4B4LZOXA  3.0(5)S23
1td9-9> (enabl e) reset 4 hdd:2

This command will reset nodul e 4.

Unsaved configuration on nodule 4 will be | ost

Do you want to continue (y/n) [n]?y

Modul e 4 shut down in progress, please don't renove nodul e

until shutdown conpl eted. !--- Output is suppressed.

2. IDSMO| switch BZ show module x2t &7 222! A E2 M3 El=X| & 2/gfL/Cf.IDSM A X
EQo{ HHTO| Al 220 27t U =X| = lFfL|Ct ol HH2 |X| 22| TtE|M A X E Q| 047}
4 IDSMO M Al™E[T Qo AEN7F OKRIZ LIEHALICEH
1td9-9> (enabl e) show module 4

Mod Sl ot Ports Modul e- Type Model Sub Status
4 4 2 Intrusion Detection Syste W5 X6381-1DS no ok

Mbd Modul e- Narre Seri al - Num

4 SAD

063000CEMbd MAC- Addr ess( es) Hw Fw Sw

4 00- 02- 7e-39-2b-20 to 00-02-7e-39-2b-21 1.2 4BALZOXA 2.5(0)
3. A% WY MM xE AHE35t0d RX| HE| WHE|Mo = REE|Io D2 IDSMO| 91ZEf L/t

.ciscoids/attack2| AtE Xt O|&/H|ILHS E AISELICE.
1td9-9> (enabl e) session 4

Trying IDS-4. ..
Connected to | DS-4.
Escape character is '"]
I ogi n: ciscoids

Passwor d:

nmai nt enance#

4.1DSM ol Z2|7{|o|d mE[4E CtA| o|O|&stE{™ 7HA|El O|0|X[& A XIELIC.diagnostics &

& ids-installer system /cache /showE At&35t0{ FHA|El O|O|X[7} RU=X| & lErLCH
mai nt enance#diag
nmai nt enance(di ag) #ids-installer system /cache /show
Details of the cached inmge:
Package Nane : | DSMk9- a- 3. 0- 1- S4
Rel ease Info : 3.0-1-4
Total CAB Files in the package
CAB Fil es present
CAB Fil es nissing

o o1 ;o


//www.cisco.com/tacpage/support/tac/contacts.shtml

CAEE DN 70 Q7L OV B~ & YR E BHE

Li st of CAB Files m ssing

mai nt enance( di ag) #
FHAIEl o|OfX|7F @R 7HLE FHA|El 10| A X|StEd= O|O|X[7} otil B 5EAHE TS LICH
FHAIE O|O|X|E AtE35t= ISDME CHA| 00|35l 24 diagnostics & ids-installer system

/cache finstall& At & LICH

mai nt enance(di ag) #ids-installer system /cache /install
Validating integrity of the inage... PASSED
Formatting drive C\....

Verifying 4016M

Format conpl eted successful ly.

4211310592 bytes total disk space.

4206780416 bytes avail abl e on di sk.

Vol urre Serial Nunber is E41E- 3608

Extracting the image...

!--- Output is suppressed. STATUS: |nmage has been successfully installed on drive C\!

2|o|0|X|7} 2t 2 =T 12E-A 2 TI-YELICEH

. IDSMO1| ping ip_address BE A&t &7 1P 20| =X/ & QIEfLiC].

mai nt enance#diag

nmai nt enance(di ag) #ping 10.66.84.1

Pinging 10.66.84.1 with 32 bytes of data:

Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255
Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255
Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255
Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255

. IDSMO{| IP 20| /= B 1MEAHZ TI-YELICH IP 40| gl 32 7TEHHRE 9B AT K|

Tl=grLct

. show port status x/2 B2 AF2310{ Command and Control Interface 7} 22| x|0l|M M2

TEEREX] FAEFLICH
I td9-9> (enabl e) show port status 4/2
Port Name St at us VI an Dupl ex Speed Type

4/ 2 connected 1 full 1000 Intrusion De

. diagnostics B ids-installer netconfig /viewE At&35t0{ IDSM | x| & 2| TZtE[MH|AM S 41 Of

70 #H==7t SHIE A FEEIRI= K] &l
mai nt enance#diag

nai nt enance(di ag) #ids-installer netconfig /view
I P Configuration for Control Port:

| P Address . 10.66.84.124
Subnet Mask . 255.255. 255,128
Def aul t Gat eway : 10.66.84.1
Donmain Nane Server : 1.1.1.1

Dorai n Nane . cisco

Host Nane ;. idsmsv-rack

HoF 5t= 232 diagnostics B ids-

[o]]]

installer netconfig /configure Of7H B4& ALSELIC}.

mai nt enance(di ag) # ids-installer netconfig /configure /
ip=10.66.84.124 /subnet=255.255.255.128 /gw=10.66.84.1 /
dns=1.1.1.1/domain=cisco /hostname=idsm-sv-rack

10. IDSM2 A{A’H 8 & IP Connectivity(IP 1Z)& CHA| = Ql5t0d 443 A2 MEFLICHIP
40| o475 AR B Ll |IP A4 EX|of et 2ME A ot 113 HE TI™

11.

grulct,

IDSM O Z Z|71|0|M mE|ME CtA| o|O| & LICH FIEH BEH ids-installer A|AE /nw /install
Iserver=ip_address /user=account /save={yes/no} /dir=ftp_path Iprefix=file_prefix@ A& 5t
0f O|0|X|E Ct2ZE=8LICHip_address= FTP M| IP FAULICHaccounts FTP ME
of 23018 m ALSE AFXF EE HIE OlE UICh XA CH22E# ololx|o 2AES



12.

13.

14.

FHAIE SAESZ MYEEX| iR E ZYELICH Q) B2 7IE2| 7HAIE 0|0|X|E Hoi

LICt no®l Z< CHREEF o|0(X|7t HIZ A THE[Mof| X[E[X|E FHAIE SAIES XMHE L
X| St &LIC ftp_pathe 0|0O|X| IUO| = FTP M| CIHEZ|E R|HELICH file_prefixE

Ct2 2= 8 o|0|X[of| U= .dat Tt | oY O|FLICH Ch2Z2 =8 0|0|X|= & EEHO
dat@! Tt stLEH & HO| .cab@l THU 02 7H= TG ELIC file_prefix L2 .dat HO|AL
E ZESHX| b= DAT mdo| o|&olofof &FLICH.

mai nt enance#diag

mai nt enance(di ag) #ids-installer system /nw /install /server=10.66.64.10

/user=cisco /save=yes /dir='/tftpboot/georgia’

/ prefix=l DS\Mk9-a-3.0-1-4

Pl ease enter |ogin password: *****

Downl oadi ng the image.. File 05 of 05

FTP STATUS: Installation files have been downl oaded successfully!

Validating integrity of the inage... PASSED!

Formatting drive C\....Verifying 4016M

Format conpl eted successful ly.

4211310592 bytes total disk space.

4206780416 bytes avail abl e on di sk.

Vol ure Serial Nunber is 2407- F686

Extracting the imge...

!--- Output is suppressed. STATUS: |mage has been successfully installed on drive C\!

switch B2 A2 38104 IDSME Application Partition(OfZ 2|71 0|4 IE|M) o 2 HEIsHL|C}

. reset x hdd:1.

| td9-9> (enabl e) reset 4 hdd:1

This command will reset nodul e 4.

Unsaved configuration on module 4 will be | ost

Do you want to continue (y/n) [n]? y!--- Output is suppressed.

L3t IDSME ol Z2(Alo|Md MEIMo 2 FRISHT| fIsH ALX|7t TEE|0] U= K| EQFL
Cl. Iuo| &ele 6te{™ show boot device x B S AL ELICE.

| td9- 9> (enabl e) show boot device 4

Devi ce BOOT variable =

IDSMO]| CHEF & C|HtO|A B~ F1495H2{T switch configuration @& set boot device
hdd:1 x& A8 EfLict.

| td9-9> (enabl e) set boot device hdd:1 4

Devi ce BOOT variable = hdd: 1

Warning: Device list is not verified but still set in the boot string.
| td9- 9> (enabl e) show boot device 4

Devi ce BOOT variable = hdd: 1

IDSMO| switch & show module x& At&35t0{ 222 4EE NS E|l=X| &o/gL/Ct
IDSM A Z EQ|0] HTI0| o Z (7| 0| M mHE|M EHF(0d]: 3.0(1)S4)0| 1 & EN7I OKRIX| & ¢l
gLk

I td9- 9> (enabl e) show module 4

Mod Sl ot Ports Modul e- Type Model Sub Status

4 4 2 Intrusion Detection Syste W5 X6381-1 DS no ok

Mbd Modul e- Nare Seri al - Num

4 SAD063000CE

Mod MAC- Addr ess( es) Hw Fw Sw

4 00-02-7e-39-2b-20 to 00-02-7e-39-2b-21 1.2  4BALZOXA  3.0(1)S4
OfZZ|A|0|M TE|Mo 2 RRIE|IIS S 2 IDSMO]| 445t T CIAEQ S4IE = JULS

MetL|Ct Had A2 ARBLICE ciscoids/attackl| AF2 X} O|E/H|AHS 2 23 18LICtH

I td9-9> (enabl e)session 4
Trying I DS-4. ..

Connected to | DS-4.
Escape character is '""]'.
| ogi n: ciscoids



Passwor d: #setup

--- System Configuration Dialog ---

At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration diaglog at any pronpt.
Default settings are in square brackets '[]'.

Current Configuration:

Configuration | ast nodified Never

Sensor:

| P Address: 10.0.0.1
Net mask: 255.0.0.0
Def aul t Gat eway:

Host Nane: Not Set
Host | D: Not Set
Host Port: 45000
Organi zati on Nane: Not Set
Organi zation | D Not Set
Director:

| P Address: Not Set
Host Nane: Not Set
Host | D: Not Set
Host Port: 45000
Heart Beat Interval (secs): 5

Organi zati on Nane: Not Set
Organi zation | D Not Set

Direct Telnet access to |IDSM disabl ed
Continue with configuration dialog? [yes]:
Enter virtual terminal password[]:

Enter sensor |P address[10.0.0.1]: 10.66.84.124
Enter sensor netmask [255.0.0.0]: 255.255.255.128
Enter sensor default gateway []: 10.66.84.1
Enter sensor host name []: idsmsv-rack
Enter sensor host id []: 124

Enter sensor host post office port [45000]:
Ent er sensor organi zation nane []: cisco
Enter sensor organization id []: 100

Enter director |IP address[]: 10.66.79.249
Enter director host nane []: vnsl

Enter director host id []: 249

Enter director host post office port [45000]:
Enter director heart beat interval [5]:

Enter director organization name []: cisco
Enter director organization id []: 100

Enabl e direct Tel net access to |DSM? [no]:
The foll owi ng configuration was entered:
Configuration | ast nodified Never

Sensor:

| P Address: 10. 66. 84. 124
Net mask: 255. 255. 255. 128
Def aul t Gat eway: 10.66.84.1
Host Nane: i dsm sv-rack
Host | D: 124

Host Port: 45000

Organi zati on Nane: ci sco

Organi zation | D 100
Director:| P Address: 10. 66. 79. 249
Host Nane: virs 1l

Host | D: 249

Host Port: 45000

Heart Beat Interval (secs): 5

Organi zati on Nane: ci sco

Organi zation | D 100

Direct Telnet access to |IDSM disabl ed
WARNI NG Applying this configuration will cause all
configuration files to be initialized and the



card to be rebooted

Apply this configuation?: vyes
Confi guration Saved.
Resetting. ..

!-—- Output is suppressed.

ISDM-2

ZrE|At AFE X} O|F//HIEHEE &1 s B¢ | AR}

R A S E L1 U B Ol ABAAEE AMESIOI CHE ALEX S E MUEE =
olaL|ct
AN EH .

0 £ £04, 0|Z0] 'cisco'? 'adminuser'@! IDSM-201| & 7H2| At X} O|E 0| LM EIL|C}. 'cisco' Ab
X0 HYUHS E RHAdX5HoF t2 2 'adminuser7t 2 Q16t1 HIZHS E AR EHL|Ct.

SV9- l#session slot 6 proc 1
The default escape character is Crl-", then x.
You can also type 'exit' at the rempte pronpt to end the session

Trying 127.0.0.61 ... Open
| ogi n: adm nuser
Password: !--- oOutput is suppressed. idsn2-sv-rack#configure terminal

i dsn2- sv-rack(confi g) #no username cisco

i dsm2- sv-rack(confi g) #fusername cisco priv admin password 123ciscol23
i dsn2- sv-rack(confi g) #exit

i dsnR- sv-rack#exit

[ Connection to 127.0.0.61 cl osed by foreign host]

SV9- l#session slot 6 proc 1

The default escape character is Ctrl-", then x.

You can also type 'exit' at the rempte pronpt to end the session

Trying 127.0.0.61 ... Open
| ogi n: cisco
Password: !--- oOutput is suppressed. idsnR-sv-rack#

MH|A M%) o|E/H|ZHEE 21 = E2 85F HAl

MHIA HHO| HEE &1 U= B O AEX HHE ALS35t0{ CHE M EX AZE AMEHE +
°|4=LJEP
AA EH .

0f|€ £04, 0|F0| 'cisco', 'adminuser' 2! 'serviceuser'®! IDSM-201| Al| 7H2| At X} O|E 0| LA =EIL]
Ch. 'cisco' AF2XIQ| H|ZHS E R ™H5HoF 3t2 2 'serviceuser'7F 21215t 1 HIZHS E ™
gruict

= .

SV9- 1#session slot 6 proc 1
The default escape character is Crl-", then x.
You can also type 'exit' at the renbte pronpt to end the session

Trying 127.0.0.61 ... Open
| ogi n: serviceuser
Password: !--- Output is suppressed. bash-2.05a$ su root Password: [root @ dsnR2-sv-rack

servi ceuser ] #passwd cisco

Changi ng password for user cisco.

New passwor d:

Ret ype new password:

passwd: all authentication tokens updated successfully.
[root @dsnR-sv-rack serviceuser]# exit



exit
bash-2. 05a$ exit
| ogout

[ Connection to 127.0.0.61 cl osed by foreign host]

SV9- l#session slot 6 proc 1

The default escape character is Crl-", then x.

You can also type 'exit' at the renpte pronpt to end the session
Trying 127.0.0.61 ... Open

I ogi n: cisco

Passwor d:

!--- Output 1is suppressed. idsnR-sv-rack#

1 FE HZHS = MHIA AH™Ho| HIZHE L SYEfLICH

>

H|O|E|E. 10S(Integrated 10S) ZEE Al&st= A x|t &7 IDSM-2 O|0|X| =™

L{|O|E|E 10S(Integrated 10S) ZEE A™5t= AL|XIZ ISDM-2& CtHA| 0|0|&5t24H CHS EHA
E ESIAAIL.

&1 ofEEIAH|0l4 THE|MoM BE Bt & MEILICH 24T 380/40| R XIEIE S IDSM-20f
MUl 278 +35t7| 9lsh AL E & UL ¢

1. switch @& hw-module module x reset cf-12 A& 35104 IDSM-2& Maintenance Partiton2 £
HEISILICE 07| M x= &€& HE E, cfE 'compact flash'S LIEFHLICH R T of: 12 AFS 104
EXN7F 2 Mst 32 hdd:22 CHRIO 2 AF25HAAIL.

SV9- 1#show module 6

Mod Ports Card Type Model Serial No.
6 8 Intrusion Detection System WS- SVC- | DSM2 SAD0645010J

Mod MAC addr esses Hw Fw Sw St at us
6 0030.f271.e3fd to 0030.f271. e404 0.102 7.2(1) 4.1(1) 47 (04

Mod Sub- Modul e Model Seri al Hw St at us
6 | DS 2 accel erator board WS- SVC- | DSUPG  0347FDB6B8 2.0 (04

Mod Online Diag Status

6 Pass
SV9- 1#hw-module module 6 reset cf:1
Devi ce BOOT variable for reset =
Warning: Device list is not verified.

Proceed with rel oad of nodule? [confirmy
% reset issued for nodule 6!--- Output is suppressed.

2. IDSM-27} switch B2 show module x& AI&735t04{ 222! dEfZE MBS El=X| = 2/5f L/Cf
ADSM-2 2AZ E2]04 HTH 0| 204 'm'0| U1 & Ef7I OKRIX| & QIS A AI2.
SV9- 1#show module 6

Mod Ports Card Type Mbdel Serial No.
6 8 Intrusion Detection System (M) WE- SVC- | DSMe SAD0645010J

Mod MAC addr esses Hw Fw Sw St at us
6 0030.f271.e3fd to 0030.f271.e404 0.102 7.2(1) 1.3(2)m Ok

Mod Sub- Mbdul e Model Seri al Hw St at us
6 IDS 2 accel erator board WE- SVC- | DSUPG  0347FDB6BS8 2.0 (04

Mod Online Diag Status



3. RK| #El E|Mez BEIE|ien Z IDSM-20d 4ZAEFLICH.
xprocessor 1& A& &rL|Ct guest/cisco2| A& At O|&/H| 2 H

SV9- 1#session slot 6 processor 1

The default escape character is Crl-", then x.

You can also type 'exit' at the renbte pronpt to end the session
Trying 127.0.0.61 ... Open

Ci sco Mai ntenance i nmage

| ogi n: guest

Passwor d:

Mai nt enance i mage version: 1.3(2)

guest @ dsnR- sv-rack. | ocal donai n#

4. IDSM-201 IP @1Z20| =X| &QIgrLICt. ping ip_address BB & AFEgfL/CH.
guest @ dsnR- sv-rack. | ocal domai n#ping 10.66.79.193
guest @ dsnR- sv-rack. | ocal domai n#ping 10.66.79.193
PI NG 10. 66. 79. 193 (10. 66.79.193) from 10. 66.79.210 : 56(84) bytes of data.
64 bytes from 10.66.79.193: icnp_seq=0 ttl =255 tine=2.188 nsec
64 bytes from 10.66.79.193: icnp_seq=1 ttl =255 tine=1.014 nsec
64 bytes from 10.66.79.193: icnp_seq=2 ttl =255 tine=991 usec
64 bytes from 10.66.79.193: icnp_seq=3 ttl =255 tine=1.011 nsec
64 bytes from 10.66.79.193: icnp_seq=4 ttl =255 tine=1.019 nsec
--- 10.66.79.193 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet |oss
round-trip min/avg/ max/ mdev = 0.991/1.244/2.188/0.473 ns
guest @ dsnR- sv-rack. | ocal domai n#

5. IDSM-201 IP 20| U= B 14EH 2 TI-ELICH

switch & M|MH a2
B A2 EhLcH

POI'

6. Command and Control Interface(%'aci' 2 K[o{ RQIE{H[0|A) 7} A|X[of| 2HIEH FEE|0] U

=x| &olgfL|ct show run W& AL | & EX|.
SV9- 1#show run | inc intrusion-detection
i ntrusion-detection nodul e 6 managenent - port access-vlan 210

7. S Al 0748447} IDSM-2 Maintenance Partition0ll 2HI2 A A E|o{ U=X| &EolstL|ct.

show ip HHE2 AFSEFLICE.
guest @ dsnR- sv-rack. | ocal
domai n#show ip

| P address : 10.66.79. 210

Subnet Mask . 255. 255, 255. 224

| P Broadcast : 10.66.79. 223

DNS Nare : idsnR-sv-rack. | ocal domain

Default Gateway : 10. 66.79.193hbneserver(s)

8. AVHE DIHHAT} SLE UL THHHS B HHsHoF 3= B2 5 KIZLICH B dlear

ipE AFSEfLICEH
guest @ dsnR-sv-rack. | ocal domai n#clear ip
guest @ ocal host. | ocal domai n#show ip

| P address : 0.0.0.0
Subnet Mask : 0.0.0.0
| P Broadcast : 0.0.0.0
DNS Nare : local host. | ocal donmi n

Default Gateway : 0.0.0.0
Nameser ver (s)

9. IDSM-2 R X| 2| ZtE|Mof IP F£4 2 0tAT HEE T LICE ip address ip_address W

O}~ WHS ASELICH.
guest @ ocal host . | ocal domai n#ip address 10.66.79.210 255.255.255.224

10. IDSM-2 x| Z2| THE|MoM 7|2 HO|ES0|E Fd&LICt. ip gateway gateway-address

HHEZ AFSELICH
guest @ ocal host . | ocal donai n#ip gateway 10.66.79.193

11.IDSM-2 §X| 22| TtE|MH0|M EAE O|ES T

Ct.
gfLckol Bl Lo stx| ofxIpH ol st TEZEJ} MYED 2 ClHtolAE

BEip ELAE FAE O/[B& M

Aled
==



12.

13.

14.

15.

16.

st= ol ==0| gulch
guest @ ocal host . | ocal domai n#ip host idsm2-sv-rack
guest @ dsn2- sv-rack. | ocal domai n#

HEEINAE FAE BAMORE FH5HoF & == U&LICE. ip broadcast broadcast-
address BE 2 AFEgILICL.7 |2 HE it o 2 SEFLIC
guest @ dsn2- sv-rack. | ocal domai n#ip broadcast 10.66.79.223

IP AZS ChA| EQIEfLICH IP AZ0| 0ids| EXQ B Ml 1P A4 2o et =
Mg siZstn 14 A A% TgfLch
IDSM-2 O Z 2|7{|0|M mE[ME CtA| O|0| & LICt upgrade ftp-url —install D& 2 A&t
Lict.
guest @ dsn2- sv-rack. | ocal domai n#upgrade ftp://cisco@10.66.64.10//
tftpboot/WS-SVC-IDSM2-K9-a-4.1-1-S47.bin.gz --install
Downl oadi ng the image. This nmay take several minutes...
Password for cisco@l0. 66.64. 10:
500 ' SI ZE W5- SVC- | DSM2- K9- a- 4. 1-1- S47. bin. gz' : comand not under st ood.
ftp://cisco@O.66.64.10//tftpboot/Ws SVC-| DSM2- K9- a- 4. 1- 1- S47. bi n. gz
(unknown si ze)/tnp/ upgrade. gz [1] 65259K
66825226 bytes transferred in 71.40 sec (913.99k/sec)
Upgrade file ftp://cisco@O. 66.64.10//tftpboot/ W5 SVC-| DSM2- K9-a-4.1-1-S47.bin.gz is
downl oaded.
Upgrading will w pe out the contents on the hard disk.
Do you want to proceed installing it [y|N: vy
Proceeding with upgrade. Please do not interrupt.
If the upgrade is interrupted or fails, boot into
Mai nt enance i mage again and restart upgrade.
Creating IDS application inmage file...
Initializing the hard disk...
Appl ying the inmage, this process may take several mnutes...
Perform ng post install, please wait...
Application image upgrade conplete. You can boot the inage now.

IDSM-2E o Z 2|70l mE|/Mo 2 EEIELICH switch @& hw-module module module x
reset hdd:18 AF2ErLCt.

SV9- 1#hw-module module 6 reset hdd:1
Devi ce BOOT variable for reset =
Warning: Device list is not verified.

Proceed with reload of nodule? [confirnjy
% reset issued for nodule 6!--- Output is suppressed.

EE FYCHOIA M7t SHIEH MY E B2 IDSM-20{ M reset BHE AL EE = UG
LICIIDSM-201 CHEF £ &! C|HIo|A B4 MHE = 21524 switch B H show bootvar
device module x& At &rL|Ct.

SV9- 1#show bootvar device module 6

[mod: 6 ]:

SV9- 1#

IDSM-201| CHEH B &! C|HIO|A B8 T M 5E24T switch configuration B2 boot device

module x hdd:12 A& & LCH.

SV9- l#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
SV9- 1(confi g) #boot devi ce nodul e 6 hdd: 1

Devi ce BOOT variable = hdd: 1

Warning: Device list is not verified.

SV9- 1(confi g) #exi t SV9- 1#show bootvar device module 6

[npd: 6 ]: hdd: 1

Maintenance Partition CLIE &3l IDSM-2& A{ A7 5t2{ T4 B reset= ALS & LICH.
guest @ dsn2- sv-rack. | ocal domai n#reset

! -—— Output 1is suppressed.

IDSM-27} 2219l AEjQIX| &It L|Ct. switch 23 show module x& A& EfLICIIDSM-2



17.

18.

LAZER0f HHO| 88 T2 IE|M HQIX|(0: 4.1(1)S47) & AEH7I OKRIX| =Olgf
L|Ct.
SV9- 1#show module 6
Mod Ports Card Type Model Serial No
6 8 Intrusion Detection System WE- SVC- | DSM2 SAD0645010J
Mod MAC addresses Hw Fw Sw St at us
6 0030.f271.e3fd to 0030.f271.e404 0.102 7.2(1) 4, 1(1) s47 (04
Mod Sub- Modul e Model Seri al Hw St at us
6 IDS 2 accel erator board WE- SVC- | DSUPG  0347FDB6B8 2.0 (04

Mod Online Diag Status

6 Pass
ofZ 2|70l TlE|/Mo 2 BEIF|io a2 IDSM-20] @428 L|CH. switch B2 AlMH &8 x

x 2 HM 18 M8 LIC} ciscolciscol| AL A} O|E/H|ZHES B AFSEFLICE.
SV9- 1#session slot 6 proc 1
The default escape character is Crl-”, then x.
You can also type 'exit' at the rembte pronpt to end the session
Trying 127.0.0.61 ... Open
| ogi n: cisco
Passwor d:
You are required to change your password i medi ately (password aged)
Changi ng password for cisco
(current) UNI X password:
New passwor d:
Ret ype new passwor d:
! -—— Output 1is suppressed.
IDSM-28 TAgfLIch W AEe Ag U
Sensor #setup
--- System Configuration Dialog ---
At any point you may enter a question mark '?'" for help
User ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]'.
Current Configuration: net wor kPar ans
i pAddress 10.1.9. 201
net mask 255.255.255.0
defaul t Gateway 10.1.9.1
host nane sensor
t el net
Option di sabl ed
accesslLi st ipAddress 10.0.0.0 netnmask 255.0.0.0
exit
ti mePar ans
sumer Ti mePar ans
active-sel ecti on none
exit
exit
service webServer
gener al
ports 443
exit
exit
Current tine: Sat Sep 20 23:34:53 2003
Setup Configuration |ast nodified: Sat Sep 20 23:32:38 2003
Continue with configuration dial og?[yes]:
Enter host nane[sensor]: idsnR-sv-rack
Enter | P address[10.1.9.201]: 10.66.79.210
Ent er net mask[ 255. 255. 255. 0] : 255. 255. 255. 224
Enter default gateway[10.1.9.1]: 10.66.79.193
Enter tel net-server status[disabled]:



Ent er web-server port[443]:

Modi fy current access list?[no]:

Modi fy system cl ock settings?[no]:

The followi ng configuration was entered.

net wor kPar ans

i pAddress 10. 66. 79. 210

net mask 255.255. 255. 224

def aul t Gat eway 10. 66. 79. 193

host nane i dsnR-sv-rack

accesslLi st ipAddress 10.0.0.0 netmask 255.0.0.0

exit

ti mePar ans

surmer Ti mePar ans

active-sel ecti on none

exit

exit

service webServer

gener al

ports 443

exit

exit

[0] Go to the command pronpt w thout saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration and exit setup.Enter your selection
[2]:Configuration Saved.

sensor #

t
P

A %7} 2= IDSM-22] o|O| x| RH=E4Ad

ol
rir

CatOS(Hybrid) I =B AlS

AR|X|2 ISDM-2& ClA| O|0O|&SlE{H CIS BHAHIE 2= 54

ofr
I'IF

5l0|E2|=(CatOS) ZEE A
A2,

1. IDSM-2& Maintenance Partition( X| 22| THE|M)o 2 &g LTt switch BHEE A& 5104
reset xhdd:28 AL BFLICH & 1: hdd:2E AtE35t0{ 2|7t Lt cfi12 TS E AHE S

AIA| o

= i

SV9- 1> (enabl e) show module 6

Mod Sl ot Ports Modul e- Type Model Sub Status
6 6 8 Intrusion Detection Syste W5 SVC- | DSM2 yes ok

Mbd Modul e- Narre Seri al - Num

6 SAD0645010J

Mod MAC- Addr ess(es) Hw Fw Sw

6  00-30-f2-71-e4-05 to 00-30-f2-71-e4-0c 0.102 7.2(1) 4.1(1) s47
Mod Sub- Type Sub- Model Sub- Serial Sub- Hw Sub- Sw
6 IDS 2 accel erator board W5 SVC- | DSUPG 0347FDB6B8 2.0

SV9- 1> (enabl e) reset 6 hdd:2

This command will reset nodul e 6.

Unsaved configuration on nodule 6 will be | ost

Do you want to continue (y/n) [n]?y
Modul e 6 shut down in progress, please don't renove nodul e

until shutdown conpl eted. !--- Output is suppressed.
2. IDSM-27} 222! ME|RIX| &QlgtL|C}. switch & show module x& AF&EL/CL.IDSM-2 &
ZEQ|of H{ZT0| 2ol 'm'o| UA=X[ &5, Ol FX| 22| IE|M AZ EQ| 047} 24X A=

£l o] 4Ef7F OKYE LIEHHLICE.
SV9- 1> (enabl e) show module 6
Mod Sl ot Ports Modul e- Type Model Sub Status



6 6 8 Intrusion Detection Syste W5 SVC- | DSM2 yes ok

Mod Mbdul e- Nane Seri al - Num

6 SAD0645010J

Mod MAC- Addr ess( es) Hw Fw Sw

6 00-30-f2-71-e4-05 to 00-30-f2-71-e4-0c 0.102 7.2(1) 1.3(2)m

Mod Sub- Type Sub- Model Sub- Serial Sub- Hw Sub- Sw
6 I DS 2 accel erator board W5- SVC- | DSUPG 0347FDB6B8 2.0

QX e gEMo R BEIR|io o 2 IDSM-20] @488 L|C}. switch B2 MM x& AFSEfL/

Cf.guest/cisco2| AtE X} O|F/HIYHZ & ArSEFLICH

SV9- 1> (enabl €) session 6

Trying I DS-6...

Connected to | DS-6.

Escape character is '""]'.

Ci sco Mai ntenance i mage

| ogi n: guest

Passwor d:

Mai nt enance i mage version: 1.3(2)

guest @ dsnR- sv-rack. | ocal donai n#

. IDSM-201| IP @1Z20| /=X| = QIELIC}. ping ip_address BEE AFE EfL/CT.
guest @ dsnR- sv-rack. | ocal domai n#ping 10.66.79.193

PI NG 10. 66. 79. 193 (10. 66.79.193) from 10. 66.79.210 : 56(84) bytes of data.
64 bytes from 10.66.79.193: icnp_seq=0 ttl =255 tine=1.035 nsec
64 bytes from 10.66.79.193: icnp_seq=1 ttl =255 tine=1.041 nsec
64 bytes from 10.66.79.193: icnp_seq=2 ttl =255 tine=1. 066 nmsec
64 bytes from 10.66.79.193: icnp_seq=3 ttl =255 tine=1.074 nsec
64 bytes from 10.66.79.193: icnp_seq=4 ttl =255 tine=1.026 nmsec
--- 10.66.79.193 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet |oss
round-trip min/avg/ max/ ndev = 1.026/1.048/1.074/0.034 ns

. IDSM-201 IP 21Z20| Rl B 14EH = ZIgL|ct

. Command and Control Interface(B& ! A0 QIE{H|O|A) 7} AQ{X|0l| SHIEH F4E|0f U
= X| &QIgtL|Ct show port status X2 BEES AFEELICH

SV9- 1> (enabl €) show port status 6/2

Port Name St at us VI an Dupl ex Speed Type

6/ 2 connected 210 full 1000 Intrusion De
. S 41 04748447} IDSM-2 Maintenance Partition0ll 2HI2 A k|0 YU=X| & QlghL|Ct.

show ip BEES AL ELIC
guest @ dsnR- sv-rack. | ocal donai n#show ip

| P address : 10.66.79. 210

Subnet Mask . 255. 255, 255. 224

| P Broadcast : 10. 255. 255. 255

DNS Nare : idsnR-sv-rack. | ocal domain

Default Gateway : 10.66.79.193
Nameser ver (s)

CA™ME Oi7H B Q7L OW7] ¥ B LR E HZE8H0F 5t B clearip BHE2 A& 5104
T E o7 =8 XU

guest @ dsnR-sv-rack. | ocal domai n#clear ip

guest @ ocal host. | ocal donai n#show ip

| P address : 0.0.0.0
Subnet Mask : 0.0.0.0
| P Broadcast : 0.0.0.0
DNS Nare : local host. | ocal donmi n

Default Gateway : 0.0.0.0
. IDSM-2 £ x| #2| ZtE|Mo| IP =4 L 0tA3 HEE FdFLICt BEH ip address
ip_address HO0fA & ALEEfLICH.

guest @ ocal host . | ocal domai n#ip address 10.66.79.210 255.255.255.224



10.

11.

12.

13.

14.

15.

guest @ ocal host . | ocal donmai n#

IDSM-2 & X| 22| ZtE[M0M 7|2 HO|EQ|0|E & LICt. ip gateway gateway-address
HHES ALS e

guest @ ocal host . | ocal donai n#ip gateway 10.66.79.193

guest @ ocal host . | ocal donai n#

IDSM-2 S| #2| TtE[M0f A _?_*E O|ES F+M4&rLICI. HZH
EBfLict.o| Y2 L sHK| £ X|BH O|FHAH 5tH =

st= ol =2 0| Euct.

guest @ ocal host . | ocal donmai n#ip host idsm2-sv-rack

guest @ dsn2- sv-rack. | ocal donmai n#

HEEINAE FAE BAMORE FHGHoF & == U&LICE. ip broadcast broadcast-
address BE 2 AFEEILICL7 |2 HHE it o= SEFLC
guest @ dsn2- sv-rack. | ocal domai n#ip broadcast 10.66.79.223

ip BAE BAE O|FS A
EZEJ}I AME|SE C[HIO|AE AlH

IP 24 E CHA| &¢l
EME sigs oS
IDSM-2 o{ & 2|7 0|
Lict.

guest @ dsn2- sv-rack. | ocal domai n#upgrade ftp://cisco@10.66.64.10//

tftpboot /WS-SVC-IDSM2-K9-a-4.1-1-S47.bin.gz --install

Downl oadi ng the image. This may take several minutes...

Password for cisco@l0. 66.64. 10: 500

' SI ZE W5- SVC- | DSMR2- K9- a- 4. 1- 1- S47. bin. gz' : comand not

under stood. ftp://ci sco@O0. 66. 64. 10/ /tft pboot/ W5 SVC- | DSM2- K9- a- 4. 1- 1- S47. bi n.
gz (unknown size)/tnp/upgrade. gz [1] 65259K

66825226 bytes transferred in 71.37 sec (914. 35k/ sec)

Upgrade file ftp://cisco@O. 66.64.10//tftpboot/

WS- SVC- | DSMR2- K9- a- 4. 1- 1- S47. bin. gz i s downl oaded.

Upgrading will w pe out the contents on the hard disk.

Do you want to proceed installing it [y|[N: vy

Proceeding with upgrade. Please do not interrupt.

If the upgrade is interrupted or fails, boot into

Mai nt enance i mage again and restart upgrade.

Creating IDS application imge file...

Initializing the hard disk...Applying the inage,

this process may take several minutes...Performng post

install, please wait...Application inmge upgrade conpl ete.

You can boot the inmage now.

IDSM-2& ol ZZ|7|0|M mtE|Mo 2 S EIFFLIC} switch S AF2 35109 reset xhdd: 18 Al
8Lt

SV9- 1> (enabl €) reset 6 hdd:1

This command will reset nodule 6.

Unsaved configuration on nodule 6 will be | ost

Do you want to continue (y/n) [n]? vy

Modul e 6 shut down in progress, please don't renpve nodul e
until shutdown conpleted. !--- Output is suppressed.

i 2R CIHO|A WYL SHHEH MHE Z2 IDSM-20IA reset BHS ASE 4 AU
L|C}.IDSM-201 CHSH £ E'E' ClHtO|A ¥~ S 2 2l5tE{™ switch B show boot device
x& ALSELCt,

SV9- 1> (enabl e€) show boot device 6

Devi ce BOOT variable = (null) (Default boot partition is hdd: 1)

Menory-test set to PARTIAL

IDSM-201| CHEF £ & C|HIO|A B8 7435124 switch configuration B3 set boot device
hdd:1 x& At &L|CE.

SV9- 1> (enabl €) set boot device hdd:1 6

Devi ce BOOT variable = hdd: 1
Menory-test set to PARTI AL

StAAI2. IP 20| 04%15| EX|Ql B2 Ll 1P A2 Aol ket
=

=
lE|ME CHA| o|O|& gt LICt. upgrade ftp-url —install HE S A28



16.

17.

18.

Warning: Device list is not verified but still set in

the boot string.

SV9- 1> (enabl €) show boot device 6

Devi ce BOOT variable = hdd: 1

Menory-test set to PARTIAL

#X| el ZtE|M CLIE Soll IDSM-28 AP stedt B reset2 AFSEfLICH
guest @ dsn2- sv-rack. | ocal domai n#reset

! -—— Output 1is suppressed.

IDSM-27} 222! AEfQIX| & QIgtL|C}. switch B2 show module x& AFE EfLICEIDSM-2
AT EQ0{ HHTO| oHZE|AH 0| THE|M HHTA(M: 4.1(1)S47)0|1 A EH7F OKLIX| & IEHL

Ct.

SV9- 1> (enabl €) show module 6

Mbd Sl ot Ports Mdul e- Type Model Sub St at us

6 6 8 Intrusion Detection Syste W5 SVC- | DSM2 yes ok

Mbd Modul e- Nare Seri al - Num

6 SAD0645010J

Mod MAC- Addr ess(es) Hw Fw Sw

6 00-30-f2-71-e4-05 to 00-30-f2-71-e4-0c 0.102 7.2(1) 4.1(1)s47
Mbd Sub- Type Sub- Model Sub- Seri al Sub-Hw Sub- Sw
6 IDS 2 accel erator board Ws- SVC- | DSUPG 0347FDB6B8 2.0

OfEZ 2|70l ZE|Mo 2 BEIE|io T 2 IDSM-201 @4Z28FL|Ct. switch 2 MM x& A
glL|Ct.ciscolciscol| AFE X} O|E/H|ZHS E AR EFLICE.

SV9- 1> (enabl €) session 6
Trying | DS-6. ..
Connected to | DS-6.
Escape character is '"]"'
| ogi n: cisco
Passwor d:
You are required to change your password imredi ately (password aged)
Changi ng password for cisco
(current) UN X password
New passwor d:
Retype new password: !--- Output is suppressed.
HHE HHE AME5tod IDSM-28 F#LICEH
Sensor #setup
--- System Configuration Dialog ---
At any point you may enter a question mark '?' for help
User ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]'.
Current Configuration
net wor kPar ans
i pAddress 10.1.9. 201
net mask 255.255.255.0
defaultGateway 10.1.9.1
host nane sensor
tel net Option di sabl ed
accessLi st ipAddress 10.0.0.0 netnmask 255.0.0.0
exit
ti mePar ans
summrer Ti mePar ans
active-sel ection none
exit
exit
servi ce webServer
gener al
ports 443
exit



exit

Current tine: Sat Sep 20 21:39:29 2003

Setup Configuration |ast nodified: Sat Sep 20 21:36: 30 2003
Continue with configuration dial og?[yes]:

Ent er host nanme[sensor]: idsnR-sv-rack

Enter |P address[10.1.9.201]: 10.66.79.210

Ent er net mask[ 255. 255. 255. 0] : 255. 255. 255. 224
Enter default gateway[10.1.9.1]: 10.66.79.193
Enter tel net-server status[disabled]:

Ent er web-server port[443]:

Modi fy current access list?[no]:

Modi fy system cl ock settings?[no]:

The followi ng configuration was entered.
net wor kPar ans

i pAddress 10. 66. 79. 210

net mask 255.255. 255. 224

def aul t Gat eway 10. 66. 79. 193

host nane i dsnR-sv-rack

accesslList ipAddress 10.0.0.0 netmask 255.0.0.0
exit

ti mePar ans

surmer Ti mePar ans

active-sel ecti on none

exit

exit

service webServer

gener al

ports 443

exit

exit

[0] Go to the command pronpt w thout saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration and exit setup.
Enter your selection[2]:

Configuration Saved.

sensor #

#ed HE

. Cisco IDS UNIX Director

- Catalyst 6500 Series IDSM-1(Intrusion Detection System) Services Module
. Catalyst 6500 Series IDSM-2(Intrusion Detection System) Services Module
- RFC(Request for Comments)

. 7|& X[ % £ M - Cisco Systems
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