IMEE AF235104 IPS TCP A 4

=it

274
M T AME

MNEEEFE 24

=913 choloja

24

RS

IMEO| MM =7t

Cisco 10S 2H2Efofl CiE TCP R 445 T4
CtS& &QIghL|ct

Z74 9l TCP RiAI% AlSH

£ sif 2
E|

M [r

SRL

4

271
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10.66.79.210 10.100.100.1
House light

IPS Manager Express

p— sensord 10.100.100.2  1.1.1.1
o L2
10.66.7/9.229 intd

10.66.79.193
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Current configuration : 906 bytes
!

version 12.4

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

|

hostname light
|
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enable password cisco
!
username cisco password 0 cisco
ip subnet-zero
!
1
!
ip ssh time-out 120
ip ssh authentication-retries 3
!
call rsvp-sync
1
1
!
fax interface-type modem
mta receive maximum-recipients 0
!
controller E1 2/0
!
1
!
interface FastEthernet0/0
ip address 10.100.100.2 255.255.255.0
duplex auto
speed auto
!
interface FastEthernet0/1
ip address 1.1.1.1 255.255.255.0
duplex auto
speed auto
!
interface BRI4/0
no ip address
shutdown
!
interface BRI4/1
no ip address
shutdown
!
interface BRI4/2
no ip address
shutdown
!
interface BRI4/3
no ip address
shutdown
!
ip classless
ip route 0.0.0.0 0.0.0.0 10.100.100.1
ip http server
ip pim bidir-enable
1
!
dial-peer cor custom
1
!
line con 0
line 97 108
line aux 0
line vty 0 4
login

end




ctE sheA

Current configuration : 939 bytes
!
version 12.4

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname house

!

logging queue-limit 100

enable password cisco

!

ip subnet-zero

!

!

no ip cef

no ip domain lookup

!

ip audit notify log

ip audit po max-events 100

!

!
no voice hpi capture buffer
no voice hpi capture destination
1

1

1

1

interface FastEthernet0/0

ip address 10.66.79.210 255.255.255.224
duplex auto

speed auto

!

interface FastEthernet0/1

ip address 10.100.100.1 255.255.255.0
duplex auto

speed auto

!

interface ATM1/0

no ip address

shutdown

no atm ilmi-keepalive

ip classless

ip route 0.0.0.0 0.0.0.0 10.66.79.193

ip route 1.1.1.0 255.255.255.0 10.100.100.2
no ip http server

no ip http secure-server

1

call rsvp-sync

!

!

mgcp profile default
1

!

line con 0
exec-timeout 0 0
line aux 0




line vty 0 4
exec-timeout 0 0
password cisco
login

line vty 5 15
login
!

1

end
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1. MM %{E 23¢l5t= B2 ciscoE
2. A|ARIO| HIAIXIE EAISHH HIZHSE
oA 1B EIX| ef&LICH
3. setup= %!Eﬂ.oP" AMarHEl ZEZEE 2tz stod Mol 7[2 mi7iH+§& dEFLICH
4.ClES XMEE Qladst |},
sensorb#setup

= M
>
rr 00
>
o

l]l

4738 |CH 2T Cisco1232 AFA B

--- System Configuration Dialog ---

SO, ciscoE HIZHS Z 245l oF &rL|Ct.
AP Eto{0|H A|AH

!--- At any point you may enter a question mark '?' for help. !--- Use ctrl-c to abort the

configuration dialog at any prompt. !--- Default settings are in square brackets '[]'.

Current Configuration:

networkParams

ipAddress 10.66.79.195

netmask 255.255.255.224
defaultGateway 10.66.79.193
hostname Corp-IPS

telnetOption enabled

!-—-- Permit the IP address of workstation or network with IME accessList ipAddress
10.66.79.0 netmask 255.255.255.0
exit

timeParams

summerTimeParams
active-selection none

exit

exit

service webServer

general

ports 443

exit

exit

5. Zm|agoldE MY ELICEMAMTZL Au|aeolME XMEste ol E & Hx 48 = U

[0] Go to the command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration and exit setup.

Enter your selection[2]: 2

IMEO| 4IM 7}
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1. IPS Manager Express& A x|8t Windows PCZ 0|5 3}04 IPS Manager ExpressE LI}
2. Home(#&) > Add(F7hHE MEIgLICH

3
ﬁ]Hnme Cunﬂguratn:un @ Event Monitaring . Repnrts| f"? Help

Devices a! Home == Devices = Device Lisk
& Device List ( d Add IE Edt| [ Delete  p Start ~ [l Stop ~ & Status
TII‘I'IE Device Name IP Address Device Type Ewvent =

@l Edit Device

Sensar Mame: | Corp-IPS
Sensor I[P address: 10.66.79,195
Lser Mame: Cisco
Password: T T
'Web Server Pork; 443

Communication protocal

() Use encrypted connection (https)

) Use non-encrypted connection (http)

Event Skark Time (LITC)
Most Recent Alerts

Exclude alerts of the Following severiby level(s)

[ ] infarmational [ |Low [ |Medium [ | High

3. 0| HE E st OK(EQNE E2l5tof ZAT|aao|ME 2t= & LICH
4. Devices(C|HIO|A) > Corp-IPSE MEA5t0{ MM HENE & QIS OIS OIRA QLEZ HES 2
2/5t04 Device Status(C|HIO|& AEH)E MEAELICtH SubscriptionO|



L Device Status --'.Turp-'I}E

Connection States: | Subscription successfully cpened.

Sarcor Vergon:
Clson Inrusion Preseniion System, Verdon 7.000.E31E3 ‘*',
st A
Realm Keys  kevl.0
Sgnature Desirekion;
Signature Updste  S310.0 2007-12-05 |
Wirus Update  WiL.2  2005-11-24 ':‘
Cormponent Statistics Informatian: (Press CTRL+F to start searching.)

anahssEngnestabisiecs  Snabyss Engnie Stabstics
Rereerstac  Peceiver Statictice

TotadPackats  Totd number of packets processed sincereset = 0

EpFacl-'.El:f Tekal number of [P pa-:knbs- processad sirce et =1
Trarsmitterstabs  Transmikber Skatistics

Trarsmitt=dPackeats  Totsl rumber of packsts transmitbed =0

Denied®atets  Total numbar of packats dened =0

FHU  Fragrient Heassembly UnE ataustcs
ourrentFragmentsHeld  Mumber of fragments cuventy nFRU =0

currentPertidlatagrams  Number of datagrame cumenty inFRIU=0  [Press CTRL+F to start searching. Press upjdavin zit]
SreamPeassamblylnit | TCP Stream Reassembly Unk Statstics next or previous matching word.

emhryarictreams  TCP streamns currenthy in bhe embryoric stele =0
establshedstreams  TOP streams curvenidy in the establshed state =0
dasirgSreams  TCP streams currenthy in Bhe dosirg stete =0
urrentSteams  TOP streams currently in the system =0
CurentacuedPackets  TCP Packets curreathy queued For reassembly = 0

SignakureDEStaks  The Signature Datahace Skatistics.
Totd  Total nodes active = 0
ToRaaEh  TCP nodes keyed on both IF addresses 2nd both pocts =0
UlPARath LR nodes keyed on both 1P addresses and aoth porks = 0
AxBx I nodes keved en both [P addrcsscs = 0

SigEvernts  Statistis for Signature Evenis
TotalEvents  kumber of SigEvents since reset =0

ActiorsExemted  Statistics for Addons ececuted oma SagEvent

| procucediert  Humber of Alarts writben ba the TdsEventStore = 0

B:;i [repaction Ztats  Inspaction Stats

L LA .- N I—re T -

[ Fefresh H Chase |

|
i
|
|
{
|
E ResstPacets  Total rember of packets resst =0
|
|
|
|
E

Cisco 10S £r<E{0f| CiEt TCP Md™E 7

1. IME PCOIM #l EE}2X{E YT https://10.66.79.1952 2 O|SErL|C}.

2. MMM CHRZEE HTTPS QIS ME £EHste{™ & elg Z2lgLct.

3. 21921 ZoM A& Xl O|& 0 ciscoE 2235t H|ZHE = 123cisco1232 &
IME 2| QIE{Ho|A = ChSt ZH0| LtEtE L Ct
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Configuration > Corp-IPS > Policies > Signature Definitions > sigl > Active Signatures

 Corp-IP5
o =) 1P Policies [ _
o5 Signature Defirtions Sk Edit #.: @ Enable @ Disable % Restore Defauk | JE] Showe Events o,
= Tﬂsn;l] Filter S_rgICl 'i"]
{7 Active Signatures :
13 AdwarefSpyware I =1 Mame Ensbled | Sewerty delley | Base | Sonehy
65 Attack Raxing RR Alert s
& DDos 1000/0 1P options-Bad Cptian ..  Tnfor.. 5 187 Alen
% E‘:iil 1004/0  IPoptions-Loose Sowr,.. L] @ High 100 100 &, alert
_ E IS IPS 10060 1P options-Strict Soure...  [#] @ High 00 100 GG Alert
55 Instant Messaging 10070 IPvE over TPvd L i Infar... 100 25 £4, Alert
& L2{L3L4 Protocol 1101/0  Unknown [P Brotocol # & Infor... 75 18 £, Alert
~ 3 Network Services 1102/0  Impossble IP Packst L @ High 100 100 £, Alert
42 05 11040 1P Localhost Source 5... [v] @ High 100 100 £4, Alert
f3 Other Services 1107/0  RFC1S18Addessss... [ i Infor... 100 25 £, flert
- E :EP . 1108/0 1P Packet with Prota 11 ¥ @ Hgh 100 100 £3, Alert
_ fE R:g;:;m”m 1109/0  Cisco 105 Interface Dos O Medium 75 56 £, Alert
S VirusesWorms{Troiar 1108{1  Cisco 105 Interface Do O Medium 75 56 £, Alert
6= web Server 1108(2  Cscol0SInterfaceDos [ Medium 75 56 &3, Alert
i - Al Signatures 0| 11093 Csco I0S Interface Dos i} Medium 75 56 £4, Alert
= Q Event fckion Fules 1200/0  IP Fragmentation Buff... i Infor... 100 25 £4, Alert
- rleso 120L{0 1P Fragment Overlap L1 & Infor 100 25 £, Alert
= fﬂ r‘_‘;'ifﬂfh’ Detections vl 13::2,r|:| 1P Fragmenk Crverrun .. @ High 100 100 £3, Alert
o o o =i . 1 4 == 1
4. Configuration(Z1I| 124 0| M) e =0l A Active Slgnatures(ﬂ' d MB)E S=ELIc
5. 1% CH= Signature Wizardg £ 2/ &fL|C}
Configuration = Corp-1PS > Policies > Signature Definitions = sigD > Acl a Fu :
— Refres
< Corp-IP5
{2 1P5 Palicies | : . kg,
= 8B Sionaturs Defiritions = (& Edit fctions | @ Enable @& Disab | —
= :ﬂ L — Filter: | Sig I ﬂ ihff (Fh...g.'gr.'ama WIEE'H.:.H
u I-' 5 ] —_— S o
- o 1N g II[||
55 Atkack ame !
i) DDo5 1000j0 1P options-Bad Optin ... "‘E
-8 Dos i
15l D mnHAre ] rero Sea e 1

6. OHEIALO| A Yes(Hl)E B4 String TCPE Signature A TS 2 MEAEHL|C}H Next(CHHR)E

=R LICH



@ Custom Signat ure Wizard

Welcome bo the Custom Signabure Wizard, This wizard will guide you Bhrowgh the pro
a cuskom signature.

Do yiu know which Signsture Engine you want b use for the costom signatire?

Select Engrre: ( StngTcP v ]

{ ) No

7.0| HEE 7|22 2 FHLI AtAo| ME ID, ME O|F X MEX HEE AT = U&LICH

. Next(Ct=)& &=2/gct

us nature Wizar B
: Sgnatweldenticatlon

Signature identificabion parameters identfy and describe the signasture, but do not affect the
signature behasor. You must specity a Signature [0 and SubSignature 10, You can override the
default values, but each required valus must be unique (not wsed by another signature).

Slgnature 10 éﬁnnnu |

SubSignature ID: |0 |
| Signature Na’ns[ er-.;t.:p| . ]
[
| Blerk Mokes: w Sig InFo

Liser Comements: :5.; Comment

8. Event Action(O|HIE Z])2 ME435t 7 Produce Alert(Z 1 44) 2! Reset TCP
Connection(TCP 27 x|A&)2 MEfBLICt H&steiH &ele 228t 2 82 22!
L|C}



- L
ﬂ Custom Stgnature Wizard el

Emgre-specfic parameters datermine what the signature looks for and what causes the signature
ko Fire. You can set the folawing String TCP engine parameters used For this signisture,

Yalue

svetctin | (g Satect itemis) =
Strip Telnet Options [] Deny Attacker Inling

Specfy MnMatch Length || =] peny Artackar Service Pair Infne

- Regex String [ Deny Attacker Victim Par Inkne
o s £ ooy Covecien e
e Deny Packek Infne ' ]
O Direct [ beny
| o [] Lo Attacker Packets
El Spﬁ]"r Exack Match Offset [ ] Log Pai Packets
L 1 Specify Max Makch OFF icti
L. Specify Min Match Offset§[v] Produce Alert
O Swap Attacker Vickin Looaiiadiadbogd
o [] Request Block Conmection
[ request Black Host
Reset TCP Connection

Lox ][ cancet ]

[0 Parameter uses the Defauk Walue, Chck the valus Feld to edit the value.
#4 Parameter uses a User-Defined Yalue. Click the icon ko restore the defaulk vals,

Lo et o (e e ]

9. Regular Expression2 2215t H cestartackO| O] 0|04 AL&ElL|C}. Service Ports(MH|A ZE
)0il 232 212435t 1 To Service(MH|2) for the Direction( &) MEHSH C}S Next(CHR)E 2
2I5t0{ A &S &t

O Cintom Signature Wizavd | <]

it

[Engine SpecificParameters
Engine-specific parameters determing what the signabure locks For and what causes the signabure
o fire, You can set the Fallowing String TCP engine parameters used For this signature,

W Event Ackion Produce Alert | Reset TCP Conneckion
I:I Strip Telnet Options No
_speify Min Match Length Mo
~Regex String festattack
—Serdce Ports 23
" Direction To Service
=-Specify Exact Match Offset o
- Spedfy Max Match OFfset Ho
¢ --apedfy Min Makch OFfzet Ha
[0 Swap Aktacker Yictim Mo




© Custom Signature Wizard ﬁ

Yioul can assign the following vallees to this signature that reflect both your confidence in the fidelity
of the signature and the severity of tha attack it represents. The Signature Fidelby Rating is any
b From O to 100, with 100 reflacting the most confidence in this signature. This number is used
bo help caloutate the Risk Rating, which helps determing what actions result from the Firing of this
signiature.

Signabure Fidelty Rating: |75

Severky of the Alert: iHigl‘l w

1. DFElS B2i5h0d DHEAE SR EFLICH

Tﬁ Custom Signature Wizard E
' Metbehavior ]

The sensor sends the first abeet for each address set, and then a summary of =l the derts that
occur on bhis address sat aver the next 15 secards.

The summary alert contairs the ame information a5 the orgnel dert and provides an interval
surmmiary dhat shores B numbsr of tokal slerts per dme intersal. A summary counts signatues firngs
cov atbacker address,

The sersar will nat sutcmaticaly upgrade (or dossngrade) b global summerization mode,

To accept this alert behavior and oreabe the custom signature,
click Finish. To change the alert behavior, click Advanced.

T Finish concel §| bep |
12. Conflguratlon(?jlllﬂl"-‘llolﬁ) > sig0 > Active Signatures(& & AlZLI%|)E M=43t0q Sig ID
= Sig Name(M3 0|F)22 M2 HYE ATLIME &L ch Edit(BEE)E Z=istod
Signature(A|L|X)E = QIErL|Ct




Mame
= Sigrsature Definition
Signiature 1D
SubSignature ID
# flert Severiby
#" Tig Fidelky Raking
[ Promiscuows Delta
_"-Trg Description
i # Signature Mame
- plert Notes
| User Commenits
© [ lert Traits
[ Release
= Engne
E # Event Action
[ Strip Telnet Options
Specify Min Match Length
Be=gex String
Service Pars
W Direction
Specify Exack Makch Offsst
- Specfy Max Match Offsst
- SpeciPy Min Makch OFfset
[ Swap Attacker Victim

e T b T v

B

Walue

0000

Mediurm

string. tep

My Sig Info

Sig Cornirreenit

]

Cushbom

Skring TCP

Produce Slert | Resst TOP Connection

P

Mo

beskatback

23

To Service

& |5 |F|F

[7] Barameber uses the Defauk Value, Click the vals field bo edit the value,
& Parameber uses a User-Defined Yalue. Click the icon o reskare the default value.

| 0k

I [ Cancel | |

i5tg{H CHS BHAIE

1. 342 A&st7| ™ol IMEE 0|8
View(& X El 34 E7|)B MEist D

2. Router Light(2HE{ ZE A|S)0{| M Telnet to Router House(Z RE| 3t A)2 0|

testattack® UZErLICHES MME [
light#telnet 10.100.100.1

Trying 10.100.100.1 ... Open
User Access Verification
Password:

22|50 Mol MPEES ME

HESHAAIL.

5+04 Event Monitoring(O|HIE 2 L|E{&) > Dropped Attacks

2EZof 2l &

A= dME MEYFLICH

S04

15t2{ <space> L= <enter>E T2 AA|2.



house>en

Password:
house#testattack
[Connection to 10.100.100.1 closed by foreign host]
!-—-- Telnet session has been reset due to the !--- signature "String.tcp" triggered.
3. IPS Event Viewer2| Dashboard(CHA| 2 £)0i| M SZ40]| A|EF | W7 45 7} LFEFEL|CH
Date Time Sig. Mame Sig. ID
— Device: Corp-IPS (188 items)
© = Sewerity: high {188 items)
{i-10/23/2002 09:59:13 String.tcp BO000M ]
- A3 2009 0959;02 ZOTOB Worm Ackivity  S570/0
10/23/2009 09:58:57 anig YWorm File Tran... 5599/0
~10/23/2009  09:59:00 anig YWorm File Tran... 5599/0
i 10/23/2009 09:53:58 Anig YWorm File Tran... 5599/0
1002302009 095917 Machi Worm ICMP E... Z2158/0

£X 4

ol dMoiM= Hm|aelolMd BXE sidste ol MEE + = HEE MSELICH

Ohs 28 a2 B AFSE LI

- Bypass= B L Mo ZEO|M ES3504 2t E ACL(Access Control List)2 CHA| Z2 124
UstLIcH TCP RAdm 2 Mol ALIE QIE|H|0|20 A HSELICH A9IxI0lM span 44
& [, set span <src_mod/src_port><dest_mod/dest_port> WHEE AL ELIC} O] HHE2 F £
MIZE 25 EgstEct.
banana (enable)set span 2/12 3/6 both inpkts enable
Overwrote Port 3/6 to monitor transmit/receive traffic of Port 2/12
Incoming Packets enabled. Learning enabled. Multicast enabled.
banana (enable)
banana (enable)
banana (enable)show span

Destination : Port 3/6

l-—- connect to sniffing interface of the sensor
Admin Source : Port 2/12

| -—- connect to FastEthernet0/0 of Router House
Oper Source : Port 2/12

Direction : transmit/receive

Incoming Packets: enabled

Multicast : enabled

- TCP MM™O| &35tz B2 &Y Y TCP Resetol CHal ZE 7t EB|HEIR=X] = QlghL|ct
A7 LELTHE ME 80| TCP MMM o =z MAE|of QEX| & lg LTt rooto] service
account sug At&3stod 21¢lstn o FHEE AT LIC o BH2 M4 QIE{m|o|A 7t
eth0S 2 MHE Jo =2 7H- gLt
[root@sensorl root]#tcpdump -i eth0 -n
£1: 100702 tep ZHAHH Ol LISHAHEI NS 2 ME KT 100702 TCP7I 3ZAXL/ELIO|MER
M&ELChOg2 3o of uch
03:06:00.598777 64.104.209.205.1409 >



10.66.79.38.telnet: R 107:107(0) ack 72 win 0
03:06:00.598794 64.104.209.205.1409 >
10.66.79.38.telnet: R 108:108(0) ack 72 win 0

03:06:00.599360 10.66.79.38.telnet >
64.104.209.205.1409: R 72:72(0) ack 46 win O
03:06:00.599377 10.66.79.38.telnet >
64.104.209.205.1409: R 73:73(0) ack 46 win O

#ed HE

. Cisco Secure Intrusion Prevention X|¢ H 0| X|
. Cisco Secure Intrusion Prevention System 413 A
. 7|& X|®¥ 8! XM - Cisco Systems
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