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Cisco Secure Policy Manager

@y Anetwork object of the specified type has been
\:) detected in the Policy Database, and the extemal
addreszs of the object iz conziztent with the parent

netwark address.
The name of this object is " CSPM "

Iz this the object you wish to insert into the Netwaork
Topology? If g0 click Yes', otherwise 'No',

2. Yes(M)& 22l5l04 CSPM ZAEE EZZX|0of| Ax|EL|CH.
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Add Sensor Wizard -
If%l Add Sensor Wizard
Sensor ldentification

YWhelcome to the Add Senzor Wizard. To add a Sensor to the topology 6l in the following informatian
and prezs Mest.
i~ Senszor [dentification - -
Senzar Mame senzar] Hast D |E|EI Org. 1D |1|

Organization Mame |t Folicy Enforcement

Szzociated 1|: g J
Metwork |Lizco Fost Uthce -

P &ddress 172 .18 . 124 . 99 S

Fostaffice F Port LIDP 45000

Heartbeat [nterval {

Comments

[T Check here to verify the Sensor's address. [ i E nter the IF Address an-_:l the Host

10 il pnpulate_ automatically. Or
[T Check here to capture the Sensor's configuration. Wou may enter it marually.
Hesut > Cancel Help
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Add Sensor Wizand Ed

(o] Add Sensor Wizard

sensor Configuration
Specify the Palicy Diztibution Host, Select the version of the Sensor and enable or deable
[PSec sipporl. Chooze the appropdiste Signature Template from the diop dowen fists,
i Dizhibution
Sedect the Crco Secure Polcy Manager
| Host | ~=ppg ] | host that will publizh the genessted
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i~ IPSec

u Check here to enable IPSec on
supported Senson versons,

Signature Template | D efaul =l
Templste Commeni
Cizco Systeme, Inc:. default Signahure Template settings

5 )iThars ae 3 signatizss in tha Iatest signatias update (3,001 58] that do ot aph 15 this
Sernzor vergion 3.0[1)58

: CSPMO|l M Mol A% FQI SHHE MA HHO| gIoH CSPM 2 A E 9] MBS 0]
EBtLICH YElOlEE AZEY 0| R 2 (SSE DB B HEFHAAL.

. A& 5240 Next HHE S E=I8fLCt
. Finish(O}&) 8 22/5tof EZZ x|of MA MHx|S 2 &Lct,

F

7|2 CSPM |+ 0l M File > Save and Update= MEdSto] EZEEX|of| JEE HEE
CSPMe 2 HulErL|Ct. O] EHH = CSPM & AE 0| A Postoffice T2EEZE A|&fsle= ol &
Lt

 AIMo HIER3 AM2ALE2 20l5t04 2E 70| &S 5t=X| &QlgtLct.
.nrconns BHEE A™ELICT

>nrconns
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cspmrtp Connection 1: 172.18.124.106 45000 1
[ Establ i shed] sto:0004 with Version 1
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insane.rtp Connection 1: 172.18.124.194 45000 1 [ SynSent]
st 0: 5000 syn NOT rcvd!

net rangr @acy: / usr/nr

O] 32 AL FXZ 404 ZH0| UDP 45000 THZ! & MEst=X| = IELICt UDP
450002 IDS C|HIO|A T} A—IE SAEtE Ol AFE o|'E EIHI-OI_O'LIEI-_ Mol O|E HIAE
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net rangr @acy: /usr/nr

>su -

Passwor d:

Sun M crosystens Inc. SunCS 5.8 Generic February 2000

# snoop -d spwr0 port 45000

Usi ng device /dev/spw (prom scuous node)
172.18.124.100 -> 172.18.124.106 UDP D=45000 S=45000 LEN=52
172.18.124.100 -> 172.18.124.106 UDP D=45000 S=45000 LEN=52
172.18.124.100 -> 172.18.124.106 UDP D=45000 S=45000 LEN=52
172.18.124.100 -> 172.18.124.106 UDP D=45000 S=45000 LEN=52
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# snoop -d spwr0 port 45000

Usi ng device /dev/iprb (prom scuous node)

172.18.124. 106 -> gacy UDP D=45000 S=45000 LEN=56
gacy -> 172.18.124.106 UDP D=45000 S=45000 LEN=56

172.18. 124. 142 -> gacy UDP D=45000 S=45000 LEN=56

gacy -> 172.18.124.194 UDP D=45000 S=45000 LEN=56
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