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Current configuration : 906 bytes
!

version 12.2

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname light

!

enable password cisco

!

username cisco password 0 cisco
ip subnet-zero

!

1

!

ip ssh time-out 120

ip ssh authentication-retries 3
!

call rsvp-sync

!

1

!

fax interface-type modem
mta receive maximum-recipients 0
!

controller E1 2/0

1

1

!

interface FastEthernet0/0

ip address 100.100.100.2 255.255.255.0
duplex auto

speed auto

!

interface FastEthernet0/1

ip address 1.1.1.1 255.255.255.0
duplex auto

speed auto

!

interface BRI4/0

no ip address

shutdown

!

interface BRI4/1

no ip address

shutdown

!

interface BRI4/2

no ip address

shutdown

!

interface BRI4/3

no ip address

shutdown

1

ip classless




ip route 0.0.0.0 0.0.0.0 100.100.100.1
ip http server
ip pim bidir-enable
1
!
dial-peer cor custom
1
!
line con 0
line 97 108
line aux 0
line vty 0 4
login
1

end

PIX E}O|74

PIX Version 6.1(1)

nameif gb-ethernet0 intf2 securityl0

nameif gb-ethernetl intf3 securityl5

nameif ethernet0 outside securityO

nameif ethernetl inside security1l00

enable password 2KFQnbNIdJdI.2KYOU encrypted
passwd 9jNfZuG3TC5tCVHO encrypted

hostname Tiger

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names

!--- Allows ICMP traffic and HTTP to pass through the
PIX !--- to the Web Server. access-list 101 permit icmp
any host 100.100.100.100

access-list 101 permit tcp any host 100.100.100.100 eq
www

pager lines 24

logging on

logging buffered debugging

interface gb-ethernet0 1000auto shutdown
interface gb-ethernetl 1000auto shutdown
interface ethernet0 auto

interface ethernetl auto

mtu intf2 1500

mtu intf3 1500

mtu outside 1500

mtu inside 1500

ip address intf2 127.0.0.1 255.255.255.255

ip address intf3 127.0.0.1 255.255.255.255

ip address outside 100.100.100.1 255.255.255.0
ip address inside 10.66.79.203 255.255.255.224
ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

failover ip address intf2 0.0.0.0

failover ip address intf3 0.0.0.0




failover ip address outside 0.0.0.0
failover ip address inside 0.0.0.0
pdm history enable
arp timeout 14400
global (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0 0 O
!--- Static NAT for the Web Server. static
(inside,outside) 100.100.100.100 10.66.79.204
netmask 255.255.255.255 0 0
access-group 101 in interface outside
route outside 0.0.0.0 0.0.0.0 100.100.100.2 1
route inside 10.66.0.0 255.255.0.0 10.66.79.193 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00
h323 0:05:00 sO
timeout uauth 0:05:00 absolute
aaa-server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius
aaa-server LOCAL protocol tacacs+
no snmp-server location
no snmp-server contact
snmp-server community public
no snmp-server enable traps
floodguard enable
no sysopt route dnat
!--- Allows Sensor Telnet to the PIX from the inside
interface. telnet 10.66.79.199 255.255.255.255 inside
telnet timeout 5
ssh timeout 5
terminal width 80
Cryptochecksum:b4c820ba31fbb3996ca8891503ebacbc
: end
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Uze thiz panel to specify the remote machine to which you
wizh to establizh connectivity, If you need to add a new

organization, click Create,

6. 7|&

Organization name  cisco Epeate+++\
Organization ID 300

Hozt name zenzor-2

Host 1D 159

Hozt IF Address 10,66,79,199

[  Secondary Director

[ 105 IDS

X Sensor / IDSH

MY¥E J0E 51 Next(CHS)E 2L

Uze this dialog box to define the type of machine you are adding,

Fleaze remember that in order for connectivity to be established,
the remote machine must already know the IDs and IP addressz of
For Sensors, this iz accomplished at install time
For remote {secondary? Directors,
thiz iz accomplished by running nrConfigure on the remote machine
and modifying the hosts and routes System Files accordingly,

thiz Director,
by running syszconfig-senszor,

W IJnitialize a newly installed Sensar

[ Comnect to a previously configured Sensar
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Tiger (config)# show telnet
10.66.79.199 255.255.255.255 inside
Tiger (config)# who

0: 10.66.79.199

Tiger (config)# show xlate
1 in use, 1 most used
Global 100.100.100.100 Local 10.66.79.204 static

m
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Light#ping 100.100.100.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 100.100.100.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 112/195/217 ms

Light#telnet 100.100.100.100 80
Trying 100.100.100.100, 80 ... Open

34 a8 & R

Light#ping

Protocol [ip]:

Target IP address: 100.100.100.100

Repeat count [5]: 100000

Datagram size [100]: 18000

Timeout in seconds [2]:

Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 100000, 18000-byte ICMP Echos to 100.100.100.100, timeout is 2 seconds:

Success rate is 4 percent (1/21), round-trip min/avg/max = 281/281/281 ms

Light#telnet 100.100.100.100 80
Trying 100.100.100.100, 80
% Connection timed out; remote host not responding

Tiger (config)# show shun
Shun 100.100.100.2 0.0.0

Tiger (config)# show shun stat
intf2=0FF, cnt=0

intf3=0FF, cnt=0

outside=ON, cnt=2604
inside=0FF, cnt=0

intf4=0FF, cnt=0

intf5=0FF, cnt=0

intf6=0FF, cnt=0

intf7=0FF, cnt=0

intf8=0FF, cnt=0

intf9=0FF, cnt=0

Shun 100.100.100.2 cnt=403, time=(0:01:00).0 0 O

158 =, CHIO|AE 15822 HEE|0] 7| E g2z sofZfLch

Tiger (config)# show shun

Tiger (config)# show shun stat
intf2=0FF, cnt=0
intf3=0FF, cnt=0
outside=0OFF, cnt=4437
inside=0FF, cnt=0
intf4=0FF, cnt=0
intf5=0FF, cnt=0
intf6=0FF, cnt=0
intf7=0FF, cnt=0
intf8=0FF, cnt=0
intf9=0FF, cnt=0



Light#ping 100.100.100.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 100.100.100.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/4 ms

Light#telnet 100.100.100.100 80
Trying 100.100.100.100, 80 ... Open

£X sti&

24X o Am B[00l AFBE & U= &Y Xl slZE HEI &L

#Ed HeE

. Cisco IDS Director2| End-of-Sale

. Cisco IDS Sensor 2ZEQJo{ HM 3.x2| B &
. Cisco Intrusion Prevention System A& x| &
. Cisco PIX &8t AZ EQo{ A FE X|¥

. Cisco Secure PIX Firewall & &=

. 7|& x| 2 B XM - Cisco Systems



//www.cisco.com/en/US/products/sw/secursw/ps2113/ps984/prod_eol_notice09186a008032d4c6.html?referring_site=bodynav
//www.cisco.com/en/US/prod/collateral/vpndevc/ps5729/ps5713/ps4077/prod_end-of-life_notice0900aecd8010bfa2.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2113/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	Cisco IDS UNIX Director를 사용하는 IDS PIX 차단
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	표기 규칙

	구성
	네트워크 다이어그램
	구성
	센서 구성
	디렉터에 센서 추가
	PIX에 대한 차단 구성

	다음을 확인합니다.
	공격을 시작하기 전에
	공격 실행 및 차단

	문제 해결
	관련 정보


