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1. PIX 01Z2}0[|1A O|%! o|O|X|(0dl: pix701.bin)
2. enable T & Z E0{ A copy tftp flash BHES Al

pixfirewall>enable

0% M

Password:

pixfirewall#copy tftp flash

3. TFTP Mol IP FAE =FLICH

Address or name of remote host [0.0.0.0]7?

4. 258 TFTP MHHe| ot o|§& =gfLict.pixX o|Z! o|O0|x| e o|F LICh.

Source file name [cdisk]?

5. TFTP SALE Al&5teteE HIAIRI7E EAIE|H yesE 23T LICEH
copying tftp://172.18.173.123/pix701.bin to flash:image
[ves|no|again]?yes
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Received 5124096 bytes
Erasing current image
Writing 5066808 bytes of image

Image installed
pixfirewall#

.M o|O|X|E R &5ted™ PIX 0{Z2t0|HA E CHA| ZEE8fLICH

pixfirewall#reload
Proceed with reload? [confirm]

Rebooting. ...

O|M| PIX7} 7.0 O|O|X|E BEl5t1 Yol Z2MATI 22 EL|C}H

x| agjol4d of - copy tftp flash BB E A& sto{ PIX 0{Z&EH0|2A ae]o|=

pixfirewall#copy tftp flash

Address or name of remote host [0.0.0.0]? 172.18.173.123
Source file name [cdisk]? pix701l.bin

copying tftp://172.18.173.123/pix701.bin to flash:image
[ves|no|again]? yes

Received 5124096 bytes
Erasing current image

Writing 5066808 bytes of image
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Image installed

pixfirewall#

pixfirewall#reload

Proceed with reload? [confirm]

Rebooting. ..

CISCO SYSTEMS PIX FIREWALL

Embedded BIOS Version 4.3.207 01/02/02 16:12:22.73
Compiled by morlee
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PCI Device Table.
Bus Dev Func VendID DevID Class Irg

00
00
00
00
00
00
00
00

00
07
07
07
07
0D
0E
13

00 8086 7192 Host Bridge

00 8086 7110 ISA Bridge

01 8086 7111 IDE Controller
02 8086 7112 Serial Bus 9

03 8086 7113 PCI Bridge

00 8086 1209 Ethernet 11

00 8086 1209 Ethernet 10

00 11D4 2F44 Unknown Device 5

Cisco Secure PIX Firewall BIOS (4.2) #0: Mon Dec 31 08:34:35 PST 2001
Platform PIX-515E
System Flash=E28F128J3 @ Oxfff00000



Use BREAK or ESC to interrupt flash boot.

Use SPACE to begin flash boot immediately.

Reading 5063168 bytes of image from flash.

FH AR AR SRR AR R SRR AR R SRR SRR R R R R R R
FH AR AR SRR AR R SRR AR R SRR SRR R R R R R R
128MB RAM

Total NICs found: 2

mcwa 182559 Ethernet at irg 11 MAC: 0009.4360.ed44

mcwa 182559 Ethernet at irg 10 MAC: 0009.4360.ed43

BIOS Flash=am29f400b @ 0xd8000

01d file system detected. Attempting to save data in flash

!--- This output indicates that the Flash file

!-—- system is formatted. The messages are normal. Initializing flashfs... flashfs[7]: Checking
block 0...block number was (-27642) flashfs[7]: erasing block 0...done. flashfs[7]: Checking
block 1...block number was (-30053) flashfs[7]: erasing block 1...done. flashfs[7]: Checking
-1220) flashfs[7]: erasing block 2...done. flashfs[7]: Checking
-22934) flashfs[7]: erasing block 3...done. flashfs[7]: Checking
2502) flashfs[7]: erasing block 4...done. flashfs[7]: Checking block

(
block 2...block number was (
block 3...block number was (
block 4...block number was (
5...block number was (29877) flashfs[7]: erasing block 5...done. flashfs[7]: Checking block
6...block number was (-13768) flashfs[7]: erasing block 6...done. flashfs[7]: Checking block
7...block number was (9350) flashfs[7]: erasing block 7...done. flashfs[7]: Checking block
8 (

(

.block number was (-18268) flashfs[7]: erasing block 8...done. flashfs[7]: Checking block
9...block number was (7921) flashfs[7]: erasing block 9...done. flashfs[7]: Checking block
10...block number was (22821) flashfs[7]: erasing block 10...done. flashfs[7]: Checking block
7787) flashfs[7]: erasing block 11...done. flashfs[7]: Checking block
15515) flashfs[7]: erasing block 12...done. flashfs[7]: Checking block
20019) flashfs[7]: erasing block 13...done. flashfs[7]: Checking block
-25094) flashfs([7]: erasing block 14...done. flashfs[7]: Checking block
-7515) flashfs[7]: erasing block 15...done. flashfs[7]: Checking block
-10699) flashfs[7]: erasing block 16...done. flashfs[7]: Checking block
6652) flashfs[7]: erasing block 17...done. flashfs[7]: Checking block
-23640) flashfs([7]: erasing block 18...done. flashfs[7]: Checking block
23698) flashfs[7]: erasing block 19...done. flashfs[7]: Checking block
-28882) flashfs([7]: erasing block 20...done. flashfs[7]: Checking block
2533) flashfs[7]: erasing block 21...done. flashfs[7]: Checking block
-966) flashfs[7]: erasing block 22...done. flashfs[7]: Checking block
23...block number was (-22888) flashfs[7]: erasing block 23...done. flashfs[7]: Checking block

11...block number was (
(
(
(
(
(
(
(
(
(
(
(
(
24...block number was (-9762) flashfs[7]: erasing block 24...done. flashfs[7]: Checking block
(
(
(
(
(
(
(
(
(
(
(
(
(

12...block number was
13...block number was
14...block number was
15...block number was
16...block number was
17...block number was
18...block number was
19...block number was
20...block number was
21...block number was
22...block number was

25...block number was (9747) flashfs[7]: erasing block 25...done. flashfs[7]: Checking block

26...block number was (-22855) flashfs[7 erasing block 26...done. flashfs[7]: Checking block

1
27...block number was (-32551) flashfs[7]: erasing block 27...done. flashfs[7]: Checking block
28...block number was (-13355) flashfs[7]: erasing block 28...done. flashfs[7]: Checking block
29...block number was (-29894) flashfs[7]: erasing block 29...done. flashfs[7]: Checking block
30...block number was (-18595) flashfs[7]: erasing block 30...done. flashfs[7]: Checking block

31...block number was (22095) flashfs[7]: erasing block 31...done. flashfs[7]: Checking block
1486) flashfs[7]: erasing block 32...done. flashfs[7]: Checking block

13559) flashfs([7]: erasing block 33...done. flashfs[7 Checking block
24215) flashfs[7]: erasing block 34...done. flashfs[7 Checking block
21670) flashfs[7]: erasing block 35...done. flashfs[7]: Checking block
-24316) flashfs([7]: erasing block 36...done. flashfs[7]: Checking block
29271) flashfs[7]: erasing block 37...done. flashfs[7]: Checking block

125...block number was (0) flashfs[7]: erasing block 125...done. flashfs[7]: inconsistent sector

32...block number was
33...block number was ]:
34...block number was ]:
35...block number was
36...block number was

37...block number was

list, fileid 7, parent_fileid 0 flashfs[7]: inconsistent sector list, fileid 12, parent_fileid 0
flashfs[7]: 5 files, 3 directories flashfs[7]: 0 orphaned files, 0 orphaned directories
flashfs[7]: Total bytes: 16128000 flashfs[7]: Bytes used: 5128192 flashfs[7]: Bytes available:
10999808 flashfs[7]1: flashfs fsck took 59 seconds. flashfs[7]: Initialization complete. Saving
the configuration ! Saving a copy of old configuration as downgrade.cfg ! Saved the activation

key from the flash image Saved the default firewall mode (single) to flash Saving image file as
lmagebln | O I O |

rrrrprrrrrrrrrrrrrrrrrrpprrrrrrrrprrrrrrrrpprrrrrrrrprrrrrrrrrrl 1l Upgrade process complete Need
to burn loader.... Erasing sector 0...[OK] Burning sector 0...[OK] Licensed features for this
platform: Maximum Physical Interfaces : 6 Maximum VLANs : 25 Inside Hosts : Unlimited



Failover : Active/Active VPN-DES : Enabled VPN-3DES-AES : Enabled Cut-through Proxy : Enabled
Guards : Enabled URL Filtering : Enabled Security Contexts : 2 GTP/GPRS : Disabled VPN

Peers : Unlimited This platform has an Unrestricted (UR) license. Encryption hardware device

VAC (IRE2141 with 2048KB, HW:1.0, CGXROM:1.9, FW:6.5) ———-mmmmmm e
———————————————————————————————— T e O L B E O O O R M O
CilsCO0OSyYy St emes g ———m—mmmmmm -
--- Cisco PIX Security Appliance Software Version 7.0 (1) *****xkkkkskxrrrkkkkkkkkxrxxrr*** Jarning
KEREXK KKk kkkkkkkkxxkkkkkkkkk*kxxx Thig product contains cryptographic features and is subject to
United States and local country laws governing, import, export, transfer, and use. Delivery of
Cisco cryptographic products does not imply third-party authority to import, export, distribute,
or use encryption. Importers, exporters, distributors and users are responsible for compliance
with U.S. and local country laws. By using this product you agree to comply with applicable laws
and regulations. If you are unable to comply with U.S. and local laws, return the enclosed items
immediately. A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html If you require further assistance please
contact us by sending email to export@cisco.com. ***xkkkkkkkkxkxxrkrkrkkkkkkkkxxx** Warning

KEREXK KKk kkkkkkkxxkkkkkkkkkkxkx*x Copyright (c) 1996-2005 by Cisco Systems, Inc. Restricted Rights
Legend Use, duplication, or disclosure by the Government is subject to restrictions as set forth
in subparagraph (c) of the Commercial Computer Software - Restricted Rights clause at FAR sec.
52.227-19 and subparagraph (c) (1) (ii) of the Rights in Technical Data and Computer Software
clause at DFARS sec. 252.227-7013. Cisco Systems, Inc. 170 West Tasman Drive San Jose,
California 95134-1706 !--- These messages are printed for any deprecated commands. ERROR: This
command is no longer needed. The LOCAL user database is always enabled. *** Output from config
line 50, "aaa-server LOCAL protoco..." ERROR: This command is no longer needed. The 'floodguard'
feature is always enabled. *** OQutput from config line 55, "floodguard enable"

Cryptochecksum (unchanged) : 9fa48219 950977b6 dbf6bea9 4dc97255 !--- All current fixups are
converted to the new Modular Policy Framework. INFO: converting 'fixup protocol dns maximum-
length 512' to MPF commands INFO: converting 'fixup protocol ftp 21' to MPF commands INFO:
converting 'fixup protocol h323_h225 1720' to MPF commands INFO: converting 'fixup protocol
h323_ras 1718-1719' to MPF commands INFO: converting 'fixup protocol http 80' to MPF commands
INFO: converting 'fixup protocol netbios 137-138' to MPF commands INFO: converting 'fixup
protocol rsh 514' to MPF commands INFO: converting 'fixup protocol rtsp 554' to MPF commands
INFO: converting 'fixup protocol sip 5060' to MPF commands INFO: converting 'fixup protocol
skinny 2000' to MPF commands INFO: converting 'fixup protocol smtp 25' to MPF commands INFO:
converting 'fixup protocol sglnet 1521' to MPF commands INFO: converting 'fixup protocol
sunrpc_udp 111' to MPF commands INFO: converting 'fixup protocol tftp 69' to MPF commands INFO:
converting 'fixup protocol sip udp 5060' to MPF commands INFO: converting 'fixup protocol xdmcp
177" to MPF commands Type help or '?' for a list of available commands. pixfirewall>

B PIXTH7.x AZEQo{ HEE A™5H=EX| 2 2I5t24E show version BEE At MAIL.

# 3. Zu|adio|ME oto|ado|Met= Sot WSt 2 7T E AASHE{T show startup-config
errors BWHE M-S AMAI.PIXE ®S & '?_F Z 0| 80| 277t LtEFELICY.

DLIE BE0AM PIX 22 o{&FEo|HA jadol=
DLIE| BE A|E
PIXOIAM ZLIE| REE A|ZSIE{H CIS CHHIE 225 AAIL.

1.CI2 S M2 AR50 PIXC| 24 ZEo| 2£ 7 0|ES odZAsLCt. &2 9600H|E8 O

O|E{ H|ETHE|E] HA%JXI HESE FNo{gig
2.PIXS| MY FU| E= CHA| ZEERE 50| EciA| B2 SEHs6H7| €3l BREAK EE= ESCE

ME3IEE EHM|X|7F EAELCHHEARQ BEl Z2 HASE SEHe £ Q= AlZH2 10E QL
Ct.
3. Monitor Mode(Z2LIE{ 2E)Z §0{7I2{H Esc 7|& +2 7L BREAK EXA& EHL|Ct
.Windows 3t O|IH{E{O|EE A3t B Esc 7|8 +27{L} Ctrl+BreakE £ BREAK &4}
E Bl £ QIELICHPIXS| 2£& ZEo HAMASHY| {6l B{0|d MEE S5l "ullsie 32

A Eé=>| ZEZEZ 0|535t2{™ Ctri+](Control + 2% E2iZ)2 so{of gLIct.aH S

uo ﬂII
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send break B&& A ELICTH
4. monitor> E%EE7I‘ _|"_;'|'_A|5|=|I LlL__I'_
5. Upgrade the PIX from Monitor Mode(2 L|E{ 2= 0{A PIX 21T 2)0/=) MM o = TIgLICt,
BLE 2EHM PIX ¥Fadol=

PLIE EE0M PIXE Ya2l0|=E5te{H CIS THHE 2= SHAA2.

2. PIX0{l A Monitor Mode(Z2LIE{ RE)2 S04ZfLIC}H.0| XS 43lisls wHe D E 72 2L
B ZEE AT AAIR BT ZLE ZEME "8 AISE £ &L 8 58 A8 7t
S8 M S5 LI

3. TFTP A7} ¢4 El CIE{m|0|A HE =& TFTP M| 7HE 7177t QIE{H|O|AE 248
Ct.7[&2 2k 2 interface 1(Inside) & LICt.

monitor>interface

&1 2UE 2EolME QE{Ho|AT} #4 450 SEHUAE NHEOE HAFLICHIET
ol4 MHg = ILE % iALIChmialA PIX QEIH0|AT} 4 5/0|55E 9/s) 5lE 2L
£ A20x0f QIZE0| Y B TLIE| 2E0f S U RS HASEE MR AELICHES
PIX 01Z2H0IQiAE BLIE 2E0M 7[7HHIE O QIE{HO|AE % 7|8H8 4 SigLich
CHAl 1% O|Cis! QIE{H 0| A S AL aHOF SLiCt

4. 3EA(0l M BOE QIE{m0|A 0| IP FAE Y4B

monitor>address

5. TFTP MEQ| IP FAE J24gfLch

monitor>server

6. (M= ALE) HOIES 0|2 IP =AE URELICHPIXS| QIE{HO|A T TFTP Mt S Y8t I
EQ{30] UK ef2 B2 HOIESO| FA7F EHRFrL|ch

monitor>gateway

7.2EY TFTP M| ot o|§& Y& LICHPIX O|F! o|O|Xx| ot O|F LIcH

monitor>file



8.

10.

11.

12.

IP A2 g 2215t 7| I8 PIXHIM TFTP MHE ping® LIt pingOl AEistEH 70| 2, PIX QIE
HO|AQ|IP FA U TFTP MO IP F4, HOIEH 02 IP FA(HRE ER)E CHAl 2015t
LIct. A% 37| ol pingOl 43 3Hok g LCt,

monitor>ping

.TFTP CIR2EEE A|&stE{H titpE U= LCt

monitor>tftp

PIXE O|O|X|E RAMO| CIREESD AISCE REFLICILEE T2 MHA o ot
OI é=|7<H ZAxa|apio|Mat &4 HErELICH 2L} of A 2t R E|X| St &LICHERS £ OIS
T HAIXIE 7|26t 11EHAH 2 R4S L|C}.

R Ik bk I S S R R I S Rk I R Ik S Ik kR R I I R I R I Ik

* * * *

*x *** WARNING *** WARNING *** WARNING *** WARNING *** WARNING *** *%*

* % * %
*x ----> Current image running from RAM only! <---- *x
* % * %

** When the PIX was upgraded in Monitor mode the boot image was not **
** written to Flash. Please issue "copy tftp: flash:" to load and *x
** gsave a bootable image to Flash. Failure to do so will result in **

** a boot loop the next time the PIX is reloaded. *x
* % * %

HEIE % enable 2EE A|E St ST 0|0|X|E PIXO| CHA| S AR LIC O] = copy
titp flash BEE AARLICHO|ZH| 5t EcHAl T A|ARof o|O|X|7+ K& ElLICt. o] B
HE 225X Z6HH CI2o| PIX7LCHA Z2EE I B8 F =71 ghlgrL o}

pixfirewall>enable
pixfirewall#copy tftp flash

B 11: copy tftp flash BEE AHE5H04 0|0|X|E SAtste Lol CHEt RHMIEF XIE2 copy
tftp flash BB S AL& 504 PIX £ 0ot 01 Z 2104 HTE|0|E MMS FERSHAAIR.

copy tftp flash BB E A& 3sto] O|0|X|E SAIstH YaB0|l= Z=MAT} 2tz ElL|CHZHT]
acilojdd of - 2LE| 2EoiA PIX 22 o{&El0|2A ad|o|=

monitor>interface 1

0: 18255X @ PCI(bus:0 dev:13 irg:10)
1: i8255X @ PCI(bus:0 dev:14 irqg:7 )
2: 18255X @ PCI(bus:1 dev:0 irqg:11)
3: i18255X @ PCI(bus:1 dev:1 irqg:11)
4: i8255X @ PCI(bus:1 dev:2 irqg:11)
5: i18255X @ PCI(bus:1 dev:3 irqg:11)

Using 1: 182559 @ PCI(bus:0 dev:14 irqg:7 ), MAC: 0050.54ff.4d81
monitor>address 10.1.1.2

address 10.1.1.2

monitor>server 172.18.173.123

server 172.18.173.123

monitor>gateway 10.1.1.1

gateway 10.1.1.1

monitor>file pix701.bin

file pix701.bin



monitor>ping 172.18.173.123

Sending 5, 100-byte 0xa0l4 ICMP Echoes to 172.18.173.123, timeout is 4 seconds:
Success rate is 100 percent (5/5)

monitor>tftp

tftp pPix701.0bin@172.18 .01 73 . 023 . @ @ ittt e e e e
Received 5124096 bytes

Cisco PIX Security Appliance admin loader (3.0) #0: Mon Mar 7 17:39:03 PST 2005
FHA R AR AR AR SRR AR SR H AR AR R SRR R R R R
128MB RAM

Total NICs found: 6

mcwa 182559 Ethernet at irg 10 MAC: 0050.54ff.4d80

mcwa 182559 Ethernet at irg 7 MAC: 0050.54ff.4d81

mcwa 182558 Ethernet at irg 11 MAC: 00e0.b600.2014

mcwa 182558 Ethernet at irg 11 MAC: 00e0.b600.2015

mcwa 182558 Ethernet at irg 11 MAC: 00e0.b600.2016

mcwa 182558 Ethernet at irg 11 MAC: 00e0.b600.2017

BIOS Flash=AT29C257 @ 0xff£d8000

0ld file system detected. Attempting to save data in flash

!--- This output indicates that the Flash file

!--- system is formatted. The messages are normal. Initializing flashfs... flashfs([7]:
Checking block 0...block number was (-10627) flashfs[7]: erasing block 0...done.
flashfs[7]: Checking block 1...block number was (-14252) flashfs[7]: erasing block
1...done. flashfs[7]: Checking block 2...block number was (-15586) flashfs[7]: erasing
block 2...done. flashfs[7]: Checking block 3...block number was (5589) flashfs[7]: erasing
block 3...done. flashfs[7]: Checking block 4...block number was (4680) flashfs[7]: erasing
block 4...done. flashfs[7]: Checking block 5...block number was (-21657) flashfs[7]:
erasing block 5...done. flashfs[7]: Checking block 6...block number was (-28397)
flashfs[7]: erasing block 6...done. flashfs[7]: Checking block 7...block number was (2198)
flashfs[7]: erasing block 7...done. flashfs[7]: Checking block 8...block number was (-
26577) flashfs[7]: erasing block 8...done. flashfs[7]: Checking block 9...block number was
(30139) flashfs[7]: erasing block 9...done. flashfs[7]: Checking block 10...block number
was (-17027) flashfs[7]: erasing block 10...done. flashfs[7]: Checking block 11...block
number was (-2608) flashfs[7]: erasing block 11...done. flashfs[7]: Checking block
12...block number was (18180) flashfs[7]: erasing block 12...done. flashfs[7]: Checking
block 13...block number was (0) flashfs[7]: erasing block 13...done. flashfs[7]: Checking
block 14...block number was (29271) flashfs([7]: erasing block 14...done. flashfs[7]:
Checking block 15...block number was (0) flashfs[7]: erasing block 15...done. flashfs[7]:
Checking block 61...block number was (0) flashfs[7]: erasing block 61...done. flashfs[7]:
inconsistent sector list, fileid 9, parent_fileid 0 flashfs[7]: inconsistent sector list,
fileid 10, parent_fileid 0 flashfs[7]: 9 files, 3 directories flashfs[7]: 0 orphaned
files, 0 orphaned directories flashfs[7]: Total bytes: 15998976 flashfs[7]: Bytes used:
10240 flashfs[7]: Bytes available: 15988736 flashfs[7]: flashfs fsck took 58 seconds.
flashfs[7]: Initialization complete. Saving the datafile ! Saving a copy of old datafile
for downgrade ! Saving the configuration ! Saving a copy of old configuration as
downgrade.cfg ! Saved the activation key from the flash image Saved the default firewall
mode (single) to flash The version of image file in flash is not bootable in the current
version of software. Use the downgrade command first to boot older version of software.
The file is being saved as image_old.bin anyway.
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrririill Upgrade process complete

Need to burn loader....

Erasing sector 0...[OK]
Burning sector 0...[OK]
Erasing sector 64...[0K]
Burning sector 64...[0K]

Licensed features for this platform:
Maximum Physical Interfaces : 6

Maximum VLANS : 25

Inside Hosts : Unlimited
Failover : Active/Active



VPN-DES : Enabled

VPN-3DES-AES : Enabled
Cut-through Proxy : Enabled
Guards : Enabled
URL Filtering : Enabled
Security Contexts : 2
GTP/GPRS : Disabled
VPN Peers : Unlimited

This platform has an Unrestricted (UR) license.

Encryption hardware device : VAC+ (Crypto5823 revision 0x1)

Cisco PIX Security Appliance Software Version 7.0(1)

R I I I I S I R S S S I L Warning— LR I S I I R I S I S I I S I

This product contains cryptographic features and is
subject to United States and local country laws
governing, import, export, transfer, and use.
Delivery of Cisco cryptographic products does not
imply third-party authority to import, export,
distribute, or use encryption. Importers, exporters,
distributors and users are responsible for compliance
with U.S. and local country laws. By using this
product you agree to comply with applicable laws and
regulations. If you are unable to comply with U.S.
and local laws, return the enclosed items immediately.

A summary of U.S. laws governing Cisco cryptographic
products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by
sending email to export@cisco.com.

R I I S R S S b R I S S S Warning R I I I R S S I R I S S S R

Copyright (c) 1996-2005 by Cisco Systems, Inc.
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

! --- These messages are printed for any deprecated commands. .ERROR: This command is no
longer needed. The LOCAL user database is always enabled. *** Output from config line 71,
"aaa-server LOCAL protoco..." ERROR: This command is no longer needed. The 'floodguard'’
feature is always enabled. *** OQutput from config line 76, "floodguard enable"
Cryptochecksum (unchanged) : 8c224e32 cl7352ad 6£f2586c4 6ed92303 !/--- All current fixups are



converted to the

!--- new Modular Policy Framework. INFO: converting 'fixup protocol dns maximum-length
512' to MPF commands INFO: converting 'fixup protocol ftp 21' to MPF commands INFO:
converting 'fixup protocol h323_h225 1720' to MPF commands INFO: converting 'fixup
protocol h323_ras 1718-1719' to MPF commands INFO: converting 'fixup protocol http 80' to
MPF commands INFO: converting 'fixup protocol ils 389' to MPF commands INFO: converting
'fixup protocol netbios 137-138' to MPF commands INFO: converting 'fixup protocol rsh 514
to MPF commands INFO: converting 'fixup protocol rtsp 554' to MPF commands INFO:
converting 'fixup protocol sip 5060' to MPF commands INFO: converting 'fixup protocol
skinny 2000' to MPF commands INFO: converting 'fixup protocol smtp 25' to MPF commands
INFO: converting 'fixup protocol sglnet 1521' to MPF commands INFO: converting 'fixup
protocol sunrpc_udp 111' to MPF commands INFO: converting 'fixup protocol tftp 69' to MPF
commands INFO: converting 'fixup protocol sip udp 5060' to MPF commands INFO: converting
'fixup protocol xdmcp 177' to MPF commands

RS EE RS EEE SRR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE RS SIS SRS S I I I
WARNING *** WARNING *** WARNING *** WARNING *** WARNING *** %% %% %% %% ____> Current
image running from RAM only! <---- ** %% ** *% When the PIX was upgraded in Monitor mode
the boot image was not ** ** written to Flash. Please issue "copy tftp: flash:" to load
and ** ** save a bootable image to Flash. Failure to do so will result in ** ** a boot
loop the next time the PIX is reloaded. ** ** *%*

RS R SRS S S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SRS Type help or l'?l
for a list of available commands. pixfirewall> pixfirewall>enable

Password:

pixfirewall#
pixfirewall#copy tftp flash

Address or name of remote host []? 172.18.173.123
Source filename []? pix701.bin

Destination filename [pix701.bin]?

Accessing tftp://172.18.173.123/pix701l.bin. .. 0ttt rrrrrerrrrnt
RN RN RN R R R R RN

Writing file flash:/pix701.bin...
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr L

5124096 bytes copied in 139.790 secs (36864 bytes/sec)
pixfirewall#

OIE{H| 0| A O|B 2 Cisco PIX Software 7.00{ A Cisco ASA &4|o =2 HEt

EEMIAQ r EtAH = MZ 2428H=l Cisco PIX Software 7.0 7|8t ZAIZ|ago|ME @ ZglRleo 2

Cisco ASA QIE{H|0|A HHE #3I2 Cisco PIX Security Appliance?t CF22 2 Cisco ASA 5500
Series Security Appllance01| SAYZESHT| o Cisco PIX Z4I|2gi|o|MHE #Z@3H ok gFLCt.

PIX ZI|22f|0[Moi|M QIE{m| 0| A O|F S HEstedH ChE HAHE 2t=2st Al

1.

M Cisco PIX Software 7.0 7|4t A S 2z 20l 2 SAMELICH 0| A sted™ ZHm|28 o]
ME TFTP/FTP Mo U2 E5tHLE 2& MMM BMAE HET|2 T30 IA_% SAE
LICH2&0| M PIX ZAZ|280|ME TFTP/FTP Mol Y2 E5edH CHS HES A-MELICH
copy startupd”’config tftp://n.n.n.n/PIX7cfg.txt

A

copy startupd”’config ftp://n.n.n.n/PIX7cfg.txt



2. Cisco PIX Software 7.0 7|8t Z1Z|224[0|MH Tt O| TFTP/FTP ME{0| 3o 2 YEE E[7HA
LHEE BlAE HET|of 204 DL SAHE) PIX x| o|Me| QIE{m|o|A o|§ & #HZAS
2™ Notepad/WordPad = &74% 7| ElAE TE|T7|E QL|Ct.Cisco PIX Security
Appliances % QIE{H|0|A = 0FE n7t X|L|C}.Cisco ASA 5500 Series Security
Appliances= | xl/&X 0l et QIE{H O|A HEE X|HEL|C UHIC|= QIE{H 0|A = 0/08
E 0/377t X[ 5 7t O§74{X|04 & 2| QIE{H 0]|A = Management 0/0/LIC}. 4GE SSM 2 = 2| 2l
E{HO|A = 1/08E{ 1/37 K| 1E 7t oH74 & LICH7.08 A-dst= 7|2 2to|dA Tt Z 3 &
Cisco ASA 551001 = 37§2] & o|r{Y! Z E(0/0~0/2)2F Management 0/0 QIE{HO|AE A}
28 £ U&LICt Security Plus 2HO[MIA7F Z8El Cisco ASA 551001 = 5702] 114 O
CIE{TIO|AE 25 AHSE 4 UBLICH Cisco ASA 5520 & 554001 7|7HHIE O|Ciw! ZE
4742t 14 O|HYA #2| L E 1717t Q& LICE.Cisco ASA 555001 & 7|7HH|E O|HY ZE 874
ot 1% ol ZE 1717} & L|ThPIX T E|T2i|0] M 2| QIE{H 0| A O|F & ASA CIE{H 0|4
Aoz wHEELICH:

Ethernet0 ==> Ethernet0/0
Ethernetl ==> Ethernet0/1
GigabitEthernet0 ==> GigabitEthernet0/0

KFAMIEH LI 2 Cisco Security Appliance Command Line Configuration Guide, Version 7.09|
"Configuring Interface Parameters" MM & & X5 A A2,

PIXO{|AM ASAZ ZHI|2B|0|4d SAt

0| A|Z0{ M Cisco ASA 5500 SeriesOll SAF EE= YZ =& £H|7| € QIEH0|A O|§ 0| =™HE
Cisco PIX Software 7.0 7|8t F+440]| /& LIC}.Cisco PIX Software 7.0 7|8t Z4I|28|0|AM 2 Cisco
ASA 5500 Series 01Z2}0|p1A 0| 2EE 5= ghHoll= £ 7HR|7F Q& LCt.

ared 1o| EHAIE R EFLICL 8 SAH/ECIE 7| e = W 2.TFTP/FTPUM CIREEFLICT

4 1:+8 FA/E 07
PIX Z2&0|M SAZ0{E7| HE Sofl Zu|asoldE SAHELICH

1. 2& & S5l Cisco ASA 5500 Seriestl 21215t 11 clear config all H& & A& 50 = E
Cisco PIX Software 7.0 Zdx|zi[o|ME E047| Moi Zdx|elo|ME X|Z LI
ASAd#tconfig t
ASA(config)#clear config all

2. An|acoldE SAst0 ASA 2&£0] 204 HmTefol/dE MEELICLE I EAEE
AE57| Mo 2E QUEHO| AT} no shutaown SFEHO U= K| Er QI LICH

HHe 2:-TFTP/FTPO| M CIREE

£ | &2 TFTP/FTP M0l M Cisco PIX Software 7.0 7|8t ZAIL|a|0|/ME CIREZESE A
L|Ct.o| EtA0| M= TFTP/FTP CHR22EE 2/l Cisco ASA 5500 Series Appliance0ll A 2| 2l
E{H|O|AE T 4d3l oF &LICt.

1. ASA Z&0iMd Ct3S AigLct
ASA#config t
ASA(config)#interface management 0


http://www.cisco.com/en/US/docs/security/asa/asa70/configuration/guide/config.html

ASA(config)#nameif management
ASA(config)#ip add

ﬁ'__ﬂ: (tlE'—I]I Al‘%l') <ip> <mask> <next-hop>
2. 2| Qe O|A T} MHE|H PIX ZAI|22)|0[ME ASAO| CIREEE £ U&LICEH
ASA (Config)#copy tftp://

3. Zm|aeloldE MEgLICH

ASA £ ZE Q0o HE 7.x0fl PIX £ZE 0 HH 6.x P4 H&

PIX 6.2 EE= 6.3 Z1T| 2840|442 A ASA Security Appliance2 HHEHSIE A2 5 T2 MA Y
LICHASA 21 UX|SHEE PIX 6.x TES BHEtst T HY S ASA HAu|ado|l/de 2 ¢l245e{H
ASA/PIX 2 E|XF7F EQ BFLICt access-list B 22 UF FHFE EetLio] 20{EE + U
Ch.edgtol M @ F7F 25t X| O =2 PIX 6.2 FF= 6.3 ZAI|ad 0|2 ME2 ASA HI|ad
ot 2X5HA HlwmsHok gict,

SIEIX| of= IS AR ANL SToZ WY £ QALICHHEE HHe B AEE
OF BfLICHE4ErO| S0t BRI Wx|SH=X| BHQlshof BLICt

Ar7: A ASA O1ZE2I0|HA R UM 0|ES= Z2MAE M PIX 0{ZEI0|M1A R A8 0|ES=
AT CHELCHPIX Z2MAE AF23510{ ASAR Hado|=Este{D 5t ASACIA o] x|
OlM @771 MMELICEH

2 sid - =8 7& Het

cIf S FZolA Clutola7t SEE

ol
o
Pl
I
om
n

- PIXE adio|=stm RHEEI5H7| 2|5 copy titp EEHA| S ALEE I 0 A
HELICH.

Cisco Secure PIX Firewall BIOS (4.0) #0:

Thu Mar 2 22:59:20 PST 2000

Platform PIX-515

Flash=128F640J5 @ 0x300

Use BREAK or ESC to interrupt flash boot.
Use SPACE to begin flash boot immediately.
Reading 5063168 bytes of image from flash.

BIOS H{Z0] 4.2 O|BHI PIX 0{Z 20| A E copy tftp flash HH 2 AL& 50 Paz|o|=g 4
GELCHELE 2E Wyo 2 ¢apol=sHof &Lt

- PIX7h7.xE 4#3tD MEESHH O3 MR FZollM HELICH
Rebooting. ...


http://cway.cisco.com/go/sa/
http://tools.cisco.com/RPF/register/register.do

Cisco Secure PIX Firewall BIOS (4.0) #0: Thu Mar 2 22:59:20 PST 2000
Platform PIX-515
Flash=128F640J5 @ 0x300

Use BREAK or ESC to interrupt flash boot.
Use SPACE to begin flash boot immediately.
Reading 115200 bytes of image from flash.

PIX Flash Load Helper

Initializing flashfs...

flashfs[0]: 10 files, 4 directories

flashfs[0]: 0 orphaned files, 0 orphaned directories
flashfs[0]: Total bytes: 15998976

flashfs[0]: Bytes used: 1975808

flashfs[0]: Bytes available: 14023168

flashfs[0]: Initialization complete.

Unable to locate boot image configuration
Booting first image in flash

No bootable image in flash. Please download
an image from a network server in the monitor mode

Failed to find an image to boot

PIX7} 2LIE{ 2E0M 7.022 YIB0|=EIQAK|BH 7.0 O|OIX|7} XS 7.022 REIE £ Z
SHAlofl CHA| SALEIX| 22 B2 PIX7t CHA| EEE|H RS Fxof I02 RX|ELICHEL
E{ ZC0i|M O|O|X|E CtA| E=38HoF B LICHRRIEH F copy titp EEHA| B AHE5to{ 0|O|
X|E §F B . S A}SHOF & LCt.

7 HAIX|

copy tftp EEHA| O 2 0|28 mf CHS 2F HAIXIZF A LICH

pixfirewall#copy tftp flash

Address or name of remote host [0.0.0.0]? 172.18.173.123
Source file name [cdisk]? pix701.bin

copying tftp://172.18.173.123/pix701.bin to flash:image
[ves|no|again]? vy
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Received 5124096 bytes

Erasing current image

Insufficient flash space available for this request:

Size info: request:5066808 current:1966136 delta:3100672 free:2752512

Image not installed

pixfirewall#

O| HIAIX|= et o 2 pDMO] o|O| M%|El PIX 515 =& PDMO| & PIX 5357} copy tftp & i
Ao 2 H4an|o|=E uf LIEFLICE

O ZX|E sl ZstzdH ZLH 2= Yo 2 U 0|=5t &AL,
70| EH2X| I &

PIXE 6.x01M 7.x2 Yado|=8r = LF Zdm|aeio|lMdo| Mciz ofo|zeio|M=lX| e&LIctH



show startup-conf'g errors B o| E30of= Z1x|ci0|4d 010[2 20| Soi| Yst LF 7t EA|
EILICLPIXE XS %'?_F Z o] E™of| 277t LIEIHLICH. 0|23t L R E HAAtstn 2XIE sliZst
AAQ
= —r—

FTPSt 22 YF MH[AT} 26t X| &
FTPot 22 R MHIAE Yad0lE ST &S 5tx| ot BRIL ALt

1= Ol248t AMH|A0f CHet HANZF 2 dStE|X| pf &L CH XA 8t Md|A0f CiEt HAL

2 J3tErLICHOlE floll 7|B/22H A Aol FIHstAHLE ot MH|201 CHs E=ol A
A HAE YEELCH

AL Z=Hoq CHEt XEMIBH LH2 € Cisco Security Appliance Command Line Configuration Guide,
Version 7.02| "Apply Application Layer Protocol Inspection” AlM& & X5 AA|2.

Cisco PIX Security Appliance® Cisco ASA(Adaptive Security Appliance)2 L& &
A2 elEeYlo] HMAE = iF

Cisco PIX Security ApplianceZ Cisco ASA(Adaptive Security Appliance)2 A8t & {0 4
HASH & gi= 742 o MM AFR3H|C}

HEZ oM PIXE £2|5t11 PIXS| /¥ PIE{H 0|A QL ST 2|2 CIE{HO|A IP FAE AFE S
o{ HEQ3 9 ASAE 145t H UAER BIREE= 05| 8 CIHHO|A IP F40 SHE SH=
PIX2| mac FAE 7IX|1 QAQL_ll:} [[I-EI-H SE TS ASAR CtA| H&E = Q& LICHASATL &
S5t2d™ %AEE' cHE{0|MH ARP &5 S x|°4 M/ZHIE mac T4 &5 ntetsiol ghuict
PIXE ASAZE WA|E [ ARP & 52 EHAlIsHHE QE{H 44 X7t SHZEEILICIARP &5 E21
Al ISPHAM BE 20l 5ok gLICt

#d e

. Cisco PIX 500 Series 20t o{ZF2}0[1A - A7
. 7|& X|¥ 8! A - Cisco Systems



http://www.cisco.com/en/US/docs/security/asa/asa70/configuration/guide/config.html
http://www.cisco.com/en/US/docs/security/asa/asa70/configuration/guide/config.html
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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