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* The VPN connection was started by a remote desktop user whose remote console has been disconnected. It is presumed the VPN routing
configuration is responsible for the remote console disconnect. The VPN connection has been disconnected to allow the remote console
to connect again. A remote desktop user must wait 90 seconds after VPN establishment before disconnecting the remote console to

avoid this condition.



whose remote console has been disconnected. It is presumed
the YPM routing configuration is responsible for the remote
console disconnect, The VPN connection has been
disconnected to allow the remote console to connedct again.
A remote desktop user must wait @0 seconds after VPN
establishment before disconnedting the remote console to
avoid this condition.
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VPN Profiles
A VPN profile allows for configuration of remote user connections through a VPN. Help ¥

(e )

Traffic Secure Client

+ Add

P " Download
name General Authentication Steering Configuration Profile URL XML
sop SO com ot
-1|VPNplo‘f|Ie TLS, IKEV2 SAML Secure Access 13 Settings ET_IVPNpJoﬂIe = 2] o

2 Exception(s)

« 28| Traffic Steering (Split Tunnel) > Add Exceptions > + Add

Traffic Steering (Split Tunnel)

General settings

Defaull Domain: ssot It com | DNS Server: UmbrellaDNS 2
(208,67.222,222, 208.67,220.220) | Protocal: TLS / DTLS, IKEvZ

Authentication

Configure how VPN traffic traverses your network,Help 3

Tunnel Mode
SAML
Connect 1o Secure Access v

o Traffic Steering (Split Tunnel)

Connect to Secure Access | 2 Exceptions All traffic is steered through the tunnel.

Cisco Secure Client Configuration 3 . -
© ® <o

Tunnel Ly
VPN Secure @
Access
Add Exceptions

Destinations specified here will be steered OUTSIDE the tunnel.

Destinations

Exclude Destinations

Delete

Actions

proxy-

8 T3, zpe.sse.cisco.com,
ztna.sse.cisco.com,acme.sse.
ciseo.com devices.apiumbrell
a.com,55eposture-routing-
commercial k8s.5c10.01g,55¢
posture-routing -
commercial.posture.ducsecuri

g Cancel

+ RDPIZS MYEIPFAE FIHUCH



Add Destinations

Comma seperated IPs, domains, and network spaces

127.0.8.1:49794

LISTENING
ESTAELISHED
LISTERTNG
ESTAELISHED

ESTABLLSHED

TIME_WAIT

ESTABELISHED
ESTAELISHED
ESTAELISHED




HAOAaagES ZAIPFEAN A

_C,’_I__I

I

=
[}

&LICH netstat -an.; ZE 338901 CH

ol
AN

g+

1]
<
K

oM IP

=

o
<1
[I[¢)

oJ
r

A
=<



General settings
Default Domain: sspt TN oft.com | DNS Server: UmbrellaDNS2
(208.67.222.222, 208,67.220.220) | Protocok: TLS f DTLS, IKEv2

Authentication
SAML

Traffic Steering (Split Tunnel)
Connect to Secure Access | 2 Exceptions

@ Cisco Secure Client Configuration

Traffic Steering (Split Tunnel)

Configure how VPN traffic traverses your network.Help 3

Tunnel Mode

Connect to Secure Access

All traffic is steered through the tunnel.

,,,@

@o:n

Tunnel

Secure @

Access

Add Exceptions
Destinations specified here will be steered OUTSIDE the tunnel.

Destinations Exclude Destinations

L]

+ Add

Actions

185. 150 32 + Add

proxy-
8179183.zpc.sse.cisco.com,
zina.sse.cisco.com,acme.sse.
cisco.com,devices.api.umbrell
a.com,sseposture-routing-
commercial.k8s.5¢10.0rg,s5e

< Cancel

« VPN Save ZZZloj|M #HZA

@ General settings

Default Domain: sspl:f1.com | DNS Server: UmnbrellaDNS2
(208.67.222.222, 208.67.220.220) | Protocol: TLS | DTLS, IKEv2

Authentication
SAML

©
©

o Cisco Secure Client Configuration

Traffic Steering (Split Tunnel)
Cannect 1o Secure Access | 2 Exceplions

Mg Z=Ec

Cisco Secure Client Configuration

Select various settings to configure how Cisco Secure Client operates Help 3

Session Settings 3 Client Settings < 13

Banner Message

Require user to accept a banner message post authentication

Session Timeout

7 days

Session Timeout Alert

30 minutes before

Maximum Transmission Unit (D)

1240

Cancel

| Back

Client Certificate Settings ¢4 Download XML

Save
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https://docs.sse.cisco.com/sse-user-guide/docs/add-vpn-profiles
https://docs.sse.cisco.com/sse-user-guide/docs/add-vpn-profiles
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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