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ol 2 Mol ME ISE(Identity Service Engine)E AF&3tE 2173 BMA VPN AFHE X} 2 DuoE AL
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 ISE(Identity Service Engine)
o HOFHMA
« Cisco 2ot ZEI0|ME
« 2EtH| 915 710|E - Duo E 0t
« ISE ArE{
ClIE, HEt 204 2 A EE|(AAA)

ol EMel HE = ChgE 7Ietez FLch

« ISE(Identity Service Engine) 7% 3.3 Ti %] 1
« 20 HAA

« Cisco Secure Client - Anyconnect VPN 7% 5.1.2.42

Ol Erfo| HEE S5 W #740| ClHI0|AE ECHZ SHEEIUALICH O 2AMo] ASE
OlAE 275 E(7IE) AT TBloMIO = AIEISLICH $4X HIEQD T} &5
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https://docs.sse.cisco.com/sse-user-guide/docs/manage-users-and-groups
https://docs.sse.cisco.com/sse-user-guide/docs/manage-users-and-groups
https://duo.com/docs/sso
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
https://docs.sse.cisco.com/sse-user-guide/docs/welcome-cisco-secure-access
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
https://guide.duo.com/
https://guide.duo.com/
https://guide.duo.com/

vpnusenfciscossples

1. User click Conneet bulton 1o connect with CSA

3. Browser relay SAML request to DUO 2. CSA redinect SAML request to the browser

4
Identify § Authenticate the user

5. DUD generate SAML Assersion and sends i back (o browser 6. Browser relays SAML Assorstion back lo G54

-

7. i user ts authenticated, CSA send seeurity context to browser

8. Request resource from CSA

9, CHA answir with requestad resource o Secure Clignt and the
user gt Authemicatsd The Identity Exist an

Secure Access?

Qv

YES

_ No J
Authorization Rejected 10, Radius request with the usemame

RADIUS Access-Accept
11. 5236 Authorize-Only succeeded
11.1 CSA-Unknown-Compliant
11.2 Redirect URL Send
11.3 dACL Send

rFy

5232 DACL Download Succeeded

CSA-Unknown-Compliance
+
S — LS8 Postre:
Q} odaie o e, LA" o
I . o ) ok coes sowes
12. Pasture Status complian:e. answer send 1o 15E 13. Evaluating Autharization Palicy
14, Selected Authorization Profile - CSA-Compliant
5232 DACL Download Succeeded 14.1. Added the dACL specified in the Authorization Profile

CSA-Compliance

14.2 CoA send to Secure Access

15. Machine on Compliance Full Access to
Resources

Duo SAMLE Cisco ISE(ldentity Services Engine)2t S& st 215 Z 2 MA 7} &4 E|0{ Cisco
Secure Access £F M0l 2t A &0 otLt . F7HELICH Duo SAML2 =2 2ot EF 2 285t
HM AL8A 230 Z2MAE 7HASI5H= SSO(Single Sign-On) 752 M3 & LCt.

Duo SAMLE Ssll 215 =™ Cisco ISE0|AM HE F0{ ZZMAE XMEIFLICH O|F Sl AHEXEID
2 ClHFO|& &Ejo et S5 AMA KMo ZEE LWE & JU&LICH ISEE AERI7E o{H E[Aaa
of, 21A|, o{™ C|H}O[A0M AMAE = U=KIE XIHstE KtAE XS AlAE + U&LICH
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' DNS

ISE

192.168.10.0/24

1P:192.168.10.153

1P:192.168.10.206

‘Hostname: ISE.ciscosspt.es

.....

Firewall'

Access

SECURE ACCESS INFRASTRUCTUR
Management IP Pool: 192.168.60.0/24
Endpoint IP Pools: 192.168.50.0/24

Secure‘

\
N\

AN

RA-VPN

Secure Client Users

(Outside Network]



o Am|ago|lM T2 MAE AIEFSHT| ™o Secure Access 2! ISE E8H0| & HHrl| EHA|
£ ptz sHof BrLCt.

Duo ZI|18{|0|M

RA-VPN O ZE|7|0|ME FgstcdH Chs HHE TI-ELICH

Duo Admin(£2 #2|Ah) i =2 o|S§HLCt.

i |E:|H$I Applications > Protect an Application

o ZAM LA Generic SAML Service Provider

0


https://admin.duosecurity.com/

Protect an Application

7

Generic SAML Service Provider

Application Protection Type
~ . ) ) 2FA with SSO hosted by Duo ) .
D) Generic SAML Service Provider ) ) _ Documentation 4 Protect
\n) (Single Sign-On)

OHZ 2|70l 0| 3tHol| E Al=|o{oF EFLICE VPN Z4T|22j|0]M 2| o Z 2|7 0|4 O|F S 7IHSHAMAIR.

° Successfully added Generic SAML Service Provider - Single Sign-On to protected applications.
Add anocther.

Dashboard > Apgplications » Ganeric SAML Service Provider - Single Sign-On

Generic SAML Service Provider - Single Sign-On Authentication Log | [ Remove Appicaton

See the Generic 550 documentation O to integrate Duo into your SAML-enabled service provider,

Metadata

Entity ID hifps#sso-5edlall8 sso.duosecuriy com/sami2spN9818G01ZNKKSLILRT Z/metadata = Copy
Single Sign-On URL hitps:eso-5ed0alss sso. duosecurnty. comysaml 2 sp/DN98 1 8GOTZNKKELILR T Ziss0 Copy
Single Log-Out URL hitps Asso-5ed0a3ls. sso. duosecunty. comisami2/spNa818G01ZNKKSLILRT 2 slo Copy
Metadata URL hitps#sso-Sed0a388 sso. duosecurity. com/sami2sn/DN9818G0TZNKKELILRT Z/metadata = Copy

Certificate Fingerprints

SHA-1 Fingerprint 05 76:95:68:E1.7CFTD1:T912:2C:23:B6:1A:63:58:32:01:88:81 Gopy

SHA-256 Fingerprint GF.CB25:7C:41.00:81:49.E5:83:48:79:EA 68:45:C.9F 4A:9A:21:A8.72:32:03:C1.7F.86:4 Copy

0| A2 Generic SAML Service Provider.

Hot HM|A ZAm|TRo|Ad

IPZ0|M Radius 1& 74

Radiusg& At&3t01 VPN ZZutelg Fdsttd™ Ch§ BHHE TIELch

Secure Access Dashboard(2.2F HAMA CHAIEE)Z2 O[S L|Ct.

« 22| Connect > Enduser Connectivity > Virtual Private Network

»  Pool Configuration(Z 71| 12{0]4) Manage | P Poolsot 20l MManage


https://dashboard.sse.cisco.com/
https://dashboard.sse.cisco.com/

Manage IP Pools

2 Hageans mapped

+ £ IPPool Region #1843t T Radius Server

EUROPE 1
Pop Name Display Name Endpoint IF Pools Management |P Pools DNS Servers RADIUS Groups
192.168.50.0/24 192.168.60.0/24
P u
Europe {Garmany) RAVPRI 256 user connections 256 user connections Hause ¢

&

A
gk
5%

K
]
qu




O|A| ot2H2| IP Pool(IP &) MM configuration(Z1Z|120|4) EELCHR =5 0{ M Radius Group (Optional)

£ 2| Add RADIUS Group

RADIUS Groups (optional)

Associate one RADIUS group per AAA method to this IP pool.

##li:'m 0_@

I,_J....L_.,':H

Mo RADIUS groups created

‘ [ Add RADIUS Group J




« Edit RADIUS Group X

Add group of RADIUS servers, which will be used to control access to your VPN
profiles

Change of authorization (CoA) mode (D
CoA Port: 1700

Accounting
Port

[ 1813 ® ]

Accounting mode

@® single

Simultaneous

Accounting update
Interim accounting update

Update interval

[ 1 hour(s) J
e >
- ™)
Settings A
h, A
RADIUS Servers
You can add up to 8 servers in each group
Assign servers
[ ISE_CSA x v ] + Add

# Server Name IP Address

1 ISE_CSA 192.168.10.206 g ©



O
%
10
o
i
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0%

AAA method

5t Z EAuthentication & MEHEFLICHZIEZE: 1812).

Authentication:

Microsoft Challenge Handshake Authentication Protocol Version 2 (MCHAPv2)  A|5H oF

elzof stolgtg
st B2

Authorization: & QI2t2 MEHE T Authorization ZEE MEBILICH T |7 1812).

a]

™

bl

ISEO A AEl & Authorization mode Only Change of Authorization (CoA) mode #1432 518524

of #Qlgtg MeistLict

A{EH l%=II- L_| |:|.'

stolgtg Meistn 7|Exe

Accounting: Authorization(T & 5 04)

HSELICH SAl

SLE
P__c>|

CilO|E{7} stLFo| M2 BH

&4 Singleor Simultaneous (Y 2E0|ME 017t
ZEoME 2E2 2E Mol CHEt o7t2 8! H|0|H)

RADIUS interim- Accounting update accounting-update M| A| X| 2] F7|%

gfolgts MEfEhLCH



ZF9|: Authentication & Authorization HIME 25F SUst L EE ALE35Hof &FL|CH

M

H 2 MMM AAAE S6ll 2156t O AF2 El= RADIUS Servers (ISE)E T 43510k RADIUS ServersgfL|CH.

22! + Add



RADIUS Servers
You can add up to 8 servers in each group

Assign servers

[

e

# Server Name IP Address

I CE o8 SMe FEEUCh

Add RADIUS Server

Server name

|

IP Address
| |
Password type

Secret Key

| =3
Password

| =

Cancel



o Server Name: ISE ME{E AlH3517| {8t 0|2 FHELICH
* IPAddress 2ot HMAE S35 012 & = QU= CiscoISE & X|Q| IPE MH FtCh
o Secret Key: RADIUSH|Y 7| 74

+  Password: Radius H|Z#H 5 & FAghL|ch.

fijo

RADIUS Servers
You can add up to 8 servers in each group

Assign servers

Save 22/5t1 M ofeHoll M Radius A{EHE Assign Server 888t CHS ISE MHE MEHEFLICEH

ISE_CSA

- HEE ZE Hu|adolME XMFse{H Save CHA| 2 2IFFLICH



« Edit RADIUS Group X

Add group of RADIUS servers, which will be used to control access to your VPN
profiles

Change of authorization (CoA) mode (D
CoA Port: 1700

Accounting
Port

[ 1813 ® ]

Accounting mode

@® single

Simultaneous

Accounting update
Interim accounting update

Update interval

[ 1 hour(s) J
e >
- ™)
Settings A
h, A
RADIUS Servers
You can add up to 8 servers in each group
Assign servers
[ ISE_CSA x v ] + Add

# Server Name IP Address

1 ISE_CSA 192.168.10.206 g ©


https://dashboard.sse.cisco.com/
https://dashboard.sse.cisco.com/

Protocols; MEf SAML

o 22| Download Service Provider XML file

(]
-
T
|l

«  Duo Configuration(F2 Z1I|12)|0| M) EtAH0I A A48t ol ZE 2|70l HEE Ll%

Service Provider

: Metadata Discovery None (manual input) -
i nanes oI SAML 2 B ogetadatas

co.com/samls/sp/metadata/ I

CSA SAML" »p
du true

Entity iD *

http:/ fwwe w3 org/2000/8%/ xmldsigh" >

ficatesMITHKTCCBNmBAWIBARIQQAGK 15hD/COYE T iuL XsyaTANBgkghk IGSwaBAQSFL

Assertion Consumer http:
Service (AGS) URL *

Single Logout URL

«  O|HE HEE Fd&t F0ol= Duol| 0|5 &M BHE1 U= SHI 2EE o|F2 =2 HEF LT

Settings

Type Generic SAML Service Provider - Single Sign-On

Name ISE - SAML

Duo Push users will see this when approving transactions.

«  DuoSave 0l M OHEE|F|0|MHE E=IELICY.

rr

o Swe(MEHE 228t £olE HHEE SAML Metadata 22504 £ CI2 2 =3l oF & LICH Download XML



ISE - SAML

See the Generic SSO documentation [7 to integrate Duo into your SAML-enabled service provider.

Metadata

Entity ID

Single Sign-On URL

single Log-Out URL

Metadata URL

Certificate Fingerprints

SHA-1 Fingerprint

SHA-256 Fingerprint

Downloads

Certificate

SAML Metadata

https://sso-5ed0a388.sso.duosecurity.com/sami2/sp/DIGNTFGK2GWBEMVKFB45F/metadat

Copy

hitps.//sso-5ed0a388.sso.duosecunty.com/sami2/sp/DIGNTFGK2GW6MVKFB45F/sso

Copy

https://sso-5ed0a388.sso.duosecurity.com/sami2/sp/DIGNTFGK2GWEMVKFB45F/slo

https://sso-5ed0a388.ss0.duosecurity.com/sami2/sp/DIGNTFGK2GWEMVKFB45F/metadat

Copy

Copy

B3.0E:25:4F:29:3A.B5:DF.09.A2:0D:BB:08:C7:F6.E8:D9.DB:DE:6B

C5:6F:35:44:F8:FC:74:C6:E6:2B:C1:8F:92:9C.E2:80:91:81:61:C9:75:0B:F9:C5:4B:81:B8:F

4 Download certificate [l Copy certificate Expires: 01-19-2038

Download XML

e Secure AccessSAML Metadata Ol SMS U Z =811 3. Upload | dP security metadata XML file Next

Copy

Copy



VPN Profile name

ISE_CSA_SAML
() Authenticate with CA certificates .
@ Ge i suttings Select to use CA certificates to authenticate this VPN profile.
Default Domain: ciscosspl.es | DNS Server: House
192.168.10.153) | Protocol: TLS / DTLS, IPSec (IKEv2
{ | Protocol I} ec (IKEv2) SAML Configuration
o Authentication, Authorization, and Accounting
- (® SAML Metadata XML Configuration ~
@ Traffic Steering (Split Tunnel) % 1.Download Service Provider XML file
Connect 1o Seclre Access | 1 Excapions This XML file contains metadata required to configure your ldP.
@ Cisco Secure Client Configuration [ Download service provider XML file ]
{0} 2.Generate IdP Security Metadata XML File
a. Upload the Service Provider XML file to your IdP.
b. From your IdP, create and download an IdP Security Metadata XML file.
._L 3. Upload IdP security metadata XML file
© File ISE - SAML - IDP Metadata.xml’ uploaded. . Replace [0 Delete
(©) Manual Configuration v

< Cancel

Authorization(T8t £ 04)S TI&FLICH.



5D SAMLE AF8510d Q152 T A5HH ISEE S5l 9IS ELICH &, Secure AccessOll Al 2 radius TS0l = AFE AL O|F
ot ZHELICH &3 ZET} o970l eiaLct

Ahthorization(3 gt £ 0)
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@ General settings

Default Domain: ciscosspt.es | DNS Server: House
(192.168.10.153) | Protocol: TLS / DTLS, IKEv2

Authentication, Authorization, and Accounting

Choose a configuration method to complete the SAML authentication process
for this VPN profile Help 3

o Authentication, Authorization, and L . N
: Authentication | Authorization| Accounting

Accounting
RADIUS

® Traffic Steering (Split Tunnel)

Connect to Secure Access | 2 Exceptions

Select one group for all regions
@ Cisco Secure Client Configuration

e« Authorization

RADI E M8

HI
Il
il
fijo
41
0x
ro
>
g
>0
s}

N

2
o

ok

« RE 90 s a
US AMHHE St

Enable Radius Authorization
Use defaults or customize groups to map to regions

[ ISE_CSA U]
Region Management IP Groups
pools
RA
ISE_CSA v
VPN 2 192.168.80.0/24
RA 192.168.60.0/24 ISE_CSA (default) v
VPN 1

1]
v
i
al
Og|=l
o

A2 Accounting.
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@ General settings

Default Domain: ciscosspt.es | DNS Server: House
(192.168.10.153) | Protocol: TLS / DTLS, IKEv2

o Authentication, Authorization, and
Accounting
RADIUS

@ Traffic Steering (Split Tunnel)
Connect to Secure Access | 2 Exceptions

@ Cisco Secure Client Configuration

¢ Accounting

Map Authorization groupsto regions: X|

i)
|_
o)l

10{ M Secure Access= E8t S4l |

Authentication, Authorization, and Accounting

Choose a configuration method to complete the SAML authentication process

for this VPN profile.Help F

Authentication  Authorization  Accounting

Enable Radius Accounting =
Use defaults or customize groups to map to regions

Select one group for all regions
ISE_LCSA v
Region Management IP Groups

pools
-“" 192.168.80.0/24 ISE_CSA v
VPN 2
RA 192.168.60.0/24 ISE_CSA (default) v
VPN 1
Cancel

42 MENE T Radius Groups

£ TgsifofF gt



Tunnel Mode Tunnel Mode

Connect to Secure Access v ] [ Bypass Secure Access N2 J
All traffic is steered through the tunnel. All traffic is steered outside the tunnel.
A - S -
|
\ - e E p. T
N <00
Tunnel VPN Internet
VPN Secure @
Access

o« MEHSE 7B Connect to Secure Access2 £ QIE{4! EZZ|0| Secure Access

[ Connect to Secure Access v ]

All traffic is steered through the tunnel.

d o QB
VPN e Secure ‘@

Access

Add Exceptions + Add
Destinations specified here will be steered OUTSIDE the tunnel.

Destinations Exclude Destinations Actions

proxy-

8195126.zpc.sse.cisco.com,

ztna.sse.cisco.com,acme.sse.

cisco.com,devices.api.umbrell

a.com,sseposture-routing-

commercial.k8s.5¢10.0rg,sse

posture-routing- - -
commercial.posture.duosecuri

ty.com,data.eb.thousandeyes.

e =Rl &= 1Pof| CHE MIQIE F7tstedH HES 2 =8 S + Add 2 225t & Al2Next.



e B2

rin

QIE{ EBH=! Bypass Secure Access2 QIE{S 2% 7} Ob-ISecure Access QIE|H SZAHE Sai MEELICH

Tunnel Mode

Bypass Secure Access v

All traffic is steered outside the tunnel.

S-D

VPN Internet
Add Exceptions + Add
Destinations specified here will be steered INSIDE the tunnel.
Destinations Exclude Destinations Actions

No matches found




&1 ISE Postureenroll.cisco.com & ME4E M & 715t & A| 2Bypass Secure Access.

Ol EHAMIMHE VPNE S8l UM AStE iE ZE ZEI0[8! IEQIT 2AAE MEFLICH o[ A &tE{ & 228 + AddTHS ZE

BlaAE FIHE Next 3 & 22I8LICH

Cisco Secure Client Z41Z| 184 0]4



Cisco Secure Client Configuration

@ General settings Select various settings to configure how Cisco Secure Client operates.Help ¥
Default Domain: cisco.com | DNS Server: -
Protocol: TLS / DTLS, IKEv2

Session Settings 3 Client Settings 13 Client Certificate Settings ¢ Download XML

@ Authentication, Authorization, and
Accounting

RADIUS
Banner Message

Require user to accept a banner message post authentication

@ Traffic Steering (Split Tunnel) a

Bypass Secure Access | 1 Exceptions

o Cisco Secure Client Configuration . .
Session Timeout

7 days

Session Timeout Alert

30 minutes before

Maximum Transmission Unit ()

1240

Ol HHIME ZE ES2 7I2U2Z RXIstn 2 22T + SaveRUXIBH, Hu|adolME o ALK} K| 5+242H Cisco Secure Client

Administrator GuideZ EHQI5t A A|2.

Muwthentioation; Traffic Secure Client

Name General Authorization & . . . Profile URL
. Steering Configuration
Accounting
ciscosspt.es Connect to
ISE_CSA_SAML TLS, IPSec SAML  RADIUS Secure Access 13 Settings vpn.sse.cisco.com/ISE_CSA_SAML
(IKEv2) 1 Exception(s)

ISE Z4m| 220l M

HESIT Clatolx 28 74

Cisco ISEE S3ll 2152 T435t24H Cisco ISEX FEIE + U= & E CIHIO[AE F/dsHok FLICH

o EfM Administration > Network Devices

« 22 +Add


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/anyconnect-profile-editor.html?bookSearch=true

> CSA

Network Devices

Description

IP Address : 192.168.60.0

Device Profile  H Cisco

~  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS
Shared Secret

[ ] Use Second Shared Secret

Second Shared
Secret

CoA Port




I stod ot AN Al

Name: O|& & AL
ofod Chyio| = AISLICE

IP Address: |IP £ Management Interface 33 Ct

Device Profile: Cisco A1&4

Radius Authentication Settings

gzt %

Shared Secret: H| 27| EFH|0f| A
o2 EL|C} 17002 Secure AccessHI M AP ElL|CH

=7t

e CoOA Port: 7|22k
IO 2 SaveE25t0{ S 0| M2 & S3t=X| &olste{H S & els
TI=gghL|ct.

a8 74
SHES 188 T O BAIE

Z2Z4 AR I ALE

Administration > Groups

2| User Identity Groups

T

22 +Add

Hed

I &01 NameLH 3l



Administration

Identity Groups
=Q

System Network Resources Identity Management

Deployment

Licensing

Certificates

Logging

Maintenance

Upgrade

User Identity Groups

EHMNER TY

2HMERI SEHE FH

. EFAH

=}

=~

Metwork Devices

Network Device Groups
Network Device Profiles
External RADIUS Servers
RADIUS Server Sequences

NAC Managers

Identities

Groups

External Identity So
Identity Source Seq

Settings

Identity Group

Identity Group

Administration > I dentities

CSA-ISE

Endpoint Identity Groups

User Identity Groups

User Identity Groups




Network Access User

* Username

Status ¥ Enabled

Account Name Alias

Email

Passwords

Password Type: Internal Users

Password Lifetime:
(O With Expiration

Never Expires

Password Re-Enter Password

* Login

Passwaord

Enable

Passwaord

User Groups

CSA-ISE

e Username: Secure AccessollA] 2247 UPN Z2H|X LS AFR 5104 AR A} 0|22 AT LICE O] BHA= AFM QF AFEH
EtHE 7|8te 2 Frct

Status: &
Password Lifetime: A& XFwith Expiration Of| [IF2} T2 43& &~ Never Expires@! 1
Login Password: Ab&Xtof| CHEH HI 2

User Groups: Configure aGroup(1 5 F743) EtAHlolM MAMEI OES




02

ra

A3 UPN 7|8 Q15 2 Secure Access| &% H{TOIM HAZ|IT & MY ELICH

H O F Ao adolMSave 2 =&t THHE HSE £ U&LICH Configure Policy Set.

2 ZgtollA 215 St= A

Mg Fdsts €8 A& EodELICh HX ISEE RADIUS Q152 £XE =it
HlolAol ID7F UEX| FHAELICH

2 YA F45t24H Cisco ISELHAIZER 0O|SFLICH



« 22| Policy > Policy Sets

Allowed Protocols [ Server Sequence Hits Actions View

Status Policy Set Name Description Conditions

Status  Polidy Set Name Description Conditions Allowed Prgtocols | Server Sequence Hits Actions View

0| B 7|2 Y Zgtoll M &dshs CHAl A M Zigte MAELICH O3 CfS i M= Zighol mhef o1F 2 Mk 2o{E 2 MEt
Lict & E HM2 HEQ|T ClHO|A 55 74 EtA[o Ho|E HESRZ ClHro|A0| CHEt BMAE 5{85t04 0|28t QIS5 0| L=
1} Z+o| M=o 2 CSA Network Device List S0{2=X| &g 4= ConditionsAU&SLICH OIX|U 2 FHEE|E T2 EE T Default

Network AccessQ! & LIC}.

XA st 2lx|5kcondition

o1 H

e
rr
1]
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«  0iA Condition StudioM B Ele HE &= Ch2oF Z&Lch

Conditions Studio

Library Editor

Equals

o T2 MYdte{H Ct3 2 =2 ELCE. Click to add an attribute

«  H{EZ Network Device 22/gFL|C}

o F|o ZM0lM Network Access- M2 Network Device Name 2 =& L|CH



«  Equals(Zg) MM HUIET C|HtO|A S T4 Network Device EHH|0l| o] 0|8 € 7|S8tL|Ct

Editor

Equals

Network

Equals

Network Access NetworkDeviceName

Radius el NetworkDeviceName

Policy Sets Click here to do visibility setup

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence

«  &|2E|E £ Default Network Access Protocols £ Q1524 CH2 x|2l2 ZFldstL|ct.

Z2lpolicy > Results

« 22! Allowed Protocols

o 28| Default Network Access



Policy [ Dictionaries Con

Policy Sets Policy Elements

Profiling Dictionaries Authentication

Posture Conditions
Allowed Protocols
Client Provisioning Results

Allowed Protocols Services Authorization

For Policy Export go to

Profiling
| Duplicate

Posture
Service Name Description

Default Allowed Protocol Service

Client Provisioning

« %}, Firepower Threat Defense0i| A Default Network Access

>

MR M e 204 Y

0l A == Authorization 2 4451248 Policy SetCHS EHAIE TIstigrLC

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

eviceName

o 1% Ct2 ™=Mo| Authorization EAIELICH



— CSA-ISE Click here to do visibility setup

Status Policy Set Name Deascription Conditions Allowed Protocols [ Server Sequence Hits

Q

-] CSA-ISE B Network Access-NetworkDeviceName

» Authentication Policy(2)
» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

> Authorization Policy(7)

UELICE 0| B2 & #d BAHlol Halel 252l Ar8ARF HEhE Fo{gfLichH

~Authorization Policy(2)

Results

Status Rule Name Conditions Profiles Security Groups
Q
0 Authorization Rule 1

Status Rule Na Conditions Profiles Security Groups

Q

InternalUser:-ldentityGroup

] Authorization Secure Access A User Identity PermitAccess

Groups:CSA-ISE

“ Authorization Policy(2)

Results

Status Rule Name Conditions Profiles Security Groups

Q

[ Authorization Rule 1




CHS EHH| 2 Rule Name, Conditions 2! Profiles

. B Rof HME 27 Name Algst7| Slal B TAsHs Be

Conditions Studio

Library Editor

BEecilon= —
quals

Web_Authentic

o g dYste{H 32 F=IELICH Click to add an attribute
+  HES Identity Group 22I§fLICt
o Fol SMolM Internal User - IdentityGroup M2 E=I8LICt
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Group
Equals User Identity G

Equals

Editor

User ldentity Grow
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37 CHZ Profiles, which help approve user access under the authorization policy once the user authentication matches the group selected on

the palicy.

«  0i|AM Authorization PolicyE&Ct2 HEE =g LICt Profiles

oY
=

18

)
ol

o MEH PermitAccess

InternalUser-ldentityGroup
R User Identity
Groups:CSA-ISE

InternalUser:IdentityGroup

K[ User Identity permit
Groups:CSA-ISE
Profiles

PermitAccess

PermitAccess >

OH CHS HAE Authorization Ho|f&LICH AFE X7 X gl0| 1A= K| 045 2} Secure Access 2! ISEOIM 218 £ £ UEKX|
O E =olst| ?lsH eI &7 LIct

VPNOI @4Z35240d Secure AccessOll M MAEl =21l
Ct.

fifo

M35l 1 SecureClientE S8l ISEZ20YUS AF25t0 S £ &L

re
ol
2
o>

OI=! mj SecureAccessOlM 2= {EA BEAIE L}

- Secure Access Dashboard(2.2F HMA CHAIEE)Z2 O[S L|Ct.


https://dashboard.sse.cisco.com/
https://dashboard.sse.cisco.com/

£ 2! Monitor > Remote Access L og

28 Events
User Connection Event Event Details

A vpn user (vpnuser@ciscosspt.es) @ Connected
L] ol

O1=0| £Q15|™ |SEQ| 27} {EAH EA|EL I

Et M- Cisco | SE Dashboard

« 28| Operations> LiveLogs

Status Details Identity Authentication Policy

Identity Authentication Policy

30| = W puodll 2= O{EA EAIEHLMN?

Duo Admin(£2 #2|xh iz o|sEct.

« 22! Reports> Authentication Log

Internal IP Address Public IP Address VPN Profile
192.168.50.2 151.248.21.152 ISE_CSA

Authorization Policy

Authorization Paolicy

>SA-ISE >> Authorization CSA

CSA-ISE >> Authorization CSA

Authorization Profiles

Authorization Profiles

PermitAccess

PermitAccess


https://admin.duosecurity.com/
https://admin.duosecurity.com/

Timestamp
(UTC)

10:02:34
14 DE ABR. DE
2024

Risk-Based Paolicy

Result User Application Assessment
+ Granted vpnuser ISE - N/A

User SAML

approved

Radius 27 EE £ Active Directory AFS X 744

| SE Posture T+

Access Device

v i0sS17.41

AnyConnect  5.0.05207
Flash Mot installed
Java Not installed

krakow, 12, Poland
83,29.26.111

Endpaoint trust is unknown becausa thare are no active

Trusted Endpeoints Configurations,

s

Authentication Method

% Duo Push

Apple iPhone 15 Pro
Max
DPFK7TERVMXGITHTTMDS

Krakow, 12, Poland
83.29.26.111

O ALt ME LS 2lAA0 CHEF HM|A HEHE R o{8t7{LE HR 87| Hol| AEZQIE 7 EE =57 9IF Hu|ze
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22| Work Center > Policy Elements > Conditions

22| Anti-Malware
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Conditions v

Anti-Malware
Anti-Spyware
Anti-Virus
Application
Compound
Dictionary Compound
Dictionary Simple
Disk Encryption
External DataSource
File

Firewall
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» 22| Work Center > Client Provisioning

o MEH Resources

ZcIo|AE ZZH|X ' ot2Hol|l M FF8lok 5t Ml 7HK| AtEol A& LICH

TAE oA 2%

1. Agent Resources ol — =
Hot 2eto|E H T2 H|X'E {7|X]

2 . Compliance Module Cisco ISE 75 =2 o5

3 . Agent Profile Z 2 H|xY T2 Ao

5 - Z2HIXME ZHE dystn oo|dE Z22 L ofo

- Agent Configuration ME E|AAE AFS3to ZRHIMEE 2ES Holg

L|C.

Step 10lO|TE E|AACIREE 3l YZE

e  Mofo|ME B|AAE F7}6lE{H Cisco Download Portal(Cisco CHR 2E ZENZ 0|56t0 & HIE m{7|X|E CtECcF
LICt 2 HiZ Y2 pkg &EAlolo{of B LCt

Cisco Secure Client Headend Deployment Package (Linux 64-bit) 06-Feb-2024 58.06 MB AR
cisco-secure-client-linux64-5.1.2.42-webdeploy-k9.pkg
Advisories [

Cisco Secure Client Headend Deployment Package (Windows) 06-Feb-2024 111.59 MB ;v .
cisco-securg-client-win-5.1.2.42-webdeploy-k9.pkg

Advisories [

Cisco Secure Client Headend Deployment Package (Mac 0OS) - 06-Feb-2024 118.88 MB * kK

Administrator rights or managed device required for install or
upgrade. See Administrator Guide and Release Notes for details.
cisco-secure-client-macos-5.1.2.42-webdeploy-k9.pKg

Advisories [


https://software.cisco.com/download/home/286330811/type/282364313/release/
https://software.cisco.com/download/home/286330811/type/282364313/release/

225l 1 + Add > Agent resources from local disk TH7|X|2 HZ =g L|C}.

Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

Step 27t ™ EF BECOIREE

=R=d
=

+ Add > Agent resources from Cisco Site




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile




Download Remote Resources

Name

AnyConnectComplianceModuleLinux64 4.3.3064.0

AnyConnectComplianceModuleLinux64 4.3.3104.0

AnyConnectComplianceModuleOSX 4.3.3432.6400

AnyConnectComplianceModuleOSX 4.3.3472.6400

AnyConnectComplianceModuleWindows 4.3.3940.8192

AnyConnectComplianceModuleWindows 4.3.3980.8192

AnyConnectComplianceModuleWindowsARM64 4.3.3940....

AnyConnectComplianceModuleWindowsARM64 4.3.3980....

For Agent software, please download from |
resource from local disk" add option, to import into ISE

Step 30 0|ME Z2E 74

« Z22!+ Add> Agent Posture Profile

Description

Cisco Secure Client Linux Compliance Module 4.

Cisco Secure Client Linux Compliance Module 4.

Cisco Secure Client OSX Compliance Module 4.3

Cisco Secure Client OSX Compliance Module 4.3

Cisco Secure Client Windows Compliance Modul

Cisco Secure Client Windows Compliance Modul

Cisco Secure Client WindowsARM64 Compliance

Cisco Secure Client WindowsARM64 Compliance

. Use the " Agent




Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

« 0f NameCHEt £(8) BtELICt PostureProfile




Agent Posture Profile

Name

Description:

Server name rules(AxHH O|§ a0 E

Pasture Pratocol

Parameter

PRA retransmission time
Retransmission Delay

Retransmission Limit

Discowery host
Discovery Backup Server List

Server name rules
Call Home List

Back=-off Timer

Step 4 0lO|ME ZAm|az|0|M T4

* O
=

Deseription

This is the agent retry peried if there is a Passive Reassessment communication failure

Time (in seconds) to wait before retrying.

Number of ratries allowed for a message.

Enter any |IP address or FODN that is routed through a NAD. The NAD detects and redirects
that http traffic to the Client Provisioning portal.

By default, AnyConnect sends discovery probes to all the Cisco ISE PSNs sequentially if
the PSN is unreachable. Choose specific PSNs as the backup list and restrict the nodes to
which AnyConnect sends discovery probes.

A list of wildecarded, comma-separated names that defines the servers that the agent can
connect to. E.g. © *.cisco.c

A list of IP addresses, that defines the all the Policy semvice nodes that the agent will try to
connect to if the PSN that authenticated the endpoint doesn't respond for soeme reason.

Agent will continuously try to reach discovery targets (redirection targets and previously
connected PSNs) by sending the discovery packets till this max time limit is reached
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Agent resources from Cisco site

Agent resources from local disk

Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

« J™OhE ohE oifHs& F 8o




> New Agent Configuration

* Select Agent Package:

* Configuration Name:

Description:

Description Value Notes

* Compliance Module

CiscoSecureClientDesktopWindows 5.1

CiscoSecureClientComplianceModuleW!




Cisco Secure Client Module Selection

ISE Posture

VPN | ]

Zero Trust Access ]
Network Access Manager B
Secure Firewall Posture

Network Visibility

Umbrella

Start Before Logon

Diagnostic and Reporting Tool

Profile Selection

* ISE Posture 1.CSA_PROFILE

+  Select Agent Package : 1t 74| Download and Upload Agent Resources(0f 0| E E|AA CHREE Sl HZE )0l YEE=E I 7|

X|E =gt

+  Configuration Name: /418 O|§ & ME4FLICt. Agent Configuration

» Compliance Module: 2EH A0 M CH2 2 E 8 Compliance Module(m ™ & £ 5 CH2 2 )2 MENSTL|CE

¢ Cisco Secure Client Module Selection

- ISE Posture: EQIEtS MEHEFL |C}

¢ Profile Selection
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22! Work Center > Client Provisioning
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Rule Name Identity Groups Operating Systems Other Conditions Results

5 CPP Redirect Ay Ly wis: Al

Agant Configuration
Rule Nam
2. CSA_AGENT_CONFIG 15 Upgrade Mandatory

Windows C Network AGG ... Equals
dows C ik Hative Supplicant Configuration

Chacse a Config Wirard

& Enable

fizasd Profie

@ Disable

& Monitor

(u]

+ RuleName Zf HMZ £ AHe £ JUEE ¥X /8 L ID 2 Mol et HHo| o|F S FHELICH
+ Identity Groups: oM HIIE IDE MEHELICH

+  Operating Systems. 0| O|ME T{7|X| AEH Et7[of| M MEHSH ol O|ME TF|XKIE 7|Ete 2 2 &AM E MEFLCt

«  Other Condition: Et7HINetwork Access 0l 744l Authentication MethodEQUALS & 840]| [I}2F RADIUS & F7IE M=
7L} Zuwoz E £ QlaLlch

*  Result: 47| oflO|ME Hu|agfold FEM 2 HEE ofo|HME T[T Bo|MS

Native Supplicant Configuration: 1% Config Wizard 2! Wizard Profile
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™4 x| - Posture Pending to be verified(Z 2! 2 & 2FEH)

MM A FHF A-EXF HIES - ML HE

DACLE 7A5tP{™ ISECHA|EER O|S &Lt

« 22/ Work Centers> Policy Elements> Downloadable ACLS

* —| +Add

+  Create(244J) Compliant DACL

* Name CSA-Compliant

Description

IP version IPv4 IPv6 Agnostic

*DACL 1234567  permit ip any any

8910111
2131415
1617181

Content

* Name DACL-CompliantE & Z5t= 0|2 F7H&Lc
e [Pversion: M4 |pv4

+ DACL Content: HE3 9| ZE E|AA0] CHE HMA HEHE MBst= CHREE 7S 8 DACL(Access Control List)& BF
Such

<{froot>

permit ip any any

Unknown Compliance DACL(Z == 1= #& &4 DACL)2 Save 225t & LICtH



« 22 Work Centers> Policy Elements> Downloadable ACLS
- ZE +Add

+  Create(244d) Unknown Compliant DACL

* Name CSA_Redirect_To_ISE

cription

IP version IPv4 IPvE Agnostic

“ DACL 1234567 permit udp any any eq 67

8910111  permit udp any any eq 68
2131415 permit udp any any eq 53
1617181  permit tcp any host 192.168.10.206 eq 8443
9202122 permit tcp any any eq B0

Content

3343536
3738304

+  Name: DACL-Unknown-Compliant® & =35t= 0|88 F7HgLct

o |Pversion: MEH |pv4

« DACL Content: ZE 84432 S3ll IER/3, DHCP,DNS, HTTP & Z 2 H|X{'d Z&oi AMEtE HMA
DACLE MMgrLct

1]
2
OH
9,'_'
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permt udp any any eq 67
permt udp any any eq 68
permt udp any any eq 53
permt tcp any any eq 80



permit tcp any host 192.168.10. 206 eq 8443

HD: 0| ALIZI20IM 1P F4A 192.168.10.2062 Cisco | SE(Identity Services Engine) MEH0| SiE 5t H, £ E 84432 Z 2 H|
e ZHol XIMHELICH &, ZE 84432 S5l IPFA 192.168.10.2060 CHe TCP EE{Z!0| S E|o{ Z2H|X Y =H
off CHEH HM AT S TIFELICH

ol M Fo T2 utelg MM5HE o 2R3 DACLO| /& LICE

Het 2o Z2 0t A H5E{H ISECHAIEER O|S &Lt



« 22/ Work Centers> Policy Elements> Authorization Profiles

22! +Add

«  Create(244d) Compliant Authorization Profile

Authorization Profile

CSA-Compliant

Description

* Access Type
ACCESS_ACCEPT

Network Device Profile

Service Template
Track Movement
Agentless Posture

Passive Identity Tracking




v Common Tasks

DACL Name CSA-Compliant

| IPv6 DACL Name

| ACL

I A/l I .2 (IFileae- 1IN

+ Name 5 HEF 20{ ZZHUS & X StE O|FS BHELICH

»  Access Type: 2B ACCESS ACCEPT

¢ Common Tasks

DACL NAME: Compliant DACL(T+H &= DACL) EtA[o| 24 E DACLZ MESIL|Ct

o

Save £ 2!5F 11 Unknown Authorization Profile

« 22| Work Centers> Policy Elements > Authorization Profiles

« 23 +Add



»  Create(*4d) Uknown Compliant Authorization Profile

CSA-Unknown-Compliant

Description

* Access Type
ACCESS_ACCEPT

Network Device Profile

Service Template

Track Movement

Agentless Posture

Passive ldentity Tracking

v Common Tasks

DACL Name CSA_Redirect_To_ISE




Web Redirection (CWA, MDM, NSP, CPP)

Client Provisioning (Posture)

ACL redirect

Value Client Provisioning Portal (...

« Name & £ Qe & Het

Access Type: &4 ACCESS ACCEPT

Common Tasks

DACL NAME: Unknown Compliant DACL (&

A 0=
ETHI-!I_

o

2t DACL) EH7i|oll AE DACL S MENBLICE,

Web Redirection (CWA,MDM ,NSP,CPP)

41EH Client Provisioning (Posture)

ACL: O|o{of &fL|Ct. redirect

Value 7|2 Z2H|M &2 MEY
Ct.

MEASFLICH CHE 2
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TH9o| Hot HM A0 CHEF Z|C|=ME ACLL| O|F 2 redirect &ILICEH

Ol2HEt 2t2 27 Yolgh Foll= of2fofl HIRx EF LI 0l R!o{ok EL|CtAttributes Details.

~ Attributes Details

Access Type = ACCESS_ACCEPT
DACL = CSA_Redirect_To_ISE

cisco-av-pair = url-redirect-acl=redirect
cisco-av-pair = url-redirect=https://ip:port/portal/gateway?sessionld=SessionIdValue&portal= Raction=cpp

Zu|aefoltdSave 8 SRt S BAIZ Tldsted™ 2R LICH
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Z2]| Work Center > Policy Sets



o AYE YA of HMASEH & SEIELICH

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

+ Ct32 ZEIFLICE Authorization Policy

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits

@

sthentication Pe

rcal Exceptior

uthorization Policy - Global Exceptions

o O2 =MECE M 7HX ERE ddgich



Compliant_Devices

Sl CSA-Compliant
Compliant . InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

Compliance_Unknown_Devices

SAML-
Unknown- CSA-Unknown-Compliant

InternalUser-ldentityGroup

Gl User Identity Groups:CSA-ISE

Non_Compliant_Devices

SAML-Non- AND DenyAccess
Compliant y InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

o HHMZ + 740|524 & CSA-Compliance 2§ LIt

Results

Status Rule Name Conditions Profiles Security Groups

Q Authorization Rule 1

. C}2 BHE Rule Name, Conditions 2! Profiles
« T 0|&S NameClE22 2 HHE B2 CSA-Compliance

+  £(B)ConditionT A5t +

il
bl
fijo
4
20
i
C
ful

+  0ilM Condition StudioCt& HE



Conditions Studio

Library Editor

Equals

o ZUg ddstedH o8 AME LD compliant

jo
ol

«  0|(7}) Compliant_Devices

«  ZoiA =7| Editor

« 9| of2HEEditor 22 LICH New

« O}O|2E Identity Group =& L|C}

«  MEHInternal User Identity Group

o OlM Equals x| A|Z! User Identity Group & MEHEL|CH

« 22 Use

Conditions Studio
Result of the Configuration

Library

Editor

E Ccompliant_Devices

e L&

4 NEW

—_— -
5 [ (dentity aroup

InternalUser 6 IdentityGroup —-____________________‘
7




« I Zn, o5 olofx|7t gL

E Compliant_Devices

SAML-
&

Compliant AND o InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

« LEECI2 Profile H{E o2 E S 2!8t 1 Compliant Authorization Profile(F& &4 et 2o Z 210} EHAollM A E

Complaint Authorization T2 I} 1S MEHSHL|C]

E Compliant_Devices

@ SAML- AN . CSA-Compliant
Compliant I InternalUser-ldentityGroup

User Identity Groups:CSA-ISE

O|X| 2(Z) Compliance Policy Set A3 &LICH

o HAMZ 4+ Hol5tE{™ & CSA-Unknown-Compliance 2 =!8 LICt.

Results

Status Rule Name Conditions Profiles Security Groups

« C}2 B E Rule Name, Conditions 2! Profiles



« T4 0|2 NameClE82 2 M™HE 4 CSA-Unknown-Compliance
«  2(8) ConditionTtd5te{™ +

« OllAM Condition StudioCtS HEE &2 &= U&LICH

Conditions Studio

Library Editor

Equals

Veb_Authentic

AH A

* E?j (=X

fjo
ol

240 Ct 2 MLt compliance
«  0|(7}) Compliant_Unknown_Devices

«  ZoiM =7| Editor

+ 9| otz EEditor 22IELICH New

« OlO|2 & Identity Group =&tLICI

« M= Internal User I dentity Group

«  OlAM Equals2 x| A|Z! User Identity Group & MEHEFL|CH

Result of the Configuration
1 COMm
l ¢ B 0De e QDR ER

2 = a =] Compliance_Unknown_Devices
- Compliance_Unknown 85 - -

o = o e C Compliance_Unknow

_————— InternalUser-identityGroup
5 D Identity group Ii

User Identity Grou
Internallser 6 IdentityGroup

gl




« I Zn, ohE ol0fx|7t gLt

E Compliance_Unknown_Devices

SAML-
Q Unknown- AND

. InternalUser-ldentityGroup
Compliant

User Identity Groups:CSA-ISE

« LCECI2 Profile HE o}2iE Z2!5l 1 Unknown Compliant Authorization Profile(2 o= Qi &8 Het 2o Z2mtQl) &
H oM A= Complaint T8t 2o T2 upele MENSH O

SAML E] Compliance_Unknown_Devices

Unknown- AND . CSA-Unknown-Compliant
Py InternalUser-ldentityGroup

Compliant User Identity Groups:CSA-ISE

O|Al €(Z) Unknown Compliance Policy Set #A3si& LICH

o Mg + HO|52{H & CSA- Non-Compliant 228 LICt.

Results

Status Rule Name Conditions Profiles Security Groups

Q Authorization Rule 1

« LC}& BAHZE Rule Name, Conditions 2! Profiles



« M OIS NameClZ2 2 MY E E< CSA-Non-Compliance
«  2(8) ConditionTtd5te{™ +

«  0ilM Condition StudioCt& HE

11
bl
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+
20
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o

Conditions Studio

Library Editor

Equals

eb_Authentic

AH A
S'S

ol

L] E?j

o

t24H OS2 ZAELICH non

«  0|(7}H Non_Compliant_Devices

«  ZoiM =7| Editor

+ 9| ot EEditor 228 LICH New

« OlO|2 & Identity Group =&tLICI

« M= |nternal User Identity Group

o OlM Equals x| A|Z! User Identity Group & MEEFL|CH

« 22 Use




Library ) .
Result of the Configuration

l non

PEOae REDEPERA

E Non_Compliant_Devices

e &

—_ - .
5 D Identity group

InternalUser & |dentityGroup ________________‘* User u User Identity Groups:CSA-ISE »
7 c
8

« I 40, ohE ol0fx|7t YgELt

Non_Compliant_Devices
SAML-Non-
o Compliant InternalUser-ldentityGroup
User Identity Groups:CSA-ISE

« LEECO2Profile HE ol2HE 22I5tT S8 &2l Z= LS MEHEHLICH DenyAccess

Non_Compliant_Devices

Seln L _ DenyAccess
Compliant InternalUser-ldentityGroup

User ldentity Groups:CSA-ISE

M 7tx| Z20tol 4| J8olME SESHH ZAX S| SEE HAEE FH|7t Euch
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(8 Cisco Secure Client — 4

AnyConnect VPN:
Ready to connect.

pn.sse.cisco.com/ISE_CSA_SAML

2.DuoE Sdll 215 A4 5T S MSELICH

T Cisco Secure Chent - Lagin o *

Check for a Duo Push

Verify it's you by approving the notification
Single Sign-On

VENUSEN@CISCOSSpLes edil

Sent to i0S

Other options

Need help? Secured by Duo

fb57.vpn.sse.cisco.com/ISE_CSA Disconnect

00:00:07 (6 Days 23 Hours Remaining)
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@ Cisco Secure Client X

AnyConnect VPN
Connected: ISE_CSA - IKEv2 - Auto Select
Nearest Location

" InPrivate im| @ Device Security Check bd -+

€ Ilot secure https://ise.ciscosspt.es

ot]oer]n,
CISCO

Client Provisioning Portal

Device Security Check

Your computer requires security software to be installed before you can connect to the network.

Start




A3 o] AIRFollM HEH Foq - A= MHB CSA-Unknown-Compliance0| s S &t AH| ElLICH A|AE 0l ISE Posture Agent7} A
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Device Security Check
Your computer requires security software to be installed before you can connect to the network

g Detecting if Agent is installed and running...

5. 22I&L|CH Thisismy first time here.



Device Security Check

Your computer requires security software to be installed before you can connect to the network.

Unable to detect Posture Agent

+ + This is my first time here

+ Remind me what to do next

6. 22! Click hereto download and install agent

— + This is my first time here

1. You must install Agent to check your device before
accessing the network. Click here to download and install

Agent
2. After installation, Agent will automatically scan your:evh
before allowing you access to the network.

3. You have 4 minutes to install and for the system scan to
complete.

Tip: Leave Agent running so it will automatically scan your

device and connect you faster next time you access this
network.

<. You have 4 minutes to install and for the compliance
nv check to complete

7. 00| E MX|



Downloads ] Q

iJ cisco-secure-client-ise...aBf8STpS5Nr1nzotleQ.exe

Open file

See more

Network Setup Assistant

Network Setup Assistant

v,

Installation is completed.

it

(c) 2022-2024 Cisco Systems, Inc, Cisco, Cisco Systems and Cisco Systems
logo are registered trademarks of Cisco Systems, Inc and/or its =ffiliztes in the
U.S. and certzin other countriss,
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& Cisco Secure Client = O X

- 30%
|SE POSture Time Remaining:
1 Update(s) Required

3 Minutes

® Action Required to Enable Access

Updates are needed on your device before you can join the network.

This endpoint has failed to check. Please ask your network administrator to install a Secure
Endpoint.

More Details >

Cancel
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Complianced| S{E E|H & Al VPN 42 0| ZZIL|CH.

9. Secure Endpoint AgentE A x|5t 1 VPNO CHA| @& LICE.

Secure Endpoint Installed Agent Scanning

@ Cisco Secure Client @ Cisco Secure Client

AnyConnect VPH: ~ AnyConnect VPN;

Ready to connect i Connected o 15E_CSA - IKEV - Auto Select Nearest Location, Connected to 1SE_CSA - IKEV2 - Auto Select Neanest Locatio
ISE_C5A - TKEVE - farto Select Ned

00:14:31 (3 Days 23 Hours Remaining) )
00:14:31 (3 Days 23 Howrs Ry ) 3 Dy 23 Hours Remaining)

Zero Trust Access:
Zero Trust Access:

Registration s required 0 access

UM (EEOLTOCS, Registration i required o access
SECUNe MeSOUNCes,

| ISE Posture:
1SE Posture: [ G SEANNING System . 1SE Posture:
System scan nat required on curment Wi-A | = . il Camphant.

Metwork acoess alowed.

Secure Endpoint:
Secure Endpoint: Diszonnected.
Connected

Flash Sean
Rash Scan

-;'I';g'g- Secure Client

SE Posture
SE Porstus

Mreresces Sweess | SecreProe -

Updaies

1 & - RNTIMALWARE
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£ 2| Operations > Live Logs



Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

Refresh Show Within

Never «w Latest 50 records .~ Last 60 minutes -

Status Details Identity Authentication Policy Authorization Policy Authorization Profiles Postur
Idantity Authentication Policy Authorization Policy Authorization Profiles Posture
CSA-ISE CSA-ISE >> SAML-Non-Com... DenyAccess

CSA-ISE CSA-ISE »» SAML-Non-Com... DenyAccess

CSA-ISE >> SAML-Unknown... CSA-Unknown-Compliant

CSA-ISE >> SAML-Compliant CSA-Compliant

M AlLF2| 20 ME 7t ChZ ot2foll o H EAIZl=EX| Live LogsE o4& LICEH.
A
o =T

Identity Authentication Policy Authorization Policy Authorization Profiles Posture Status

Identity Authentication Policy Authorization Paolicy Authorization Profiles Posture Status

CSA-ISE C3A=ISE >> SAML-Compliant CSA-Compliant

CSA-ISE CS5A-ISE »> SAML-Compliant CSA-Compliant

CSA-ISE CSA-ISE »> SAML-Unknown... CSA-Unknown-Compliant

4, Authorization Step - CSA-Compliant

2. Download CSA_Redirect_To_ISE DACL

1. Authorization Step — Unknown
Compliance 5. Download CSA-Compliant




Identity Authentication Policy Authorization Policy Authorization Profiles Posture Status
Identity Authentication Policy Authorization Policy Autharization Profiles Posture Status

= SAML-Non-Com... DenyAccess

> SAML-Non-Com... DenyAccess

>> SAML-Unknown... CSA-Unknown-Compliant

2. Download CSA_Redirect_To_ISE DACL 4.

1. Authorization Step — Unknown After 3 Minutes
Compliance I

5. VPN Disconnected

o
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Ct= o0l M Cisco ISEE HIEQI3 192.168.10.0/240 U2 H E{L2S S5l 914 7158 HERXH A AHu|as oM B |22 o|
Mol F7}aH ok gt

Step 1: E{'d Zdm|aefo[4E EQlghLlct

0|E =hQlsl 24 Secure Access Dashboard2 0|S 5l AA|2.

o 22! Connect > Network Connections

»  Your Tunnel(E{'=)2 Network Tunnel Groups 2 &!&tL|C}.

HomeFTD © connected Europe (Germany) sse-euc-1-1-0 1 sse-euc-1-1-1

o Q%0 E{L0]| Cisco ISE7} Rl T4 SZte A=K &lgtLct.


https://dashboard.sse.cisco.com/
https://dashboard.sse.cisco.com/

Summary

& Connected

Region Europe (Germany)
Device Type FTD

Routing Type Static Routing

Last Status Update Mar 19, 2024 11:13 AM

Step 2: Y3tHo| ECHEES 1S LICH

Secure Access?} ISE C|HFO|AE Radius Q150 AL St S 518 5t24™ & 2 F Radius ZEE A& 510{ Secure Accessti| M HIE 3.0
CHst m=l2 FAsHoF &huict



] S CHA¢ Destination Port(CH & ZE)
ISEO A HQF M| A COA
ISE_ MH{ |ZE2lIPZ(RA-VPN)
e E UDP 1700(7|& ZE)
QE, At 2o
UDP1812(7 |8 ZE)
ISEO]| CHEH HOF HMA 2| IPE HElIPE ISE_A
o{7t2
UDP1813(7 |8 ZE)
ZRH|NY =
ISEO] CH3E HQt YA AEZOIE |pE AeZQIEIPE ISE_MH
TCP8443(7|& ZE)
DNSA{E{0]| CHgH Hot HM|A JEXKQIE |pERISEQIE PE DNS Mt DNS




UDP 2! TCP53
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http://Emmanuel%20Cano%20Gutierrez%204/3/2024%2010:02%20AM%20%E2%80%A2%20https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/install_guide/b_ise_installationGuide33/b_ise_InstallationGuide33_chapter_7.html
http://Emmanuel%20Cano%20Gutierrez%204/3/2024%2010:02%20AM%20%E2%80%A2%20https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/install_guide/b_ise_installationGuide33/b_ise_InstallationGuide33_chapter_7.html
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Q1524 Secure Access Dashboard2_0| S 8tL|C}.

£ 2] Connect > End User Connectivity

22| Virtual Private Network


https://dashboard.sse.cisco.com/
https://dashboard.sse.cisco.com/

« Of2H Manage I P Pools

+ 22/ Manage

EUROPE 1 ~
. . Management IP
Pop Name Display Name Endpoint IP Pools Pools DNS Servers RADIUS Groups
192.168.50.0/24 192.168.60.0/24
Europe
(Germany) RA VPN 1 256 us_er 256 us_er House ISE_CSA & m|
connections connections

3THA|: ISE7} Private Resources(Z2H0| 8! 2|A )0l A E|o] QEK| &olghLct
VPNE Sl HZAE AL X7} B A& 4= QI = 5124H I SE Provisioning Portal VPN S3ll 2| XS Z 2 H|MJE 5{86tE O ALS
= A2 C|HFO|AEISE Posture Module T 4351 oF &fLICH.

ZE HHAE MBSt ©E 2o

ISE7} SHE2H T4 El0] QEK| = 215t24H Secure Access Dashboard( 2.0 AN A CHA|EE)2 O|SFfLICEH
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o 22| Resources> Private Resour ces
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o ISECIAAE ZElghLct


https://dashboard.sse.cisco.com/
https://dashboard.sse.cisco.com/

Private Resource Name

CiscolSE

Description (optional)

Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access.

Secure Access will route traffic to this address. Help ©
Internally reachable (FQDN, Wildcard FQDN, IP o Protocol Port / Ranges
address Address, CIDR) + Protocol &
Port
192.168.10.206 TCP - (HTTP/HTTPS

+ |IP Address or FQDN

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.




ATHA|: A A HEHOIM ISE HMA 512

VPNE Sdif AT ASK7t B AE —’F QL E |ISE Provisioning Portal 5t 2d™ sliE T =lod 2t T AEl AF2AF7FAccess Policy ofl 7
‘S El Private Resourced| HMAE = UE T E T/95H0F B LICHSteps.

ISE7} gHt2H R |o] e X| & 2l5lE4H Secure Access Dashboard( 2.0 MM A CHAIEE)Z 0|S8tL|Ct

« 22| Secure> Access Policy


https://dashboard.sse.cisco.com/
https://dashboard.sse.cisco.com/

Specify Access
Specify which users and endpoints can access which resources, Help €7

VPN AL RHol| Al ISEO] CHEF HMAE 51838t

d

Action
Allow Block
Allow specified traffic if security Block specified traffic.
requirements are met.
From To

Specify one or more sources.
CSA (ciscosspt.es\CSA) *

Information about sources, including selecting multiple sources, Help [

Specify one or more destinations.
® CiscolSE

Information about destinations, including selecting multiple destinations. Help

Endpoint Requirements
For VPN connections:

[#4] End-user endpoint devices that are connected to the network using VPN may be able to access destinations specified in this rule. ()
Endpoint requirements are configured in the VPN posture profile, Requirements are evaluated at the time the endpoint device connects to the network. VPN Posture Profiles =y

For Branch connections:
F':l Endpoint device posture is not evaluated for endpoints connecting to these resources from a branch network.

2 sz

ISE Posture C|HH{1 232 CIREC 5t 2y
ISE 218 che 2=sto A BRIE 2HE Holsieid oy DS DML,

ISECHAIEERZ 0|

2 2] Operations > Troubleshoot > Debug Wizard



Bookmarks Diagnostic Tools Download Logs

Dashboard Debug Profile Configuration

SR Debug Log Confi ti
Context Visibility ebug og Lontiguration

Operations
RADIUS Troubleshoot

Policy Live Logs Diagnostic Tools

Live Sessions Download Logs

Administration Debug Wizard

« 22| Debug Profile Configuration

Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration

Debug Profile Configuration

Debug Log Configuration

Debug Wizard contains predefined debug templates with the

components inside the template.

o EOQIZZS MEFILIC} Posture > Debug Nodes
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Warning

Enabling the node will override its debug log configuration




Debug Nodes

d profile Posture

Choose on which ISE nodes you want to enable this profile.

Host Name Persona Role

ISE.ciscosspt.es Administration, Monitoring, Policy Service STANDALONE




F9|: o] AIH o|& ol EXZ RiE6H ok EFLIC}. the debug logs can affect the performance of your device.

« 22| Operations > Download Logs

« EIE VMg & MEiEUD

Appliance node list

ISE

+ 0 M Support Bundle Ct& SM2 MEAFFLIC



Support Bundle Debug Logs

Include full configuration database
Include debug logs

Include local logs

Include core files

Include monitoring and reporting logs
Include system logs

Include policy configuration

Include policy cache

From Date
(mm/dd/yyyy)

To Date
(mm/dd/yyyy)

* Note: Output from the ‘show tech-support' CLI command will be included along with the selected entries.

v Support Bundle - Encryption

(O Public Key Encryption
Shared Key Encryption

* Encryption key

* Re-Enter Encryption key

¢ Include debug logs

«  O}2H Support Bundle Encryption

Shared Key Encryption

< 7| Encryption key & Re-Enter Encryption key



« 22| Create Support Bundle

« 22! Download

v Support Bundle - Last Generated

File Name: ise-support-bundle-ISE-admin-04-04-2024-14-27 tar.gpg

[ime: Thu, 04 Apr 2024 14:35:35 UTC

Size(KB): 52165.0




MEEI ClHO ZEE H[gtAs s

=t
=

|Z224|0[4d Et7[od| A

= d}
- O

kb

du.cHoa ==z

3

ol

folst

1
e

A AHMA ZTD

re

HOoF A A
Secure Access Dashboard2 0|5 &Lt

2 2| Monitor > Remote Access Logs



100 Events

User Connection Event Event Details Internal IP Address
4 vpn user (vpnuser@ciscosspt.es) @ Disconnected User Requested 192.168.50.129
4 vpn user (vpnuser@ciscosspt.es) @ Disconnected Unknown 192.168.50.130
4 vpn user (vpnuser@ciscosspt.es) @ Connected 192.168.50.130
4 vpn user (vpnuser@ciscosspt.es) @ Connected 192.168.50.129
4 vpn user (vpnuser@ciscosspt.es) @ Disconnected User Requested 192.168.50.1

P § vpn user (vpnuser@ciscosspt.es) @ Disconnected Unknown 192.168.50.1

4 vpn user (vpnuser@ciscosspt.es) @ Connected 192.168.50.1
Unknown Identity @ Failed AUTHORIZATION-CHECK

AlARolM DART HEE 4 dst2{ S EME QAR

Cisco Secure Client Diagnostic and Reporting Tool(DART


https://www.cisco.com/c/en/us/support/docs/security/secure-access/221240-troubleshoot-and-collect-basic-informati.html#toc-hId-1076053197
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https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/

+  Cisco Secure Client Software CH2 2E

«  Cisco Identity Services Engine #2|X} 7}0|E, Bl2[A 3.3


https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
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