Update Secure Access SAML VPN
Authentication Certificate (Service Provider
Certificate)(E 2t HM|A SAML VPN 215 215 A
Aolo|E(MHIA ZZX QIS A))

Cisco Secure Access CHAIEE

Microsoft Entra ID(Microsoft Azure)

|

H O

| 2 Mol ME I1dP(Identity Provider) 215 AE M Secure Access Service Provider Certificate 2 G| 0|E 5= |
Q8 EHAIE MHEFLICEH

C

(PARSE

VPN(Virtual Private Network) 21501 AF& E|= Cisco SAML(Secure Access Security Assertion Markup Language) €/
EME = HREH, 0| 1B REYE AME B2 VPN AIEXLE QB stE Ol A8 E|= 2l 1dP2 Y|
O|EE =+ /U&Lct

oo cHt RFAIBH LHE 2 Secure Access Announcements 440 A & Q1EH &~ Q& LICEH



https://community.cisco.com/t5/secure-access-announcements/action-required-new-secure-access-saml-auth-certificate-for-vpn/ta-p/5166182
https://community.cisco.com/t5/secure-access-announcements/action-required-new-secure-access-saml-auth-certificate-for-vpn/ta-p/5166182

2 0| SAML 215 MHE & QlstK]|
(@]

IR =2 ldPs 7|EXHS
LIS 2 IdPAIM =7t 2hedo| E

otX| et &

B IdP AL 20| Mol M 2ok AMA QB M UO|0|EE A&

FO|
il

ok
ol

Setexl g

rr

F

ol

=
7—16

ol 2MollMe= - E 1dP7t QIBM A
Pingldentity, Cisco DUO, OKTARIL|C}.

fijo

AT T AL

QT A

« Cisco Secure Access Dashboard @4 M| A
« IdP CHA|EE M A

Cisco Secure Access CHA|EE

oM ol 27 A& Ol of

A QIBEME BB

ot&LICEH [dPOIA 2ot HMA 1B
ZIgshLICt.

=
- O

t= B E CHELICEH Entra ID(Azure AD),



Secure Access Dashboard(E2 0t HA|A CHAIEE)o|H EHe$t U8 212 Secure(E 9 >
Certificates(@!5 A1) > SAML Authentication(SAML 2!5) > Service Provider certificates(AH|A &
=Xt CIEM)E 0|SEt CFE, "New(MZE BHE V)" 1B MM "Activate(& &3H)"E 22§ LICE.
Activate(& A3 E 22!5t™ New Secure Access(M 2ot HA|A) CIBMHE CHREES0{ QIS M
AE S sdst= 82 IdPU|M 7t = A& LT

VPN Service Provider F]
Serial number Expiration date
New 4001919680eb7bea? 5760c85dlcdc612 August 27, 2025 8:00:56 PM
Active 40018295284 3fdced8813bBae2d7b32ed O September 13, 2024 3:24:58 PM &

Microsoft Entra ID(Microsoft Azure)

7IEMoZ QB R5M HALE £85I X| o ID(Azure AD)LICH.

Home > Enterprise applications | All applications > Secure Access - RA VPN Authentication (SAML 550)

Secure Access - RA VPN Authentication (SAML SSO) | SAML-based Sign-on

Enterprise Application

€ T Upload metadata file “ Change single sign-on mode = Test this application &' Got feedback?
B Overview
e SAML Certificates
[[] Deployment Plan
7. Diagnose and solve problems Token signing certificate £ Edit
Status Active
~ Manage Thumbprint QE8CTAD0OBOCAETO509549669373T7D4AAB14D38E4
_ Expiration 5/21/2027, 12:24:06 PM
i Properties . .
Notification Email
& Owners App Federation Metadata Url https://login.microsoftonline.com/71414241-... [
Rol g Certificate (Base64d) Download
oles an .
&b o rinictrators Certlflm.te (Raw) Download
Federation Metadata XML Download
&& Users and groups
3 single sign-on Verification certificates (optional) 7 it
Required Na

IdP Entra ID &} "Verification Certificate (optional)(2f @1 @15 A(MEH AL&))"7} "Required = yes(El4= = 0i)'2 A7
El B2 edit(HE) & "Upload certificate(21E M HYEE)"E Z 25109 M Secure Access SAMLVPN QIS MHE A
2 ghct.




Home » Enterprise applications | All 3 ations » Secure Access - RA VPN Authentication [SAML 5§ Veriﬁcation C'Ertiﬁcates
Secure Access - RA VPN Authentication (SAML SSO) | SAN

Enterprica Application
Requiring verification certificates will impact certain admin and end-user experiences. such as the Single sign-on testing feature
T upload metadata file 7 Change single sign-on mode My Apps and M365 app launcher experiences
2am more =
i overview .
e SAML Certificates
m Deployment Flan verification certificates are used to verify requests coming from this application to Microsoft Entra 1D
. - Learn mare 2
’ Token signing certificate
2 Diagnose and solve problems gning
Status Activi
~ Manage Thurnbprint DESC I%eq-l.’e verification certificates @ I
- . Expira ST YT ——— iaad with RSA-
Frop Allow requests signed with RSA-SHAT (O
It Properties Motification Email q ¢ U
A& Owners App Federation Metadata Url hitg

Certificate (Basesd)
Certificate (Raw)

Mkcaa “ | T upload certificate
Federation Metadata XML Dowr

Raoles and

& administrators

S8 Users and groups

3 single sign-on Verification certificates (opticnal) Thumbprint Key Id Start date Expiration date
> : Required Yet
< Provisioning Active 1 362A5200CB4EBC282403FA2 £5468291-e750-44c... 8/27/2024, 422 PM B/27/2025, 421 PM

PingID

Pingldentity= 7|2XMO 2 QIEM AS S =™5tX| A&LICt

. . SAML Secure Access
Applications @ —

Getting Started

Overview Q. Search Overview  Configuration
Monitoring o o SUDject Nameld Formart
4 Applications by Application Name - .
Not Specified
Directory
Applications ' Assertion Validity Duration

300 seconds
Applications I

Application Catalog Target Application URL

Mot Specified
Resources

Enforce Signed AuthnRequest
| i SAML Secure Access Disabled

Application Portal

IdP PingidentityOll A Enforce Signed AuthnRequest Ol "Enabled(i"k'§|'5=|)"§ MYE 42 edit(WE)E 226t
1 M Secure Access SAML VPN Certificate(:2.2F M| A SAMLVPN 1B M)E U2 =7 LICH



. . SAML Secure Access
Applications @ |

Getting Started

Overview Q, Search Owverview  Configuration

Monitorin :
- 4 Applications by Application Mame - SUU seconds

Directory
Target Application URL

Applications Not Specified

Applications

Application Catalog

Enforce Signed AuthnRequest
Enabled

Resources

Verification Certificates
.vpn.sse.cisco.com (HydrantlD Server CA O1)

Walid 08-24 to 08-25

Application Portal

i SAML Secure Accessl

Cisco 72

Cisco DUOE 7|EMez ME - AES -5k XIT, Assertion Encryption0| & &3t E[0] (|
2t o™ DUO Ataflofl CHal ==& 2rdo| HRstX| ef&LICt

2 MBS flol DUOE &EIXIIH XS HIETH|OlE KME[E| ID 213 E ALEstod M QIS AE T
2ZLE + A&LT

Signing options * Sign response
Sign assertion

Choose at least one option for Signindg the SAML res)

AEE| ID

O EtAIM B3t 242 & LICH DUOE Entity ID Link(https:/<entry-
id>.vpn.sse.cisco.com/saml/sp/metadata/<profile name>)0{|A M| QIZEME 7txiE &= AU &L|Ct.



https://%3Centry-id%3E.vpn.sse.cisco.com/saml/sp/metadata/%3Cprofile_name%3E
https://%3Centry-id%3E.vpn.sse.cisco.com/saml/sp/metadata/%3Cprofile_name%3E

Service Provider

Mieladats Discovery Mong (manual inpat) -

Emtity ID * hatps: I &5 cisco.comfsamlispimetadsta GG

Tha Lifidgii En bl of Thil S vidd o ot

Asseion Consumer Service hitps: /I <5e.ciscocom/+« CSCOE + fsamifisp/acsfgn
IACE) URL *

+ Add an ACT URL

Thir SOl perosstisr Srdeenit Thad necenaes and professas Sabl assarions

ol

oA ¢t

IdP Cisco DUOOI| M "Assertion encryption” 2t01 "Encrypt the SAML Assertion(SAML 0{&M &%
gh)"o| EA|El B "choose File(Tt MEH)"S 225t A Secure Access SAML VPN I MHE
Pal=N=%-i ]}

Generic SAML Service Provider - Single Sign-On

Assertion encryption @] Encrypt the SAML assertion




Dashboard » Applications » Generic SAML Service Provider - Single Sign-On

Generic SAML Service Provider - Single Sign-On

Assertion encryption Encrypt the SAML assertion

Existing Certificate *

‘ | Choose File | VPN Service Provider.cer

S €}

OKTAE 7|2Ho 2 QB M AE 2 +5tK| L &LICH General(YEl) > SAML Settings(SAML A
)0l = "Signature Certificate(AM™ 215 M)'2t= SM0| & LICt

HA EH



s W R A ol 0 o e
+« Back 1o Applications

O

Secure Access - VPN

‘f Active - ‘ - | View Logs Monitor Imports
GEMERAL
Single Sign On URL
Recipient URL
Deastination URL
Audience Restriction
Default Relay State
Mame ID Format EmailAddress
Response Signed
Assertion signature Signed
Signature Algorithm RSA_SHAZ56
Digest Algorithm SHAZSEG
Assertion Encryption Lnencrypted
SAML Single Logout Disabled

IdP OKTAM|A{ General(& ) > SAML Settings(SAML A47) of2Hoi| "Signature Certificate
Assertion encryption(M3 P15 M oMM & 5 3})"0[2t= &[0 A2 OKTA7L IBEMH HEE =¥
st QIS 2|0l LICt. "Edit SAML Settings(SAML AH +=H)"& Z2!5t 1 Signature
Certificate(Md 2B M)E 28 CtE M Secure Access SAML VPN Certificate(Af 22F HA|A
SAML VPN 215 M)E Y2 gL




+ Back to Applications

©;

Secure Access - VPN

{ Active - ‘ -

View Logs Monitor Imports

rk

e He

Signature Certificate @

0 VPN Service Provider.cer

Uploaded by Josue Brenes on September 5,
2024 at 11:25:06 AM CST

CN=HydrantID Server CA O1,0U=HydrantiD
Trusted Certificate Service, O=IdenTrust,C=US
Valid from August 27, 2024 at 4:22:25 PM CST
to August 27, 2025 at 4:21:25 PM CST

Certificate expires in 356 days

Enable Single Logout @ Allow application to initiate Single Logout

1 x4

Secure Access Help Center(Ab2 A M)

7l X & XM - Cisco Systems

HOF A FHFLIE| T 0| X|

VPNE M EoF HHA SAML 215 QIS M



https://docs.sse.cisco.com/
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://community.cisco.com/t5/secure-access-announcements/tkb-p/secure-access-announcements
https://community.cisco.com/t5/secure-access-announcements/action-required-new-secure-access-saml-auth-certificate-for-vpn/ta-p/5166182
https://community.cisco.com/t5/secure-access-announcements/action-required-new-secure-access-saml-auth-certificate-for-vpn/ta-p/5166182
https://community.cisco.com/t5/secure-access-announcements/action-required-new-secure-access-saml-auth-certificate-for-vpn/ta-p/5166182
https://community.cisco.com/t5/secure-access-announcements/action-required-new-secure-access-saml-auth-certificate-for-vpn/ta-p/5166182

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



