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» Firepower Management Center 7.2
+ Firepower 9|3 ¥0{7.2

o HOFOHMA

+ Cisco Secure Client - VPN

+ Cisco Secure Client - ZTNA

- ZCI0|HEE|A ZTNA

ABEIE T4 24
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» Firepower Management Center 7.2
« Firepower 93 204 7.2

o« HQOt MM A

» Cisco Secure Client - VPN

» Cisco Secure Client - ZTNA
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Internet Access Traffic ——

T P
Private Apps Traffic —— INTERFACE |
PrimaryWAN 192.168.30.5
PrimaryVTI 169.254.2.1

SecondaryWAN | 192.168.0.202
SecondaryVTI 169.254.3.1

LAN
192.168.10.0/24

RA-VPN Pool
192.168.50.0/24

ZTA Network
\moeaooﬂo

ZTA RA-VPN

—— —

' SecondaryVTI

T
0 A A0 M VPN T4

o gte| Wid= O|SELICH 2oF HMA

2 overview Overview
Thvis Croervidrw clsshDonnd clisplis S1MUS, UESQe, SNd Nesth Metncs. for your organization. Use this information 1o sodress security thieats Bnd monilor Syatem usage. Help O
&
Rescurces Data Transfer
' Secune TOTAL USAGE
L= Moar 69.52 MB Total traffic B — Branch
725.98 MB " Decrasse (st days)
o d a
16.45 MB Received a
CA " 35,39 MB “u Decrense (st 7 days) w
—a Browser-based ZTHA
53.07 MB sent .
690,58 MB “u Decramss st 7 diys) i . I
Select All

° % Eﬂl Connect > Network Connections

* O-|| A‘l Network Tunnel Groups% 2! + Add


https://login.sse.cisco.com/

B2 Ovarview Network Connections

Manage connections between your data centers and SSE

E Experience Insights Connector Groups 3 Metwork Tunnel Groups

“ 1 2 Essentials

Network Connections

$:.  Resources 0 0
Waming £4 Connected @
1 Secure Users and Groups
I~ Menitor s
End User Connectivity
b5 @ framiwark for establishing tunnel redund. and high
@ Admin the hubs within a network tunnel group o secwrely control
1 private resources. Help
A workflows
“ Qs l [ R w ] 11 Tunnel Groups 4
Hetwork Tunnel Primary Hub Data Primary Secondary Hub Data Secondary
Group S Region Center Tunnels Center Tunnels

* —_r"gTunnel Group Name, Region I§1=|De'vice Type
« 2 2EELICHNex

@ General Settings

@ Tunnel ID and Passphrase

@ Routing

@ Data for Tunnel Setup

General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure
Access, and choose the device type this tunnel group will use.

Tunnel Group Name

[ Secure Firewall ]

Region

l Europe (Germany) o ]
Device Type

[FTD y ]

Cancel m

£ Tunnel ID Format T /5' %|=||' |—| |-_-|' Passphrase

. 4l E
=~
« 2 22 LIChNex

@ General Settings

@ Tunnel ID and Passphrase |

@ Routing

@ Data for Tunnel Setup

N EEEIE

HH M Secure AccessE Sl EEHEE HESIEAE IP FA Y

Tunnel ID and Passphrase

Caonfigure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format

@ Email IP Address

Tunnel ID

[securelirewau @ | @<org><hub>.sse.cisco.com

Passphrase

[ Show @

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one
number, and cannot include any special characters.

Confirm Passphrase

[ sessssssnsasssnsnans Show & ]

Cancel
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Routing option

@ Static routing
Use this option to manually add IP address ranges for this tunnel group.
IP Address Ranges

Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router,

E‘|"E-'0'|| EH?_I' 78'57} EME“:'_:' Save Ef% E|'7:”§ '?‘5H 8|'| =4 gE% 7(‘| F3|'}\|=|IA|_<?_. Configurethetunnel on
Secure Firewall.

E{'d 4 HlolE

. Data for Tunnel Setup
@ General Settings

Review and save the following information for use when setting up your network tunnel devices. This is the only time that
your passphrase is displayed.

Primary Tunnel ID: sec urefirewall_sse.c isco.com (7

@ Tunnel ID and Passphrase

@ Routing

Primary Data Center IP Address: 18.156.145.74 O
@ RN R — Secondary Tunnel ID: securefirewall_sse.cisco.com m]
Secondary Data Center IP Address: 31204523 O

Download CSV
<
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2 ZWAN 22X QIEY WAN
712 VTl EfjEl2 E35H Secure AccessE E LH7| principal Internet wan |8H 21Z3E!
HEXVTI Ee=EE &3 Secure AccessZ E L 7| secondary Internet waN 3l 212 E
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1 2. QIEH|O|A 7Hol ECMPE T8t B2, F EHES 2F #3557 flshol gt
M ZBZPprimary or Secondary Datacenter IPS MEE ER 7} Qi&LICH

AlLt2[0of et VTI QIE{H O| ArrimaryWwANS secondarywaAN2 4351 7| 215 AL 3l oF 5= &l O] /Y&
L|Ct.

2 0|3 & L|C}rirepower Management Center > Devices.

« FTD A4

° An_'i E—I]l Interfaces

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address

» DiagnosticOyo diagnostic Physical

SecondaryWAN 192.168.0.202/24(Static)

# GigabitEthernat0/0 SacondaryWAN Physical

» GigabitEthernetf1 LAN Physical LAN 192.168.10.1/24(Static)
PimaryWAN 192.168.30.5/24(Static)

» GigabitEtherne10/2 PrimaryWAN Physical

« Z E—! Add Interfaces> Virtual Tunnéd Interface



Add Interfaces ¥

Sub Interface

Redundant Interface

Bridge Group Interface

Virtual Tunnel Interface
VNI Interface

- OIS SEE 7(gte 2 QIEHmo|AE FE&LICH




Add Virtual Tunnel Interface

General Path Monitoring

Tunnel Type
. St

Name:*

»f Enabled

Description:

Security Zone:

Priority:

o

Tunnel 10:*

Tunnel Source:*

t Interface v

IPsec Tunnel Mode:*

e |Pyd IPvE

<Valid IPv4 address=/<Mask=>

* Name:

* Security Zone: CHE W&

OtE= Zdo| &

® TunndID :

_I_

|_:__| (I | ID

®* Tunnel Source . E

L|C}

® |Psec Tunnel Mode .

PrimaryWAN interface k=

HE

x5t OIF F#44 Prim

RHAFS & 4= security zoneQU K| Bt Secure Access EEHEIS Q6 A A
Ct

L—I

230 M 2t

Edit Virtual Tunnel Interface

General Path Menitoring

Tunnel Type

.

Mar
PrimaryVTI

¥ Enabled

Description:

Security Zone:
SIG

Priority:

o

Tunnel ID:*

2 (PrimaryWAN

IPsec Tunnel Mode:*

* IPvd IPvE

192.168.30.5

169.254.2.1/30

aryWAN interface

EH

[¢]

to

B E7IIPE ME pus

ClE{m|o|A ol ZEto|Y FE HER IPE




VTl QIEHo|A S| A2 EIRE 27HIPE AF&SHO
A7F 27121 AR ofl= 169.254.2.1/302 At25t1 o=
‘JF SecondaryVTI?;!% |——| E".

-_

gLICt o & S04, VTI QIE{H| 0]
rimaryvTl 169.254.3.1/30€ A&

v

I 30| ol S 22 3o 5tH, VTI 72 Aol CHs 2 £ Zd0| MR E|oq
SecondaryWAN interface?/!7| [H‘E‘o'” E"% ?Eqﬂl-jl- L—l'El"EI' |—| |-_-|'-

Logical Name Type Security Zones MAC Address (Active/Standby)
diagnostic Phiysical
» GigabitEthernat0/0 SecondaryWAN Phiysical SecondaryWaN 182.168.0.202/24(5atic)
Tunnal2 SecondaryVTl v SIG
# GigabitEthernet0/1 LAN ysica LAN

» GigabitEthemetd/2 PrimaryWAN hysica PimaryWAN

Tunnell PrimaryvTl SIG 169.254.2.1/30(Static)




VTIIP Zix| g o] M

=2lX 0|& IP =Ry
7|12 VTI 169.254.2.1/30 169.254.2.1-169.254.2.2
EXRVTI 169.254.3.1/30 169.254.3.1-169.254.3.2

Bz QEmo|A0 CiEt 1 H E2 74

| SecondaryWAN interface 0‘“ THE %EI- ‘JF 9;17‘” 6|'E=| l:'=|Se(:ondary Datacenter IPAddress|-_—'||O|E‘|k”E‘| |P0‘||
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CHS BFAZ dUE = A&

Zz0 | S EI' |—| |:—|' Device > Device M anagement

- FTD ClHtO|AE 223t
d %E—! Routing

° AI_-I E—||'| Static Route > + Add Route



Edit Static Route Configuration

Type:
Interface* Choose the SecondaryWAN interface
SecondaryWAN

L J

(Interface starting with this icon | @signifies it is available for route leak)

Available Network + Selected Network

Q_ Search SecureAccessTunnel

192.168.0.150

192.168.10.153

Choose the Secondary Datacenter IP
any-ipv4

ASA_GW
CSA_Primary

GWVT1

Ensure that egress virtualrouter has route to that destination

Gateway

Outside_GW + Choose the SecondaryWAN Gateway
Metric:

1
(1 - 254)

Tunneled: (Used only for default Route)

Route Tracking:

_I_

Interface. SecondaryWAN Interface &

Gateway: SecondaryWAN Gateway=
Selected Network: 22 O|O|E AllE] |PE
oI- [[H x."_._El A H

O - oL

Metric: 17 AFS

—_




Leaked from Wirual Router

Devices > Siteto Site

* = = +Siteto Site VPN

Endpoints(QIEZQIE) EtAE 4522 Data for Tunnel Setup(E1'e A& O|O0|E) EtA0| A A|
3T HEE ArSsHok &L|Ct

Create New VPN Topology

Topology Name:*

SecureAccess

Policy Based (Crypto Map) e Route Based (VTI)

Network Topology:

Hub and Spoke
IKE Version:* IKEvl W& IKEv2

Endpoints IKE IPsec Advanced

Node A
Device:* Device:*

FTD_HOME Extranet

Virtual Tunnel Interface:* Device Name*:

PrimaryVTI (IP: 169.254.2.1) SecureAccess

Endpoint IP Address*:
Tunn ource IP is Private
18.156.145.74,3.120.45.23

& Send Local Identity to Peers
Local Identity Configuration:*

Email ID

jairohome@8195126-615626006-

« EZZX| 0|&: Secure Access S&1} ZtZ4El 0| OtE7|
« MEH Routed Based (VTI)

® Au_'"EﬁH Point to Point



e IKE Version: IKEv2 A1EH

21 IKEv12 Secure Access®to| E8H0f x| E|X| et&LCt.
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Device:*

F1D_HOME

Virtual Tunnel Interface:*

PrimaryVTI (IP: 169.254.2.1)

Tunnel Source: PrimaryWAN (IP: 192.168.30.5)Edit VTI

Tunnel Source IP is Private

w Send Local Identity to Peers

Local ldentity Configuration:™

Email ID

jairohome@

II. ::'_I!:I tll I:. |I-Ii L_'I- |I._.II

* Device: FTD & x| MEH

* Virtual Tunnd Interface; 2F 2t E! VTIE PrimaryWAN Interface? B & L|C}.

o 2OIEhZ MEHFFLICH. send Local Identity to Peers

* Local Identity Configuration: Email ID(O|H| ID)E MEHS D, ZAL| 2240 Primary Tunne 1D M| S E
HEE 7|gtS E Data for Tunnel Setup(E{'d A& G[0|E]) Et7AHo| MEE I2gfL|C

2I8 ) HEE 78 £ LSS primaryvTt 2218 LICH Add Backup VTI.




Virtual Tunnel Interface:™

SecondaryVTI (IP: 169.254.3.1) » | +

source. SecondaryWAN (IF: T92.168.0.

Tunnel Source IP is Private
w Send Local ldentity to Peers
Local Identity Configuration:™

Email ID

jairchome@

* Virtual Tunnd Interface; 2F 22 El VTIE PrimaryWAN Interface EH & L|C},

o 2olEtE MEHBIL|CH. send Local Identity to Peers
* Local Identity Configuration: Email ID(O|H| ID)E MEN5t T, 71224 0| M0 secondary Tunnel 1D K|S

f
Z Y2 E 7|8t E Data for Tunnel Setup(E{'e A& H|0|H) EHA A HEE I=48L|Ct

Ol A NodeBCHS OH7HEH~& T/ J 5t OF FrLICH



Device:*

Extranet

Device Name*:

SecureAccess

Endpoint IP Address*:

18.156.145.74,3.120.45.23

* Device; A E I

* DeviceName: Secure AccessE CHE S 2 QlAI5tE{MH Name(0|§)2 ME4RFLICEH

* Endpoint IPAddress: 7|82 & 2 0] CHEF ZI|22) 0|42 7|& 0|0{0F Datacenter 1P,Secondary Datacenter
pRrLCH siE HE = Hd d™oll et oo EFAoM && =+ &LCt

O O o] Z4X| 220 MEendpointsO| 2t 2 =11 O|A| IKE Configuration(IKE Z1IL|12{|0|4) EtAI 2
olse =+ U&Lct

IKE Z1I|218flo|M

IKE o7& Fdoted™ & keZ =g LICH



Endpoints IKE IPsec Advanced

Ot ke, CHS OHZHHTE +

Endpoints IKE IPsec Advanced

IKEv2 Settings

Policies:* |Umbrella-AES-GCM-256

Authentication Type: Pre-shared Manual Key
Key:*
Confirm Key:*

Enforce hex-based pre-shared key only

policies: 7|2 Umbrella Z1I| 22| 0|ME AFE 3 7Lt umbrela-AESGeM-256  7|EF2 2 CHE OH 7

HEE L ME = Q& LICH supported IKEV2 and IPSEC Parameters

Authentication Type: A|'
KeyZ!:confirm key E{'& Passphrase CI|O|E{ Bt A0 HEE &2 = Q

JH CHE o Au|asolMikeo| F = =1 O|A| IPSEC ZiI|12io]M EHAHZ 0]

IPSEC Z4I|12i[0o|A

IPSEC Oi7H#H~& T gstcd™ IPSECES 2 =g LICH

Endpoints IKE I[Psec Advanced



https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

of2Hoil A ipsec, CHS OH7HEH 4
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Crypto Map Type:

Transform Sets: IKEv1 IPsec Proposals IKEvZ IPsec Proposals® #

Un‘ﬂ:’uh—ﬁEE—EEH—EEE

Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Lifetime Duration®: 28BOD

Lifetime Size: 4508000

* policies: 7|2 Umbrella Z1X|2124|0|MHE AF& SH7HLE umbrela-AESGeM-256 & 7|BFS 2 CHE O 7

HEE M8 = Q& LICH supported IKEV2 and IPSEC Parameters


https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

1 IPSECO|= CHE 20| 2 3sHX| et&LICH.

O chg of x| e o|MipsecO| 2t 22T O|AM| & ZT[asold BHAZ ol e £ U&LICH

T2 o7& 74524 Advanced(12)E E=IgLICH

0>

Endpoints |IKE I[IPsec Advanced

Ot2HOl| A Advanced, C+HS OH7HE#H+& g5t oF ELICH.



E ISAKMP Settings

IPsEs KE Keepalive:

Tin:] Thrashsokd: Seconds

r-!|:1r:.l IrrheErval; 7 Seooinds

Idertty Sent o Peers: n e T

Peer ldentity Validation: O not check

Enable MNofhcation on Tunned Disconnect

IKEv2 Security Association (SA) Settings

Cookie Challengs, CLREE e

* |KE Keepalive: Enable

* Threshold: 10

* Retry Interval: 2

* Identity Sent to Peers. autoOrDN

* Peer Identity Validation: =@l 9F &t

JH ChS 2 225t HsaveE LI Clpeploy.



Topelogy Name VPN Type Network Topology Tunnel Status Distribution IKEv1 IKEv2

Route Based (VTI) Point to Point v

2- Tunnels
Node A Node B
D VPN Interface VTl Interface

EXTRANET Extranet 3 4. (3.120.45.23) FID FTD_HOME Secon... (192.168.0.202) Seconda... (169.254.3.1)

EXTRANET Extranet 18.15... (18.156.145.74) FiD  FTD_HOME Primary... (192.168.30.5) Primary¥Tl (169.254.2.1)

A CHS o Z4I| 22| O|AveN to Secure Accessin VTI ModeO| 2F R E|11 O|A| BEHH 2 Ol & = U&LICH

Configure Policy Base Routing.
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A4

£ 1 Secure Access AIO|E Q| O ZX|= X|HEl= IPsec 40l CHEH AL MEAMof| AN

Z/ DPD

Interface
» GigabitEthernet0/0
# Tunnel2
# GigabitEthernet0/1
@ GigabitEthernet0/2

® Tunnell

S Hm[agolM AlLtE]

b4 =1
HA =

7|gto 2 gL},

0]

Logical Name Type

SecondaryWAN Physical
SecondaryVTI VTl
LAN Physical
PrimaryWAN Physical

PrimaryVTI VT

Security Zones MAC Address (Active/Standby)

SecondaryWAN
SIG

LAN
PimaryWAN

SIG

IP Address
192.168.0.202/24(Static)

169.254.3.1/30(Static)

192.168.10.1/24(Static)

192.168.30.5/24(Static)

169.254.2.1/30(Static)



https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters

OlE{m|O|A

02
2

718 VTI AL
EZRVTI AL
LAN LAN

QIE{! HMA AlLtER

Policy Base Routingd| A Td5t= 2 & ElaA0] CHt QB HMAE X SotE{td 2ok AL
M YR A A AT U WS Tasok BHLICH O] AlLIEIQ0IM 018 TAdsHe WS M
stzl& Lt

MName Internet Access - SIG Action @ Allow |v B Logging ON IRy Time Range

Insert  into Mandatory “ W Intrusion Policy | v

O\ Networks 5 Applications Users URLs Dynamic Attributes VLAN Tags

Showing 4 out of 4 5 Sources: 1

i LAN |

% PimaryWaAN ) v 1 object + 1 object

it: SecondaryWAN

o 72 QIE{of Lan CHEH HMAE RIZ5HH, 0] Z2 QEHS sc@LiCh.
RA-VPN Escenario

RA-VPN A2 Xo| HMAE XNB5tE{H RA-VPN E0f &t HRIE 7|dte 2 M5l oF & LC}.



£ FM435t24™ Manage Virtual Private Networks(ZH&F AA HE 2

1: RA-VPNaaS Z#H

))& S35

=t
=

EQIELIT?

VPNaaS2e| IP £ o{EH|
Secure Access Dashboard(Z£90F HMA CHA|EE)Z 0|S

+ 22| connect > End User Connectivity

° %E—! Virtual Private Networ k
« OF2HOH| M ManageIP PoolsE 2 28 LIC}. Manage


https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://dashboard.sse.cisco.com/
https://dashboard.sse.cisco.com/

End User Connectivity & Cisco Secure Client

Manage DNS Servers (2)

End user connectivity lets you define how your organization's traffic is steered from
endpoints to Secure Access or to the internet. Help 7

Zero Trust Virtual Private Network Internet Security

Global FQDN Manage IP Pools
fb57.vph.sse.cisco.com Copy 2 Regions mapped
« oleHol =d&E 0| ELICH Endpoint IP Pools
EUROPE 1 A~
Displa . Management IP
Pop Name play Endpoint IP Pools 9 DNS Servers
Name Pools
192.168.50.0/24 192.168.60.0/24
Europe RA VPN 1 256 user 256 user House 7.4 [i'
(Germany) , .
connections connections

* SIGO X o] HL|E 5{&3loF 5t X|Bt PBROIM T8t ACLOIME O HL|E F7tslof g Lict

HM|A 72| HAma o]

Zato|s! ofZEIH 0IM Elalof HMAGHE 7153 BH ASSHEZS 2ot HMAR T F
L HMA FES CIST LS = YSLICH

Mame  Private APP Action @ Allow | B Logging ON Iy Time Range

Insert | into Mandatory W Intrusion Policy | |~

0 Networks Applications Users URLs Dynamic Attributes VLAN Tags
Showing 27 out of 27 Selected Sources: 2 Selected Destinations and Applications: 1
Networks Geolocations Co | e Cc Al R
192.168.0.150 192.168.0.150 v 1 object PRI~ 1 object

192.168.10.153 192.168.10.153

JET 1 object
0.0.0.0/0,::/0 v_ _‘j_[

any-ipv4 0.0.0.0/0

=0

ACL x|z 8ol



SIGO|AM LANCEo| BIRE ERfEIZ 58
CF.

248 PBROIM 2 S35 E ACL ofzHol| =718l oF &L

oll

ACL

Entries (2)

3-8 ZTNA o 2 7{|Lt2|2

Client Base ZTA EE= Browser Base ZTA AF2 A2 R E| HE X F0i CHEt HMHAE X Z5HE{H
CGNAT 82/ 100.64.0.0/102 7|EI2 2 HEIE FAd3Hok &Lct.

HM|A 72| HAm|a 0|

ZZtolE! ofE2IFI0|M BlAAN HMASHE 7[ST EH A S 2o HMAD T HE = F
L HMA RIS CIST ZEE £ AsLCH

Mame ZTNA Access - Action & Allow 5 B Logging OMN G Time Range | w Rule Enabled

Insert  into Y W Intrusion Policy w - & Flle Policy

Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
Showing 27 out of 27 Selected Sources: 2 Selected Destinations and Applications: 1
Networks Geolocations

192.168.0.150 192.168.0.150 ~ 1 object v 1 object

- ~ 1 object
any-ipvd
any-ipvé
ASA_GW
CSA_Primary

GWVT1 169.254.2.2

O| #&!I2 ZTNA CGNAT 2] 100.64.0.0/100{ M LANS 22| ERNEIZ {2 &L},
ACL Z1x|zgjo|M

CGNATE AF23104 SIGOH|M LANS 22| 2t & Ef=EE 51&35l2{H PBRO|M 2 S35 ACL
oteioil F7FsHoF &FL|LC}t.

Name

ACL

Entries: (2)
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« 2 O|SELIC} bevices> Device Management

- B2E dMHE FTD C|HIO|AE MEHFILICE

Version

~ Ungrouped (1)

() FTD_HOME | Snort 3
192.168.0.201 - Routed

FTDv for VMware

L E' Routing

° An_'lEH Policy Base Routing
- 2 ZEFLICHAdd

Policy Based Routing

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority

O] AlLt2|20 M= EBH=EE Secure AccessZ Bt EISHHLE RA-VPN EE= E}OI°+E 7|8 E=
HetX 7|8 ZTA HHAE AHRSH0{ U ELRT LT 2|AA0| CHE AR X Q15 E Secure
AccessOl| MB335t7| Rl AAZR AIE5HE D E CIE{H|O|AE MEHEHL|CE.

E

R
fjo
of
Q'I_l
rr
H
rn

* Ingress Interface(2! 22| A IE{H|0|A)0{| A Secure AccessE &35 EcH
QUE{H|O|AE MEHEFLCE.

Edit Policy Based Route

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

. Match Criteria and Egress Interface( x| 7|& ! o] 2l|A QE{HO|A)HM CHS S =8
% CtZ of7HH 8 HolgfLChadd.

Match Criteria and Egress Interface

Specify forward action for chosen match criteria.




Internal Sources
L)

Add Forwarding Actions

IP Address

IP Address
169.254.2.2,169.254.3.2

» MatchACL: O] ACLL| B EoF M| A0 2 E

Traffic to the destination 208.67.222.222
or 208.67.220.220 over DNS using TCP
or UDP will not be routed to Secure

Access

Name
SSPT_FTD_ACL

Entries (2)
Traffic from the source

Action 2 c Source Port Dastination Port
192.168.10.0/24 will be
2 : routed to Secure Access

Block

© Allow 192.168.10.0/24

Depends how you play with the ACL, you

can define how the traffic must be routed « ACCEPT

to Secure Access

* SendTo: IP 24 MEH
OtA3 3001 A CHS IPE AbE3atioF BfLICH O] Er7[of A

* |Pv4Addresses. & VTIO| 25 & E
stolgr = OIAL_||_—_|:

VTI QIE{H[0|A ZAm|aB|o|Me &olg
ClE{H o|A IP GW
712 VTl 169.254.2.1/30 169.254.2.2
EZVTI 169.254.3.1/30 169.254.3.2

169.254.2.2,169.254.3.2
I

O|F 7| Fgst™ CtE At 7F LIEHLE T saveltS 28



ACL
IP Address

169.254.2.2,169.254.3.2

Default Interface

IPvE settings

Peer Address
Verify Availability i

Cancel
37 ChS ChA| save 4450k 3HH CFHS &

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Match Criteria and Egress Interface

Specify forward action for chosen match criteria

Match ACL

Forwarding Action

Send the traffic to the PrimaryVTI
169.254.3.2

If PrimaryVTI fail it will send
the traffic to the SecondaryVTI

Cancel
Deploy(75)&
= T4E AR

C9| conexion Events 01| Aq:




Action X Initiator IP X Responder IP X Application Risk x Access Control Policy X Ingress Interface X Egress Interface X

Allow 192.168.10.40 .B.8. Medium HOUSE LAN PrimaryVTI

Allow 192.168.10.40 8.8.8. Medium HOUSE LAN Primary\VTI
Allow 192.168.10.40 .8.8. Medium HOUSE LAN PrimaryVTI
Allow 192.168.10.40 Medium HOUSE LAN PrimaryVTI|
Allow 192.168.10.40 Medium HOUSE LAN PrimaryVTI

Allow 192.168.10.40 Medium HOUSE LAN PrimaryVTI

Secure AccessActivity SearchO1| A:

40,678 Total () Viewing activity from Mar 13, 2024 12:30 AM to Mar 14, 2024 12:30 AM Page: 1 Results per page
Request Source Rule Identity @ tion Destination IP Internal IP External IP Action Categories Res
FW — HomeFTD — HomeFTD 8.8.88 192.168.1( @ Allowed Uncategorized
FW = HomeFTD = HomeFTD 8888 192.168.1( & Allowed  Uncategorized
FW — HomeFTD — HomeFTD 8888 @ Allowed Uncategorized
F HomeFTD — HomeFTD 88858 @ Allowed Uncategorized
FW — HomeFTD — HomeFTD 8.8.8.8 @ Allowed Uncategorized
HomeFTD — HomeFTD 8.8.88 192.168.1C @ Allowed Uncategorized
FW — HomeFTD — HomeFTD 8.8.88 @ Allowed Uncategorized
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https://dashboard.sse.cisco.com/
https://dashboard.sse.cisco.com/

| ‘ Secure | Policy

_ Access Policy
E Monitor Create rules to control and secure
access to private and internet
destinations
o Admin

Data Loss Prevention Policy

Prevent data loss/leakage with
g Workflows policy rules

* % E—l Add Rule > Internet Access

r b !

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public

destinations from within your network and
from managed devices

017|M A28 BER XYY & UM, oM F4sted= Chafoll ek chedoll CHall anyE 1=
& &= U&LICH Secure Access AHE MBME 3HQISHMAIR

ZTNA % RA-VPNO{ CHEF Z2}0[H! 2|4 A HMA 74


https://docs.sse.cisco.com/sse-user-guide/docs/add-an-internet-access-rule
https://docs.sse.cisco.com/sse-user-guide/docs/add-an-internet-access-rule
https://docs.sse.cisco.com/sse-user-guide/docs/add-an-internet-access-rule

Zotols! 2lAAol CHEt HMAE F445H24T THX] Secure Access Dashboard(2 o HAM|A CHA|E

S)0lM BlaAE Mok BLiCh

% E—! Resour ces > Private Resour ces

H R
=: esources

Sources and destinations Destinations
Registered Networks Internet and SaaS Resources
' Secure Point your networks to our servers Define destinations for internet
access rules
) Internal Networks
Iﬁ—ﬁ Monitor Define internal network segments Private Resources
to use as sources in access rules Define internal applications and
other resources for use in access
o Admin Roaming Devices rules
Mac and Windows
d L R R - R

« O CHS aDD

ZAn|ag| oMol M FEE ClE MME H&LICH General, Communication with Secure Access Cloud and Endpoint
Connection Methods.

olH}
= -

General

Privali Resource Marme

SplunkFTD
Desﬁripiinn i Lo

* Private ResourceName : | E 304 CHEt EoF HMAE Sl HMAE NME5t= 2lAA02| 0|ES
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Zero-trust connections

Allow endpoints to connect to this resource from outside your network without

Q Client-based connection

Allow connections from endpoints that have the Secure Client installed. Enable t

Remotely Reachable Address (FQDN, Wildcard FQDN, P Address) @
192.168.10.2

+FQDN or IP Address

t) Browser-based connection

Public URL for this resource @

https:ff | splunk2 -8195126
Protocol Sarver Name Indication (SMI) (optional) @
HTTPS ~

L Validate Application Certificate ©

it requiring a VPN connection. Help £

his option for maximum control over endpoint security requirements (posture).

sre Client installed. Enable this option when devices that your organization does not manage must

.Ztna.sse.cisco.io

® Zero Trust Connections.

* Client-based connection:

= .
I 732 Secure Client - Zero Trust Module2 Al236t04 22}0|

HE J|E ZEE St AMAE gdste = A&L

* Remote Reachable Address (FQDN, Wildcard
fqdn2 7 dst= B¢ O|§2 & ¢!

FQDN, IP Address) © 2IAA IP EEE FQDNS R A48HLICt
st7| 2/sl DNSE F7tslok g LCt

Browser-based connection: O] S M2 & M3l 6tH HEIR K E E6l 2lAA0| HAMAE = &LICH

(HTTP = HTTPS SAIEH Q= E|AAE FIH5HAAIR).

* Public URL for thisresource: EEI’TX'I%
O| Z|IAAE E5&tLCt

S5l AHE5le 38 URLE A ELIC} Secure Accesse

* Protocol: ZE2EZ(HTTP EEE HTTPS)S MEfErL|C}

VPN connections

Allow endpoints to connect to this resource when connected to the ne

wetwork using VPN,

&S ofLtol eEaiok gf LIt



| ‘ Secure | Policy

_ Access Policy

E Monitor Create rules to control and secure
access to private and internet
destinations

o Admin . *
Data Loss Prevention Policy

Prevent data loss/leakage with
g Workflows policy rules

Add Rule ~

y

« £ Z2!8FLICI Add > Private Resource

I

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public
destinations from within your network and

from managed devices

% -l

Ol Private Access TF2l19| B Z|AA0 CHEt HHMAE NS 7|EE S &g LICH B2 7
m|zelolMofl CHaH AHAIS| 2ot B4T User Guide(ALE MHAM)E FEFMAIL.



https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule
https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

o Specify Access

which users and

ces. Help 7
Action

Allow Block
Allow specified traffic if security
requirements are met.

To

Specify one or more destinations

wpn user (vpnuser@ciscosspt.es) - = SplunkFTD -

ut sources, including selecting multiple sources. Help Informati

=
* From: ClAAO 215t Ol AFRE £ UE AFEXIE X|HE L
+ To: Secure AccessE Safl HM|ASIE = SIAAE MHESFHLICE

Endpoint Requirements

For zero-trust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help 3

|;| Zero-Trust Client-based Posture Profile  pyje Defaults

Requirements for end-user devices on which the Cisco Secure Client is installed.

System provided (Client-based) ~

Private Resources: SplunkFTD

] Zero Trust Browser-based Posture Profile  pyje Defaults

Requirements for end-user devices on which the Cisco Secure Client is NOT installed.

System provided (Browser-based) -~ ]

Private Resources: SplunkFTD

* Zero-Trust Client-based Posture Profile: %EPOPJE 7|H|_|' O—']IA'”ﬁg 'cr"|g|_|' 7|§

® Zero-Trust Browser-based Posture Profile: 7|§ EEEI'OEI EEF-?-H 7|% O—'M‘”

>

stinations. Help (kg
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% CHE Next X T80 Msave S 2

S Z2!5l 1 RA-VPN 2! Client Base ZTNA EE & Browser Base
ZTNAE S35l EI A0 HMAE 5= U&LICH

Secure FirewallZ} Secure Access Zt2| SAI2 7|Hlo 2 BXN|E a2
Phase2(IPSEC)7t & x| Ztoll x| Q10| MM |G =X| &gt 4 QA%LIEL

1EHA(IKEV2) &9l

1EHA|E & QI5tE{™ FTDL| CLIOIAM CHS WS AlsliaoF L.

show crypto isakmp sa


https://docs.sse.cisco.com/sse-user-guide/docs/zta-posture-profiles

0| B2 ¢ste £232 Secure Access2| O|O|E{ ME] IPO| M E F ikev2sas 7H0|H 5= 2FEH
= Ct=2 1} reapy 2 & LLCH.

There are no IKEvl SAs
IKEv2 SAs:
Session-id:3, Status:UP-ACTIVE, IKE count:1l, CHILD count:1

Tunnel-id Local Remote
52346451 192.168.0.202/4500 3.120.45.23/4500
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/4009 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0xfb34754c/0xc27fd2ba

IKEv2 SAs:
Session-id:2, Status:UP-ACTIVE, IKE count:1l, CHILD count:1

Tunnel-id Local Remote
52442403 192.168.30.5/4500 18.156.145.74/4500
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/3891 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x4af761fd/0xfbca3343

2EHA|(IPSEC) &€l

2EtAHIE 2felsted® FTDR| CLIOA CHE BEE A-sior 2 LICH

interface: PrimaryVTI
Crypto map tag: __vti-crypto-map-Tunnell-0-1, seq num: 65280, local addr: 192.168.30.5

Protected vrf (ivrf): Global
Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 18.156.145.74

#pkts encaps: 71965, #pkts encrypt: 71965, #pkts digest: 71965

#pkts decaps: 91325, #pkts decrypt: 91325, #pkts verify: 91325

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 71965, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 192.168.30.5/4500, remote crypto endpt.: 18.156.145.74/4500
path mtu 1500, ipsec overhead 63(44), media mtu 1500



PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled
current outbound spi: FBCA3343

current inbound spi : 4AF761FD

inbound esp sas:
spi: Ox4AF761FD (1257726461)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 2, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (3916242/27571)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
outbound esp sas:
spi: OxFBCA3343 (4224332611)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 2, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4239174/27571)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

interface: SecondaryVTI
Crypto map tag: __vti-crypto-map-Tunnel2-0-2, seq num: 65280, Tlocal addr: 192.168.0.202

Protected vrf (ivrf): Global

Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 3.120.45.23

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 192.168.0.202/4500, remote crypto endpt.: 3.120.45.23/4500
path mtu 1500, ipsec overhead 63(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: C27FD2BA

current inbound spi : FB34754C

inbound esp sas:
spi: OxFB34754C (4214519116)

SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 20, crypto-map: __vti-crypto-map-Tunnel2-0-2
sa timing: remaining key lifetime (kB/sec): (4101120/27412)
IV size: 8 bytes



replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: 0xC27FD2BA (3263156922)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 20, crypto-map: __vti-crypto-map-Tunnel2-0-2
sa timing: remaining key lifetime (kB/sec): (4239360/27412)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

orx|ef £30lM F E{do| 25 AHE AE 2 & USLUICH Aot x| o W2 T encaps R decapsOt
cflel oS 3 dLch

encaps: 71965, #pkts encrypt: 71965, #pkts digest: 71965

decaps: @, #pkts decrypt: @, #pkts verify: @

compressed: tpkts decompressed: @
: not compressed: 71965, #pkts comp failed: ©, #pkts decomp failed: @
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: ©

#PMTUs sent: ¢ tPMTUs rcvd: @, #decapsulated frgs needing reassembly: ©
#TFC rcvd: @, #TFC sent: ©

#valid ICMP Errors rcvd: @, #Invalid ICMP Errors rcvd: @

#send errors: @, #recv errors: @
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« £7{:192.168.10.40
A

« CHA: 146.112.255.40(Secure Access Monitoring IP)

Secure Access default behavior

+ DC2 is passive when DC1 is
active

+ Data Centers operating in High
Availability (HA) mode ensure
that only one tunnel receives
traffic at a time. The other tunnel
remains on standby and will drop
any packets sent through it while
in standby mode.

Secure Access HA Behavior

» DC2 is Active when DC1or
WAN1 peer is Down

» High availability is implemented
to address failures in the WAN1
channel on the Firewall, ensuring
operational continuity in the
region and mitigating potential
issues in DC1



of:

Emulation of the connection via TCP protocol from
the IP 192.168.2.234 from the source PORT 32344
tothe IP 72.163.4.185 to the PORT 443, which
emulates the access to a webpage published on
the port 443 from a user on the inside network.

¥
Direction must be the
interface that has clients
trying to access to internet

packet-tracer input LAN tcp 192.168.10.40 3422 146.112.255.40 80

i

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 14010 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 2

Type: PBR-LOOKUP

Subtype: policy-route

Result: ALLOW

ETapsed time: 21482 ns

Config:

route-map FMC_GENERATED_PBR_1707686032813 permit 5
match ip address ACL

set ip next-hop 169.254.2.2 169.254.3.2

Additional Information:

Matched route-map FMC_GENERATED_PBR_1707686032813, sequence 5, permit
Found next-hop 169.254.2.2 using egress ifc PrimaryVTI

Phase: 3

Type: OBJECT_GROUP_SEARCH
Subtype:

Result: ALLOW

ETapsed time: 0 ns

Config:

Additional Information:
Source Object Group Match Count:
Destination Object Group Match Count: O

o



Object Group Search: 0

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
ETapsed time: 233 ns
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any ifc PrimaryVTI any rule-id 268434435
access-1list CSM_FW_ACL_ remark rule-id 268434435: ACCESS POLICY: HOUSE - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268434435: L7 RULE: New-Rule-#3-ALLOW
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS
Subtype:
Result: ALLOW
ETapsed time: 233 ns
Config:
class-map class_map_Any
match access-list Any
policy-map policy_map_LAN
class class_map_Any
set connection decrement-tt]
service-policy policy_map_LAN interface LAN
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 233 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 233 ns
Config:

Additional Information:

Phase: 8

Type: VPN

Subtype: encrypt
Result: ALLOW

ETapsed time: 18680 ns
Config:

Additional Information:

Phase: 9

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

ETapsed time: 25218 ns
Config:

Additional Information:

Phase: 10



Type: NAT

Subtype: per-session
Result: ALLOW

Elapsed time: 14944 ns
Config:

Additional Information:

Phase: 11

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 0 ns
Config:

Additional Information:

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 19614 ns

Config:

Additional Information:

New flow created with id 23811, packet dispatched to next module

Phase: 13

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 27086 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 14

Type: SNORT

Subtype: appid

Result: ALLOW

ETapsed time: 28820 ns

Config:

Additional Information:

service: (0), client: (0), payload: (0), misc: (0)

Phase: 15

Type: SNORT

Subtype: firewall

ResuTlt: ALLOW

ETapsed time: 450193 ns

Config:

Network 0, Inspection 0O, Detection 0, Rule ID 268434435

Additional Information:

Starting rule matching, zone 1 -> 3, geo 0 -> 0, vlan 0, src sgt: 0, src sgt type: unknown, dst sgt: O,
Matched rule ids 268434435 - Allow

Result:

input-interface: LAN(vrfid:0)
input-status: up

input-Tine-status: up
output-interface: PrimaryVTI(vrfid:0)
output-status: up

output-line-status: up

Action: allow

Time Taken: 620979 ns
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Phase: 2
Type:| PBR-LOOKUP
Subtype: policy-route
Result: ALLOW
Elapsed time: 21482 ns
Config:
route-map FMC_GENERATED_PBR_1707686032813 permit 5
match ip address ACL
set ip next-hop 169.254.2.2 169.254.3.2
Additional Information:
Matched route-map FMC GENERATED PBR 1707686032813, sequence 5, permit
Found next-hop 169.254.2.2 using egress ifc PrimaryVTI

2CHH|= Eei2o| QIEH|O|AR MY E|T UFS LIEFRLICE O AlLt2|22| Z4x|aE oMo
PrimaryvTI [F2E QIE{H EZHEI2 VTIE S35l Secure AccessZ MET|0{0F 3122 SHIE AL
Ct.



Phase: 8

Type: VPN

Result: ALLOW

Elapsed time: 18680 ns
Config:

Additional Information:

Phase: 9

Type: VPN

Result: ALLOW

Elapsed time: 25218 ns
Config:

Additional Information:
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Result:

input-status: up
input-line-status: up
output-status: up
output-line-status: up
Action: allow

Time Taken: 620979 ns
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/zta-module.pdf
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
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